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(except U.S. federal holidays). 


Embassy 24-hour contact number if you request further 
asistance is (31) (70) 310-2209. 
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PARENTS SEE THE ACCESS AS SOMETHING POSITIVE. 


3. FUCIK SURPRISED CONGEN BY INDICATING THAT 

TO WHAT WE HAD PREVIOUSLY HEARD FROM THE ACA 

COULD DO MORE TO FULLY COMPLY WITH THE 2004 ECHR RULING 
OBLIGING AUSTRIA TO HELP IN RESTORING MR. SYLVESTERYS 
ENJOYMENT OF A FAMILY LIFE. HE ADMITTED THAT MORE COULD 
BE DONE BY HIS OFFICE TO MAKE CREATIVE APPROACHES TO 
IMPROVING ACCESS 

FROM FAMILY THERAPY (WHICH HE THOUGHT MIGHT BE TOO 
EXTREME) TO MEDIATION TO VISITATION AWAY FROM CARINAYS 
HOME INITIALLY ACCOMPANIED BY A SOCIAL WORKER. HE ADDED 
THAT THE ECHR CONTINUES TO MONITOR AUSTRIAN COMPLIANCE 
EVEN IN THIS NEW ACCESS CASE. HE ADVISED THAT WHILE HE 
WOULD MAKE SUGGESTIONS ON POSSIBILITIES 

ATTORNEY WAS THE APPROPRIATE PERSON TO PROPOSE THESE TO 
THE JUDGE. 


4. CONGEN CONSULTED FUCIK ON THE BEST WAY FOR POST TO 
GAIN ACCESS TO THE MARCH HEARING WITHOUT ANTAGONIZING THE 
JUDGE 

WELCOMED THE IDEA OF EMBASSY ATTENDANCE 

THAT A CONOFF GO IN THE ROLE OF MR. SYLVESTER\'S 
\"VERTRAUENSPERSON\" OR \"TRUSTED PARTY 

IN ADDITION TO ONEYS ATTORNEY 

CHOSEN VERTRAUENSPERSON ATTEND THE HEARING. THE LIMIT ON 
ATTENDEES 

HELD WIN CHAMBERS\" AND SPACE IS QUITE LIMITED. HE 

THOUGHT A CONOFF COULD USEFULLY SERVE AS A SORT OF 
WCULTURAL TRANSLATOR." 


5. FUCIK ACKNOWLEDGED THAT THE AUSTRIAN FAMILY LAW 
SYSTEM IS QUITE DIFFERENT FROM THE U.S. SYSTEM 

HAD HAD A CHANCE TO OBSERVE IN NEW YORK CITY SOME YEARS 
AGO. HE SUGGESTED THAT WE MIGHT HAVE ONE OF HIS AUSTRIAN 
COLLEAGUES 

ATTORNEY\S OFFICE 

SYSTEMS 

OF CI DIRECTOR CONWAY. HE ADDED THAT HE HIMSELF WOULD 
LIKE TO ADD TO THE TRANSPARENCY OF THE PROCESS BY 
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ANSWERING OUR QUESTIONS ABOUT SYSTEMIC ISSUES AND LEGAL 
POSSIBILITIES 

HE EXPRESSED CONCERN OVER SOME OF THE JUDGE\'S REPORTED 
COMMENTS 

DISCREET INQUIRIES OF HIS OWN. 


6. FUCIK ALSO CLARIFIED THAT THE CURRENT COURT ORDER WAS 
ONLY MEANT TO CREATE SOME \"BREATHING ROOM\" FOR CARINA 
WHOM THE COURT PSYCHOLOGIST FELT WAS FEELING OVERWHELMED 
BY THE \"PRESSURE\" SURROUNDING MR. SYLVESTERVS VISITS. 

THE CURRENT SITUATION IS ONLY TEMPORARY 

ASSURED US THE COURT WOULD BE PLEASED IF INFORMAL CONTACT 
RESUMED 

ACKNOWLEDGED THAT EVEN THE MOST PRECOCIOUS AND MATURE 11- 
YEAR OLD COULD NOT MAKE A DECISION ON VISITATION FREE OF 
INFLUENCE BY HER MOTHER 

REASON BEHIND CARINA\'S FEELINGS 

HE THEREFORE FELT THAT MEDIATION MIGHT HELP REDUCE MRS. 
SYLVESTER\'S ANXIETY AND THEREFORE TAKE THE PRESSURE OFF 
CARINA 

OF MR. SYLVESTER\'S ACCESS. HE SUGGESTED THAT HAVING A 
SOCIAL WORKER ACCOMPANY CARINA AND HER FATHER ON OUTINGS 
MIGHT HELP PAVE THE WAY 

REASSURING MRS. SYLVESTER 

HE VIEWED ANY CONCERNS ABOUT A RE-ABDUCTION OF AN 11-YEAR 
OLD AS UNREALISTIC. 


7. OVER AND OVER 

SYSTEM VIEWED ENFORCEABLE ACCESS AS ACCESS THAT HAS BUY- 
IN FROM ALL PARTIES. HE THEREFORE FELT THAT SUCCESSFUL 
VISITATION MUST OCCUR FIRST 

COURT ORDER. FOR THIS 
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constitution. Voter turnout was much lower in Kinshasa and 
the Kasais 

results by province were as follows: Equateur 
16 percent; Bandundu 

percent to 4 percent; South Kivu 

North Kivu 

percent to 41 percent; Kasai Orientale 
percent; Katanga 

percent to 27 percent; Province Orientale 
percent; and Kinshasa 


3. (U) The approval of the constitution sets the stage for 
national elections in the first half of 2006 and for an 

elected government to be installed by June 30. The next 
major -- and urgent -- step is for parliament to consider and 
approve an electoral law. To that end 

was issued yesterday evening convening an extraordinary 
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session of parliament as of today - January 12. 
MEECE 
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time 

the U.S. presence. 


3. (C) Minister Teo noted the success of the recently signed 
Strategic Framework Agreement (SFA) 

mutual training and exercises along with enhanced technology 
exchanges. Minister Teo expressed appreciation for the many 
training opportunities in the United States for RSAF units. 

He observed that one-third of all foreign ship visits to the 
Changi Naval Base are U.S. Navy ships 

hosted 14 U.S. aircraft carrier visits -- three to four per 

year since the pier was completed. 


Iraq 


4. (C) Ambassador Herbold reaffirmed U.S. appreciation for 
Singapore\'s support in Iraq. She added that 

more security responsibilities to the Iraqis 

for coalition partners to maintain a united front against 
terrorists. Minister Teo responded that Singapore has been 
glad it could help bring stability to Iraq in practical ways 

and also demonstrate political support for the United States. 


Non-proliferation and Counterterrorism 


5. (C) Ambassador Herbold noted that the United States 
gratefully recognizes Singapore\'s contribution as an early 
partner in the Proliferation Security Initiative (PSI) 

appreciates Singapore\'s efforts to encourage its neighbors\' 
participation in PSI. Minister Teo said that the United 

States and Singapore are not always in lock step on all 

issues but that we share basic interests and a regional/world 
view. He assessed that the fight against terrorism was 
moving to an ideological phase and hoped that we would work 
in parallel to the extent possible to change how people think 
about extremism. Pointing to the importance of interdicting 
shipments of WMD materials to companies from Iran and North 
Korea 

counterterrorism and non-proliferation. 

HERBOLD 
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that China\'s ascendance and military build-up are not 

alarming; China will be focused on its internal economic 

growth for the \"next twenty years.\" He noted that President 
Chen Shui-bian\'s New Year\'s speech was merely an attempt to 
boost his domestic standing. He reiterated his view that the 
United States must remain engaged in Iraq -- a terrorist 
success there will bring dire consequences for Southeast 

Asia. End Summary. 


2. (U) Ambassador Herbold asked MM Lee for his opinion on 
China\'s ascendance. For at least the next 20 years 

wants no entanglements and prefers to focus on its economic 
growth 

quickly 

major rivers. Developing its interior will remain China\'s 
greater challenge. Ifthe United States had not brought 
China into the world community 

happening 

stoppable.\" 


3. (C) Turning to Singapore-China relations 

recounted that Singapore was the first to recognize China as 

a \"market economy.\" Negotiations for a Free Trade Agreement 
(FTA) between Singapore and China had been on track until two 
things happened. First 

was then Deputy Prime Minister 

Second 

Security Council in the fall. Now 

China claims that it needs a committee to study the need for 

an FTA. \"They punish you in subtle ways 


4. (SBU) Ambassador Herbold remarked on China\'s significant 
military build-up 

increase the price of any potential U.S. intervention in 

Taiwan. Any conflict between China and Taiwan would be a 
disaster 

would Chinese be killing fellow Chinese 

would result in economic embargo and retaliation from the 
United States and Japan 


5. (C) The Ambassador and MM Lee discussed President Chen 
Shui-bian\'s New Year\'s Day speech. MM Lee thought President 
Chen\'s goal was to boost the standing of his Democratic 
Progressive Party 
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3 municipal elections. MM Lee also commented that President 
Chen is Wparochial and has miscalculated 

Chinese will be preoccupied with the 2008 Olympics and 
failing to recognize that \"the world community values peace 
stability and growth more than it values Taiwan.\" 


6. (C) When asked about the opposition party\'s prospects in 

the 2008 Presidential election in Taiwan 

that the current mayor of Taipei 

Ying-jeou 

mainland family 

that Ma didn\'t have an emotional bond with China 

for him would be one way Taiwanese could moderately express a 
distinction between themselves and China. 


Iraq 


7. (SBU) Turning to Iraq 

of defeating the terrorists there. If they win in Iraq 

will be emboldened in Southeast Asia. If they are defeated 
in the Middle East 

Comparing the situation to Vietnam in the sixties 

repeated his frequent admonition that the United States must 
remain fully engaged in Iraq. He observed that 

the South had lost the will to fight 

Shiites and Kurds have not lost the will to fight 

feasible that Iraqis will begin to take over the fight 

U.S. casualties will diminish 

palatable for Americans. Though a risk 

avoided 

Sunnis 

outside help. MM Lee noted he will travel to Saudia Arabia 
in the next two weeks. 


Closing 


8. (U) In closing 

had made the \"Asian miracle\" happen. He observed that the 
United States had fought three wars in the region -- World 
War Il 

from these conflicts with U.S. assistance; Taiwan 

and Singapore became the \"little tigers\"; and China and India 
are on the rise. MM Lee said that the United States needs to 
remain engaged in Asia for a long time to come. The U.S. 
presence is important for stability; without stability 

can be no growth. 

HERBOLD 


49579 


Column 3 

into service shipping product from Bayji to Kirkuk for more 
secure onward transport to Baghdad by truck. And a second 
12" pipeline is being completed. The Director-General of the 
Iraqi Oil Pipeline company 

January 10 that the 26\" crude oil pipeline had been repaired 
since January 6. (NOTE: Raad admitted he had declined to 
report the repairs in the hope that keeping the guards at the 
local checkpoint ignorant would protect pipeline from attack 
that much longer. END NOTE.) Repairs to the 40\" 
Kirkuk-Bayji crude line are expected January 12 

resumption of exports to Turkey from Iraq\'s northern fields 
for the first time in almost six months. The 30/32\" crude 

line 

line 

at Daura is returning to normal 

the recently-repaired 18\" pipeline from Basrah. Bayji is 

also ramping up production now that product is again moving 
out from the refinery. The 22\" product Bayji-Baghdad 
pipeline remains down after a repair effort undertaken 
without security protection left several Iraqis injured when 
the repair crew came under attack. Work is expected to begin 
again soon 

has been coordinated. 


7. (C) COMMENT: This precarious state of affairs shows no 
sign of abating anytime soon. Price increases may have 
dampened consumption 

lower consumption needs internally means that imports will 
still be essential. Deputy Prime Minister Chalabi 
acknowledged a current debt to Turkey for fuel of 
approximately $800 million in a meeting with Charge January 8 
(septel); the average of some 600 fuel trucks that cross into 
Iraq from Turkey per day has dropped in recent days to 300. 
The return of Ibrahim Bahr al-Ulum to office January 10 

only further complicate 

unclear whether al-Ulum 

price increases who was lax in cracking down on corruption 
and criminal activity 

the positive momentum injected into the oil sector during DPM 
Chalabi\'s brief tenure as acting Minister of Oil during the 

past month. Post will engage al-Ulum January 12 to press for 
action on key issues 

reinforce the need for his continuing direct oversight of the 
Ministry of Oil. END COMMENT. 

SATTERFIELD 
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campaign against MINUSTAH Chief Juan Gabriel Valdes. Stories noted 
Chilean President Ricardo Lagos\' support for the Chilean officials 

on the U.N. peacekeeping mission. In spite of the inherent risks 
President Lagos ruled out withdrawing Chilean troops from Haiti. 
Summaries of press articles: 


2. Conservative 

(circ. 116 

not withdraw its peacekeepers 

difficult hours which are not contrary to our international 
commitment as a country. Two Chileans are carrying out the highest 
responsibilities in a process that is...complex and 

would say \'that can no longer be postponedAWW Foreign Minister 
Ignacio Walker admitted the atmosphere in Haiti is complicated and 
noted that MINUSTAH chief Juan Gabriel Valdes is the target of a 
radio \"hate\" campaign. Senators Roberto Munoz and Sergio Fernandez 
announced they would request information from the GOC to assess 
\"renewing the authorization for Chilean troops 

June.\" 


3. Conservative 

International Pressure on Haitian Government Over Elections\" Chilean 
President Ricardo Lagos noted the Haitian elections \"cannot be 
postponed.\" On Sunday 

Chilean Foreign Minister Ignacio Walker; his Brazilian 

and French counterparts; and OAS Secretary General Jose Miguel 
Insulza agreed to immediately notify the Haitian government about 
the need to hold elections on February 7. Unidentified Chilean 
sources said the foreign ministers\' analysis is that Haitian 
\"right-wing\" groups are promoting a campaign against Valdes to 
impede former President Rene Perval\'s likely victory. 


4. Government-owned 

3 

social crisis is watched with concern in Santiago. President 

Ricardo Lagos reported that \"during these days we have closely 
monitored the events and we know about the difficulties and tension\" 
and voiced support for Chilean officers in Haiti. Lagos said 
Undersecretary of War Gabriel Gaspar would travel to Haiti to report 
directly about the situation there. 


5. Center-left 

U.N. Heraldo Munoz: \"The February 7 Haitian Electoral Process Will 
Be \'Imperfect.\\" Ambassador Munoz voiced confidence the elections 
would take place on February 7 and explained that the series of 
postponements were due \"to logistical problems in a country that has 
no electoral tradition.\" 


6. Conservative 
Minister Denounces \'Hate Campaign\' in Haiti Against Ambassador 
Valdes and U.N.\" Last night 
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phone with U.S. Secretary of State Condoleezza Rice 

General Jose Miguel Insulza 

foreign ministers of the four countries involved in the peacekeeping 
process. In those talks 

would officially announce today that the elections would take place 
on February 7 

April 29.\" 


KELLY 
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victim into a car) and \"gang robbery\" (for the theft of the 
victim\'s possessions.) On January 12 

accused were acquitted. One defendant 

identified by an eyewitness at the scene 

three years in jail on the charge of coercion. 


We are deeply concerned that no one has been brought to 
justice for the disappearance and probable death of this 
respected attorney. We call on the Royal Thai government to 
mount a serious and competent investigation into this very 
troubling case 

crime to the full extent of the law. end text. 

BOYCE 
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Fayyad. EU international observers received promises from PA 
Police in Jenin and Ramallah that their security would be 
assured despite recent threats from al-Aqsa gunmen in Jenin. 
End summary. 


Abbas Urges Independents 
to Withdraw From Race 


2. (C) During a January 11 meeting with approximately 
50-60 Fatah PLC candidates -- including some Fatah candidates 
running as independents -- at his Ramallah presidential 
office 

independent Fatah candidates to withdraw from the district 
races. Abu Mazen outlined the problems Fatah confronted 
including the internal divisions within the movement and the 
lack of discipline among the cadres. He expressed 
displeasure with Fatah candidates who 

support for their candidacy 

national list. Abu Mazen stated that delaying the elections 
was not an option since a resolution to voting in Jerusalem 
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appeared imminent. Abu Mazen concluded that he would reach 
out to the independent Fatah candidates and seek their 
withdraw. (Note: Approximately half of the 260 independent 
candidates running in the 16 district races are from Fatah 
including two members from the Fatah Revolutionary Council. 
ConGen Palestinian contacts suggest that Abu Mazen\'s 
entreaties will have minimal effect on the independents who 
believe they have better chances of winning than the 

VofficialW Fatah candidates. End note.) 


Israel Gives CEC \"Approved\" 
Campaign Activity for Jerusalem 


3. (C) Ammar Dweik 

provided ConGen January 11 with a list of Israeli parameters 
for Palestinian campaign activity in East Jerusalem. Dweik 
said that the list was presented to the CEC\'s Jerusalem 
district coordinator by the Israeli Police legal advisor in 
Jerusalem during a January 9 meeting. The list includes: 


-- The display of campaign billboards. Israel has indicated 
that it would allow up to 20 campaign advertisements in East 
Jerusalem 

the outskirts of the city. Dweik said that up to 40 

billboards were allowed under the 1996 arrangements. 


-- No advertisements in private shops or businesses. Dweik 
said that this represented a key derivation from the 1996 
arrangements. 


-- No candidate meetings in areas other than private homes 
and only through prior coordination with Israel. No outdoor 
candidate meetings permitted. 


-- Candidates must provide the CEC at least 24 hours 
notification if they intend to conduct meetings in Jerusalem. 


-- No public display in Jerusalem of Palestinian flags and 
Palestinian symbols 


-- Campaigning to cease 24 hours prior to the opening of 
polling stations on January 25. 


4. (C) Dweik reiterated that the arrangements related only 
to campaigning in Jerusalem and said that the Israeli Police 
legal advisor had indicated that there was no final decision 

yet on Election Day voting inside Jerusalem. In a separate 

January 11 telecon 

the PLO Negotiations Support Unit 

regulations as unacceptable since they put significant limits 
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on the freedom of assembly for candidates and their 

supporters in Jerusalem. Darkazally said that 39 candidates 
participating in the January 25 district elections in 

Jerusalem were informed of these campaign procedures during a 
January 11 meeting with CEC officials. He said that the 
candidates were \"furious\" with the campaign regulations 

since violators would face arrest and stiff fines on 

campaigns from the Israeli authorities. (Note: Israeli 

Police January 12 arrested and fined campaign activists 
attempting to put up posters in East Jerusalem. End note.) 


Anti-Fayyad Statement 
Circulated in Tulkarm 


5. (C) A flyer attacking PLC candidate Salam Fayyad 
reportedly from Fatah activists 

January 10. The flyer 

intelligence agent 

among Fatah supporters that Fayyad\'s independent faction 
\"Third Way 

national list. 


6. (C) The following is an unofficial ConGen translation 
of the January 10 flyer: 


Begin text: 


Decent people of Tulkarm: The governorate of martyrs which 
has sacrificed many wounded and martyrs and has preceded all 
other decent Fatah members in other areas. This statement we 
put out to you in order to divulge and expose the truth 

behind the American/CIA agent 

This rotten filthy agent who covers himself with patriotic 

cover is trying to buy your votes by dollars 

given to him by his masters. We appeal to you by the name of 
martyrs and the agonies of prisoners to ask this filthy agent 
where he has been before? Why wasn\'t he in your town? We 
tell you he has been making dollars and serving the American 
Zionist plots. His election is meant to serve himself and 

not his people who suffer tremendously under occupation. 
Beware of this malicious scheme of this grubby person Salam 
Fayyad. 


The Free sons of Fatah 
The Concerned Over the People\'s Interest 


End text. 
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PA Police Assure 
Observers of Their Security 


7. (C) During a January 11 telecon with ConGen Poloff 
Richard Chambers 

Mission 

assurances from PA Police in Jenin and Ramallah that the 
police would provide security to EUYs long-term observer 
teams operating in Jenin. The police told the observers that 
previous threats by Jenin\'s al-Agsa commander 

Zubeidi 


8. (C) Ina separate conversation on Election Day 

security 

January 11 told ConGen Poloff that voting for the PA Security 
Forces would commence January 22 for three days. 
Approximately 58 

are stationed in the West Bank) listed on the CECVs voter 
registration list would be allowed to cast ballots in the 
localities where they are registered to vote. The advisor 
reported that the PA Ministry of Interior had yet to make 
logistical arrangements with either the CEC or the IDF on the 
movement of PA security personnel to their respective voting 
locations. He also commented that PA Minister of Interior 
Nasser Yusif had shown little urgency in making those 
arrangements. 


Summary of Local 
Press Coverage 


9. (SBU) The Palestinian dailies January 10-11 published 
front-page reports that PA President Abbas received USG 
assurances that campaigning and elections will be held in 
Jerusalem. The dailies quoted Abbas who said that he would 
not accept the exclusion of Jerusalem from any aspect of the 
elections. Abbas added that the elections will proceed as 


scheduled and urged Palestinians to exercise their democratic 
rights. 


-- The dailies published statements from Israeli Defense 

Minster Mofaz 

Jerusalem provided they are based on the same regulations and 
conditions that governed Palestinian elections in 1996 and 
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2005. Al-Ayyam reported that Palestinians refused Israeli 
conditions for campaigning in Jerusalem 

Israeli Minister of Interior 

the PFLP would be excluded from participating. Jerusalem PLC 
candidate Hatem VAbd al-Qader said 

body...we refuse Israeli interference.\" 


-- The dailies also published a statement from jailed West 
Bank Fatah leader and PLC candidate Marwan Barghuti calling 
for January 25 to be a democratic and national unity day." 
Barghuti promised that an elected Fatah-led government would 
be free of corruption and respect law and order. 


-- A Birzeit University poll that will be published on 

January 14 reportedly shows that Fatah would win 35 percent 
of the vote 

WALLES 
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irrespective of rank or political affiliation." He added 
though 

jeopardize a police officer\'s career or reputation. 


5. (SBU) In a January 9 meeting with poloff 

International 

TISL\'s Police Project Director Asela Dassanayake discussed 
their Project on the Integrity of the Police. Weliamuna said 
that a 2003 South Asia regional public perception survey 
indicated that the police were seen as the most corrupt body 
in government. According to Weliamuna 

police work as a way to make easy 

Weliamuna and Dassanayake expressed confidence that Lugoda is 
making a sincere effort to clean up corruption within the 
department. However 

force of around 65 

incentive for corruption 

at best to weed out all of the perpetrators. As far as 


TISL\'s police project 

received good police cooperation in conducting a provider 
survey 

survey. TISL expects to analyze the results and provide the 
Sri Lankan police with recommendations in April. 


6. (SBU) Comment: By all accounts 
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officer who is making a sincere effort to limit police 
corruption. However 

up-hill battle. By encouraging internal oversight and 
integrity from the leadership through to the ranks 

ICITAP program has had a positive impact on the Sri Lankan 
police. Unfortunately 

month because of lack of funding. TISL may bolster efforts 
to limit police corruption through its recommendations due in 
April. In the meantime 

above the rank of Inspector will be caught 

prosecuted. End comment. 


LUNSTEAD 
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international community should be doing more\" attitude may 
impede GSL efforts to develop its own strategy for dealing 
with the Tigers. The GSL appreciates our FTO designation of 
the Tigers but has asked us to scrutinize fundraising by 
LTTE-affiliated organizations in the U.S. 


4. (C) While the GSL is clearly committed to the peace 
process (if uncertain of next steps) 

as usual 

escalating violence is intended merely to intensify pressure 
on the GSL before a return to talks or signals an LTTE 
decision to resume hostilities no one 

leadership 

Tigers are trying (with some apparent success) to keep the 
GSL off balance--in a perpetual reactive mode that makes it 
difficult for Rajapaksa to plan ahead 

peace among easily aggrieved southern political leaders and 
display the leadership he will need to show his constituents 
before entering negotiations. Whatever their motivation 
Tigers! flagrant and increasingly frequent provocations 
demonstrate only too clearly their willingness to risk a 

return to hostilities. 


5. (C) Your visit will coincide in part with the first 

visit of Norwegian Minister for International Development and 
peace envoy Erik Solheim since Rajapaksa\'s election. 
Solheim 

Prabhakaran 

in Kilinochchi. This rare face-to-face (the first in over a 

year) could provide a very narrow window of opportunity for a 
fresh start that the GSL should not overlook. 


6. (C) In your meetings with the President 
Minister 
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Opposition Leader Ranil Wickremesinghe 


--Express concern at the deteriorating security situation and 
commend the restraint shown so far; 


--Underscore the need to maintain scrupulous respect for 
human rights 


--Reassure GSL of our commitment to prohibit LTTE fundraising 
within our borders; 


--While noting U.S. support 
to develop their own resolution to the conflict; 


--Highlight the importance of a southern political consensus 
on approaches to the peace process; 


--Reiterate support for Norwegian facilitation role; 


--Urge GSL to capitalize on any opportunities 
Solheim/Prabhakaran meeting might present. 


7. (C) Although Rajapaksa aligned himself with the Buddhist 
nationalist Jathika Hela Urumaya (JHU) during his campaign 
since coming into office he has repeatedly assured the 
Ambassador that anti-conversion legislation proposed earlier 
will not move forward. In your meetings with the President 
Foreign Minister and Prime Minister (who as Buddhist Affairs 
Minister during the previous administration reportedly pushed 
one of the anti-conversion drafts through the Cabinet) 

may wish to underline continued U.S. interest in religious 
freedom and our understanding that these bills 

severely compromise that freedom 
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8. (C) Our military interaction for the most part consists 

of IMET 

Joint Combined Exercise and Training (JCET) visits and Title 
Ten activities. IMET funding for FYO5 was 500 

04 and 05 FMF grant monies provided totaled 1.491 Million 
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dollars. We expect the FMF monies will be spent on excess 
defense articles (EDA) including our older body armor 

ballistic helmets and other critically needed protective 

gear. In the spring of 2005 we transferred a former US Coast 
Guard Cutter (Courageous) to the Sri Lanka Navy. We also 
have a Foreign Military Sales case to supply parts for two UK 
acquired C-130 aircraft 

equipment sales to Sri Lanka have been through direct 
commercial sales and included such big ticket items as Bell 
212 and 412 helicopters and ANTPQ 36 Artillery Radars. Our 
JCET program this year begins with a team arriving January 29 
to conduct training with Sri Lanka Army Commandos and Special 
Forces on long range patrolling 

urban terrain. We also expect a US Naval ship visit in 
February. We publicize these activities extensively to send 

the message to the Tigers that we stand behind the GSL and 
that a return to war would be costly. 


9. (SBU) As the Ambassador recently noted in a speech to the 
American Chamber of Commerce 

economic progress 

uncertainty surrounding the peace process has raised concerns 
among current and potential investors. While Sri Lanka 
suffered over USD 1 Billion in damage as a result of the 
tsunami 


SIPDIS 

donor community. Sri Lanka\'s economic growth rate did not 
suffer noticeably 

contribution of the tourism and fishing sectors (the two most 
heavily affected industries) to GDP 

growth in the construction industry. 


10. (SBU) Sri Lanka is an Millennium Challenge Account 
eligible country 

focusing on rural development 

projects 

medium enterprise development. Millennium Challenge 
Corporation is currently conducting its due diligence of the 
proposal and negotiating the compact terms. We hope to have 
a concluded agreement by mid-summer 2006. 


11. (SBU) The current government acknowledges the need for 
an open economy 

The Presidents Marxist-Nationalist allies are opposed to 
privatization of state-owned enterprises 

track record and record losses 
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budget was full of give-aways 

communities. One positive feature of the budget was a cap on 
petroleum subsidies 

money as a result of increased oil prices. 


12. (SBU) The Sri Lankan media encompass both state-run and 
independent print and broadcast organizations 

languages. The media are generally well-disposed to the 

United States 

intervention in Iraq. The U.S. and EU and \"the West!" all 

take some heat in the Sinhala nationalist press for allegedly 

not doing enough to pressure the LTTE. Associated Press 
Reuters 

correspondents on the ground here and can be expected 
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addition to the local press 

we are planning. New Delhi bureaus of other Western press 
such as the Washington Post 

have correspondents here as well since your visit coincides 
with Solheim\'s visit. You can expect questions along the 
lines of why the U.S. continues to allow the Tamil 
Rehabilitation Organization (TRO) to operate freely 

would the U.S. do in the event of a return to war 

the U.S. wants the GSL to negotiate with a terrorist group 
that the U.S. itself does not speak to. A question might 
possibly arise on U.S. assistance to Sri Lanka and the 
Millennium Challenge Account compact still being discussed. 


LUNSTEAD 
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Mr. Ambassador 

emulated by all those actors and entities in the 

international system... As Ambassador Lunstead explained 
the Lankan security forces have greatly enhanced their 
military skills as a result of cooperation extended them by 
the United States.\" State-owned television station 
Rupavahini carried footage of IO\'s two-minute reiteration of 
the Ambassador\'s message 

on vernacular programs. Independent Asia Broadcasting 
Corporation (ABC) radio network also carried a similar sound- 
bite from PAO on all stations\' news briefs. 


3. (U) The Sinhala nationalist press 
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independent Island 

Ambassador Lunstead in its editorial 

limit to tolerance and patience 

said... Professional peaceniks... have a habit of branding 
anyone who criticizes the LTTE racist. Perhaps they will 
steer clear of [Mr. Lunstead] for fear of losing peace 
dollars... We hope that the other co-chairs and the worthy 
members of the international community will borrow a leaf 
from Mr. Lunstead\'s book and tell the LTTE to choose between 
abandoning violence or face dire consequences... We don\'t 
need Co-Chairs and monitors to act like spectators or 
commentators. They must play an active role in the peace 
making. Sister paper to the Island 

Divaina 

editorial contended the U.S. has set an example to the 
international community and boosted the morale of the Sri 
Lanka Army 

claiming with U.S. help Sri Lanka could have solved the 
terrorist problem long ago. 


4. (U) The government-owned Daily New and the independent 
Island featured political cartoons depicting Ambassador 
Lunstead in their January 12 editorial sections. The Daily 
News pictured Uncle Sam shouting to a cowering tiger with a 
bomb tied to his tail 

pictures the U.S. Ambassador under a large-eared President 
George W. Bush mask stating 

return to peace talks." 


5. (U) Pro-LTTE Sudar Oli carried a transcript of the 

speech without editorial comment. Pro-LTTE news website 
Nidarsanam 

Ambassador" from an American professor 

Francisco 

overlooked the plight of the Tamils. Criticizing the 

purported difference in the U.S. response to the murder of a 
pro-LTTE Tamil National Alliance Member of Parliament in 
December and that of Foreign Minister Lakshman Kadirgamar in 
August 2005 

democratically elected Tamil law maker 

Parajasingham 

your silence in not condemning such a brutal attack on Tamil 
elected leaders only concreted the Tamil\'s despise of the 
electoral process.\" Rajah also reiterated common 
allegations of LTTE sympathizers that the Sri Lankan 
Security Forces had recently raped and murdered several 
Tamil civilians and were complicit with paramilitary groups 
inthe murder of LTTE cadres and prominent Tamils. 


6. (U) Comment: Select English and Sinhala media offered 
exuberant praise of the Ambassador\'s speech 
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U.S. assistance to the Sri Lankan military and goading the 
Tigers to heed this latest message. Sinhala nationalist 
media 

involvement in the peace process. Surprisingly 

owned Tamil sister paper to the Daily News and Dinamina did 
not comment on the speech 

Tamil media. As expected 

Ambassador\'s line recognizing legitimate historical 
grievances of the Tamil people 

the actions of the LTTE. (The full text of the speech may be 
found at http://srilanka.usembassy.gov/.) End Comment. 
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relationshipW that takes advantage of the fact that there are 
\"no bilateral issues that divide us.\" The PM pointed to the 
CEO forum 

launched Energy Dialogue as examples of a new relationship 
that is based not on aid but convergent interests. Singh 
noted that many thinking Indians still nurse a grievance 
over the restrictive regimes that denied India access to 
technology" and underlined that if we can put that issue 
behind us \"the sky\'s the limit" in terms of \"knitting our two 
countries together." 


Nuclear Limits 


3. (C) Senator Kerry offered a strong endorsement of Singh\'s 
vision for India and US-India relations 

long involvement on issues of nuclear proliferation before 

the Senate 

how the July 18 framework might be strengthened to maintain a 
consensus within the Nuclear Suppliers Group and win 
Congressional backing. The Prime Minister reiterated India\'s 
commitment to civil military separation and cited the WMD 

bill as an example of the GOI\'s strong commitment to export 
controls. India\'s record on onward proliferation 

is stronger than some NPT members. Unlike other states in 
Asia 

umbrella provided by the US 

program to defend itself" Nonetheless 

is reasonable for the international community to demand that 
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assistance provided to India\'s civilian program is not 
diverted to military purposes and does not undermine the 
global non-proliferation regimes. 


4. (C) Senator Kerry underlined that he is not among those 
who believe that India can be forced into the NPT framework. 
\"India is a nuclear state 

concerns vis-a-vis Pakistan and China." But how do we deal 
with Iran and North Korea? How 

July framework be adapted to \"diminish this moral ambiguity?\" 
Could India do more 

what are India\'s long-term intentions for its weapons 
program? The PM shot back that India would support a global 
fissile material cut off as promised in the July 18 joint 
statement. IndiaWs nuclear doctrine is transparent and 
fundamentally defensive. Already 

adopted a unilateral moratorium on testing and committed to 
no first use. \"What we can place under safeguards will be 
clear 

Undersecretary Nick Burns. 


5. (C) Senator Kerry pressed again 

done to ensure that dual use commodities are not diverted to 
India\'s weapons program. Also relevant 

question of what exactly India had in mind when it pledged on 
July 18 to behave as \"a responsible state with advanced 
nuclear technology.\" The Prime Minister underlined that 
these questions would be addressed through India\'s safeguards 
commitment. India also should be judged on its past record 
the PM advised 

solemn assurance that international assistance will not be 
misused. Responding to Senator Kerry\'s concern about 
precedents for Pakistan 

emphasized that India is \"a different case 

society 

living together.\" Look at China\'s record 

arguing that \"India has been a victim of discrimination.\" 
\"We will not be a source of proliferation 

Minister concluded 

human affairs relations have to be based on an act of faith.\" 


Questions over China 


6. (C) Responding to Senator Kerry\'s question about China 

the Prime Minister reflected on his recent meetings with the 
PRC leadership to conclude that the challenges of development 
\"will keep them busy for the next 15-20 years.\" What the 
leadership stance will be beyond then \"is a question mark.\" 
China\'s capabilities 
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intentions are speculation.\" As China emerges as a major 
global player 

with a \"rule based" international system. But for now 
reiterated 

leadership will beW and India must weigh all possibilities. 
The GOI is trying to build bridges to Beijing. Trade is 
increasing and border talks are proceeding. But the fact is 
the PM added 

Pakistan\'s nuclear weapons program and continues to offer 
strong political backing to Islamabad. 


Spreading Terrorism 
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7. (C) Turning to the Indo-Pak peace process 

Minister outlined his goal of \"making borders irrelevant\" to 
the bilateral relationship. Reviewing India\'s history with 
partition 

\"redrawing borders\" yet again. Beyond that 

is broad scope for easing cross border communication. 
Highlighting the linkage that India draws to terrorism 

PM remarked that \"if Pakistan lives up to its commitment\" not 
to allow its territory to be used for terrorism 

move forward.\" However 

Delhi and the recent terror attack in Bangalore 

complained that groups like LET and Jaish-e-Mohammed continue 
to operate from Pakistan. Now 

with a new face 

respectability 

this context 

by his commitments and has outlined a future where the two 
countries live in peace. Elaborating on his recent feelers 

to the Kashmiri opposition 

place in the Indian constitution 

elections as evidence of GOI commitment to ensuring 
representative government. 


8. (C) Responding to Senator Kerry\'s question about why 
Musharraf was not coming down harder on terrorism 
cited Pakistan\'s lack of civil society institutions. 
Lamentably 

the Army 

reside in \"the mindset of the armed forces.\" 


Anxious Over Iran 
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9. (C) Responding to Senator Kerry\'s appreciation of India\'s 
support on Iran 

Tehran\'s nuclear ambitions. That being said 

country with 150 million Muslims and 25 million Shia. 
Moreover 

four months in states with significant Muslim populations 
(West Bengal 

this 

\"no difficulty with the broad principle\" that Iran must 

comply with its NPT obligations. Asked how India might vote 
if the issue moves to the Security Council 

that India \"will work towards an international consensus.\" 
On the basic principles 

compromise.\" 


Prospects for Economic Reform 


10. (C) Responding to Senator Kerry\'s question about how to 
accelerate economic ties 

series of recent reform steps 

railways\" (to allow private ownership of containers) 

existing liberal regime for food processing 

interest in moving ahead with liberalization of the civil 

nuclear sector \"to allow Americans to invest in nuclear 
power.\" The PM explained that the government is looking hard 
at retail market opening 
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small shopkeepers. He argued that the best answer to this 
\"fear of the unknown\" is to create a situation where overall 
employment is growing rapidly. Recalling a recent meeting 
with Wal-Mart\'s CEO 

coming up in the next three to four months so | don\'t know if 
we can advance 


Civil Nuclear Linchpin 


11. (C) Responding to Senator Kerry\'s question about the most 
important step we could take to fulfill the potential of 

US-India relations 

our nuclear treaty.\" The PM reiterated that among \"thinking 
Indians\" there is lingering resentment that the US thwarted 
New Delhi\'s nuclear ambitions while abetting China\'s. In 

that context 

step to convince people that the US now has a different 
mindset.\" India 

generosity over the years 
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establishing the GOI\'s agricultural universities and 
launching the green revolution. After the 1974 nuclear 
tests 

PM concluded 


12. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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informed them that the President was furious 

the law immediately after seeing the letter from the WB. The 
Minister of Petroleum asked Esso if it would be able to 
advance them royalties (Esso reported to Emboff that they 
refused). During the same meeting 

that Equatorial Guinea might be able to provide a loan to pay 
off the WB loans. In a meeting in a similar vein between the 
Minister of Finance and the local IMF Representative 
Minister Tolli told IMF rep Wayne Camard that the WB action 
was \"a stab in the back.\" The Council of Ministers is meeting 
January 12 and the Minister of Plan is expected to release a 
communique denouncing the recent WB steps. 


Comment: next steps 


3. (SBU) Our contacts stress that the GOC\'s anger is based 
not only on the fact that the account is blocked 

that the WB apparently failed to notify them of the action 

until five days after the fact. We understand that the GOC 
has essentially three options: they can allow the bank to be 
paid back with oil revenues for the approximately USD 60 - 
100 million that the WB is owed. (Comment: we understand that 
royalties from the escrow account will continue to flow to 
outstanding IDA and IBRD debts. End comment.) This would 
take approximately 3-4 months at current royalty rates of USD 
25 million a month. Alternatively 

move to amend the Chadian law which states that the oil 
royalties must be deposited in the Citibank account and 
direct that they be deposited directly to the GOC treasury. 
(Esso 

deposit the royalties directly into the GOC Treasury even 
without a change in the law). According to Esso 

might precipitate litigation by the World Bank and embroil 

the parties in protracted legal proceedings. Or finally 

GOC could tell the World Bank that they are ready to enter 
into serious negotiations. Given the bruised feelings on the 
part of the GOC 


4. (SBU) Esso is seeking to stress its neutral position vis 
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a vis the dispute between the WB and the GOC 

signatory to the agreement. Nonetheless 

in the middle of the matter 

GOC may take actions in haste which would both spell the end 
of the college\'s oversight and which would precipitate the 
departure of the World Bank from Chad. The hoped-for test 
case for transparent oil revenue management is rapidly 
fraying. End summary. 

WALL 
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to provide Foreign Minister Pandey with steps for HMGN to 
take in the short-term before possibly providing a more 
comprehensive blueprint for the future of Nepal-U.S. 

relations. (Note: Pandey had asked for such a blueprint in a 
January 5 meeting with the Ambassador.) The group believed 
that any proposals should build on the concepts contained in 
the President\'s December letter to King Gyanendra (Ref C). 
With respect to timing 

HMGN act on these recommendations before PACOM Admiral 
Fallon\'s early February visit. Our suggested actions include: 


-- Postpone municipal elections for a month and initiate 
dialogue with the political parties to reach a consensus on 
the way back to democracy. 


-- Call for a negotiated cease-fire and ask for international 
monitors. 


-- Dissolve the Royal Commission to Control Corruption (RCCC 
widely criticized as an extra-constitutional body) and 
release former PM Deuba. 


Working with the GOI 


8. (S/NF) The group agreed that we should discuss the above 
actions with the GOI and suggest that they make parallel 
approaches to HMGN. There was also consensus that 
Maoists\' open espousal of violent methods 

important to urge the GOI to arrest senior Maoist leaders if 
and when they travel to India. (Note: The GOI at a minimum 
tolerated and probably enabled/engineered repeated contacts 
between senior Maoist leaders and Nepali political party 
leaders in New Delhi and other places in India during the 

last quarter of 2005.) 


9. (S/NF) If HMGN does not react positively to our suggested 
steps 

advantage of President Bush\'s visit to New Delhi to work with 
the GOI on a joint President-PM Singh expression of concern 
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about Nepal and the need to return to democracy. 


Stance on Municipal Elections 


10. (C) By failing to make any effort to bring the major 
political parties into the February 8 municipal elections 
HMGN has compromised those polls. The fundamental context of 
the elections (i.e. 

power among royal appointees and the boycott by the 
seven-party alliance 

seats after the last parliamentary election) 

that even if the election processes were impeccably 
transparent 

The group was disinclined to join with other members of the 
international community to observe the elections 

proposed remaining focused on encouraging the legitimate 
political forces to compromise and seek agreement on a 
democratic way forward. 


Comment 


11. (C) Conditions here remain in flux; the degree to which 
the Maoists engage in violence in the coming weeks will be a 
key variable. If any of the efforts suggested above bear 

fruit 

according to the King\'s plan 

where Nepal is headed and the most effective policy response 
to the rapidly evolving situation here. 

MORIARTY 
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groups or individuals who refuse to renounce terror and 
violence.\" The HaVaretz web site reported that this 
morning 

Welch and Deputy U.S. National Security Advisor Elliott 
Abrams 

Chairman [President] Mahmoud Abbas will be required to 
present a detailed plan 

dismantle the terrorist organizations. The web site 
quoted Mofaz as saying that Israel will not engage in a 
dialogue with Hamas if it enters the Palestinian 
government. Mofaz was also quoted as saying that the 
PA has lost its control of the Gaza Strip 

because of attempts to transfer knowledge and materials 
for the manufacturing of Qassam rockets in the West 
Bank. It is impossible at this stage to implement the 
convoy plan between the Gaza Strip and the West Bank. 
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Leading media (banner in Maariv) reported that on 
Wednesday 

complication in his heartbeat that could cause a new 
stroke. Israel Radio cited a clarification by 
Jerusalem\'s Hadassah Hospital 

heartbeat is normal. 


Leading media reported that security forces and 

settlers are gearing up for an expected confrontation 
toward the end of the next week 

police plan to tear down nine homes at the Amona 
outpost in the West Bank. HaVaretz quoted a senior GOI 
official as saying that the evacuation will go ahead 
\"come hell or water\" and that the police have received 
full backing from the government. Major media reported 
that after a day of violent clashes between security 
forces and settlers 

the unauthorized Neve Daniel North outpost in Gush 
Etzion were finally demolished on Wednesday. 


Major media reported that the four Likud cabinet 
ministers (FM Silvan Shalom 

Naveh 

Minister Yisrael Katz) were declining to abide by the 
demand that Likud Chairman MK Binyamin Netanyahu made 
on Wednesday that they present their resignation from 
the government. (This morning 

that Netanyahu had set an ultimatum for 10:00 a.m. 
today.) Leading media talked of a \"revolt of Likud 
ministers.\" Israel Radio reported that Shalom has not 
canceled scheduled meetings in Switzerland 

and New York. This morning 

the four Likud ministers agreed to submit their 
resignations on Sunday 

to overshadow the Likud primaries 

today. However 

that Shalom had not offered his letter of resignation. 
The Internet site quoted a source close to Shalom as 
saying that he \"believes that leaving the government is 
a mistake 


HaVaretz reported that Olmert has rejected the idea of 
placing Sharon at the top of Kadima\'s list for the 
Knesset. The idea was raised on Wednesday by Reuven 
Adler 

controversy among Israel\'s politicians. The Jerusalem 
Post reported that Vice Premier Shimon Peres views the 
proposal as appropriate. 


Israel Radio reported that last night 
artillery rounds at the northern Gaza Strip in response 
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to the firing of a rocket at Israel. The Jerusalem 

Post reported that the Israeli defense establishment is 
bracing for an upturn in Hamas terrorism if anarchy 
prevents the planned January 25 elections from being 
completed. 


HaVaretz reported that six Palestinians were arrested 

on Wednesday for hanging campaign posters on billboards 
in East Jerusalem for the Palestinian parliamentary 
elections. The newspaper noted that the police and GOI 
officials have yet to reach an agreement with the PA 

over the issue of voting in East Jerusalem 

the Palestinian election campaign already started on 
January 2. 


Israel Radio cited the London-based daily Al-Hayat as 
saying that four Palestinians who were arrested in 
northern Lebanon five days ago have admitted to being 
members of Osbat al-Ansar 

organization identified with Al-Qaida 

terrorist attacks against Israeli targets. Maariv 
reported that in recent days 

prevent Katyusha rocket firing against communities in 
northern Israel. Maariv wrote that Hizbullah\'s move 
was motivated by the tension between Hizbullah and Al- 
Qaida 

Katyusha rocket attack against Israel. 


The Jerusalem Post reported that the U.S. is trying to 
convene an emergency meeting of the Board of the 
International Atomic Energy Committee to discuss the 
latest developments regarding the Iranian nuclear 
project and to demand an immediate referral of the 
issue to the UN Security Council. Maariv reported that 
IDF Maj. Gen. Uzi Dayan (reserves) 

Security Adviser of Israel and the leader of the new 
Tafnit party 

representatives 

nuclear weapon is of utmost importance to Iran. The 
newspaper quoted Dayan as saying that Israel should 
carry out military strikes on Iran if diplomatic 

efforts fail. 


All media highlighted an anti-Semitic attack in Moscow 
Wednesday 

were stabbed in a synagogue when a man armed with a 
knife entered and began slashing worshipers. 


Yediot quoted former Coalition Provisional Authority 
Director Paul Bremer as saying in a new book 
In lraq 
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encouraged Grand Ayatollah Ali al-Sistani 
senior ShiVite leader in Iraq 

Americans and British. 


Conservative columnist Yosef Harif wrote in popular 
pluralist Maariv: \"The question is about whether the 
Bush administration 

Olmert as Sharon\'s successor 

more flexible understandings with him 

obtain a breakthrough toward the resumption of the 
negotiations.\" 


Very liberal columnist Meron Benvenisti wrote in 
independent 

be continuing Sharon\'s heritage should never forget 
that \'heritage\' also means learning from his mistakes 
and avoiding them.\" 


Veteran columnist Yaron London wrote in the lead 
editorial of mass-circulation 

Aharonot: \"In another two weeksV time one-third of the 
residents of [Israel\'s] capital will vote to boost the 
strength of a political movement that preaches for 
Israel's annihilation.\" 


Middle East affairs commentator Guy Bechor 

at the Interdisciplinary Center 

Aharonot: \"Palestinian demographics have always been 
perceived by the Palestinians as a sword and a threat 

to Israel. Why not turn that now into a sword on their 
necks ?\" 


Block Quotes: 


I. \"Olmert\'s Test" 


Conservative columnist Yosef Harif wrote in popular 
pluralist Maariv (January 12): \"We haven\'t clearly 
heard about Olmert\'s territorial conceptions. What was 
stated in his name 

believes that Israel will have to concede 

demographic reasons 

the West Bank] 

its hands. From that aspect 
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diplomatic view are very similar. As they have been 
made public so far 

don\'t appear to be a formula that will make it possible 
to reach peace with the Palestinians. According to 
their declarations 

division of Jerusalem; neither will they agree to leave 
large areas in Judea and Samaria in IsraelYs hands. 
The question is about whether the Bush administration 
which is interested in viewing Olmert as Sharon\'s 
successor 

understandings with him 

breakthrough toward the resumption of the negotiations. 
Assuming that he wins the elections 

Olmert\'s big test 

peace as Sharon formulated them. In this context 

is worthwhile remembering and recalling remarks that 
Sharon made time and again to President Bush:.... \'Mr. 
President 

wish to state that when concessions required of Israel 
come up for discussion 

what is a threat to Israel and what is not.\" 


Il. \"Sharon\'s Second \'Big Plan" 


Very liberal columnist Meron Benvenisti wrote in 
independent 

\"[Sharon\'s] Vbig plan 

Lebanon 

turning Jordan into Palestine 

from Lebanon 

destroying the Hashemite kingdom. After this plan 
failed disastrously 

and strove to implement it in every post he filled... 
Becoming prime minister enabled him to pursue his plan 
to Vremove the demographic threat\' -- thus pulling out 
of Gaza seemed to subtract a million Palestinians from 
the demographic balance sheet. The Vseparation fence\' 
next created isolated cantons 

fictitiously \'losing\’ hundreds of thousands more.... 
Indeed 

deepest aspiration 

struggle 

there are signs that his illness has spared him the 
disappointment he would have suffered had he remained 
in power. For the present \'big plan\' -- as it was in 

the war in Lebanon -- is based on hasty 

assumptions.... Like in the \'big plan\' of 1981 

biggest mistake at present is the attempt to solve the 
problem unilaterally with dictates and excessive power. 
Ariel Sharon is no longer capable of changing his 
approach 
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claim to be continuing Sharon\'s heritage should never 
forget that \'heritage\' also means learning from his 
mistakes and avoiding them." 


lll. \"Jerusalemites for Israel\'s Destruction\" 


Veteran columnist Yaron London wrote in the lead 
editorial of mass-circulation 

Aharonot (November 13): \"In another two weeks\' time one- 
third of the residents of [Israel\'s] capital will vote 

to boost the strength of a political movement that 
preaches for Israel\'s annihilation. With that ends the 
twisting game that we have been playing these past few 
months with Abu Mazen.... Every course of action taken 
and every flawed decision will only result in Hamas 
gaining strength. [Israel and the Palestinian 

Authority] wished to delay the elections in order to 

curb that process 

to achieve that goal 

what it felt it was unable to do. Israel hoped that 

Abu Mazen would seize upon the state of anarchy in the 
Palestinian Authority territories as an excuse for 
delaying the elections 

Israel would hamper the electoral process in Jerusalem 
and provide him with a more convenient excuse. 
Ultimately 

patron 

the enemies of democracy gaining strength is still 

better than the complete absence of democracy. Taking 
a broader view of things 

affair about Israel\'s inability to achieve the 

unification of Jerusalem under its hegemony.... One- 
third of the residents of the city 

number in the general population of Jerusalem is on the 
rise 

Peretz 

borders are open and courageous 

VYes 


IV. \"Disengagement in Jerusalem!" 


Middle East affairs commentator Guy Bechor 

at the Interdisciplinary Center 

Aharonot (January 12): \"An anomaly like this probably 
exists nowhere else in the world: the residents of East 
Jerusalem enjoy the status of Israeli residents 

all the benefits that go hand in hand with that ... but 
they vote for the Palestinian Authority.... It seems 

that they are the only people in the world who live in 
two countries: they are both Israelis and Palestinians. 
It is not the residents of East Jerusalem who are 
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responsible for this anomaly 

allowed such an odd situation to exist. It is 
incumbent upon the policy decision makers in Israel to 
be courageous enough to put an end to this anomaly: 
either turn them into full citizens 

inconceivable that the residents of the capital city 
should vote in another country\'s elections 

them of their Israeli residents\' rights by virtue of 

the fact that they are Palestinians.... Palestinian 
demographics have always been perceived by the 
Palestinians as a sword and a threat to Israel. Why 
not turn that now into a sword on their necks? By so 
doing the residents of East Jerusalem will stop being 
the \'Palestinian problem\' that serves as a challenge to 
Israel 

Palestinian Authority 

responsibility for education 

services for the residents. Let them shoulder than 
burden instead of Israel. If the Israeli decision 
makers are even craftier than that 

step as an Israeli concession to the Palestinians (for 
which compensation is due) 

know that it is an Israeli achievement through and 
through.\" 


Diplomatic correspondent Yacov Shaus wrote in 
conservative 

Israel trusts the U.S. to protect its interests 
regarding the Iranian nuclear project.\" 


Block Quotes: 
\"Iran Is Heading Toward an Escalation of the Nuclear 
Crisis\" 


Diplomatic correspondent Yacov Shaus wrote in 
conservative 

\"Being busy with Prime Minister Sharon\'s physical 
condition and its implications on Israeli internal 
politics 

Minister Ehud Olmert are ... almost inactive on the 
international arena [regarding the issue of] the 
significant escalation of the current Iranian 

crisis.... There has been practically no reaction to 
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Tehran\'s provocative moves. At present 

the U.S. to protect its interests regarding the Iranian 
nuclear project. The U.S. has succeeded in reaching a 
mutual understanding with the EU on this issue. 
Unwillingly 

stance to shift the [Iran nuclear] issue to the UN 
Security Council.... The Western countries [the U.S. 
and European Union] ... can assume that a diplomatic 
isolation of Iran could have an actual impact on the 
Iranian government. Should the UN Security Council 
hearings come to a dead end 

the EU would take unilateral sanctions -- economic and 
maybe also military on a later stage -- against Iran\". 


JONES 
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Survey | Survey Il 

Answer % Answer % 


Lukashenko 51.2 Lukashenko 52.6 
Milinkevich 3.5 Milinkevich 6.6 
Lebedko 8 Lebedko 2.4 


4. Milinkevich\'s support jumped three percentage points in 
less than one month. If just Milinkevich and Lukashenko 
were on the ballots 

Il would chose Lukashenko 

Milinkevich. No other opposition leader received as high a 
rating when paired with Lukashenko as did Milinkevich. 
Aleksandr Voitovich 

leader of the liberal Democratic Party Sergei Gaidukevich 
received 9.2 percent 

Democratic Party (Gramada) Aleksandr Kozulin received 9.7 
and General Frolov received 8.6. If Milinkevich was not 
allowed to be on the presidential ballot 

respondents would protest. Although most respondents showed 
no interest in Milinkevich 

information about him and his campaign. 


5. In survey | 

elections would be free and fair whereas 28.9 percent 
disagreed. Survey Il showed similar percentages. In survey 
II 

election codex did not prevent free and fair elections and 
should not be changed 

otherwise. If election results turned out to be falsified 

73 percent of respondents in survey | would not take part in 
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street protests. Percentages were approximately the same in 
Survey Il. 


Human Rights Exist 


6. Fifty-three percent of respondents in survey | were 
satisfied with the development of democracy in Belarus 
whereas 34.8 percent were not. Fifty-nine percent thought 
that Belarus observes human rights 

people were afraid to voice their opinions: 


\"What do you think about the readiness of people in Belarus 


to express their political opinions?\" 


Answer % 

No one is afraid 14.0 
Few people afraid 27.1 
Many people afraid 41.0 
All people afraid 72 


7. When told about opposition leaders Nikolai Statkevich 
Pavel Severinets 

staging protests against the GOB 

in survey ll responded negatively to their imprisonment and 
only 16.5 percent were in favor. Thirty-four percent had no 
opinion on the matter. 


Standard of Living 


8. The two surveys indicated that 58 and 60 percent of 
respondents (respectively) did not see any difference in 
their material situation within the last three months. 
Survey ll indicated that 38 percent of respondents were 
concerned with material needs 

standard of living. Eighteen percent worry about health and 
14 percent were concerned with unemployment. Survey II 
showed that 48.5 percent of respondents were able to buy 
enough food on their wages 

difficult to afford clothes and 79.6 percent were not able 

to make larger purchases 

survey | 

Belarus with that of other former USSR countries: 


Country Higher Same Lower 
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Poland 55.0(%) 14.1 6.6 
Latvia 424 14.0 10.5 
Lithuania 40.5 15.5 10.9 
Russia 21.7 354 24.5 
Ukraine 42 21.9 55.1 


9. In survey | 

important to maintain the current situation in Belarus and 
survey Il showed 54.6 percent of respondents answered 
likewise. 


\"Do you think the situation in Belarus is developing on the 
right path or the wrong path?\" 


Answer Survey! Survey Il 


Right path 62.4 55.0 
Wrong path 20.7 29.7 


10. Although the majority of Belarusians believe their 

country was on the right path 

respondents believe Belarus\' social-economic situation would 
change in the future 

not change and 15 percent agreed it would worsen. 


Russia over EU 


11. IISEPS discovered that 48 percent of survey | 
respondents did not want to see a revival of the USSR 

did want closer relations with Russia over the EU. Sixty- 
seven percent of those polled believe they live better than 
Russians 

EU than in Belarus. Sixty-three percent would like to have 
a living standard similar to that in the EU 

favor Belarusians receiving an education in EU 

percent favor letting Belarusians work in the EU. 


12. Despite better living and working conditions in the 
West 

rather have a union with Russia than with the EU. This 
phenomenon could be attributed to the negative image 
Belarusians have of the West thanks to GOB-controlled 
propaganda (see para 14). IISEPS asked the following 
questions in survey |: 


\"Do you think the West looks at Belarus as an enemy and that 
Belarusians should beware?\" 


Answer % 
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No 41.9 
Yes 40.0 


\"Do you think life for citizens of Belarus\' neighbors 
(Poland 
they became part of the EU in May 2004?\" 


Worse 23.7 
No Change 25.2 
Better 19.4 


\"Have you been to any EU countries in the last five years?" 


No 83.0 
Yes 16.8 


\"What presents a greater threat to Belarus\' development? 
(survey II)\" 


The West 34.2 
The GOB 18.0 
The Opposition 14.6 
Russia 4.1 

No Threat 27.7 


13. Fifty-two percent of survey | respondents prefer a union 
with Russia in which both governments remain independent 
with close political and economic connections. Twenty 
percent believe relations should remain the same and only 12 
percent believe the two nations should become one. 


\"Soon there will possibly be a referendum between Belarus 
and Russia on the Constitutional Act 

closer integration between the two governments. How would 
you vote 2" 


Answer Survey! Survey Il 
For 27.4(%) 41.7 
Against 10.3 11.2 
Depends on 

circumstances 37.2 29.7 
Will not 


participate 8.9 10.8 


\"In your opinion 
creating a democratic government and civil society?\" 


Answer % 
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Belarus 35.1 
Russia 29.5 
No Answer 35.4 


\"In your opinion 
to become part of Russia and cease being an independent 
country?\" 


Yes 46.9 
No 26.5 
No Answer 26.6 


\"Who will Belarus be closer to in 10 years 


EUA" 
Russia 63.1 
EU 8.7 


No Answer 28.2 


\"Do you accept or not accept the political course of the 
following countries?" 


Country Accept Not Accept 
Russia 74.8 15.9 
Belarus 72.0 22.3 
Germany 70.8 16.4 
China 53.2 30.3 
Kazakhstan 46.6 36.5 
Poland 46.0 39.1 
Cuba 36.0 45.1 
South Korea 31.6 48.9 
Ukraine 26.9 59.2 
U.S. 25.2 61.7 
Iran 20.4 61.6 


\"Who out of today\'s top leaders coincides with your 
political ideals?\" (More than one answer) 


Lukashenko 51.8 


Putin 51.8 
Chirac 13.1 
Blair 6.4 
Castro 6.2 
Merkel 5.4 
Yushchenko 3.8 
Bush 3.7 


Frieberg (Latvia) 0.9 
Akhmadinijad (Iran) 0.8 
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Information Access 


14. Belarusians have little access to news sources other 
than the state-controlled media. Although some independent 
sources exist within Belarus 

them. 


\"Which of the following do you have access to at work and/or 
at home" (More than one answer) 


Answer Survey I Survey Il 


Belarusian TV channels 86.1 86.1 


FM Radio 46.7 53.2 

Cable TV 36.9 38.6 
Medium/Long Wave Radio 14.2 15.9 
Internet 13.6 14.6 

Short Wave Radio 13.2 12.5 
Satellite TV 6.9 8.9 


\"What source of information do you believe more?" (Survey I) 


Answer % 
GOB-controlled Media 58.2 
Russian Media 35.2 


Belarusian Independent Media 12.0 
European and Western Media 10.2 
Internet 8.8 


15. IISEPS discovered in survey | that fewer than 35 percent 
of respondents use a computer and less than 24.7 percent use 
the internet. In survey II 

22.6 respectively. Less than ten percent of respondents 
listen to Western radio 

of America 

Russian radio broadcasts daily and 16.3 percent listen to 
Russian radio several times per week. Forty-nine percent of 
those polled would like to receive independent radio and 
television broadcasts from surrounding countries 

percent believe foreign radio broadcasts 

not portray the truth where as only 25.4 believe it would. 


16. Forty-five percent of those polled believe GOB- 
controlled TV is truthful about Western activities and how 
people live in the West. Survey ll showed that 64.7 percent 
of respondents trust GOB-controlled TV channel ONT 
percent - Belarusian National Television BT 

Stolichnaye TV. Twenty-five percent do not believe the 
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internet 

newspapers and 45 percent do not trust Western radio 
broadcasts. 


Comment 


17. Although Milinkevich\'s ratings increased 

still retains a strong lead over any potential opponent. 
Even without election falsifications 

theoretically win the elections if they were held tomorrow. 
With the help of his propaganda and lack of independent 
information 

significant portion of the population that Belarus is better 
off under his rule 

the EU 

of development. 


18. The polling results reinforce the point that democratic 
change is not likely in the short term 

to independent media. In the current information vacuum 
most Belarusians are unable to make the connection between 
their economic situation and the country's political- 

economic policies. It is also worth noting that despite 
Lukashenko\'s continued popularity 

as the state media presents 

is suspect if a strong alternative could ever emerge. 


KROL 
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is not realized 

opposition and support PiS initiatives when they correspond 
with SO\'s own program. In the unlikely event that PO and PiS 
form a coalition 

opposition and 

next elections. 


4. (SBU) Czarnecki acknowledged observations that PiS is 
trying to absorb SO support in its effort to build PiS into 
the leading conservative party (which PiS members readily 
admit privately - Ref A). Czarnecki said SO leaders will 
make an effort to oppose PiS more openly in order to draw 
distinctions between SO\'s and PiS\'s priorities. Czarnecki 
said Lepper will try to steer his party towards the center as 
he believes PiS\'s policies will veer toward the right and 
alienate many. However 

approach\" in which he shows his long-term support base that 
he is still committed to protecting Polish small farmers 
while at the same time developing his \"social liberalism\" 
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(Ref B). Czarnecki said that he does not fear PiS 
encroachment because he believes that Lepper is a charismatic 
leader with a loyal support base. He claimed polls that 

suggest his party\'s base is shifting towards PiS (SO\'s 

support has dropped to seven percent in the most recent 
survey) are \"inaccurate.\" 


LPR: Keeping Poland \"Polish\" 


5. (SBU) Roman Giertych emphasized to Poloff during a recent 
meeting that he is not discouraged by his party\'s drop in the 
polls 

long haul. LPR had a lackluster showing last September 
(winning less than eight percent of the vote 

percentage in 2004 EU parliamentary elections). Only 34 
Giertych was too young to run for president (his father 

Maciej was LPR\'s candidate instead) and 10 of LPR\'s 34 Sejm 
deputies are under age 30. LPR relied heavily on its 

youthful \"shock troops 

(an organization that Giertych revived and led himself from 
1989 to 1994) 

its standing among some older LPR voters 

defected to PiS. 


6. (SBU) Giertych told Poloff that LPR will under no 
circumstances form a coalition with PiS and will only support 
PiS on aspects of the government\'s agenda which are in accord 
with LPR\'s own program and long-term goals. Giertych told us 
he is most concerned with the promotion of pro-family 
legislation (such as GOP payments to women each time they 
give birth) and the opposition of further EU integration. 
Giertych also suggested that he would use his newly-won 
position as chair of the parliamentary special services 
committee (compensation for LPR support for formation of the 
PiS government) to prevent the immigration to Poland of 
\"potentially divisive minorities.\" When asked if he was 
concerned about PiS\'s wooing of LPRVs traditional electorate 
Giertych maintained that he is not worried about the 
short-term trends (recent polls place support for LPR well 
below the five-percent threshold for parliamentary 
representation.) Giertych predicted that his party will be 

even stronger in a year or two when 

be disillusioned with PiS\'s performance and will then turn to 
LPR. Giertych\'s split with the conservative Catholic Radio 
Maryja also hurt his party - to the benefit of PiS 

into question his optimistic projections. 


Foreign Policy Perspectives 
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7. (SBU) LPR and SO alike maintain to us that they are 
pro-American (despite sometimes very harsh anti-U.S. rhetoric 
over Iraq) and range from skeptical to openly hostile towards 
EU integration. Czarnecki claimed that 

radically anti-EU 

of Poland\'s farmers benefit greatly from the EU agricultural 
payments. Rather than opposing the EU 

will now focus its efforts on the strong defense of Polish 
national interests in the context of further EU integration. 
Giertych recently criticized PM Marcinkiewicz\'s \"euphoric 
victory\" at the EU budget negotiations and opposes the new 
GOP\'s engagement with the EU. Neither party includes foreign 
policy among its top priorities 

influence on the new government so far has been minimal (as 
seen in the GOP\'s decision to extend the Polish deployment in 
Iraq 


Comment 


8. (SBU) Self-Defense and LPR both enjoy unexpected attention 
given PiS\'s shortfall of votes in parliament (the support of 

at least one 

majority) 

concrete benefits for their parties. Politically 

cooperation with PiS appears to have cost them support with 
voters 

governing party. For now 

balance between demonstrating independence (as when they 
opposed two GOP initiatives in late December) and provoking 
PiS to reconsider a coalition with PO or early elections 

(which 

those weakened parties). Over the longer term 

leaders have to hope for either an eventual coalition offer 
from PiS (which PiS leader Jaroslaw Kaczynski hinted at 
January 10) or a collapse in public support for the PiS 
government that could benefit their radical parties. 

ASHE 
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United States has with Great Britain and other key allies. 
The Poles are intent on sustaining and even deepening this 
relationship 

position within an expanded European Union. 


3. (U) On September 25 

founded and led by identical twin brothers Jaroslaw and Lech 
Kaczynski 

percent of the popular vote. PiS was followed closely by the 
centrist Civic Platform (PO) 

votes. For two years before the elections 
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planned to form a coalition. Coalition talks unexpectedly 
failed in October after PiS candidate Lech Kaczynski edged 
out PO\'s Donald Tusk in the Presidential run-off. (Note: 
President Kaczynski assumes office on December 23). PiS 
Prime Minister Kazimierz Marcinkiewicz instead formed a 
minority government of 18 ministers: 10 PiS loyalists and 8 
apolitical policy experts. Thus far 

courted support from third place finisher Self Defense (SO) 
headed by the controversial populist Andrzej Lepper 

from the ultra conservative League of Polish Families (LPR) 
headed by Roman Giertych. Given that the support of these 
two extremist parties is tenuous 

they will seek early elections if they are not able to 

achieve their legislative agenda. Should new elections be 
held in the near future 

improve its standing in parliament 


4. (U) The new GOP supports strong partnership with the 
United States 

until July 2006. We expect a decision in the next ten days. 
The Kaczynskis and their party are Euro-skeptic and during 
last fall\'s campaign promised to be more forceful when 
dealing with Russia and Germany. However 

Polish integration into the EU and NATO is crucial to 
Poland\'s economic and political growth 

along the broad outlines of the Poland\'s existing foreign 


policy. 


Economic Overview 


5. (U) Poland\'s economy continues to grow at a decent rate 
after several years of sluggish growth at the beginning of 
the decade. Although final data are not available for 2005 
most observers think GDP grew 3.5 percent in 2005. For the 
second year in a row 

behind this growth is strong exports (up over 16 percent in 
2005) 

growth 

domestic companies have resumed investing. Industrial 
production is up almost 8 percent in the last quarter of 
2005. 


6. (U) The rapid expansion of domestic demand in the latter 
half of the 1990s 

crisis of 1998 

external finances. The current account deficit peaked at 
7.5 percent of GDP in 1999. Since then 

slower import growth and a strong export performance have 
cut the deficit 
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percent in 2005 

the zloty. The U.S. is a relatively small trading partner 
for Poland 

trade volume. In 2004 

$929.2 million 

$1 

exports reached $1.03 billion while imports from Poland 
stood at $1.6 billion. 


7. (U) Poland has attracted more than $85 billion of foreign 
direct investment (FDI) since 1990 

Agency for Foreign Investment (PAIZ). U.S. companies have 
invested a combined total of over $14 billion in Poland 

since 1990. The PAIZ estimates that FDI inflows for 2005 
exceeded $8 billion 

billion reached in 2000. Large-scale FDI and portfolio 

inflows have allowed net official reserves to increase 

$21.2 billion at the end of 1997 to over $40 billion at the 

end of 2005. 


EU Perspectives 


8. (U) Poland\'s accession to the European Union in May 2004 
and integration with the internal European market will 
accelerate modernization and strengthen the competitive 
position of Polish business. The entry into the EU of such 

a close ally -- and one so clearly determined as Poland to 
deepen bilateral relations with us further -- should serve 

to strengthen the relationship of the U.S. and the European 
Union and encourage greater European engagement in facing 
global challenges. For the present 

concerned about continuing strains in the transatlantic 
relationship over Iraq and other issues 

new EU partners and the U.S. can resume their traditional 
cooperation as quickly as possible. And while Poland is not 
likely to be the U.S. \"Trojan horse!" that some in Brussels 
have feared 

issues of particular importance to Poland that may give rise 

to conflict with the Commission: agriculture 

mobility 


9. (U) Agriculture: Approximately 16 percent of all working 
Poles are employed in farming 

EU25. Nevertheless 

percent of GDP. Ironically 

of the most vocal opponents of accession 

been among the biggest early winners. Due mainly to 
purchases of meat by buyers from the Netherlands and 
Germany 

their livestock rise almost 60 percent since accession. Not 
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all Polish farmers have enjoyed this windfall 

the main concern among them (and the Polish government) is 
that EU agricultural subsidies be phased in as quickly as 
possible and not be reduced. 


10. (U) Labor Mobility: Poland\'s unemployment (17 percent 
plus) is the highest in EU. The demographic bulge is now 
reaching working age 

percent. The UK 

opened their markets to Polish workers effective May 1 
2004 

countries over the past 20 months. Poland is rapidly 
creating one of the best-educated labor forces in Europe. 

In 2004 

Poland\'s universities and schools of higher education 

far behind the 2.3 million studying in Germany - a country 
more than twice as large. Foreign investors consider the 
large available pool of college graduates to be one of the 
chief attractions of the Polish economy. In recent years 
dozens of U.S. and European firms have located outsourcing 
and business processing operations to Poland to take 
advantage of its highly educated labor force. Despite such 
improvements 

is able to bring down the rate of employment to moderate 
levels. To relieve labor market pressures 

makers continue to advocate removal of the remaining labor 
market restrictions within the EU (especially in Germany 
France 

11. (U) State Aids: Infrastructure investment remains an 
important issue for Poland 

road system as a brake on economic development. Poland 
looks to the EU to provide funding which will accelerate the 
removal of this bottleneck. The restructuring of declining 
rust-belt industries (coal mining 

railways) remains politically sensitive due to the difficult 
labor market situation. Poland will be looking for EU 
tolerance of continued subsidies to these sectors 
exceptions from certain state aids restrictions. 
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- Internet Gambling Operations to Expand 


2. (U) The Government of Antigua and Barbuda will provide 
licenses to ten new Internet gambling companies that will 
allow them to begin operations on the island-state in 2006. 
Finance Minister Errol Cort said that the new companies 
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would provide up to 500 new jobs and generate approximately 
US$740 

fees. This expansion of Antigua\'s online gaming industry 
follows an April 2005 WTO decision that found certain U.S. 
prohibitions on Internet gambling to be in violation of 

global trade rules. The WTO gave the U.S. until April 2006 
to bring its laws into compliance with the ruling. 

According to the USTR 

minor changes to off-track-betting regulations to comply 
with the WTO ruling. 


3. (SBU) Comment: The expansion of the Antiguan online 
gambling industry suggests that it has been a lucrative 
source of revenue despite the Government\'s claim that the 
U.S. prohibition on Internet gambling has hurt its economy. 
Considering that the majority of Antigua\'s Internet gambling 
customers are American 

it will be difficult for the U.S. to regulate or curb the 

use of offshore gaming by Americans. 
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- New Opposition Leader 


4. (U) The opposition United Workers Party (UWP) selected 
Parliamentarian and attorney Earl Williams as its new Party 
Leader. A committee of leading UWP members chose Williams 
in an 11 to 10 vote over Julius Timothy 

continuously as Deputy Party Leader since the UWP was 
founded 17 years ago. Williams replaces former Prime 

Minister Edison James 

election defeats in 2000 and 2005. Despite handing over the 
UWP leadership 

Opposition in Parliament. 


5. (SBU) Comment: The change in UWP leadership appears to 
have been a successful move by Edison James to maintain 
control of the party while giving the appearance that he has 
stepped aside after suffering defeat in elections last year. 

James may have made a deal with certain key UWP members to 
keep his deputy 

leadership role even though the close vote demonstrated 
considerable support for Timothy 

bankrolling the UWP. Timothy is said to have been deeply 
wounded by this treachery and it is unclear what role he 
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will continue to play in the UWP. 


- Taiwanese Bank Sues Dominica 


6. (U) A Taiwanese bank has filed suit to recover US$12 
million in loans it claims the Government of Dominica has 
defaulted on. According to articles in Dominica and 

Trinidad newspapers 

in a federal court in New York. Dominica Prime Minister 
Roosevelt Skerrit criticized the suit as a \"politically 
motivated\" action intended to punish the country for 

switching diplomatic relations from Taiwan to China in 2004. 
The PM denied that Dominica had defaulted on its payments to 
the bank. The Government of Dominica reported recently that 
it had reached agreement to reschedule its debt payments 
with creditors that hold 70 percent of the country\'s debt 

and was making progress on discussions with other creditors 
including Taiwan. 


- Machine-Readable Passport Introduced 


7. (U) Dominica introduced a new machine-readable passport 
bearing the CARICOM seal in December. The new passport is 
reported to contain security measures that should make it 
more difficult to alter than the existing non-machine- 

readable passports 

The Minister overseeing the introduction of the new passport 
told the press that the Government would avoid mistakes made 
in the issuance of passports under Dominica\'s economic 
citizenship program. He explained that approximately 3 

people who were not born in Dominica currently hold the old 
passport; issuance of the new passport would \"serve as a 
filter 

those people truly entitled to a Dominica passport will have 
one. 


8. (SBU) Comment: As one of the few countries in the region 
to maintain an active economic citizenship program 

unlikely that Dominica would deny the new passport to those 
willing to pay for it 

issue the Minister did not address is the delay in 

completing an OAS funded program to computerize the 
registration of Dominica\'s civil records 

certificates. The Government of Dominica has fallen months 
behind in completing the project; until then 

of the documents currently used to issue the new machine- 
readable passports remains questionable. 
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- Criticism of Grenadian/Canadian MP Continues 
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9. (U) The Government of Prime Minister Keith Mitchell has 
continued its attacks on Parliamentarian Peter David 

leader of the opposition National Democratic Congress (NDC) 
by asserting that his 2003 election should be nullified 
because David holds both Canadian and Grenadian citizenship. 
Though untested in court 

to bar Members of Parliament from holding dual citizenship. 

If the Government is successful in removing David from 
Parliament and replacing him with his opponent in the 2003 
election 

a 9-6 advantage in Parliament 

it currently holds. The issue will ultimately be decided in 

the courts. In the short term David\'s popularity has risen. 


- USAID Hurricane Reconstruction Program Nears Completion 


10. (U) By the end of December 

its US$45 million Hurricane Ivan reconstruction program 
full completion of which was delayed by a regional shortage 
of cement. Among the highlights of the program were the 
repair or rebuilding of about 1000 houses 

(almost half of Grenada\'s primary schools) 

Clinics 

centers and tourist sites. The program has helped many 
Grenadian businesses 

their feet 

skills 

utility and other bills. Further information on the program 
is available on Embassy Grenada\'s website at 
http://www.spiceisle.com/homepages/usemb_gd/. 


- Tax Reform Focus of New Government Budget 


11. (U) St. Kitts and Nevis Prime Minister Denzil Douglas 
presented a US$259.4 million budget to parliament in mid- 
December 

million for fiscal year 2006. The PM\'s budget focuses on 
tax reform 

corporate income and sales taxes. The PM proposed raising 
some taxes 


Column 3 

\"nuisance taxes. These moves are intended to help the 
Government be less dependent on tariff revenues 

allow it more easily to implement WTO-mandated tariff cuts. 
The new revenues will also help the country transition out 
of sugar production (St. Kitts ended its state-run sugar 
industry in 2005 due to severe financial losses) and pay 
down its high debt (over 150 percent of GDP). 


- Voter Registration Commences After Delay 


12. (U) Voter registration has commenced after a two-month 
delay caused by a legal challenge to the registration 

process by an independent Member of Parliament 
Beaubrun of the Organization for National Empowerment (ONE) 
a small party built around her. A court denied the MP\'s 
motion for a judicial review of the registration process 

that allows only the country\'s two main parties 

St. Lucia Labor Party (SLP) and opposition United Workers! 
Party (UWP) 

registration process. Elections are constitutionally due by 
December 2006 

Minister Kenny Anthony will call the election before then. 


- Campaign Funding Becomes an Issue 


13. (U) Prime Minister Kenny Anthony and opposition leader 
John Compton have traded charges over campaign funding in 
the upcoming election 

opposition might obtain funds from Taiwan. (Note: Although 
St. Lucia recognizes China 

the Taiwanese President in St. Vincent last year. End 

note.) The PM has said that campaign finance reform 
legislation that would prohibit political parties from 
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accepting money from foreign governments may be in order. 
The opposition leader also called for campaign finance 
legislation in St. Lucia after commenting unfavorably on the 
large sums of money spent by the ruling party in St. Vincent 
to secure victory in that country's December 2005 election. 


13. (SBU) Comment: It is unlikely that St. Lucia will enact 
campaign finance legislation in advance of an election this 
year. Like other countries in the region 

not have campaign disclosure laws or place legal limits on 
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campaign spending 

unlimited funds from members of the diaspora 
expatriates 
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also said African nations 

to facilitate dialogue between the two sides 

avail. Now 

in possession of a \"suicidal mentality\" because he wants to 
go to war. Ethiopia knows this. On the Ethiopian side 
extreme right of the opposition is trying to push Meles to 
\"re-conquer and re-occupy\" Eritrea and then \"re-negotiate\" 
issues. Meles is resisting 

General Pace he was not optimistic about an early solution 
and was convinced a state of \"no war 

continue in the near term. 


5. (C) General Pace asked about the future of U.N. observers. 
Guelleh opined that the U.N. observers were initially used 

as a condition to pressure Ethiopia. Now 

Eritrea has lost needed income because the observers are no 
longer spending money in country. There are other problems 
Guelleh said. Eritrea is not pleased with Voice of America 
(VOA) programming in Somali and Amharic and democracy has 
proved difficult to put in place there. In Eritrea 

government plays all roles. If there is no development 
population will flee the country. In addition 

people are playing a very damaging role. They are trying to 
mislead the population by creating instability. General Pace 
observed that democracy can sometimes develop very slowly 
but when it is in place it works very well. Guelleh agreed 

but blamed the media as not being helpful in the conflict 
between Ethiopia and Eritrea. He likened reporters in both 
countries to \"paparazzi\" who would go to any length to get a 
story they thought would be lucrative to them even if it 

causes overall damage. 


6. (C) General Pace inquired about the economic impact on 
Djibouti of Ethiopia and specifically on Djibouti\'s plans for 
development. Guelleh replied that his country was in the 
process of strong development in order to meet the growing 
needs of its main client Ethiopia. An oil terminal is in 

place. In 2006 

a goal to receive and handle 1 

Guelleh also said Djibouti was investing a great deal in this 
port project. Djibouti\'s goal is to be in a position to be 
competitive should the situation change. \"Unlike Eritrea 
where the spirit is that politics comes first and the economy 
second 

Guelleh said. He added that security should also be a 
primary concern for a nation. 
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7. (C) Guelleh noted specifically to General Pace his concern 
about security and Somalia. He said the Somalis are 
increasing their acts of piracy but he was unsure of actions 
coalition nations might be taking to circumvent piracy. He 
expressed a desire to see the international coalition 
discourage such acts. General Pace said discussions are 
underway on the best way ahead on the issue of piracy off the 
Somali coast. The problem 

countries whose vessels are being detained are quick to pay 
ransom. Guelleh responded that the time to act is now to slow 
down these \"destabilizing forces.Y General Pace noted that 
piracy was of no cost to its perpetrators and Guelleh 
expressed his agreement with this assessment. 


8. (C) Guelleh told General Pace that the new government of 
Somalia is trying to deal with both warlords and religious 
militias. Everyone has his militia 

business community. Discussions are underway to improve the 
situation but it will take time. For example 

Union is helping out with the police force. Guelleh offered 

the view that SomaliaWs problems today can be placed at the 
feet of former United Nations Secretary General Boutros 
Boutros Ghali. WGhali misled everyone 

easy at that time (to make a difference.) Since then 
according to Guelleh 

supporters -- as friends of Osama bin Laden -- seized an 
opportunity" \"Now we see the example 

continued 

Iraq without the elimination of foreign occupiers.\" Guelleh 
discounted the notion and said \"pulling back happened in 
Somalia and the result was not positive. \"If America pulls 
back from Iraq 

\"It will be worse than Somalia.\" The President also said 

that with the current situation 

offer troops to stabilize Somalia.\" He said a few Sudanese 
remain in Somalia on the compound of Aideed\'s son and \"are 
working with Al-Ittihad Al-Islamiya (AIAI) 

Ethiopian territory of the Ogaden.\" Guelleh opined that the 
Sudanese in Somalia today have no where to go\" and would be 
at risk for their safety should they leave Mogadishu. 


9. (U) General Pace has cleared on this message. 
RAGSDALE 
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and Kurd factions could come together. On Iran 

that the Gulf states were likely more nervous than Jordan 
about Iran\'s nuclear ambitions. However 
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concerned 
between Iran 


4. (C) Khatib noted that PM Sharon was a \"bulldozer 
unmatched in terms of making a decision and having the 
political will to implement it" He said that the future 
depended on Israel\'s ability to fill the leadership vacuum 
left by Sharon. It would be more difficult for Jordan to 
deal with Israel post-Sharon 

since Israel was a democracy 

transition. 


5. (C) Khatib echoed familiar comments heard here that Abu 
Mazen was weak 

getting from outside his borders. \"We are not empowering 
him 

Palestinian were untenable 

enforce the law. Khatib mentioned the Badr Brigade to Sen. 
Obama as a highly trained Palestinian police force that could 
help 

Bank from Jordan. Khatib emphasized the importance of U.S. 
engagement in the Israeli/Palestinian conflict. He also 
stressed that Palestinians in Jerusalem must be allowed to 
participate in the upcoming elections. \"If Israel does not 
concede this 

Answering Sen. Obama\'s question about concerns over HAMAS 
Khatib said that every Arab country has an Islamist 
contingent. Of course they would get some votes 

is OK.\" Exclusion would create tension 

that Islamists thrive on. 


6. (U) Senator Obama\'s party did not have and opportunity to 
clear this message. 
Hale 
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change its name. End Note.) Ollanta Humala is a retired Army 
Lieutenant Colonel. He is running as an ultra-nationalist 
anti-system candidate aligned with Venezuela\'s Hugo Chavez 
and Bolivia\'s Evo Morales. He 

Antauro (currently on trial for leading the January 2005 
rebellion in Andahuaylas that resulted in five deaths) 

small military rebellion against the Fujimori regime in 2000. 
After spending some time in jail 

Paniagua interim government 

served under the Toledo Administration as a military attache 
in Paris and South Korea before being retired in December 
2004. The First Vice President candidate is Gonzalo Raul 
GARCIA Nunez 

Bank. The Second Vice President candidate is Carlos Alberto 
TORRES Caro 
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served as a prosecutor under 
with 


THE MINOR CANDIDATES 


-- Alianza para el Progreso (Alliance for Progress): Natale 

Juan AMPRIMO Pla. Amprimo is a Congressman representing Lima. 
Formerly with Alberto Andrade\'s (of the Centrist Front) 

Somos Peru party 

failed in efforts to create a new congressional bloc composed 

of young legislators. He is considered center-left. 


-- Alianza por el Futuro (Alliance for the Future) 

CHAVEZ Cossio. Chavez is a long-time Fujimori supporter who 
recently was absolved of corruption charges and resumed her 
seat in Congress following a four-year suspension. Her First 
Vice President running-mate is Santiago FUJIMORI 
ex-President\'s brother. 


-- Avanza Pais (Country Advances) 

Ultra-nationalist Ulises Humala is the older brother of 
Ollanta and Antauro. He is a professor at the National 
Engineering University. His First Vice Presidential running 
mate is party founder Pedro CENAS Casamayor. 


-- Con Fuerza Peru (Peru with Force) 
Koechlin is a businessman and President of Wayra Peru 
Peruvian airline that has yet to get off the ground. 


-- Concertacion Descentralista (Decentralized Agreement) 
Susana Maria del Carmen VILLARAN de la Puente. Villaran is 
leader of the Social Democracy Party and was Minister of 
Women\'s Affairs during the 2000 transition government. She 
is considered center-left. 


-- Frente Amplio de Izquierda (Broad Front of the Left) 

Alberto MORENO Rojas del Rio. This party was formerly the 
Movimiento Nuevo Izquierda (New Left Movement). Moreno is 
the founder and Secretary General of the Communist Party of 
Peru Red Fatherland. His First Vice President candidate is 
Juan Jose Gorriti Valle 

Confederation of Peru (CGTP). 


-- Frente Independiente Moralizador party (FIM - Independent 
Moralizing Front) 

and founder of the party. He was a Congressman in the 1990\'s 
and served under the Toledo Administration as Minister of 
Justice and Ambassador to Spain. In August 2005 

appointed the un-popular Olivera as Foreign Minister sparking 
the resignation of his Prime Minister and a cabinet crisis 
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resolved when Olivera was asked to resign after one day in 


office. Olivera ran for President in 2001 and placed forth 
with just under 10% of the vote. He is considered 
center-left. 


-- Fuerza Democratica (Democratic Force) 

BOREA Odria. Borea was previously Peru\'s Ambassador to the 
Organization of American States and headed the Democractic 
Forum 

Fujimori regime. He is considered center-left. 


-- Justicia Nacional (National Justice) 

SALINAS Lopez-Torres. Salinas is a U.S.-educated businessman 
who unsuccessfully ran for Mayor of Lima in 2002. He and his 
father 

a coup against the Fujimori regime. He is considered 
center-right. 


-- Partido Socialista (Socialist Party) 

Cisneros. Canseco is a congressman for Lima and leader of the 
Socialist Party. He is considered to be a pro-Castro 

Marxist. 


-- Peru Ahora (Peru Now) 
is a pro-coca congressman from Cajamarca 
served as provincial mayor. He is considered to be a leftist. 


-- Peru Posible (Peru Possible) 

Belaunde is an engineer and the son of former President 
Fernando Belaunde. He formerly served as a Senator with the 
Accion Popular (Popular Action) party. His First Vice 
President candidate is Carlos BRUCE Montes de Oca 
Minister of the Presidency and Minister of Housing under 
President Toledo. His Second Vice Presidential candidate is 
Romulo MUCHO Mamani who previously served as Vice-Minister of 
Energy and Mines and recently became a Congressman 
representing Puno. Belaunde is a political maverick 

Peru Posible 

known for its ideological consistency. 


-- Progresemos Peru (Peru Let\'s Progress) 
Ayaipoma. Little is known of Espinoza or his party. 


-- Proyecto Pais (Country Project) 

ARRUNATEGUI. Arrunategui ran for President in 2001 
placed seventh garnering less than 1% ofthe vote. He 
currently is charged with pedophilia and pimping 

his innocence. 


-- Reconstrucion Democratica (Democratic Reconstruction) 
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Jose Guillermo Juan CARDO Guarderas. Cardo is a sociologist 
who has taught for 20 years in Mexico. He failed to register 
another party 


-- Renacamiento Andino (Andean Rebirth) 

Herrera. Galvez is a lawyer and the party\'s founder. He ran 
for President under the same party in 2001 placing sixth with 
less than 1% of the votes. 


-- Restauracion Nacional (National Restoration) 

Sun. Lay is an evangelical pastor and former member of the 
Truth and Reconciliation Commission. His First Vice 
President candidate is Maximo San Roman 

Alberto Fujimori\'s First Vice President but split with 

Fujimori over the 1992 auto-coup. 


-- Resurgimiento Peruano (Peruvian Resurgence) 
Flores - Asto is a lawyer and the party\'s founder. He 
unsuccessfully ran for President in 2001. 


-- Si Cumple (He Delivers) 

Cumple 

Fujimori as its candidate. Should the JNE uphold the JEE\'s 
rejection of Fujimori\'s candidacy 

not/not at this stage be entitled to replace him with another 
candidate and will not/not run a presidential ticket. 


-- Y se Llama Peru (And It is Called Peru). Ricardo WONG. 
Wong is the party founder and a businessman who imports 
fireworks. He was linked to the fireworks that led to the 
Mesa Redonda fire that resulted in the death of over 200 
people. 


5. (SBU) The plethora of presidential candidates has 
generated criticism from politicians and commentators alike 
who note that it reflects the disunity of the political 

class 

representativeness of the traditional political parties. 

Given that parties must obtain at least four percent of the 
legislative vote in order to maintain their registration 

is expected that most of the smaller parties will disappear 
after the 4/9 election. The electoral prospects for the 
registered candidates should become clearer after publication 
of the next nationwide APOYO poll on 1/15. Additional 
biographic data on some of these candidates is available on 
Post\'s SIPRNET site 
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http://www. state.sgov.gov/p/wha/lima/index.cf m . END COMMENT. 
STRUBLE 
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him." Lapid assessed that the main obstacles to peace now 
come from the Palestinian side 

that Palestinian Authority President Mahmoud Abbas is a 
\"decent\" man who wants peace 

is \"not capable\" of bringing peace. Commenting on the 
January 25 Palestinian Legislative Council elections 

said that if Hamas carries a majority 

could be postponed for another generation. 


3. (C) On party primaries 

170-member council will rank the party\'s Knesset list January 
12 and that she is still campaigning for a high slot. After 
noting her closeness to Olmert 

would consider switching to Kadima if she does not receive a 
high enough position on the list. She could not say whether 
others in Shinui were also considering such a move 

the party\'s collapse in the polls 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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resolved\"). 


3. (C) However 

Ministry received a phone call that \"the North Koreans were 
at the airport" The North Koreans requested meetings with 
the Minister of Foreign Affairs and the Minister of Defense 
both of which the GOM decided to deny. Instead 

a \"lower level" are meeting with the delegation 

still in the country. 


4. (C) The Ambassador told Katsonga that quite aside from 
the question of nuclear issues 

to global security 

had a history of behaving like gangsters 

engaged in smuggling 

activities to fund their overseas operations 

&development funds8 they might offer could very well 
represent ill-gotten gains. Malawi would be much better off 
simply declining whatever they might have on their minds. 
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5. (C) Comment: When we called for the appointment yesterday 
(to deliver the U.N. reform demarche) 

the Ministry the subject matter 

thought the Ambassador was coming over to say something about 
the North Korean visit. If the Department wishes to provide 

any supplemental guidance to the Ambassador\'s off-the-cuff 
response reported above 

Katsonga. We will follow up on this information to see what 

the Malawians will tell us about the North Korean 

delegation\'s purpose. End Comment. 


EASTHAM 
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Africa. 
EASTHAM 
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installations have been broken has been conveyed in clear 
terms 

the way to the matter coming before the (UN) Security 
Council." 


Visit Oslo\'s Classified website: 
http://www .state.sgov.gov/p/eur/oslo/index.cf m 


WHITNEY 
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been able to stand up for a long time." Muluzi had 
previously been treated abroad for a throat problem while he 
was President. 


4. (C) Muluzi\'s absence has exposed a number of cracks within 
the UDF as a party. In a rare show of open defiance 

number of leading UDF politicians are reportedly asking 

Muluzi to account for money he was allegedly given by Libyan 
leader Mummar Gaddafi. This 

withdraw the impeachment motion 

announced their defection to the DPP on January 10 

rumors abound in the capital that a number more are set to 
follow. 


5. (C) Malawi\'s other opposition party 
Party (MCP 
seems to be in no better shape. Following up on a scathing 
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letter to MCP President John Tembo (reftel C) 

MCP MPs are expressing dissatisfaction with party leadership. 
A MCP MP told Poloff that over half of the party\'s MPs are 
frustrated by 

he thinks only two or three will quit the party and join 
government (and one already has) 

all MCP members that Tembo is \"the problem. This is not to 
say that Tembo 

party 

be nearly impossible to remove Tembo from his position as 
party President. However 

collaboration by the rank and file with government 

by case basis. 


6. (C) Comment: With both the UDF and MCP disorganized 
President Mutharika and his Democratic Progressive Party 
(DPP) have never looked stronger. lt remains to be seen 
whether the Speaker will allow Milanzi to withdraw his 
impeachment motion. However 

remains disorganized 

safe from impeachment. But while party chaos may embolden 
some opposition MPs to support Mutharika\'s legislation 
disorganization of the body politic is most likely to 

prevent 

that work involves political risk. Mutharika\'s modest reform 
agenda includes complex and politically unpopular measures 
such as privatization of state enterprises and the passage of 
an anti-money laundering bill. In tackling these 

controversial issues the lack of any type of broad government 
organized coalition is almost certain to mean more delay. 
While it\'s still unlikely that the DPP could pick up enough 
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MPs to form a majority when Parliament next meets 
5-10 defections from MCP/UDF is not out of the question. End 
Comment. 


EASTHAM 
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of Iran to the UN Security Council. New Delhi considers Iran 
in violation of its NPT obligations. However 

GOI must still determine how to \"sell the vote\" domestically 
to its Muslim constituency. The Ambassador emphasized that 
abstaining would not be enough at this stage 

the importance of India\'s September 24 IAEA vote. End 
Summary. 
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Iranian Provocation 


2. (S) The Ambassador 

Narayanan and Venkatesh Verma 

Office) to discuss Iran\'s breaking of IAEA seals and renewal 
of uranium enrichment activities. The Ambassador noted that 
Iran\'s actions would likely lead to an IAEA Board of 
Governors (BOG) vote on referral to the Security Council 
move that would be obligatory under the IAEA Statute. The 
U.S. and EU were confident that key members of the BOG would 
cooperate on the referral 

for such an action 

Ambassador did NOT/NOT deliver Ref A points as prepared 
the EU-3 meeting had not occurred at the time of his 
encounter with NSA Narayanan. END NOTE) 


Likely to Vote Against Iran 


3. (S) Narayanan was familiar with the state of play 

reporting that he had just gotten off the phone with British 
NSA Nigel Sheinwald. He replied immediately to the 
Ambassador\'s opening that the GOI \"would like to\" vote for a 
resolution referring Iran to the UNSC 

Delhi is opposed to a nuclear-armed Iran. The question is 
\"how we deal with our domestic Muslim constituency 
continued. Muslims in India may not look at this in a 

rational manner of preventing another nuclear state in 
India\'s neighborhood 

Iran as an example of a Muslim country being \"ground under 
the heels\" ofthe West. Senator John Kerry had also raised 
India\'s position on a potential BOG vote with PM Manmohan 
Singh on January 11 

Singh\'s statement of India\'s uncompromising stand against 
proliferation 

NPT violation.\" 


International Agreement will Help 


4. (S) The Ambassador noted that the US would likely seek an 
affirmative vote from India on referring Iran to the UNSC. 
Abstaining at this stage is not enough 

the importance of India\'s September 24 BOG vote and the fact 
that an abstention now would be seen as walking back the 
GOl\'s non-proliferation commitments. Referring to his call 
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with Sheinwald 

Iran on the brain 

had told his British counterpart that India would like to 
work with the UK on the language of the resolution 

to find a way to sell Indias vote domestically. If Russia 
and other key board members go along 

task 


5. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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With Nuclear Fire?\" Le Figaro headlines \"The WestYs 
Embarrassed Stancel while Le Monde leads with: \"Iran Takes One 
More Step Towards Nuclear Escalation.\" While Le Monde\'s 
editorial explains why the West is caught up in \"The Iranian 
Trap 

for a Response to the Iranian Challenge 

the UN.\" One op-ed emphasizes why \"it is urgent to answer the 
challenge and the other contends Wan embargo is necessary 
against the Ayatollahs.\" (See Part C) 


Liberation carries a two-page report on \"Guantanamo: Four 
Years Outside the Law." For the editorialist 

the methods used are in themselves Va defeat of democracy 
because the war against terror does not require the use of 
similar (terror) methods. One story is devoted to detainees 
being abused 

to Amnesty International 

(See Part C) Liberation also interviews Eugene Fifell 

lawyer specializing in military law: \"The concept of "illegal 
combatants\' is perfectly legitimate. but the U.S. has not 
abided by the Geneva Convention. A special tribunal should 
have been created. While pressure is on the U.S. to send back 
detainees to their home countries 

will dismantle Guantanamo. This is a prison built to stay." 


The governmentVs response to the threat of an Avian flu 
epidemic is today\'s other major story. Le Figaro details 
France\'s plan as revealed by the Health Minister 
Bertrand 

will have stocked 33 million doses of anti-viral medication. 
The World Health Organization has determined France is among 
the best prepared countries (to deal with an epidemic.)\" 
In Le Figaro 

bring peace to the Middle East conflict 

is made in Iraq 

Amalric writes on \"Netanyahu 

East and for the Bush administration. (See Part C) 
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(C) SUPPORTING TEXT/BLOCK QUOTES: 
Iran 


\"Determination\" 

Guillaume Goubert in right-of-center La Croix (01/12): 
\"Determination is necessary with regard to Iran but also North 
Korea. The way both nations are playing with the international 
community 

stop. This is why it appears today that the UNSC is the only 
possible recourse available. We must not fool ourselves about 
the effectiveness of the means available to pressure Iran. The 
Iraqi example proves that the most severe economic sanctions 
can remain useless when dealing with a dictatorial regime. But 
if the UNSC is sufficiently firm 

that aspires to play an international role. This may also help 
contain other nuclear ambitions in the Middle East 

Arabia\'s. But the fight against nuclear proliferation requires 
that the other nuclear powers take a step back. Why do they 
(the U.S. 

Pakistan) have more rights than Iran to develop their nuclear 
arsenal? The argument of democratic control does not hold for 
countries such as China or Pakistan. Nuclear disarmament has 
been forgotten for too long. It needs to be debated again.\" 


\"The Iranian Trap\" 

Left-of-center Le Monde in its editorial (01/12): \"On January 

10 Iran took one more step in its confrontation with the West. 
The Europeans are caught between two concerns: re-launching 
nuclear proliferation in a sensitive region 

close-by 

Americans or the Israelis. The Europeans have therefore chosen 
the way of negotiations. Iran has tried to undermine every 
agreement 

supported the EU-3 initiative 

firmly. Meanwhile Iran has been using every hesitation to its 
advantage 

China. But it may have gone too far. The U.S. is mired in Iraq 
and wants to avoid confrontation with this largely Shiite 

nation. It is therefore counting on negotiations and 

sanctions. The Iranians seem impervious to the threat. They 
are counting on a divergence between Russia and China 
Europe\'s leniency. It is high time we proved to Iran it is 

making a mistake and that the trap is slowly closing in.\" 


\"Diplomacy Versus Action\" 

Philippe Gelie in right-of-center Le Figaro (01/12): \"Iran is 
not Iraq. After three years of going to battle almost single 
handedly against Saddam Hussein 

looks like the exact opposite. Diplomacy 
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progression and the search for a consensus seem to be the key 
words in Washington. But the word "action! still applies to 

both situations. Washington has always remained firm towards 
Iran. But for the hardliners in Washington 

approach (of the EU-3) has not proven its effectiveness. Under 
pressure 

including a program of ‘multilateral sanctionsY with the 
Europeans. The military option remains on the table 

time around it looks very much like an option of last resort." 


\"Why It Is Urgent to Respond to the Iranian Challenge" 

Pierre Lellouche 

on NATO 

between Hitler and Ahmadinejad is that the former failed where 
the latter is succeeding: building the bomb. What is the rest 

of the Muslim world saying? Nothing. The way things are going 
Ahmadinejad\'s Iran will have the bomb in a year or two at 
most. Before the situation gets totally out of hand 

must get involved with the hope that it will not 

prove its lack of effectiveness.\" 


\"Imposing an Embargo on the Ayatollahs\" 

Bernard Debre 

center Le Figaro (01/12): \"Instead of being firm 
half-heartedly condemning Iran. Will we have to wait until 
Iran carries out nuclear testing. or allies with Afghan 
Pakistani 

has already happened. Now is the time to act 

still hesitant. The intervention in Iraq. 

civil war and extremism. 

action against Iran. This is why an embargo is necessary. The 
days of drawing room diplomacy are over.\" 


GWOT - Guantanamo 


\"Defeat\" 

Antoine de Gaudemar in left-of-center Liberation (01/12): 
\"Four years later 

reputation. Among the five hundred detainees. not all were 
made prisoners in Afghanistan: some were arrested illegally in 
other countries. This scandal is one of many. Only nine 
detainees in Guantanamo have been formally charged. Despite a 
Supreme Court decision 

of detainees continue. Such lack of transparency suggests the 
worst may be happening 

glimmer of hope is the release of a few detainees 

months of detention 

torture of prisoners in Iraqi prisoners and CIA secret 

prisons 

in the Bush administration: the desire to stand above domestic 
and international law. Because the fight against terror does 
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not require the use of those methods used by terrorists 
existence of Guantanamo in itself stands as a serious defeat 
of democracy." 

Israel 

\"Netanyahu 

Jacques Amalric in left-of-center Liberation (01/12): \"The new 
situation in Israel is leaving the Bush Administration 
perplexed. While President Bush supported Sharon 
unconditionally 

will undoubtedly revive the divergence between the realists 
such as Secretary Rice 

and Greater Israel 

defending with furious energy.\" 


\"Questions on the Future of Israel\" 

Alexandre Adler in right-of-center Le Figaro (01/12): \"One of 
the questions surfacing about Israel\'s future is whether 
Olmert can indeed make peace. The answer is no. Peace will be 
delayed as long as the Middle East has not found a solid base. 
And this will be possible only if three things happen 
simultaneously: stabilization of Iraq 

victory over Syria\'s hard-liners 

better yet 

possible to achieve these three goals. Sharon\'s unilateral 
withdrawal was part of a wider regional stabilization plan. 

But until the wider plan is underway 

act with staunch determination 

success.\" STAPLETON 
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country 

of Economy Algirdas Dauksys 

January 9 that Lithuania should make a decision on a new 
reactor without delay. A new nuclear plant 

will require an initial government outlay of 350 million 

euros. The Economy Ministry has already indicated it 
intends to invite 25 investors (including Westinghouse) to 
compete to construct a new plant once the GOL gives the 
project a nod. Dauksys said that Estonian and Latvian 
energy companies have expressed interest in a joint project. 
The Minister expects and will recommend that the Government 
retain a minimum 34% stake in the new plant 

estimates will cost USD 3.6 billion. 


4. (U) Lithuania\'s leaders are scrambling to develop a plan 
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to secure as best they can the country's electricity supply. 
Prime Minister Brazauskas 

meeting of representatives of Lithuania\'s energy sector 

told the press that the GOL had been unable to come to terms 
with either the old or new Polish governments on 
construction of an energy bridge that would link Lithuania 

to the EU power grid. In a radio broadcast January 10 
Brazauskas said Lithuania should consider extending the life 
of the Ignalina reactor. Pointing to the security and 

safety upgrades to INPP 

arguments for shutting down Ignalina no longer applied. He 
alluded to the risk of dependence on Russia for oil and 
natural gas supplies and delivery 

happen; we have to prepare for all possibilities." The PM 
said he had \"no objections\" to construction of a new 
nuclear facility if the Baltic States determine a need for 
additional energy resources. 


5. (SBU) Opinions of members of parliament diverge. 
Parliament is currently in special session with a limited 
agenda 

develop an energy strategy. On January 10 

Conservatives and one independent MP introduced resolutions 
calling for the government to initiate negotiations with the 

EU on construction of a new reactor in Lithuania. Labor and 
Social Democratic MPs told us their caucuses would take up 
the issue before the general session begins in March. In 
principle 

extend the life of the Unit 2 reactor 

SocDems vary. Social Democrat Algirdas Paleckis told us 
that he will recommend caution in taking on the construction 
project 

Lithuania seek an extension 

his party colleagues want to keep nuclear energy alive in 
Lithuania. Some politicians also doubt Lithuania\'s ability 

to manage the construction 

exporting that a new reactor would entail. 

6. (U) All parliamentarians with whom we talked anticipate 
difficulty in getting EU approval for either proposal. At 

the same time 

German-Russian pipeline agreement as reason enough to take 
up the discussion. Conservative Rasa Jukneviciene said it 
would be important for all branches of government to adopt a 
unified position and action plan before petitioning 

Brussels. 


7. (SBU) Lithuanian leaders have toyed with the idea of 
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building a new reactor almost since the day they agreed to 
decommission their old ones. Current events have confirmed 
their worst fears about increasing reliance on Russian 
energy. Building a new reactor or keeping the old won\'t 
make Lithuanians energy-independent 

to continue to generate electricity if supply of other 

sources of fuel should stop. We think it likely that 
Lithuanians\' need for energy security will overcome concerns 
about the political cost of seeking Brussels\' support for 
continued nuclear power generation here. 

MULL 
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percent of registered voters said they were Wuncommitted8 
(i.e. undecided 

Pinera campaign believes these numbers reflect uncertainty 
and concern about a Bachelet presidency. As a result 

has intensified his attacks on Bachelet 

inexperience and 

candidate who possesses the necessary leadership qualities to 
lead Chile into the developed world. 


5. As of January 13 

are scheduled to open at 0700 on January 15 and close at 
approximately 1700. Using the December 11 first round 
election as a guide 

1800 local time (1600 EST). The winner of Sunday\'s election 
together with the new Congress that was elected on December 
11 


Factors to Watch 


6. Michelle Bachelet is clearly in a strong position to 
succeed President Lagos. Her numbers (nearly 46 percent) 
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and the backing of an extremely popular president 

the front-runner to win Sunday\'s election. Following the 
first round 

to influence the outcome on January 15 (ref b). The first 

-- Lagos Administration public support and the President\'s 
personal involvement -- appears to be have been met. 
President Lagos has stepped up his public support for 
Bachelet during the run-off campaign 

week to the region of the country where support for Bachelet 
was the lowest in the first round. It is unclear whether two 
other important factors -- Bachelet 

centrist voters and to persuade \"Together We Can\" coalition 
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supporters to vote for her -- will go her way on Sunday. 


7. Sebastian Pinera\'s road is steeper 

depend to a large extent on two factors: his ability to 

secure the 23 percent of the vote that went to his rival on 

the right 

in &stealing8 some votes from the more conservative wing of 
the Concertacion coalition\'s Christian Democratic Party. One 
without the other will not be enough. Another factor which 
could play a role in determining the winner of the election 

is whether non-participants in the first round\'s 12 percent 
abstention rate come forward and vote on January 15. 
KELLY 
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would be open to discussing with GOZ leaders the post-Mugabe 
reforms needed for re-engagement -- in confidence if they so 
desired. He added that the presence of some of the current 
leadership in a post-Mugabe government would make 
re-engagement far more difficult. Mukonori agreed the 
transition was underway 

leaders would not survive politically 

consider arranging private meetings. He also recounted his 
successful efforts against the education bill and his efforts 

to broker a GOZ-UN compromise over temporary shelter for the 
victims of Operation Murambatsvina. End Summary. 


2. (C) Ina discussion at the Embassy 

Ambassador that the ZANU-PF leadership around Mugabe lacked 
the political clout 

lift Zimbabwe out of the hole they had dug. Ambition was 

their central motive and most of Zimbabwe\'s misgovernance 
stemmed from their pursuit of individual interest at the 
complete expense of public interest. Moreover 

elite were increasingly consumed with the presidential 
succession and many of them saw a possible president when 
they looked in the mirror. For his part 

Mugabe was digging in out of fear and mistrust and was at a 
loss over how to preserve his legacy. This myopia and vacuum 
of leadership would thwart any prospects for national 
turnaround left to itself. 


3. (C) Under the circumstances 

re-engagement offered the best prospect to break the logjam 
of systemic misgovernance. He expressed concern that the 
West might be drifting into its own myopia on Zimbabwe 
essentially abandoning the country over the venality of its 
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leadership despite the deepening need of its innocent people. 

He likened the ruling party leadership and its public to a 

hungry tiger with a baby in its clutches. He urged the West 

not to shoot the tiger for fear of killing the baby. 

Instead 

the baby. Mukonori asked whether the USG and the UK couldn\'t 
develop a \"joint approach\" to Zimbabwe 

was serious last August when he said he would rather talk to 
Tony Blair than Morgan Tsvangirai. 


4. (C) In response 

to Zimbabwe as exemplified by its generous humanitarian 
assistance. The USG was prepared to do more 

as Zimbabwe\'s leader uniformly rejected all international 
overtures - a la UN U/S Egeland\'s recent visit - as an 
imperialist conspiracy. Moreover 

Mugabe\'s line on Tony Blair was little more than a diversion 
from the real issues confronting Zimbabwe. What real value 
could there possibly be in such a dialogue when Zimbabwe\'s 
real problems began at home and not in London 
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fond of asserting. Mukonori said he understood the point. 
The Ambassador underscored the difficulty of even 
establishing a common ground for engagement 

party\'s obsession with the past and refusal to countenance 
discussion of Zimbabwe\'s real problems. 


5. (C) The Ambassador said that for the USG to engage more 
deeply Mugabe-ism would have to go 

more violent of the current leadership. In addition 

remaining leadership would have to acknowledge its 
misgovernance 

needed reforms. The Ambassador added that the transition to 
a post-Mugabe era seemed already to have begun 

by the growing succession struggle 

process we were open to meeting with members of the 
leadership -- in confidence if they so desired 

was understood from the outset that any potential 
re-engagement would necessarily be conditioned on real 
political and economic reform. He suggested that Mukonori 
could use his good offices to arrange such meetings. 


6. (C) Mukonori agreed with the Ambassador that Zimbabwe 
already had a foot in the post-Mugabe era 
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octogenarian leader increasingly irrelevant to the country\'s 
future. He added that the people would never acquiesce to 
Mugabe\'s replacement by any of the worst ZANU-PF aspirants 
and he promised to give the matter further thought and get 
back to the Ambassador on arranging confidential meetings 
with elements of the leadership that might be pen to 

discussing the future. 


7. (C) Mukonori also related his successful lobbying efforts 
in derailing a destructive education bill and his efforts to 
counter GOZ intransigence on donor-provided emergency 
temporary shelter. He said it had taken him five months to 
defeat the education bill. He had avoided direct 
confrontation with the bill 

Aeneas Chigwedere. Instead he had lined up parents 
teachers 

Vice President Mujuru and convinced her the bill would be a 
disaster. 


8. (C) Mukonori said by the time he talked to the President 
directly 

intense and Mugabe had already been of the view that the bill 
was \"crap\". Castigated at a cabinet meeting by Mugabe for 
endorsing the bill's submission to the parliament in the 

first place 

not shared the bill\'s details. In subsequent negotiations 

with the GOZ over details 

the eventual excision of provisions subjecting private school 
personnel and fee matters to GOZ control. 


9. (C) Mukonori said he was using similar tactics to try to 

broker a compromise between the UN and the GOZ on temporary 
shelter for the victims of Murambatsvina. He said Local 
Government and Housing Minister Chombo had a personal stake 
in the GOZ\'s hostile approach given his central involvement 

in the operation. In addition 

type of shelter provided by donors. Mukonori suggested he 

was making progress in getting the President to take a more 
receptive view and had been able to outmaneuver Chombo on 
several occasions 

within the GOZ. 
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Comment 


10. (C) Mukonori\'s advice on re-engagement may have been a 
GOZ trial balloon of sorts 

himself. But he was more likely acting on his own and his 
initial approach reflected a certain naivete in arguing for 

an unconditional gesture of good will from the international 
community to Mugabe and his cronies. The Jesuit is close to 
Mugabe and also to the Mujurus and other senior GOZ 
officials. We are skeptical that a more engaging posture on 
our part would prompt Mugabe to confront the country's deep 
political and economic problems more sensibly. However 
post-Mugabe 

time to begin laying out our position and conditions. In 

that regard 

potentially useful messenger to the GOZ elite on the price of 
re-engagement. 

DELL 
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the elections." He suggested that the FNM had taken power in 
the 1990 

Lynden Pindling\'s government had become so widespread that 
people became turned off. 


3. (C) Following the FNM 

Leader earlier this year (Ref A) and PLP convention remarks 
that sought to link this choice to the FNM 

origins 

into Bahamian politics. Christie 

with the Ambassador 

The Bahamas or that it would be an issue in the campaign. 
Outside of older Bahamians who may retain memories of past 
injustice 

time thinking about issues of race. Despite the differing 
origins of the parties 

no major ideological or policy difterences between the two 
major parties. The primary issue for the electorate 

believed 

effectively. \"Obviously 


4.(C) Christie lamented to the Ambassador a recent failure 
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of the radar at Nassau International Airport during Christmas 
week -- one of the busiest travel times of the year -- a 
failure that lasted nearly five days because of poor 
management at the airport authority and generated 
considerable anger from frustrated passengers. He claimed 
that the government had not initially been informed of the 
problem 

had bungled the repair effort. He noted that an urgently 
needed part had been driven from Oklahoma rather than being 
flown directly 

the part had not been notified in time to arrive with the 

part 

airport when they arrived. Christie said this case was 

typical of the frustrations he encountered in trying to 

govern The Bahamas. 


5. (C) Christie also asked the Ambassador about reports of 
delays at the airport arising from an alleged recommendation 
by the head of the U.S. Customs and Border Protection\'s 
Pre-Clearance Unit not to open a second security checkpoint. 
The Ambassador told him that on the contrary 

fully staffed at 5:00 AM and we had urged the Airport 
Authorities to open additional checkpoints at that time as 

well 

lines had built up. Telephone calls to the airport and 

customs confirmed our assessment of the cause of the delays. 
Christie and the Ambassador also reviewed proposed changes to 
the Transportation Security Administration\'s (TSA) local 
security procedures 

would agree to a reconfiguration that would expedite 

travelers on the condition that a number of tighter security 
arrangements were putin place. The Ambassador noted that 
improving airport management would be vital to our ability to 
move forward. Christie said the government recognized that 
the airport needed better management 

long-awaited award of a management contract to a Canadian 
company 

contract from the company that day 

the deal in the days ahead. 


6. (C) Christie told the Ambassador he would be making some 
Cabinet changes in the months ahead to move out some poorly 
performing ministers and bring in some better performers. He 
also indicated that he would be looking to bring in some 

extra help to his office in the form of a chief of staff. 

With the political season heating up 

being approached by so many people for political favors on 
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top of all the issues that ended up on his plate that he was 
looking to hire a chief of staff to keep track of commitments 
and ensure follow-up. He complained that too many issues 
ended up on his desk because ministers were reluctant to take 
decisions in their area of purview. This applied to the 

issue of the Cuban detainees (Ref B) 

expects the Ministry of Foreign Affairs to deal with without 

his becoming involved. 


7. (C) In the context of Israeli Prime Minister Sharon 
second stroke 

2005 had been very similar to that suffered by Sharon. 
Unlike Sharon 

On doctor\'s orders 

three months 

in the subsequent three months. He noted that during that 
period 

be suddenly overcome by exhaustion. Unfortunately 

just passed through a busy political season with his party\'s 
convention in November and the year-end Junkanoo festivals 
and the year ahead was likely to be even busier. He was 
diligently attempting to pace himself 

easy to do so. 


8. (C) Christie has clearly reemerged as a dominant 

political force following his stroke 

what he knows will be a close 

with his friend and former law partner 

Minister Hubert Ingraham. Christie\'s political weakness has 
been a widespread popular perception of indecisiveness. 
Christie knows this and no doubt hopes that the awarding of 
an airport management contract and a reshuffle of the cabinet 
-- which has been rumored for two years -- will signal his 
willingness to bite the bullet and make tough decisions. He 
continues to welcome a close partnership with the United 
States and greatly appreciates the extensive support we 
provide the Bahamas through OPBAT and training of law 
enforcement personnel. The opposition FNM sees itself as the 
more friendly party toward the U.S. 

attempt to use the PLP\'s cultivation of ties with China and 
Cuba to make \"management of relations with the U.S.\" a wedge 
issue in the coming campaign. End comment. 
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enormously useful for practicing how Embassy Rome would react 
and coordinate with Milan and Turin during events in those 
locations. Of significant value was the exercise in Turin 

which allowed the Olympic Security Coordination team to work 
together through a number of scenarios that would effect 
every aspect of their operations 

requesting a FEST to working with injured and displaced 
American visitors and the ever voracious international press 
contingent. This was the first time the OSC team was able to 
work together on crisis planning and response to simulate 
working conditions should a crisis take place during the 
Games 


3. (U) Mission Italy would like to thank FSI and 
particularly 

Mayfield for their superb job crafting such reality driven 
scenarios 

exercise. We received positive feedback from all 
participating agencies and the exercise culminated in 
extremely useful lessons learned for Milan 

It is with pleasure that we look forward to our Mission wide 
CME in the spring. 


END 
SPOGLI 
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Minister of Defense Jaime Ravinet: GOC Bets On Troops Remaining in 
Haiti Another Year or Two\" Minister Ravinet assessed the situation 

in Haiti after last Saturday\'s death of the Brazilian military 

leader there. Ravinet said the U.N. mission should support the 
inauguration of the elected Haitian president and remain there 

another 24 months. However 

that assume in March would make the final decision 

true discussion will happen in June 

parliament. Our prediction 

envision another one or two years. Foreign Minister Ignacio Walker 
reported \"the situation remains calm but volatile due to the actions 

of a few economically powerful groups who are determined to...impede 
the democratic elections.” The GOC said President Lagos would use 
the Senate\'s authorization to extend Chilean troops\' Haiti presence 
until next June. 


3. Business and financial \"Diario Financiero\" (circ. 20 
\"Foreign Minister Walker Said \'Situation is Calm But Volatile\': 
Chile to Maintain Peacekeeping Troops in Haiti for Two Years.\" The 
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GOC reiterated Chiles commitment to Minustah\'s complex task and 
noted that a date for presidential and legislative elections had 

finally been established. 


4. Conservative 

of Support for Chilean Ambassador in Haiti and End of Attacks." 
\"The hate from some of (the Haitian) media generated a huge wave of 
affection and solidarity 

General Bacellar. Haitians are stopping me on the streets to shake 
my hands and inviting me to read Psalm 18 or Psalm 20. They are 
expressing enormous affection by saying \'May the Lord Protect you\'. 
The ordinary Haitian is with us 

Valdes 

announcements in Creole every few minutes against the United 
Nations 

on Rwandan radio before the massacres.... They called to empty the 
cities. They characterized the military as kidnappers 

and...called me the author of Haitian society\'s destruction... 

There is resistance among a few sectors that have abused this 
society for centuries against a democratic process.\" OAS Secretary 
General Jose Miguel Insulza felt that the situation in Haiti \"is 

moving toward calm these days. Even though it remains tense 
wouldn\'t say the electoral process is in jeopardy. Although the 
situation is on track 

of the road. It is a big concern that some have mentioned there 
would be nothing to do after the elections. | read a statement by a 
Chilean senator that worried me. This is not the moment to talk 
about a post-vote withdrawal but rather about how we move forward.\" 


5. Government-owned 
3 
Haiti\" 


KELLY 


49631 

49632 

investors as inflation remains in double-digits. Some experts 
believe the new banks will usher in a new era of improved 
banking services that will buttress the nation\'s financial 
stability. Other experts see the \"reforms\" as cosmetic 
widgets that do not fix the fundamental problems plaguing the 
bank environment 

management 

policy. As part of mopping up of the liquidation resulting 

from the capitalization exercise 

of major debtors to the Economic and Financial Crimes 
Commission (EFCC). Many on the list are major shareholders 
in the failed banks and not surprisingly 

expect the majority of names on this list are some of 
President ObasanjoWs more vociferous political opponents. 


Column 3 
End Summary. 


2. (U) According to the CBN 

made up of 76 pre-existing banks 

25 billion (USD 192 million) recapitalization exercise. The 
25 \"megabanks\" include: United Bank for Africa 

Union Bank 

Afribank 

Bank 

Sterling Bank 

Equitorial Trust Bank all met the requirement through mergers 
and acquisitions. Nigeria International Bank/Citibank 
Standard Chartered Bank 

and Guaranty Trust Bank all met the recapitalization 
requirements individually. 


3. (C) The CBN announced that some 13 banks may be liquidated 
based on their inability to meet the naira 25 billion target. 
These 13 banks accounted for 6.5% of total depositor funds 
or naira 125 billion (USD 962 million). A bank executive 
showed us a confidential January 2 CBN letter to the 
megabanks encouraging the megabanks to purchase the 
unfortunate 15. If there were no expression of interest in a 
particular bank 

liquidation. These 15 banks include: Liberty Bank 

Bank 

Gulf Bank 

Assurance Bank 

Bank 


4. (C) Conspicuously missing from both the CBNVs list of 15 
failed banks and the bank groups listed under the newly 
emerged 25 megabanks was African International Bank (AIB). 
Many bank insiders predicted AIB would be on the CBN\'s 
internal list of 15 failed banks. Some believe AIB was 
acquired by Diamond Bank Group 

Officially list it under their group 

megabanks list AIB. AlB listed Komla Victor Alipui 

Togolese Minister of Economy and Finance (1984-1991) 
President of AlB\'s Board of Directors. 


5. (C) Nigeria Deposit Insurance Corporation (NDIC) 
Receivership and Liquidation Department Deputy Director 
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Alhaji Isiaq said the NDIC would payback private sector 
insured depositors within 3 months once the CBN revoked a 
banks operating license. He said the Deposit Insurance Fund 
(DIF) contained naira 84 billion (USD 646 million) from which 
NDIC could pay private sector depositors up to naira 50 

(USD 385) 

NDIC Act. If the NDIC needed more than the amount available 
in the DIF 

Financial experts believe the process of paying back the 
majority of private sector depositors and security creditors 
could take more than 6 months. 


6. (C) NDIC Director of Special Insured Institutions and 

former Deputy Director Liquidation Department 

said NDIC is waiting for the CBN to make a \"clear\" 
announcement of how CBN wants NDIC to begin disbursement of 
funds. The ideal payment strategy would be through purchase 
and assumption (P&A) whereby the CBN/NDIC would ask a 
depositor to establish a new account at a specified bank and 
funds would be electronically transferred from the 

depositor\'s current bank to anew bank account. This would 
ensure that funds remain in the banking system and would save 
depositors and the NDIC time and money 

However 

lack of a clear CBN directive it is likely depositors would 

be paid through the old deposit pay-off system 

depositor would be told to go to a particular bank in his 

area to collect his insured amount and wait several months 
(perhaps years) before collecting the uninsured sum. 


7.(C) The NDIC and CBN jointly announced the proposed 
creation of the Assets Management Corporation (AMC) for 
handling delinquent loans for both liquidated and 
non-liquidated banks. AMC is expected to receive a naira 10 
billion (USD 77 million) loan from CBN to handle the 
delinquent loans. The proposed company is expected to have 
the power to seize and confiscate assets belonging to 
borrowers 

Many bank experts and NDIC officials do not believe the AMC 
will work for two reasons: 1)there is no secondary market for 
bank loans in Nigeria and 2) the institutional arrangements 
particularly legal framework necessary for AMC to operate 
effectively have not been established. 


8. (C) Surviving banks face the challenge of meeting the 
profit expectations of shareholders and investors. Since the 
CBN announced its Bank Reform Act in June 2004 
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investment 

plummeted 

David-Borha said banks are struggling to decide where to 
invest the increased capital given double-digit inflation and 
lack of attractive investment vehicles. Borha said 
Government issued 3-year Treasury Bonds are yielding 17% 
returns 

banks and less risky than lending money to small and 
medium-sized enterprises (SMEs) 

the CBN claims the reforms are meant to rejuvenate. 


9. (C) Professor Ayodele Teriba 

an economic research think-tank 

\"megabanks\" does not equal a larger depositor base. If 
inflation is 20% 

deposits 

at least to keep pace with inflation 

Financial Derivatives Company 

depositor confidence in the banking system would not improve 
significantly in the next several months. Both Teriba and 
Rewane commented that depositors do not have viable 
investment options at home 

many depositors send money abroad as an alternative 
investment strategy. 


10. (C) Bank experts complained the capitalization exercise 
was forced from \"above\" and many banks 

25 billion naira threshold 

effectively with their merger partners. Boardroom 

infighting 

the meshing of information technology systems 

of different corporate cultures 

staffing patterns 

groups 

extent to which differences in corporate culture would 
challenge the post-consolidation banking environment. 

11. (C) The tax incentives and accompanying legislation 
needed to strengthen the banking industry have not 
materialized 

MBC International Bank 

have not addressed the fundamental weaknesses in the banking 
system including: weak bank legislation 

lack of CBN autonomy 

Inadequate distribution networks and problems with enforcing 
contracts remained serious impediments to an improved banking 
environment 


12. (C) Majekodunmi said the CBN is not focusing on its 
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primary role 

controlling inflation. Other bank insiders added the CBN\'s 
lack of autonomy from the executive branch of government 
meant it had no true independent authority. Teriba said if 
the CBN were serious about inflation 

lowered the Minimum Rediscount Rate (MRR) from 15% to 13% 
when inflation was hovering at 20% or higher. Bank 
executives see contradictions in CBN reform policy not only 
in terms of controlling inflation 

reform goals of rejuvenating the agriculture 

and SME sectors. They are skeptical that better access to 
credit for new investors in these sectors will occur anytime 
soon. 


13. (C) Some experts said the CBN is acting more like an 
investigative agency than an institution meant to direct 
monetary policy. Borha seemed puzzled the CBN would conduct 
a \"post-integration verification of assets\" of banks when it 

had already done a similar exercise late last year. She 

opined the CBN would only do this because it had not done a 
proper inspection earlier 

Villegal money returning into the bank system. Others 

believe this is a mechanism in which the government can 
target political opponents 

results to the Economic and Financial Crimes Commission 
(EFCC) to seize an opponent\'s bank assets and prosecute him 
for financial crimes. 


14. (C) NDIC Field Examinations Deputy Director O.M. Sulaimon 
said the CBN has already sent a list of significant debtors 

to the EFCC for action. He said many of the individuals were 
major shareholders of the failed banks and suggested arrests 
and seizures of assets of prominent individuals were likely 

to occur in the run-up to the 2007 election. He did not 

mention names 

insiders who believe the list targeted President Obasanjo\'s 
opponents. 


15. (C) Bank recapitalization requirements will probably not 
significantly improve the bank environment for most people. 
Access to affordable credit will remain problematic for the 
small-scale investor. Fundamental legal and institutional 
barriers will prevent the recapitalization from opening the 
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banking system to those who previously had little access. 
More likely 

large banks will create a larger pool of funds and better 
services for the larger depositors and companies 
represent a safe bet for large-scale investors. Finally 
with most things in Nigeria 

political overtones. Some critics believe the reforms are 
not neutral 

place Administration opponents under a financial microscope 
in the hopes of finding financial improprieties that will 
sideline these opponents during the upcoming electoral 
season. 


16. (C) As newly emerged megabanks face integration woes 
some are looking ahead at postal sector reform as a possible 
investment avenue to increase their distribution networks and 
gain a market advantage over other banks. End Comment. 
HOWE 
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individuals 

attacker and detained him until police arrived. One account 
indicated that the attacker may have tried to kill himself 
while being subdued. The attacker is reportedly being 
charged with attempted murder and incitement of hatred. 
Press reports indicated that police found a stash of weapons 
and a list of addresses of several Moscow synagogues in a 
search of the attacker\'s apartment. While the attacker was 
initially identified as a skinhead 

reported that they had no record of his association with any 
extremist group. Responding to comments that the attacker 
was insane 

cognizant that he was committing an anti-Semitic attack. 


3. (U) Three of the victims were foreign citizens 
American 
citizen\'s condition is reported septel. 


RESPONSE 


4. (U) The Ministry of Foreign Affairs posted an official 
statement on the attack on their website dated January 11. 

It expressed sympathy to the victims 

and said that Wprovocations by those who would like to bring 
discord into Russian society and stir up national and 

religious strife have not succeeded and will not succeed.\" 
Russian Procurator General Vladimir Ustinov announced on 
January 11 that he would himself oversee the case against the 
attacker. According to one press report 

Gryzlov said following the incident that it might precipitate 
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stronger Russian legislation against fascism and 
anti-Semitism. 


5. (C) Berl Lazar 

Israel when the attack took place but returned immediately to 
Moscow. Condemning the attack in a January 11 statement 
Lazar said that \"where the idea of fascism is spread 
eventually turns into reality 

Aleksandr Akselrod 

Anti-Defamation League 

particularly significant 

downplayed the extent of anti-Semitism in Russia. In a 
January 12 press conference 

attack 

officials to ensure it does not repeat itself. He said that 

in a multiethnic country like Russia 

can counter such incidents. 


6. (U) Among those commenting on the incident was Dmitriy 
Rogozin 

12 statement 

anti-Semitic letter to the Procurator General last year 
condemned the attack as \"horrible and senseless.\" He also 
said that the attacker was likely Wpsychologically 

disturbed 

crime. 


EMBASSY ACTIONS 


7. (SBU) In response to the attack 

Rabbi Lazar on January 12 to express our deep concern over 
the attack. The Ambassador emphasized that the USG would 
continue to strongly encourage the GOR to make high-level 
public statements condemning anti-Semitic activities and 
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violence and to take practical steps to effectively address 

and prevent such incidents in the future. The Ambassador 
made similar statements in a discussion with the Israeli 
Charge in Moscow. The Ambassador plans to meet with Rabbi 
Kogan on January 13. 


COMMENT 


8. (C) This anti-Semitic attack clearly demonstrates the need 
for the GOR to engage more actively in combating extremist 
activity. Chabad rabbis and parishioners have been victims 
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of violence before. Early in 2005 

synagogue in the Marina Roscha neighborhood of Moscow were 
attacked and beaten. This latest attack shows that 
anti-Semitic sentiment continues to motivate violence in 
Russia. Although President Putin has made public statements 
condemning anti-Semitism 

not always reinforced that view. That many of Putin\'s 
previous statements 

commemoration ceremonies 

impact with the Russian public. There is some danger that 
the authorities will play down this incident as being 

committed by a \"mentally unstable person\" rather than an 
anti-Semite. A strong statement of condemnation of 
anti-Semitism from Putin would be important in the aftermath 
of this attack. 

BURNS 
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Stability 


1. Summary: The concept of a \"work ethic\" in 
Serbia is hard to define 

pessimism among Serbia\'s work force that is a 
result of a few different factors. First 

in general 

affected by the transitional nature of the economy 
and society after over four decades of \"soft 
socialism.\" Second 

options available to much of the workforce erode 
initiative to seek out opportunities to work. 

Finally 

ethics in the labor force among those employed by 
publicly owned enterprises and those employed by 
privately owned enterprises. The combination of 
high unemployment and a \"transitional work ethic\" 
is unlikely to breed political instability 

does make the young and the unemployed 
particularly vulnerable targets for revanchist 
populism and/or a desire to emigrate. End 
summary. 


ECONOMIC TRANSITION 


2. According to respected local economic analysts 
the majority of the Serbian population has a 
pessimistic view of work that was created by 
Serbia\'s previous socialist regime. The socialist 
state ensured neither economic growth nor economic 
efficiency. Income and benefits were guaranteed 
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and Tito\'s ability to play the US and USSR off of 
each other during the Cold War assured there would 
be plenty of money in government coffers to 
subsidize an inefficient 

Workers became used to a high standard of living 
relative to the rest ofthe Eastern Bloc and 

relatively easy travel throughout Europe 

exchange for minimal effort in worker-managed 

(i.e. 


3. Following decades of such laxity 

economy and workforce are now going through a very 
difficult transition to a capitalist economy. In 

this new environment 

believes the state should support the worker. 

Many parents discourage their children from taking 
jobs \"below their station\" in which they would 

have to actually work 

money or career advancement. This sentiment is 
increasingly being internalized by the younger 
generation 

corporate ladder and waits for an employment offer 
that meets its own aspirations. This sentiment 
combined with a tradition of older generations 
supporting younger ones 

staying at home well into their adult years and 
unmotivated - by their parents or themselves - to 
find work. The phenomenon of students taking on 
part-time employment is uncommon 

a growing trend of students working summers on the 
Montenegrin coast. 


4. In this transitional economy 

view employment as a \"necessary evil 

only because of the financial need to survive. 

For those who do work 

money 

intrinsic rewards such as challenge 
accomplishment. A recent local study highlighted 
this problem. A recent survey of one-half of 
Serbia\'s urban population over 18 from its four 
largest cities (Kragujevac 

Belgrade) 

for a better salary elsewhere 

the chance for professional advancement (14.7%) 
and the desire for change or challenge (7.4%) were 
far less motivating factors. Financial motives 

say local experts 

they have pushed self-actualization far into the 
background 

create and maintain a positive work ethic. 
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5. A further disincentive to work in the formal 
economy is a deep-seated mistrust of the 
government. Opinion polling routinely shows the 
government as one of the least-trusted 
institutions in the country 

Hague Tribunal in some cases. This mistrust 
filters into the labor market by sapping the faith 
of the workforce that the government will put 
income and VAT taxes to good use or allow them to 
operate a business without government 
interference/corruption. Citizens do not see the 
government as providing needed services or 
infrastructure improvements 

inefficient revenue collection 

processes 

national financial scandals from their leadership. 
Further 

and the petty corruption they see as endemic to 
the process 

join the formal economy and forces businesses 
\"underground.\" (Note: USAID is helping to 
address this issue through supporting a project to 
simplify business registration procedures. End 
note.) 


LIMITED OPTIONS 


6. The Serbian \"work ethic\" varies according to 
occupation 

and level of income and education 

difficult to generalize. Given the existence of a 
large informal economy in Serbia 

statistics are not exactly accurate but can help 
paint a broad picture of the workforce. In March 
2005 

for a job in Serbia 

employed citizens. The unemployment rate of the 
young is about 48% 

of only about 15%. The general unemployment rate 
in Serbia and Montenegro 

employment service 

in the EU. However 

by the Republic Office for Statistics 

with ILO and Eurostat methodology 


7. As prominent local analysts note 

for 2005 show that earnings per worker have been 
increasing from the levels of the Milosevic era 

but many still feel financial stress. Real wages 

in Serbia in 2002 increased almost 30 percent over 
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2001. Since then 

generally exhibited a downward tendency. The 
average reported monthly salary in Serbia in 
August 

(although real average wages may in fact be 
somewhat higher 

wages). Nearly 70 percent of households report 
that they cannot make ends meet on a monthly wage. 
A recent survey by a local polling agency found 
that only 12.7 percent of respondents said they 
did not have financial problems 

said they could barely get by. Over 38 percent of 
respondents hold two jobs 

help from relatives in order to make ends meet. 


8. The work environment is improving 

problems still exist. Age discrimination is a 
reality; young employees are preferred. Many job 
applicants complain that personal connections are 
needed for almost any job; citizens must have 
acquaintances at a company in order to have the 
opportunity to be employed there. Different forms 
of flexible employment such as part-time jobs 
temporary jobs 

the formal economy only in a very small 
percentage. Moreover 

towns 

existent; many citizens farm for a living. In 
Belgrade (which in any case is not representative 
of most of Serbia) the alternatives are better 
prompting many students and employees to leave 
their hometowns to come to Belgrade. Although 
options are greater and salaries are slightly 
higher 

significantly higher 

result 

possibility for most citizens 

opportunities to break out of a cycle of poverty 

in the countryside. 


THE CHANGING FACE OF LABOR: PUBLIC VS PRIVATE 
ENTERPRISE 


9. There is a distinct difference between 

employees who work for the public sector and those 
who work for the private sector. As of June 

2005 

still had a decisive influence on economic 

activity; they employ 11.7% of total employed 
persons 

13.4% of net profits in the economy. During 
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Serbia\'s socialist regime 

socially-owned enterprises there was always a 
surplus of employees 

hierarchical system that made no sense. Social 
ownership gave low-level employees the power to 
make important production 

decisions that would normally be left to 

management professionals and company directors in 
a market economy. Loss of employment was avoided 
at all costs - if the enterprise did shut down 
employees were often redistributed to other 
enterprises. These hiring practices made going to 
work senseless for many. The system did not 
motivate people to work or to get the most out of 
resources. It sapped the incentive to work 

efficiently and develop enthusiasm for one\'s job. 


10. Privatization in the context of the ongoing 
transition to a market economy 

inspired many citizens to start up their own small 
businesses 

attitudes toward work. The idea of customer 
service - non-existent in public enterprises - 

plays an important role in the private sector. 
Enterprises no longer protect everyone 

who are not contributing properly. Bankruptcy and 
liquidation of non-functioning companies are more 
common. Competition is transforming previously 
monopolized industries. All of these factors 
require a tougher and more efficient workforce. 
Small business owners identify with their 
occupation and look for ways to keep up with the 
competition. The private labor force is working 
toward achieving goals 

job and the company 

for other members of their team. 


11. Younger generations and employees that 
primarily worked in private companies are thus 
more open to change 

occupation 

new mechanisms to keep operations running 
efficiently. Unfortunately 

best understand the need for these institutional 
changes flee the country at the first opportunity. 
This \"brain drain\" did not abate with the 
imposition of travel restrictions during the 
Milosevic regime (indeed 

intensified) 


UNEMPLOYMENT DOESN\'T EQUAL POLITICAL PRESSURE 
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12. Sonja Cagronov 

Government Agency for Public Administration 
recently conducted interviews with public sector 
employees and found no public employees to be 
proud of their occupation. Employees of public 
enterprises do not identify with their occupation. 
Rather 

of a desire for job security. The dismissal of 
employees that are unqualified or non-performing 
is rare 

need to be productive or to emotionally \"buy in\" 
to their jobs. Yet despite this lack of respect 

and identity 

socialist enterprises 

\"their\" company and job are being taken away. 
Many of those who invested time in the context of 
the old system now feel betrayed by their 
leadership. 


13. It would be logical to conclude 

continued unemployment and the transitional pains 
of privatization would cause political tension 
among the grumbling proletariat. Oddly 

not happening. The reasons for this appear to be 
threefold. First 

do nothing to capture those employed in the 
informal economy. A brief glance down Belgrade\'s 
main Vwalking street shows a plethora of 
nominally unemployed youth lazily sipping 
cappuccinos and chain smoking while dialing 
expensive cell phones clad in the latest fashions. 

A visit to the robust nightlife scene similarly 

shows a youth that is dressed to the nines 

with all the latest technology 

spending on a night out. The sources of this 
unexplained disposable income are myriad - they 
include parental support 

remittances from relatives abroad 

unregistered businesses 

but also including supplemental \"family farming\" 
and the like. They also undoubtedly include some 
criminal activity 

a family member with unreported income from a more 
normal" line of work. 


14. Second 

minimally 

A trip to the Zastava auto plant in Kragujevac in 
2004 revealed a company deep in crisis that had re- 
assigned thousands of workers to a company-owned 
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(read: government-owned) retraining facility. Yet 
the then-mayor of the city complained that no one 
shows up for training 

VtrainingW pay equal to 50 percent of their 
previous wages. He said \"help wanted" notices 
routinely go unanswered 

population of unemployed in the city 

government support checks (combined with informal 
income) are more than enough to keep people 
satisfied with their lot in life. 


15. Finally 

scarce 

modest at best 

now than it was 10 years ago 

ago. The hyper-inflation of the Milosevic years 

and the barter economy that ensued left deep scars 
on people here - especially on the young 

the ones just now coming into the labor force and 
thus most affected by unemployment problems today. 
For many of them 

are a far cry from the deprivation of their youth. 

This in itself blunts somewhat the urgency for 
dramatic change and leads to complacency with the 
current pace of marketization in the country. 


COMMENT 


16. People are neither incompetent nor lazy in 
Serbia 

labor 

low wages 

employed with similar qualifications have eroded 
the will and the incentive to work. Moreover 
rapid build-up of wealth by SAM\'s criminal and 
quasi-criminal classes has created a set of poor 
role models for younger citizens. This is not in 
itself a recipe for unrest. A bustling informal 
economy and continued (though minimal) state 
support for redundant workers have maintained a 
minimal standard of living for people 

comparison to the \"bad old days\" under Milosevic 
thereby staving off political activism. That 

said 

Party 

living issues and comparisons to a Titoist \"golden 
age\" to entice economically disaffected but 
politically unsophisticated voters into their 

camp. 


POLT 
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COMBATANT GROUP" (GICM) AND WTHE SALAFIST GROUP FOR 
PREACHING AND COMBAT (GSPC) 
GROUPS LINKED TO THE AL QAEDA YIHADIST NETWORK. 


3. NAME: RODENAS RUIZ 


- ALIAS: YUSSEF 
- GENDER: MALE 
- DPOB: JAN. 10 
- SON OF SIMON AND ROSARIO 
- SPANISH NATIONAL I.D. CARD NUMBER: 26738644V 
- CLASS: POSITIVE 


4. NAME: HSSISNI 


- GENDER: FEMALE 
- DPOB: AUG. 12 
- PARENTS NAMES: ABDESALAM AND ZOHRA 
- SPANISH NATIONAL I.D. CARD NUMBER: 45788683V 
- CLASS: NEGATIVE 


5. NAME: KARAKOC 


- (GENDER: MALE 
- DPOB: MAR. 4 
- SPANISH I.D. CARD FOR FOREIGNERS NUMER: 1418278Y 
- CLASS: POSITIVE UNDER DOB APR. 4 


6. NAME: BENEDICTO GALLEGO 


- GENDER: FEMALE 
- DPOB: JUNE 30 
BARCELONA 
- PARENTS NAMES: ANTONIO AND CATALINA 
- SPANISH NATIONAL I.D. CARD NUMBER: 77107657L 
- CLASS: POSITIVE 


7. NAME: BOUDAME 


- GENDER: MALE 
- DPOB: 1969 
- SON OF HASSAN AND KHADIJA 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: X2977078G 
- CLASS: POSITIVE 


8. NAME: MRABET FAHSI 


GENDER: MALE 
- DPOB: NOV. 28 
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- SON OF AHMED AND ZAA ZAINAS 

- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: X1509541M 
- CLASS: POSITIVE 


9. NAME: BOUDINA 


- (GENDER: MALE 
- DPOB: MAY 29 
- SON OF MOHAMED AND ZAHRA 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: 
X01223042V 
- CLASS: POSITIVE 


10. NAME: FAWZI 


- (GENDER: MALE 
- DPOB: OCT. 17 
- SON OF ABDELKADER AND RABHA 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: 
X01342233E 
- CLASS: POSITIVE 


11. NAME: SAMMADDI 


- GENDER: MALE 
- DPOB: DEC. 4 
- SON OF MOHAMED AND FATIMA 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: X2768966L 
- CLASS: POSITIVE UNDER DOB APR. 12 


12. NAME: BENSLAIMAN 


- GENDER: MALE 
- DPOB: MAR. 16 
- SON OF ABDESALAM AND AICHA 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: X1223039Z 
- CLASS: POSITIVE 


13. NAME: MORDOUDE 


- GENDER: MALE 
- DPOB: AUG. 26 
- SON OF EL ARBI AND BACHA 
- CLASS: POSITIVE 


14. NAME: CHAID 


- GENDER: FEMALE 
- DPOB: DEC. 31 
- PARENTS NAMES: MAATI AND FATNA 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: X3290081T 
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- CLASS: NEGATIVE 


15. NAME: ES SATTY 


- (GENDER: MALE 
- DPOB: JAN. 1 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: X3278986Z 
- CLASS: POSITIVE 


16. NAME: HMIMOU 


- (GENDER: MALE 
- DPOB: AUG. 15 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: 
X01371709N 
- CLASS: POSITIVE 


17. NAME: MRABET FAHSI 


- GENDER: MALE 
- DPOB: AUG. 19 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: 
X01826994M 
- CLASS: POSITIVE 


18. NAME: AYACH 


- ALIAS: YACINE 
- GENDER: MALE 
- DPOB: DEC. 5 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: 
X02847101T 
- CLASS: NEGATIVE 


19. NAME: HICHAME 


- GENDER: MALE 
- DPOB: JUL 1 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: 
X05102834P 
- CLASS: POSSIBLE CLASS HIT 


20. NAME: DAHMANI 


- ALIAS: ABDELKADER 
- GENDER: MALE 
- DPOB: MAY 5 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: 
X02099332F 
- CLASS: POSITIVE 
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21. NAME: HSSISNI 


- GENDER: MALE 
- DPOB: 1963 
- SPANISH I.D. CARD FOR FOREIGNERS NUMBER: 
X03985505M 
- SON OF TAHAR AND SAFIA 
- CLASS: NEGATIVE 
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concern that Jean-Claude \"Baby Doc\" Duvalier might use a 
diplomatic passport to return to Haiti. 


2. (C) Coffinier indicated that he had contacted the 

Interior Ministry and was convinced Jean-Claude Duvalier does 
not have legal status in France. Although the GoF was 
exploring options for preventing Baby Doc from traveling 

would be difficult to do so in practice if he was in 

possession of a valid passport 

be provided by the Haitian Embassy in Paris. Another issue 
he noted 

foreigners from leaving the country 

might be present illegally. 


3. (C) Coffinier underlined that the GoF was concerned about 
the situation 

keep him from leaving; the MFA is working with the Interior 
Ministry to come up with a coordinated response. 


4. (C) Deputy PolCouns noted that the simplest solution 
would be for the GoF to help convince the IGoH not to issue 
the passport. Coffinier said that the GoF had not approached 
the IGoH on the subject. He called this Ya new element" that 
he would take into account in GoF thinking. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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creating a pool of investment capital to benefit the 
country\'s political and economic elites than to improve the 
living standards of the average Nigerian pensioner. End 
Summary. 


Column 3 


2. (U) President Olusegun Obasanjo signed the Pension Reform 
Bill into law in June 

1990. The new pension regime is a mandatory one 

every month 

compensation into a Retirement Savings Account (RSA) 
employers would contribute a minimum of 7.5%. The 2004 Act 
also established the National Pension Commission (PenCom) 
supervise and administer the new pension plan. Nigeria has a 
pension system that creates a division of labor that should 
minimize abuse of the fund. For the first time 

of pension funds 

be by the same entities that have custody of the funds. PFCs 
will control the custodial function. 


3. (SBU) Market analysts predict the aggregate of RSAs will 
exceed naira 250 billion (USD 1.9 billion) per year 

including contributions from federal and state government 
officials and private sector workers 

projected nominal growth rate of between 10-15% 

to inflation and population growth. Industry experts and 
government officials said pension fund contributions for 
Federal Government employees alone totaled about naira 120 
billion (USD 923 million) 

government employees and private sector employees have not 
been released 

contributions of Federal Government employees 

reach 300 billion (USD 2.3 billion). Lagos Business School 
Director Professor Pat Utomi said the figures could be much 
lower 

government employees and overall distrust in the pension 
system. 


PenCom Granted 11 Licenses; 
National PIN System Scheduled for March 


4. (U) PenCom Director General Muhammad Ahmad announced 
December 8 the grant of license to seven Pension Fund 
Administrators (IBTC Pension Managers 

Pensure PFA 

Alliance 

and Benefits) 

Nigeria) 

Custodian 

Nigeria). 


5. (C) PenCom Chairman Tajudeen Afolabi Adeola said 
additional companies would be granted approval in 2006. Full 
implementation of reforms 
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2006 

inadequate Information Technology (IT) capacity as one 
reason. (Note: PenCom initially had announced its goal to 
create a national data bank to issue Personal Identification 
Numbers (PIN) for each person by January 

not been able to meet its IT goals. End Note.) 


6. (C) Besides IT challenges 

concern about enforcement. United Bank for Africa (UBA) 
Executive Director Chika Mordi said the GON would face 
challenges collecting and keeping track of data and enforcing 
compliance. The GON does not have an efficient data 
collection and enforcement system 

turn 

and enforcement would pose challenges 

employers would comply in order to avoid being fined and that 
employees 

the mandatory contribution scheme advantageous. (Note: Under 
the Act\'s contribution scheme for military personnel 
employees would contribute 2.5% of their total compensation 
to a RSA 

to a minimum contribution of 7.5% for all other government 
employees. End Note.) Critics 

when full-scale reforms are implemented 

to comply because of lack of education or distrust of the 
pension regime. 


7. (C) PenCom\'s greatest concern 

market\'s capacity to absorb the influx of funds. Each PFA 
would manage only one fund 

be set by PenCom to restrict the proportion of assets a PFA 
could allocate to one asset category such as equities 
government securities 

guidelines 

into government securities 

debt 

and asset-backed investments 

Some financial analysts feared a sudden influx of pension 
funds to the Nigerian stock market would cause stock prices 
to rise 

capacity 

where the pension funds are invested and the returns on those 
investments 

funds. 


Real Beneficiaries--Political and Business Elites 
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8. (C) The new pension plan benefits elites 

complained. For instance 

PFAVs to invest overseas 

the ability of PFA\'s to maximize the returns on investment. 
Moreover 

that have proven dividend returns for the last five years 
effectively eliminating over 200 companies publicly traded on 
the Nigerian Stock Exchange (NSE). In effect 

traded small and medium-sized businesses and companies that 
would most effectively benefit from greater investment are 
shutout 

benefits because of the uncompetitive features of the pension 
scheme. Industry experts said on paper 

\"checks and balances\" limiting abuse. In reality 

be a bit different. Evidently 

that companies disqualified from participation may be allowed 
into the scheme. As a practical matter 

state 

by the Presidency 

pension and bank reforms are ObasanjoWs allies. 


9. (C) Critics argued the true beneficiaries of Pension 

reform are large and politically connected domestic 
organizations and perhaps new corporations like Transnational 
Corporation Nigeria (Transcorp) 

run by Obasanjo\'s political allies. PenComm Chairman Adeola 
is also Transcorp Nigeria\'s Group Managing Director 

Nigerian Stock Exchange Director General Mrs. Ndi 
Okereke-Onyiuke serves as the Transcorp \"Start-Up\" Chairman 
and her Technical Adviser 

of Group Executive Director. Other powerful board members 
include: Nigerian Breweries CEO Festus Odimegwu 

Group President Aliko Dangote 

Jim Ovia 

Ajekigbe 

Petroleum and Gas Limited CEO Femi Otedola 

Tony Ezenna 

Adonai-Net Nigeria Chairman Adegboyega Olulade. A respected 
economist 

forms of waivers from the Bureau of Public Enterprises 

he expects Transcorp to receive waivers from PenCom to allow 
PFAs to invest pension fund money into Transcorp and any 
other corporation aligned with President Obasanjo. 


10. (C) Personnel in some PFAs complain that a single fund is 
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insufficient to meet the needs of a variety of investors. 

IBTC Asset Management Managing Director Yinka Sanni argued 
for example 

different needs than a 60-year old Nigerian nearing 
retirement 

strategies 

Due to this constraint 

PFAs to manage more than one fund. Adeola 

pension regime was new and that PenCom wanted to begin 
initially with only one fund as an experiment. He did not 
however 

for more than one fund in the future. 


11. (C) The creation of the pension scheme apparently has two 
objectives. The most obvious is to improve the pension 
system and thereby help Nigerian workers. The second 
objective is to use the funds to create an investment pool 

for indigenous business. What is hard to tell is whether the 
scheme strikes the correct balance or 

it will lean too heavily toward the latter at the expense of 

the former. Moreover 

spurring greater consumer lending will remain minimal in 2006 
without accompanying reforms in private property rights and 
registration of title recording systems. It is probably an 
inaccurate assumption that pension reform would also 
liberalize consumer lending and financing without first 
tackling fundamental institutional and legal barriers that 
hinder property rights and enforcement of contracts. Without 
eliminating PFA investment barriers 

investing abroad and restrictions on the number of companies 
and funds a PFA can invest in 

the average Nigerian 

winners might be the small roster of already successful 
Nigerian companies. End Comment. 

HOWE 
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structures\" that could be operated out of the OIE\'s eight 
existing regional offices (that participate in a OIE/FAO/ 
WHO partnership). These regional structures would set up 
\"Quality Centers\" to provide technical support to member 
states and evaluate national projects. These regional 
structures would adapt \"input\" from the global level to 
regional needs. They would promote appropriate 
governance models 

and provide technical support to projects to improve 
national veterinary services. A specialized team would 
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organize seminars at the regional level including both 
developed and developing countries. For many years 
Vallat reported 

building in all regions -- working with national 
representatives and delegations - to improve local 
knowledge 

in each region. Other collaborative efforts focus on 
harmonization of policies. Thanks to recent health 
crises 


6. At the national level 

has developed standards associated with the quality of 
governance and public policy; this is in accordance with 
WHO goals to manage public health issues according to 
scientific standards. These standards are key to 

fighting avian flu. As of now 

countries cannot comply with standards designed to detect 
and control disease. Up until now 

to interest the donor community in these efforts 

because they have not been perceived as \"demand-driven.\" 
Capacity building to improve the ability of countries to 
control diseases -- including vulnerability assessments 

of national veterinary services - is essential. Vallat 
observed that on-site staff training is a priority in 

some countries 

assessing implementation of existing legislation. (Note: 
The OIE works in the context of the Standards and Trade 
Development Facility 

assist developing countries in meeting their WTO-SPS 
agreement obligations. THE WTO 

partner in this effort. End Note). 


7. Vallat said that although there are many 

international organizations involved in current efforts 

to counter avian flu - including the World Bank 

the FAO -- the various players had succeeded in arriving 
at a common position and ongoing dialogue in the run-up 
to Beijing. At the November 7-9 Geneva Meeting on Avian 
Influenza 

the importance of good governance 

standards 

practices 

the current outbreak of avian flu 

SARS taught the international community that if 
infrastructure is not strengthened 

to detect or prepare for future crises. Vallat noted 
increased interest in animal diseases due to their 
potential impact on public health 

these diseases also have a sometimes devastating impact 
on the livelihood of the rural poor. He seized Science 
Officer\'s analogy that efforts to put in place measures 
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to counter avian flu and future crises are similar to 
current efforts to establish an international tsunami 
mitigation system: the challenge is to set up suitable 
infrastructure before a catastrophe takes place. 


IOE-USG \"Harmonization\" on Avian Influenza is Positive 


8. Vallat expressed appreciation at the fact that U/S 
Dobriansky called him in September 2005 to \"harmonize\" 
the communication and substance of USG measures to 
counter avian influenza. Overall 

U.S. role within the OIE as positive 

fact that Amcit Alejandro Thiermann is president of the 
most important commission of the OIE - of the 
international animal health code -- and acts as his 
special advisor. Vallat expressed satisfaction that 
OIE\'s science-based standards were useful in resolving 
trade disputes between the U.S. and Canada and Japan. 


9. Vallat said that he faces only two challenges 
regarding the OIE\'s relations with the US. The first is 
linked to the fact that the U.S. does not systematically 
implement OIE-agreed international standards. He said 
that this might over the long term hinder the U.S. 
position in countering trade barriers erected by other 
countries -- although he acknowledged the complexity of 
the U.S. regulatory system. The second challenge relates 
to the U.S. voluntary contribution to the OIE; U.S. 

annual dues to the OIE total 130 

other industrialized countries. Vallat encouraged the 
U.S. to increase its voluntary contribution - it 

currently ranks twelfth among member states. One 
possible opportunity would be to help finance the OIE\'s 
regional office located in Argentina and financed by the 
Argentine government. Vallat stressed that the U.S. 
benefits from this office 

trade problems before they lead to crises. 


An \"old lady\" faces new challenges -- including terrorism 


10. Vallat explained that the IOE dates from 1924. Its 
work has generated more interest post-mad cow: 
\"Policymakers understand that we have an important role 
to play in policy relating to the link between animal 

health and public health.\" Vallat stressed that 
globalization -- and the attendant increase in the 
movement of goods and people -- provides pathogens the 
opportunity to travel 

mutation and the exchange of genetic material. Vallat 
stressed as a particular concern the potential use of 

viral pathogens by terrorists; he cited the OIE\'s work 
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with AMES lab in identifying potential terrorist tools 

and devising guidance for governments on how to counter 
these. 


11. Organizationally 

states; the organization provides a network to facilitate 
direct contact in order to arrive at common positions at 
the technical level. Member states are represented by 
their chief veterinary officers 

between technical experts and those implementing policy. 
Vallat observed that most governments are more apt to 
invest more in animal diseases that pose a direct threat 
to human health. In furtherance of its goals 

provides weekly updates on the propagation of 100 
diseases 

related to animal health. This would be of use in 
combating bio-terrorism in that it would help identify 
sources of pathogens. 


12. Another aspect of the OIE\'s mission stems from the 
fact that it is recognized by the WTO\'s as a standard 
setting body for veterinary services. The 150 labs 
affiliated with the OIE provide a scientific \"common 
denominator\" for these standards that are adopted by 
member states at annual meetings. 

Oliver 
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against Spain and would provide a field day for the 

opposition and the media. He said he expected a negative 
reaction by President Zapatero to the news. Moratinos 
complained that the USG did not recognize Spain\'s positive 
steps 

relationship; he urged a clear \"positive signal\" that the USG 
wanted good relations with Spain. The Ambassador reviewed 
the USG\'s clear 

regarding its sale of ships and planes to Venezuela. He said 
the USG also desired better relations and had made a 
concerted effort to work with Spain in Latin America 
evidenced by the upcoming visit of WHA A/S Shannon. The 
Ambassador met briefly with President Zapatero and Moratinos 
at a representational event later in the day; both appeared 

to have accepted the news and were focused on how to deal 
with it in the media. Comment: It would be useful from 
Embassy Madrid\'s perspective to again demonstrate our 
interest in good relations with Spain 

meeting for Moratinos with the Secretary when Moratinos is in 
the U.S. in May for the U.S.-Spain Council meeting in 

Florida. End Comment. 


2. (C) Separately 
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Bolivian president-elect Evo Morales 

honest 

Castro and Chavez. He said he had encouraged Morales to work 
with the USG. For his part Morales asked that Spain convey 

two messages to the USG: A) that the USG not imply that he is 
connected to narcotraffickers (or by association with 

terrorists) because of his support for the coca growers 

B) that the USG give Morales \"room for maneuver\" with the IMF 
and World Bank. End Summary. 


3. (C) The Ambassador 

points to FM Moratinos and Deputy FM Bernardino Leon 
Moratinos that it was not the USGVs intent to make the denial 

of the licenses public. The Ambassador explained that the 

USG had carefully reviewed the application for a license by 

EADS CASA and was denying the application consistent with USG 
concerns regarding the transfer of such technology to 

Venezuela 

told Moratinos that he would similarly inform Minister of 

Defense Jose Bono and EADS CASA Chairman Sanz. 


4. (C) Moratinos asked whether the USG decision could be 
reversed. The Ambassador said that it was a firm decision 
that could only be revisited if Venezuela changed its present 
course 

with respect to similar applications by other countries for 
authorization to transfer technology to Venezuela 

recently explained to Spanish officials. Moratinos said the 
denial of the applications was unfortunate 

government\'s approval to EADS CASA to continue with the sale 
and expressed concern about how this decision would affect 
Spanish commercial interests. The Ambassador ventured that 
EADS CASA would probably not be unduly harmed 
companys significant business interests elsewhere 

that issue was for the company to resolve. 


5. (C) Moratinos turned to the political impact of the USG 
decision 

by the USG against the Zapatero government and would give the 
opposition and the media platform to cast Zapatero as inept 

in his handling of relations with the U.S. Moratinos said he 
would inform Zapatero immediately and expected him to react 
negatively to the news. He said he would inform the 
Ambassador of Zapatero\'s reaction. 


6. (C) In a frustrated tone 

expected of Spain. He said 2006 was a crucial year for the 
Zapatero government and that they had to get bilateral 
relations on track because the U.S. would be absorbed by 
political campaigning in 2007. Moratinos said Spain desired 
Vclear signals\" from the USG that bilateral relations had 
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improved 

decision to deny the technology transfer to Venezuela. He 
said the USG and Spain should be establishing joint 
objectives in democracy promotion in Venezuela rather than 
arguing over arms sales. \"We are the eighth largest power in 
the world 

We have no indication that there could be a visit by 

Secretary Rice or other high level attention. We want to 


SIPDIS 

work with you 

want to work with us. We need to demonstrate that the 
bilateral relations are on track and are not just about what 
we are doing in Venezuela and Cuba." 


7. (C) The Ambassador responded that there could be no 
surprise on the part of Moratinos or other Spanish leaders 
regarding the USG\'s decision on the EADS CASA application. 
From the beginning 

Venezuela had been clear 

had made its decision in spite of our objections. 

Nevertheless 

this issue behind us and move forward on a common agenda 
evidenced by the upcoming visits of WHA A/S Tom Shannon and 
Senator Mel Martinez. He also noted Spanish Vice President 

de la Vega\'s expression of interest in visiting the U.S. 

which the Embassy supported. The Ambassador said he agreed 
with Moratinos that we could work together to make 2006 a 

good year for the bilateral relationship. At this point 

Deputy FM Leon noted that former President Felipe Gonzalez 
planned to visit Venezuela at the end of January to talk to 

both Chavez and the opposition as part of Spain\'s democracy 
promotion efforts. 


8. (C) Hours later 

Zapatero and Moratinos in an informal pull-aside at a Royal 
Palace reception. They seemed to have digested the news well 
and were focused on media portrayal of the decision. The 
Ambassador assured them that the USG was not interested in a 
negative portrayal of this episode in the media viz-a-viz 
U.S.-Spain bilateral relations. 


//EVO MORALES VISIT// 


9. (C) On the visit of Bolivian president-elect Evo Morales 
Moratinos shared his impression that Morales\' strengths were 
his Whonesty and his conscience.\" However 

described Morales as uninformed and inexperienced. Morales 
told Spanish interlocutors that he desired a special 
relationship with Spain and did not want to rely solely on 
Venezuela and Cuba 
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Castro and Chavez\' \"bear hugW of Morales would continue to 
have a negative effect. Moratinos said he had urged Morales 

to stop aggravating the USG. According to Moratinos 

asked that Spain convey two messages to the USG on his behalf: 


-- Do not implicate him with narcotics trafficking (or by 
extension narco terrorism) simply because of his support for 
coca cultivation; and 


-- Give him room for manuever with the IMF and the World Bank. 
//¡COMMENT// 


10. (C) Given President Zapatero\'s measured response 
appears that Moratinos overcame his frustration and presented 
the issue to Zapatero is a straightforward manner. Overall 
Moratinos has been a positive influence throughout this 
episode 

in an internal struggle with Bono. Moratinos consistently 
scores near the bottom in Spanish public opinion polls while 
Bono is among the most popular figures in the cabinet. This 
may be due in part to the fact that Bono is a professional 
politician 

flair for the spotlight. From our viewpoint 

to reinforce Moratinos positive attitudes 

meeting with the Secretary during Moratinos\' visit to the 
U.S. in May to participate in the U.S.-Spain Council meetings 
in Florida. 


AGUIRRE 
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stressed that the PRTs should not be seen as somehow walking 
back Iraqi sovereignty. 


Carabinieri Training/NATO Mission in Iraq 


4. (C) Both the MFA and Chigi officials agreed on the 
importance of shifting the coalition\'s focus from 
military/defense activities to beefing up the Iraqi security 
forces. LaFrancesca said Italy hoped to have a precise 
answer soon on expanding Carabinieri training in Iraq 
that the MOD was taking a \"positive approach.\" Noting the 
need for immediate training 

expansion of the Carabinieri training at Camp Mittica -- 
possibly including other coalition partners -- would meet 
Iraqi needs most expeditiously 

considering future training in Italy. 


5. (C) LaFrancesca said an expansion of the NATO training 
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mission -- where ltaly currently leads three out of four 
modules -- also might be feasible 

MFA\'s NATO office on this issue. (Note. There will be a 
separate bilateral meeting with MFA NATO Office Director 
Gianni Bardini immediately prior to the trilateral meetings 
on January 19 to discuss the NATO mission in more depth. End 
note.) The Chigi advisors noted that multilateral 

initiatives 

sell to the Italian public. They also urged the US to push 
Germany to play a more positive role in the NATO mission 
not by contributing 

obstructionism. 


Political Progress/Development Cooperation 


6. (C) LaFrancesca said discussion of the Iraqi political 
situation should focus on the most important problem on the 
ground - the inclusion of Sunnis in the political process and 
how the coalition can facilitate their involvement. Chigi 
official Talo\' expressed particular interest in an exchange 
on Sumi involvement in the political situation 

contacts with other factions and coalition forces. Assuming 
that the election results are known 

would also be an opportunity to discuss prospects for the new 
Iraqi government. LaFrancesca identified the following 
sectors as areas where Italy already is making a contribution 
in Iraq and has sent or is sending experts: water and 
agriculture 


Coordinating Public Diplomacy 


7. (C) LaFrancesca said that 

the most important message to the Italian public is that 
Italian efforts in Iraq have been worthwhile 

Italian presence is taking on an increasingly civilian 
character 

This 

criticism that Italian military involvement is dragging on 
for too long. He said that Carabinieri training 
environmental projects 

contributions that could help improve public perception of 
Italy\'s involvement in Iraq. Pol MC said the Italians should 
be as specific as possible in identifying proposals at the 
trilateral meeting. 


New Italian Ambassador to Iraq 


8. (C) LaFrancesca said that Maurizio Melani 
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Italy\'s Representative to the EU Political and Security 
Committee 

Septel will provide bio information. 

SPOGLI 
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Competition for commercial seats would quickly be quite 
keen. 


3. (SBU) This same geographic isolation and dependency on 
regional transport routes also creates uncertainties for 
estimating the amount of time that post can shelter in 

place 

gaps in consumable merchandise imports. Paramaribo is 
however 

generally have some food stocks 

think of food and water reserves already. Water reserve 
tanks holding 450 gallons of water are standard at Embassy 
residences. 


4. (SBU) For tripwires 
network on the classified server. 


5. (SBU) The following general preparedness measures have been 
taken to date: 


Regular consultation among \"working group members (DCM 
RSO 

in this small embassy essentially the regular EAC plus the 
Health Unit). 


Pol/econ and MED liaison with Government of Suriname Avian 
Flu Working Group and PAHO to monitor disease surveillance 
and community preparedness. As of January 9 

plan not completed 

campaign has begun. 


RSO 
and embassy visitor screening plans so they will be ready if 
tripwires indicate they are needed. 


MED shipping Tamiflu 

in Embassy safehaven); other essential supplies (as 
identified in coordination with RMO Bogota 

gloves 


Medical triage and biological agent plans being developed 
drawing heavily on RMO/Bogota\'s input. 


CONS maintains information links with Amcit community; to 
date information posted on Embassy web sites and included in 
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quarterly warden letter. Informational meetings will 
follow 

(February 06) unless evolution of situation requires more 
extensive meetings. 


CLO to maintain links with local schools attended by Embassy 
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dependents to advise on their preparedness. Tripwire plan 
includes suggested school closure thresholds. 


Identified avian flu contacts in neighboring Embassies 
given our dependence on interim stops to get to the United 
States 


RMO offered a briefing to the official American community in 
a town hall meeting in December visit 

buy gloves 

think of modest food and water reserves. FSNs were briefed 
in regularly monthly meeting with DCM on January 11. 


BARNES 
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Requiring a 2/3 majority vote to elect individual candidates 
and instituting a peer review for HRC candidates would be 
positive steps. Walker noted that Chile and others 
envisioned a slightly larger HRC than the U.S. proposed 
possibly as many as 45 members to ensure regional 
representation and balance. 


4. (C) Walker said Chile would cooperate with the U.S. to 
achieve a rapid resolution on the composition of the HRC 

Your positions are quite close. However 

doubt the process would be completed by March. Oyarce noted 
that the UNCHR was meeting in Geneva 

the HRC hoped to have an idea of the way forward by the end 
of January. Oyarce said a transitional body was under 
discussion. 


Administrative Reform and Mandate Review 


5. (C) Walker said Chile was also a strong supporter of 
administrative reform. The Oil-for-Food scandal had been a 
yellow warning light that put the UN\'s administrative flaws 
in the spotlight. Walker added he supported the idea of 
mandate review 

time limits. At the same time 
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constructive. Walker noted 
the Secretary General 
person and effective leader." 


6. (C) Oyarce said administrative and budgetary problems 
were hurting the UNVs political efficacy 

critical need for reform. However 

enjoyed less support than other initiatives -- like the HRC 
and Peace-building Commission. Oyarce explained Chile was 
working in the Fifth Committee on administrative reforms 
adding that Switzerland was leading on best practices 
Thailand was playing a positive role in laying the technical 
groundwork for reforms. The Ambassador noted that reform 
would allow more resoiurces for priority projects like UN 
support for elections. Walker agreed that prioritization 

not auto-pilot 


7. (C) The Ambassador said the three Palestinian-related 
bodies were ripe for mandate review 

outdated 

Quartet process. Walker said the issue was not strictly 
financial 

security arrangements and Palestinian relations complicated 
the issue. 

KELLY 
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9-11." THE POPULATION HAS UNITED BEHIND THE KING IN HIS 
SEVERE CONDEMNATION OF THE ATTACKS AND INTENT TO STRIKE 
BACK. PUBLIC OPINION HAS SHIFTED DRAMATICALLY AGAINST 

UBL AND ZARQAWI 

THIS MAY GIVE THE GOJ INCREASED LEVERAGE IN GAINING 
INTERNAL PUBLIC SUPPORT FOR SECURITY MEASURES. SINCE THE 
BOMBINGS 

FACILITIES SUCH AS SHOPPING CENTERS 

GOVERNMENT BUILDINGS. 


- (S) JORDAN PROVIDED CONCRETE LOGISTICAL AND POLITICAL 
SUPPORT IN THE RUN-UP TO OPERATION IRAQI FREEDOM (OIF) 
AND CONTINUES TO HOST TRAINING FOR IRAQI POLICE 
PERSONNEL 

AND OTHER GOVERNMENT PERSONNEL. JORDAN\'S PROXIMITY TO 
IRAQ 

MAKE IT A NATURAL CHOICE FOR TRAINING PROGRAMS CONDUCTED 
OUTSIDE IRAQ. THE USG INVESTED A GREAT DEAL IN THESE 
FACILITIES AT A TIME WHEN WE HAD FEW OTHER OPTIONS TO 
GET TRAINING STARTED RAPIDLY. THEIR CONTINUED USE WILL 

BE IMPORTANT TO MINIMIZE THE PER-HEAD COST OF THE 
TRAINING 

POLICING AND SECURITY THAT IS MARKEDLY DIFFERENT FROM 
THE SADDAMIST STYLE 
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CRITICAL RELATIONSHIP BETWEEN IRAQ AND AN ARAB ALLY AND 
NEIGHBOR. THE KING AND OTHER JORDANIAN LEADERSHIP ARE 
VERY EAGER FOR U.S. ASSISTANCE IN FACILITATING THE 
JORDANIAN-IRAQI RELATIONSHIP. THEY ARE INTERESTED IN 
BRINGING MORE IRAQI LEADERS TO JORDAN 

RELATIONS AND TO SHOW IRAQIS FIRST HAND HOW MUCH JORDAN 
IS DOING TO PROMOTE IRAQI SECURITY. THE KING\'S PUBLIC 
STATEMENTS IN SUPPORT OF THE LAST MINUTE AMENDMENTS TO 
THE IRAQI CONSTITUTION 

SECTORS OF IRAQI SOCIETY TO PARTICIPATE IN THE IRAQI 
POLITICAL PROCESS 

JORDAN'S POLITICAL SUPPORT FOR IRAQ. 


- (C) KING ABDULLAH AND THE GOJ HAVE WORKED SINCE THE 
END OF OIF TO REESTABLISH TIES WITH THE NEW IRAQI 
GOVERNMENT AND EMERGING IRAQI INSTITUTIONS. IN THE 
FIRST VISIT OF A SENIOR ARAB OFFICIAL TO IRAQ SINCE 

THE FALL OF SADDAM 

ACCOMPANIED BY FOUR OTHER CABINET MINISTERS 
BAGHDAD SEPTEMBER 10 WITH IRAQI VICE PRESIDENT ABDEL 
ABDUL MEHDI AND PRIME MINISTER IBRAHIM JAAFARI. 

IRAQI INTERIOR MINISTER BAYAN JABR VISITED JORDAN 
SEPTEMBER 30. ON OCTOBER 27-28 

IBRAHIM JAAFARI MET WITH KING ABDULLAH AND SENIOR GOJ 
OFFICIALS IN AMMAN. IN EARLY DECEMBER 

PRIME MINISTER MAROUF BAKHIT CALLED FOR INCREASED 
COOPERATION WITH IRAQ 

INFORMATION TO COMBAT TERRORISM. 


- (S) JORDAN REMAINS AN IMPORTANT 

THE ISRAELI-PALESTINIAN EQUATION. BEYOND JORDAN\'S 
OBSERVANCE OF ITS 1994 PEACE TREATY WITH ISRAEL - 
REGARDED AS A CORNERSTORE OF JORDAN\'S NATIONAL 
SECURITY STRATEGY -- JORDANIAN SECURITY AND MILITARY 
SERVICES WORK CLOSELY WITH THEIR ISRAELI COUNTERPARTS 
ALTHOUGH THIS RELATIONSHIP STAYS LARGELY OUT OF SIGHT. 
THE GOJ RECENTLY RENEWED ITS OFFER TO PROVIDE 
TRAINING IN JORDAN FOR PALESTINIAN SECURITY FORCES. 


- (S) JORDAN SHARES OUR CONCERNS ABOUT SYRIA 
SUPPORTS OUR POLICY AND INTERNATIONAL EFFORTS TO 
FOCUS PRESSURE ON SYRIA TO CHANGE ITS BEHAVIOR. 
AT THE SAME TIME 

STABILITY IN SYRIA 

REPEATED MIS-STEPS IN REACTION TO EVENTS. 
JORDANIAN OFFICIALS MAY SEEK YOUR ASSESSMENT OF 
SYRIA\'S LIKELY REACTION TO RECENT DEVELOPMENTS. 


- (C) JORDAN WAS ONE OF THE ARAB WORLD\'S PIONEERS 
IN ECONOMIC AND SOCIAL REFORM; A GROUP OF ADVISORS 
APPOINTED BY THE KING HAS FORMULATED A COMPREHENSIVE 
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NEW PROGRAM FOR POLITICAL REFORM 

AGENDA. JORDAN\'S PARLIAMENT 

TRADITIONALISTS 

TO POLITICAL CHANGE 

BANK MINORITY HERE VIEWS WITH SUSPICION ANY STEP 
THAT MIGHT GIVE UNDER-REPRESENTED 
JORDANIAN-PALESTINIANS A DOMINANT POLITICAL POSITION. 


5. (SBU) THE VERY CLOSE RELATIONSHIP BETWEEN THE U.S. 
AND JORDANIAN GOVERNMENTS IS NOT REFLECTED IN 
JORDANIAN POPULAR OPINION. AMERICAN FOREIGN POLICY 
ESPECIALLY ON THE PALESTINIAN ISSUE AND ON IRAQ 
PERCEIVED NEGATIVELY AMONG ORDINARY JORDANIANS AS IT 
IS IN THE REST OF THE REGION 

HOPEFUL INDICATIONS THAT JORDANIAN PUBLIC OPINION MAY 
BE SWINGING TOWARD MORE POSITIVE VIEWS OF THE U.S. 


6. (SBU) THE FY 2005 U.S. BUDGET PROVIDED $204 

MILLION IN FOREIGN MILITARY FINANCING (FMF) FOR JORDAN. 
THE FY 2005 SUPPLEMENTAL PROVIDED $100 MILLION IN FMF 
AND $99 MILLION FOR THE KING ABDULLAH SPECIAL 
OPERATIONS TRAINING CENTER (KASOTC). IN ADDITION 

AT THE END OF JULY 

COALITION SUPPORT FUNDS (CSF) TO SETTLE JAF CLAIMS 
FOR COSTS INCURRED IN CONNECTION WITH OIF AND ITS 
AFTERMATH. THE FY 2005 BUDGET ALSO INCLUDED $250 
MILLION INECONOMIC DEVELOPMENT ASSISTANCE. THIS 
WAS ENHANCED BY A $100 MILLION SUPPLEMENTAL. 
DEVELOPMENT ASSISTANCE WAS ROUGHLY SPLIT BETWEEN 
CASH TRANSFER AND PROJECT ASSISTANCE. THE PROJECT 
SECTORS RECEIVING THIS ASSISTANCE INCLUDED WATER 
AND THE ENVIRONMENT 

SOCIAL SECTORS - ENCOMPASSING EDUCATION 

AND DEMOCRATIC GOVERNANCE. THE PROGRAMMED FY06 
FMF BUDGET IS $210 MILLION BUT MAY BE DECREASED 
SLIGHTLY IN RESCISSION. 


ISSUES THE JORDANIANS MAY RAISE 


7. (S) DURING DISCUSSIONS WITH SENIOR JORDANIAN 
OFFICIALS 
YOU MAY WISH TO DRAW ON THESE POINTS IN REPLY. 


(U) SECDEF DONALD RUMSFELD VISITED JORDAN ON 
DECEMBER 23 

COUNTER TERRORISM (CT) TRAINING CENTER 

SPOKE WITH U.S. AND JORDANIAN TRAINERS AND IRAQI 
CT STUDENTS. HE WAS PRESENTED AN OVERVIEW OF 
THE FUTURE SITE OF THE $99M KING ABDULLAH SPECIAL 
OPERATIONS TRAINING CENTER (KASOTC). 
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(S) SHORTLY AFTER THE SUICIDE HOTEL BOMBINGS IN 
NOVEMBER 

TERRORISM ASSISTANCE REQUEST TO THE U.S. THIS 
REQUEST WAS PREFACED WITH JORDAN\'S POSITION AS A 
CONTINUING PROMINENT TARGET FOR AQ AND ASKED FOR 
IMMEDIATE ASSISTANCE IN ORDER TO ADDRESS THIS 
THREAT. THE REQUEST SPECIFICALLY ASKED FOR 338USD 
IN EMERGENCY FINANCIAL AID AND ASSISTANCE" IN A 
DDITION TO THAT ALREADY BUDGETED 

MOST IMMEDIATE AND CRITICAL NEEDS\" OF JORDAN. THE 
DETAILED REQUEST WAS FOR SPECIFIC EQUIPMENT 
TRAINING 

DETERRENCE 

MANAGEMENT AND RESPONSE 

ASSETS 

CONTINUES TO EVALUATE HOW TO RESPOND TO THIS REQUEST 
WHICH RECEIVED SOME INITIAL SUPPORT FROM THE WHITE 
HOUSE. 


(S) NEW RJAF SECURITY CONCERNS - SINCE LATE SUMMER 
SENIOR RJAF PERSONNEL HAVE CONVEYED THEIR CONCERN 
FOR RESPONSE PLANNING IN THE CASE OF SUICIDE 
AIRCRAFT ATTACKS IN THE KINGDOM. IT IS UNCERTAIN 
WHETHER THIS INCREASED EMPHASIS IS BASED ON ANY 
SPECIFIC INTELLIGENCE REPORTING OR THREAT BUT IT 
SEEMS TO CENTER ON THE POSSIBILITY OF A SUICIDE 
ATTACK FROM A HIJACKED PLANE FLYING INTO POPULATED 
OR SENSITIVE AREAS OF AMMAN. THE RJAF HAS REQUESTED 
ASSISTANCE FROM THE U.S. AND UK TO COUNTER THIS 
THREAT. RJAF HAS ALSO INCREASED ITS AIR DEFENSE 
ALERT POSTURE SINCE LATE AUGUST AND TRANSFERRED 
MOST OF THIS MISSION TO THE F-16 SQUADRON. THERE 
ARE ALSO ROYAL JORDANIAN AIR FORCE CONCERNS ABOUT 
MARKA AIRPORTYS PHYSICAL SECURITY 

SINCE THE NOVEMBER HOTEL SUICIDE BOMBINGS. RJAF 
LEADERS HAVE INTERPRETED A DIRECT THREAT FROM AMZ 
TO THEIR BASES DUE TO THEIR SUPPORT TO U.S. 
OPERATIONS IN IRAQ AND AFGHANISTAN AND SINCE AMZ 
WARNED JORDANIANS TO STAY AWAY FROM MILITARY 
FACILITIES. RJAF IS ATTEMPTING TO TRANSFER SOME 

JAF NIGHT VISION DEVICES TO RJAF 

HELP THEM SECURE FACILITIES. THESE THREAT CONCERNS 
MAY ALSO BE CONTRIBUTING TO JAF PRESSURE TO MOVE 
MOST FIXED WING OPERATIONS FROM MARKA TO QUEEN 
ALIA INTERNATIONAL AIRPORT IN THE NEAR TERM. WE 
HAVE BEEN INFORMED THIS MOVE IS IMMINENT 

COMPLEX LOGISTICAL PROBLEM OF MOVING ALL OF THE 
SUPPORT FACILITIES AND OPERATIONS FOR FIXED WING 
ACTIVITY FROM MARKA LEADS US TO BELIEVE THIS WILL 

BE SEVERAL YEARS DOWN THE ROAD. THERE HAS BEEN A 
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LONG-TERM GOAL TO RELOCATE ALL CARGO AND VIP 
FLIGHTS TO QUEEN ALIA AIRPORT. RJAF HELICOPTER 
OPERATIONS WOULD REMAIN AT MARKA AIRPORT. WE ARE 
STILL COLLECTING SPACE REQUIREMENTS AND TIMELINES 
FOR THE RELOCATION AS IT PERTAINS TO OUR 
OPERATIONS. HOWEVER 

TERM MAY REQUIRE MONEY TO CONSTRUCT FACILITIES 

IN SUPPORT OF OUR AIR OPERATIONS CURRENTLY BEING 
RUN OUT OF MARKA. 


- (C) TRAINING FOR IRAQIS - THE FUTURE OF THE U.S. 
-BUILT JORDAN INTERNATIONAL POLICE TRAINING CENTER 
(JIPTC) FACILITY IS OF GREAT INTEREST TO THE GOJ. 

OUR BILATERAL AGREEMENT STIPULATES THE FACILITY 
WOULD BE HANDED OVER TO THE GOJ WHEN THE TRAINING 
OF NEW IRAQI POLICE FORCES ENDS IN FEBRUARY 2007. 
WITHIN THE USG 

DISCUSSIONS UNDER WAY OF PROPOSALS WHICH WOULD 
INCLUDE THE CONTINUATION OF U.S.-JORDANIAN 
COOPERATION ON TRAINING 

IRAQ MISSION 

A REGIONALIZED JIPTC. WE CAN EXPECT FULL 
JORDANIAN COOPERATION. 


- (C) LISTED BELOW ARE SOME OF THE MORE NOTABLE 
TRAINING PROGRAMS 
RECENTLY WITH THE POTENTIAL FOR FUTURE TRAINING: 

-- JORDAN INTERNATIONAL POLICE TRAINING CENTER 
(MORE THAN 24 
DATE) 

-- NEW IRAQI ARMY TRAINING (1 
JORDANIAN ARMY) 

-- IRAQI COUNTER-TERRORISM FORCE (ICTF) TRAINING 
(JORDANIAN SPECIAL OPERATIONS COMMAND) 

-- TRAINING FOR IRAQI AIR FORCE PILOTS AND CREWS 
OF THE IRAQI AIR CORPS (JORDANIAN AIR FORCE) 

-- ADVANCED MILITARY STUDIES FOR IRAQI OFFICERS 
(JORDANIAN NATIONAL DEFENSE COLLEGE AND NATIONAL 
COMMAND AND STAFF COLLEGE) 

-- TRAINING FOR IRAQI AIR TRAFFIC CONTROLLERS 
AND AVIATION INSPECTORS (JORDANIAN CIVIL AVIATION 
AUTHORITY) 

-- TRAINING ON BANK INSPECTIONS AND OPEN-MARKET 
OPERATIONS (CENTRAL BANK OF JORDAN) 

-- INFORMATION TECHNOLOGY TRAINING PROVIDED TO 
SEVERAL IRAQI MINISTRIES (E.G. 

PLANNING) 

-- FOOD INSPECTION TRAINING (JORDANIAN FOOD AND 
DRUG ADMINISTRATION) 

-- TRAINING OF IRAQI NURSES/STAFF NURSES 
(JORDANIAN MINISTRY OF HEALTH) 
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-- CENSUS TRAINING (DEPARTMENT OF STATISTICS) 


- (C) IN ADDITION TO THESE GOJ-AFFILIATED PROGRAMS 
THE PRIVATE SECTOR IS ALSO CONDUCTING CONSIDERABLE 
TRAINING IN JORDAN. 


- (S/NF) MILITARY INTELLIGENCE TRAINING FOR IRAQIS - 

GEN SARAIREH 

STAFF HAS OFFERED ON NUMEROUS OCCASIONS WITH 
VISITING VIPS TO TRAIN INDIVIDUAL IRAQI INTELLIGENCE 
OFFICERS OR HELP THEM ESTABLISH THEIR OWN DEPARTMENT 
OF MILITARY INTELLIGENCE (DMI). NEITHER THE IRAQI 
MINISTRY OF DEFENSE NOR MINISTRY OF THE INTERIOR HAS 
RESPONDED; OUR UNDERSTANDING IS THAT THE NEW IRAQI 
GOVERNMENT PREFERS THAT ANY NEW TRAINING INITIATIVES 
TAKE PLACE INSIDE IRAQ. 


- (U) U.S. AIR FORCE TRAINING FOR JORDAN - THE 
JORDANIAN ARMED FORCES HAS CONTINUOUSLY HAD A 
DIFFICULT TIME IN FINDING QUOTAS IN THE U.S. AIR 
FORCE COURSES IT REQUIRES. AS OF 1 JANUARY 2006 

IT DID NOT HAVE SEATS IN 55 OF 131 OR 42% OF THE 
COURSES IT REQUESTED FOR FY 06. THIS COMPARES TO 
25% FOR U.S. NAVY COURSES AND JUST 13% FOR U.S. 
ARMY COURSES. THIS HAS PARTICULARLY IMPACTED THE 
ROYAL JORDANIAN AIR FORCE 

ON U.S. AIR FORCE TRAINING TO PROFESSIONALIZE ITS 
FORCE AND PROVIDE TECHNICAL TRAINING UNAVAILABLE 
INJORDAN. AN AREA OF DEEP CONCERN AT PRESENT IS 
THE LACK OF AVAILABILITY OF SLOTS IN THE FLIGHT 
SAFETY OFFICERYS COURSE AND THE JET ENGINE MISHAP 
INVESTIGATOR\'S COURSE. AS IT DEVELOPS ITS OWN 
SAFETY CENTER 

A CADRE OF OFFICERS WHO HAVE BEEN TRAINED IN THE 
U.S. AND THIS LACK OF AVAILABILITY IS SLOWING 

THEIR EFFORTS. THE LACK OF SLOTS IN AIR FORCE 
COURSES ALSO MAKES IT MORE DIFFICULT FOR JORDAN TO 
FULLY UTILIZE ALL OF ITS IMET BUDGET. BY THE TI 

ME THE AIR FORCE SECURITY ASSISTANCE TEAM (AFSAT) 
INFORMS THE MAP TRAINING OFFICER THAT NO SLOTS ARE 
AVAILABLE 

FUNDS. 


- (S) ROYAL JORDANIAN AIR FORCE (RJAF) - MAJOR GENERAL 
HUSSEIN AL-BISS CONTINUES TO PURSUE THE F-16 MID-LIFE 
UPGRADE (MLU) AS A PRIORITY RJAF PROGRAM. JORDAN IS IN 

THE MIDST OF TRANSFERRING 17 F-16 AIRCRAFT TO TASLA 
AIRCRAFT INTERNATIONAL (TAI) 

TO PERFORM THE MLU ON THE RJAF F-16 AIRCRAFT. WE ARE 
WAITING FOR CONCURRENCE FROM THE TURKISH GOVERNMENT TO 
MOVE FORWARD WITH THE THIRD PARTY TRANSFER OF THE 
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AIRCRAFT AND THE COMMENCEMENT OF WORK IN TURKEY. 

TAI WILL PERFORM DEPOT STRUCTURAL ENHANCEMENTS 
UPGRADES TO THE COCKPIT 

UPGRADE OF THE JORDANIAN F-16 PEACE FALCON II FLEET. 

THE MLU WILL ALSO ENABLE THEM TO EMPLOY THEIR 

RECENTLY APPROVED ADVANCED MEDIUM RANGE AIR-TO-AIR 
MISSILE (AMRAAM) WEAPONS 

THE RJAFVS AIR DEFENSE CAPABILITIES. ALONG WITH THE 
PROVISION FOR POTENTIALLY ADDING LINK-16 CAPABILITIES 
(RELEASABLE IN PRINCIPLE TO JORDAN) TO THEIR MLU FLEET 
THESE ASSETS SIGNIFICANTLY ENHANCE THE RJAF\'S COMBAT 
AIR FORCE\'S INTEROPERABILITY WITH OTHER COALITION AIR 
FORCES. RJAF LEADERSHIP REMAINS FOCUSED ON MODERNIZING 
ITS FORCE STRUCTURE BY EVENTUALLY DECREASING OR SELLING 
OFF ENTIRELY ITS EXPENSIVE F-1 MIRAGE INVENTORY 

LARGE PROPORTION OF ITS F-5 TIGER II FLEET 

UP ANOTHER F-16 FALCON SQUADRON. 


- (SBU) AFTER A THREE YEAR HIATUS 

ANOTHER U.S. AIR FORCE PILOT IN THE PERSONNEL EXCHANGE 
PROGRAM (PEP). HE COMPLETED 20 MONTHS OF ARABIC 
LANGUAGE TRAINING AND IP SCHOOL. HE WILL BE HERE 

FOR TWO YEARS IN THIS IP CAPACITY. RJAF CONTINUES 

TO INQUIRE AS TO THE ARRIVAL OF THE PEP MAINTENANCE 
OFFICER. THIS POSITION HAS BEEN VACANT FOR 10 MONTHS 
NOW AND IT WOULD PAY BIG DIVIDENDS TO FILL IT. WE 
APPRECIATE ANY HELP YOU CAN PROVIDE IN THIS MATTER. 

AT THE END OF JANUARY WE WILL RECEIVE OUR REPLACEMENT 
EXTENDED TRAINING SERVICE SPECIALIST (ETSS) TO CONTINUE 
OUR CLOSE AND VALUABLE OPERATIONAL RELATIONSHIP WITH 
THE JORDANIAN F-16 SQUADRON. THE PREVIOUS ETSS 
INSTRUCTOR PILOT MADE A LARGE IMPACT ON RJAF F-16 
SAFETY AND OPERATIONAL READINESS. 


- (S) PRINCE FAISEL CONTINUES TO ADVOCATE THE 
ACQUISITION OF AN ADDITIONAL F-16 SQUADRON IN 

LIEU OF F-1\'S. RJAF HAS CONTINUED TO EXPRESS 
INTEREST IN ADDITIONAL U.S. EDA AIRCRAFT OR 
POTENTIALLY IN PURCHASING AIRFRAMES FROM A 
EUROPEAN SOURCE. WE DO NOT BELIEVE THE 
JORDANIANS FULLY UNDERSTAND THE POTENTIAL 
ADDITIONAL COSTS ASSOCIATED WITH MODIFICATIONS 
REQUIRED AFTER PURCHASING EUROPEAN F-16\'S. RJAF 
CONTINUES TO RECEIVE A GOOD PORTION OF JORDAN'S 
FMF DOLLARS 

F-16 MID LIFE UPGRADE PROGRAM. THE JAF FIVE YEAR 
PLAN DOES NOT CURRENTLY ALLOCATE ANY FUNDING FOR 
PURCHASING ADDITIONAL F-16 AIRCRAFT. WE EXPECT 
THE RJAF TO GRADUALLY SEEK OPPORTUNITIES AND 
RESOURCES TO EXPAND ITS SKILL SET BEYOND AIR 
DEFENSE INTO GROUND SUPPORT MISSION AREAS. JORDAN 
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SIGNED THE CASE INITIATING AIRCRAFT ACCEPTANCE FROM 
AMARC. RJAF CONTINUES TO EVALUATE OPTIONS FOR 
TRANSPORTING AMARC AIRCRAFT TO JORDAN. THEY ARE 
AWARE THAT THE COSTS OF FERRYING IS SIGNIFICANTLY 
HIGHER THAN THE COST OF PACKING AND CRATING TO 
SHIP. THEY ALSO KNOW THEIR LIABILITY FOR MISHAPS 

EN ROUTE IS MUCH GREATER IF THEY CHOOSE TO FLY 
THEM. THIS DECISION SHOULD BE MADE SOON AND 

WILL BE REFLECTED IN AN AMENDMENT TO THE CASE. THEY 
ARE STILL DETERMINING IF THEY WILL CRATE THE FRAMES 
(LESS EXPENSIVE) OR FLY THE FRAMES TO TAI. 


- (S) THE RJAF IS ALSO CONSIDERING SEVERAL SYSTEMS 

TO MODERNIZE THEIR AGING AIR DEFENSE ARTILLERY UNITS. 
THIS INCLUDES VEHICLE-MOUNTED STINGER PLATFORM FIRING 
UNITS 

ARTICLES (EDA) CHAPARRAL MISSILE FIRING UNITS. THE 
RJAF IS SEEKING TO ENHANCE SHORT-RANGE AIR DEFENSE 
PROTECTION IN CONJUNCTION WITH THEIR MEDIUM RANGE 
HAWK MISSILE SYSTEM 

SA-7 AND SA-8 SYSTEMS. THEY WILL 

SIGNIFICANTLY REPROGRAM FMF MONIES 

FUNDING 


- (S/NF) COUNTER-TERRORISM - THE U.S. AND JORDAN 

CONTINUE EXTENSIVE COOPERATION ON CT AND INTELLIGENCE 
ISSUES. THE KING ABDULLAH SPECIAL OPERATIONS TRAINING 
CENTER (KASOTC) IS THE CENTERPIECE OF THAT COOPERATION. 
KING ABDULLAHYS CONCEPT FOR DEVELOPING HIS SPECIAL 
OPERATIONS FORCES TO COUNTER THE TERRORIST THREAT 
GAINED MOMENTUM WITH THE FY 2005 SPECIAL APPROPRIATION. 
$99 MILLION IN SUPPLEMENTAL ASSISTANCE WAS DESIGNATED 
TO ESTABLISH THE KASOTC. THE GOJ IS MOVING FORWARD 
WITH PLANS TO MAKE THE KASOTC A STATE OF THE ART 
FACILITY FOR SOF TRAINING FOR JORDAN 

OTHER COUNTRIES. ADMINISTRATIVE DELAYS IN ESTABLISHING 
APPROPRIATE GROUND RULES WITHIN THIS UNIQUE PROJECT 
INTERAGENCY STAFFING ISSUES AND REQUIREMENTS FOR INFORMING 
CONGRESS HAVE RESULTED IN SOME CONCERNS ON BOTH SIDES 
REGARDING THE ABILITY TO COMMIT THE $99M BEFORE THE 
MONEY EXPIRES IN SEPTEMBER 2006. IN RECENT PROGRAM 
PROGRESS 

ACCEPTANCE TO BEGIN THIS PROGRAM ON 23 NOVEMBER 2005 
AND THE FUNDS WERE RELEASED TO DSCA. THE PROJECT WILL 
BE MANAGED BY THE ARMY CORPS OF ENGINEERS UNDER THE 
FOREIGN MILITARY SALES SYSTEM 

ALLOCATED TO THE ACOE TO COMMENCE INITIAL DESIGN AND 
CONTRACTING ACTIVITIES. THE RELEASE OF THE REMAINING 
$91M IS CONTINGENT ON THE APPROVAL OF THE 
POLITICAL-MILITARY AGREEMENT BY BOTH SIDES. THIS 
AGREEMENT CONCERNS THE USE OF THE FACILITY 
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OF TACTICS 

SENSITIVE ISSUES. THE AGREEMENT HAS BEEN UNDER REVIEW 
BY THE OSD GENERAL COUNCIL FOR OVER A MONTH 

CONCERNS BY BOTH SIDES THAT THE MONEY WILL EXPIRE. 

THE MAIN FACILITY OF THE KASOTC WILL BE LOCATED IN 

YAJOUZ 

COMPLEMENTARY FACILITY FOCUSED ON MARITIME SOF MISSION 
TRAINING WILL BE LOCATED IN AQABA. ACOE HAS AN 

AMBITIOUS PLAN WHICH HAS BEEN RIGOROUSLY SCRUTINIZED 
AND SHOULD ALLOW FOR GROUND-BREAKING THIS SUMMER WITH 
FULL OBLIGATION OF FUNDS ON TIME. FUNDING FOR FUTURE 
OPERATIONS AND MAINTENANCE 

ADDITIONS TO THE FACILITY 

PROJECT. JORDAN WILL LIKELY SEEK ADDITIONAL FUNDING 

FOR THE FACILITY AND FOR ITS OPERATIONS FROM THE USG. 


- (S) IN ADDITION TO THE CREATION OF THE KING ABDULLAH 
SPECIAL OPERATIONS TRAINING CENTER (KASOTC) 

EFFORTS TO TRAIN IRAQI CT FORCES HAVE BEEN PROFOUND. 

A TOTAL OF 532 STUDENTS GRADUATED FROM THE LAST SIX 
CLASSES. DURING HIS VISIT IN OCTOBER 2005 

GENERAL DEMPSEY ALLOCATED FUNDS FOR REFURBISHMENT OF 
KEY FACILITIES INVOLVED IN THE ICTF TRAINING 

ON THOSE PROJECTS IS UNDERWAY. 


- (S) BORDERS - BORDER CONTROL REMAINS AN IMPORTANT 
CONCERN FOR THE GOJ. JORDAN IS IMPLEMENTING A BORDER 
SECURITY PROGRAM WITH U.S. GOVERNMENT ASSISTANCE. 
JORDANIAN AUTHORITIES ARE ESPECIALLY CONCERNED ABOUT 
THE POROUSNESS OF THEIR BORDERS WITH SYRIA AND SAUDI 
ARABIA. CONCERNS WITH THE SYRIAN BORDER CONTINUE TO 
SLOW JORDAN'S IMPLEMENTATION OF THE 1997 OTTAWA 
TREATY BANNING LANDMINES. UNTIL THE PLANNED SENSOR 
AND COMMUNICATIONS PACKAGE IS FULLY FUNDED AND 
DEPLOYED 

FORCES ALONG ITS BORDERS. THE COMPLEX AND AMBITIOUS 
C4ISR PROGRAM WILL GREATLY INCREASE INTEROPERABILITY 
WITH THE COALITION AND THE EFFECTIVENESS OF JORDANIAN 
OPERATIONS FROM THE NATIONAL TO THE UNIT LEVEL. AS 
THE JAF COMES TO TERMS WITH DIFFICULTIES ASSOCIATED 
WITH THE MANAGEMENT 

THE MASSIVE C4ISR PROJECT 

BORDER SECURITY PROGRAM SHOULD ELIMINATE REDUNDANCY 
AND MUTUALLY BENEFIT BOTH PROGRAMS. THERE HAVE 
BEEN SIGNIFICANT PROBLEMS AT THE TREBIL CROSSING 
POINT ON THE IRAQ BORDER IN TERMS OF MAINTAINING 

THE FLOW OF TRAFFIC 

SECURITY. A JORDANIAN MOI OFFICIAL INDICATED THAT 
WITHOUT USG SUPPORT ON THE IRAQI SIDE OF THE BORDER 
THE IRAQIS WOULD HAVE LITTLE CONTROL. WE UNDERSTAND 
FORMER PM BADRAN RAISED THIS ISSUE DURING HIS VISIT 
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IN BAGHDAD 

DOCUMENTS AND LICENSE PLATES ARE BECOMING MORE COMMON 
AMONG IRAQIS SEEKING ENTRY INTO JORDAN. THE GOJ IS 
TAKING NEW SECURITY MEASURES AT THE BORDER TO PREVENT 
INFILTRATION BY FOREIGN MILITANTS 

SCREENING OF SELECTED PERSONAL VEHICLES 

LIGHTING. THE JAF WILL LIKELY ASK FOR ADDITIONAL 

FUNDING FOR THEIR C4ISR INITIATIVE DESPITE RECEIVING 

AN FMF SUPPLEMENTAL IN 2005 FOR THE C4ISR 

TO ADDRESS THESE BORDER CONCERNS. 


- (S) PEACE KEEPING OPERATIONS - JORDAN POSSESSES ONE 

OF THE BEST PEACEKEEPING TRAINING FACILITIES IN THE 
MIDDLE EAST - THE PEACE OPERATIONS TRAINING CENTER 
(POTC) IN ZARQA. JORDAN TRAINS ITS PEACEKEEPERS 

PRIOR TO DEPLOYMENT TO ONE OF THE MANY JORDAN-SUPPORTED 
UN PEACEKEEPING MISSIONS 

HAITI WHERE JORDAN HAD ONE BATTALION SINCE LATE 2004 

AND ADDED A SECOND BATTALION IN SEPTEMBER 2005. IN 
ADDITION 

U.S. SERVICE MEMBERS IN CULTURAL AWARENESS PRIOR TO 
THEIR DEPLOYMENT TO IRAQ. THERE ARE PLANS TO CONTINUE 
THIS TRAINING IN THE NEXT SEVERAL MONTHS. MOREOVER 
JORDAN ALSO TRAINS INTERNATIONAL PEACEKEEPERS AND U.N. 
STAFFERS AT THE CENTER. JORDAN WOULD LIKE TO EXPAND 
THE FACILITY TO CREATE A PEACEKEEPING CENTER OF 
EXCELLENCE (PKCOE) WHERE THEY COULD TEACH PEACEKEEPING 
INTERNATIONAL LAW 

ENVIRONMENT. THEY ESTIMATE THE COST OF THIS NEW 

CENTER WOULD BE JUST OVER $3M. THERE HAS BEEN NO U.S. 
FUNDING ALLOCATED TO THIS LARGER PROJECT TO DATE. ARMY 
CENTRAL COMMAND (ARCENT) HAS BEEN THE KEY U.S. AGENCY 
SUPPORTING THE POTC 

RELATED CONSTRUCTION WORTH $500K FOR A DUAL USE 
FACILITY - EXERCISE AND PEACEKEEPING - THAT THE 
JORDANIANS ARE VIEWING AS A FIRST STAGE TO THE PKCOE. 
NEARLY ALL EQUIPMENT IN THE CURRENT POTC MAIN BUILDING 
WAS PURCHASED USING FUNDING FROM THE STATE DEPARTMENT\'S 
ENHANCED INTERNATIONAL PEACEKEEPING CAPABILITY (EIPC) 
PROGRAM. THIS EQUIPMENT WILL BE MOVED TO THE NEW 
FACILITY 

PURCHASED WITH EIPC FUNDS. 


- (S/NF) DEFENSE INDUSTRIES - JORDAN HAS LONG SOUGHT 

THE CAPACITY TO SUPPORT ITS OWN DEFENSE EQUIPMENT 
NEEDS IN ORDER TO ECONOMIZE ON MAINTENANCE 

AND R&D 

EXPORTS. THIS LONGSTANDING EFFORT HAS NOW BEEN MARRIED 
TO THE KING ABDULLAH II DESIGN AND DEVELOPMENT BUREAU 
(KADDB). FROM INTERCHANGEABLE BARREL HAND GUNS 

DESERT ASSAULT VEHICLES 
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JORDAN'S RELIANCE ON FOREIGN ARMS IMPORTS WHILE SEEKING 
OTHER 

REBUILD FACILITY ASSOCIATED WITH KADDB OVERHAULS THE 
ENTIRE JORDANIAN MECHANIZED FLEET 

POTENTIAL TO BECOME A REGIONAL REBUILD FACILITY. 


- (S) FIELD HOSPITALS - IN ADDITION TO SUPPORTING 
COALITION FORCE OPERATIONS IN IRAQ WITH THE 
CONTINUING DEPLOYMENT OF A FIELD HOSPITAL 
JORDANIAN MILITARY HOSPITAL CONTINUES TO OPERATE 
IN AFGHANISTAN. JORDANIAN HOSPITAL SUPPORT AND 
SOF TROOPS CONDUCTED A ROTATION AT MAZAR-E-SHARIF 
IN DECEMBER 2005. JORDAN ALSO OFFERED TO SEND TWO 
FIELD HOSPITALS AND FORENSICS TEAMS TO THE U.S. IN 
ORDER TO SUPPORT RECOVERY EFFORTS AFTER HURRICANE 
KATRINA. THOUGH WASHINGTON EXPRESSED OFFICIAL 
APPRECIATION FOR THE OFFER 

LEGAL AND TECHNICAL REASONS. JORDAN CONTINUES TO 
PROVIDE FIELD HOSPITALS OR MEDICAL TEAMS TO 
VARIOUS UNITED NATIONS MISSIONS INCLUDING IN THE 
WEST BANK 

SUDAN AND LIBERIA. THE GOJ HAS ALSO SENT MEDICAL 
SUPPORT TO PAKISTAN TO INCLUDE A FIELD HOSPITAL 

IN SUPPORT OF EARTHQUAKE RECOVERY. JORDAN HAS 
ALSO OFFERED VARIOUS HUMANITARIAN SUPPLIES TO 
PAKISTAN 

MILAIR. SEVERAL COALITION SUPPORT FUNDING 
REIMBURSEMENTS 

CLAIMS ARE CURRENTLY UNDER REVIEW BY OUSD(C). 
BECAUSE JAF FINANCES ARE SO TIGHT 

INQUIRING MORE ABOUT THEIR UNPAID COALITION 
SUPPORT FUNDING HOSPITAL CLAIMS WHICH APPROACH 
$100M. 


- (S/NF) MILITARY EXERCISES - THE U.S. AND JORDAN 
CURRENTLY CONDUCT TWELVE BILATERAL AND MULTILATERAL 
EXERCISES EACH YEAR. THIS IS THE MOST ACTIVE 
EXERCISE SCHEDULE IN THE CENTCOM AOR. GENERAL 
SARAIREH HAS LONG SOUGHT THE ADDITION OF ANOTHER 
\"MINI BRIGHT STARV EXERCISE WITH A CT FOCUS. IT 

IS UNLIKELY THAT THE JORDANIANS COULD ADEQUATELY 
SUPPORT AN ADDITIONAL EXERCISE. HOWEVER 
CURRENTLY PLANNING TO FOCUS NEXT YEARYS EARLY 
VICTOR SOF EXERCISE ON CT 

COMMANDER IS DEVELOPING THE CONCEPT TO CREATE 
MULTILATERAL FORCE TRACKING ASPECTS OF ONGOING 
SOF OPERATIONS INTO THE EXERCISE. GEN SARAIREH 
REQUESTED U.S. CONSIDERATION FOR THE ADDITIONAL 
EXERCISE DURING THE JMC 

ARE NO PLANS TO INCREASE THE CURRENT EXERCISE 
PROGRAM FOR JORDAN. 
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- (S) MILITARY COOPERATION - JORDAN-U.S. MILITARY 
COOPERATION IS BROAD AND DIVERSE. THE DECISION TO 
CONTINUE ON-GOING EXERCISES IN JORDAN THIS SUMMER 
DESPITE THE ROCKET ATTACK IN AQABA WAS HIGHLY 
APPRECIATED BY THE JORDANIAN MILITARY AND POLITICAL 
LEADERSHIP. THE JAF LEADERSHIP SENT A VERY STRONG 
SIGNAL IN TERMS OF THE IMPORTANCE OF OUR RELATIONSHIP 
BY REMAINING IN WASHINGTON TO FINISH THE JOINT 
MILITARY COMMISSION (JMC) DESPITE THE ATTACKS IN 
AMMAN WHICH OCCURRED DURING THE INITIAL DAY OF THE 
MEETINGS. SENIOR JAF LEADERSHIP ARGUES JORDAN NEEDS 
SECURITY ASSISTANCE FUNDING FOR THE MODERNIZATION 
THEY REGARD AS NECESSARY TO ADDRESS OUR FUTURE 
REQUESTS FOR THEIR SUPPORT IN THE REGION AS WELL AS 
FOR INCREASING THEIR CONTRIBUTION TO THE WAR ON 
TERRORISM. 2005 MARKS A BANNER YEAR IN TERMS OF U.S. 
MILITARY GRANT ASSISTANCE FOR JORDAN. THESE FUNDS 
TOTALED APPROXIMATELY ONE HALF BILLION DOLLARS THIS 
YEAR (SEE PARA 5). MAP JORDAN WILL CONTINUE TO 
ADVOCATE MUTUALLY BENEFICIAL PROGRAMS 

HIGH LEVEL OF FUNDING IS NOT LIKELY TO MATERIALIZE 
AGAIN SOON. JORDAN SOUGHT ASSURANCES OF CONTINUED 
OUT-YEAR FINANCING AT THESE LEVELS DURING THE JMC 
AND HABITUALLY DOES SO IN TALKS WITH SENIOR U.S. 
LEADERSHIP. THE JAF ASKED FOR ADDITIONAL FUNDING 

FOR SEVERAL NEW OR EXPANDED PROJECTS AT THE JMC 
WHICH ARE NOT FUNDED WITHIN THE EXISTING FIVE YEAR 
PLAN. THESE INCLUDE A $180M MULTI-YEAR SIMULATIONS 
PROGRAM 

CRISIS MANAGEMENT RESPONSE CENTER 

FOR BORDER SECURITY 

ELECTRONICS WARFARE EQUIPMENT AND $25M FOR VARIOUS 
AIR FORCE UPGRADES. SECRETARY RODMAN ASSURED THE 
JAF THAT THEY CONTINUE TO BE A PRIORITY FOR USG 
SUPPORT AND MILITARY ASSISTANCE 

THE BELIEF THAT THEIR FMF BASE LINE WILL REMAIN AT 
AROUND $205M. THE PRESIDENT HAS SIGNED THE 2006 
FOREIGN OPERATIONS APPROPRIATIONS ACT WHICH ALLOCATES 
$210M IN FMF 

JORDAN. 


- (U) MILITARY EDUCATION AND TRAINING - JORDAN HAS 

THE SECOND LARGEST INTERNATIONAL MILITARY EDUCATION 
AND TRAINING (IMET) PROGRAM IN THE WORLD 

$3.014 MILLION IN 2005. IN ADDITION 

RECEIVED THE SECOND LARGEST ALLOCATION IN THE WORLD 
FOR THE COUNTER-TERRORISM FELLOWSHIP PROGRAM AT 
$1.44 MILLION. JORDAN SENT 40-50 STUDENTS TO THE 

STATES UNDER THIS PROGRAM FOR EACH OF THE LAST 
THREE YEARS 
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THE NATIONAL DEFENSE UNIVERSITY\'S COUNTER TERRORISM 
FELLOWSHIP PROGRAM. IT IS ALSO AN ACTIVE PARTICIPANT 
IN NUMEROUS OTHER TRAINING PROGRAMS 

SEMINARS SPONSORED BY THE NEAR EAST - SOUTH ASIA 
(NESA) CENTER FOR STRATEGIC STUDIES AND THE GEORGE C. 
MARSHALL CENTER FOR STRATEGIC STUDIES. IN FY 2005 
JORDAN SENT APPROXIMATELY 300 STUDENTS TO TRAINING 
IN THE U.S. 

TRAINED IN JORDAN BY U.S. MOBILE EDUCATION TEAMS. 

ONE RECENT IMET GRADUATE 

ALLAHAWEH WAS SEVERELY INJURED IN THE RADISSON SAS 
BOMBING. 


- (S) SINGLE INTEGRATED AIR PICTURE - THE LOCKHEED 
MARTIN CONTRACT FOR THE INTEGRATION OF THE AIR 
PICTURE HAS WOUND TO A CLOSE. THE PRIMARY FOCUS OF 
THE EFFORT WAS ON LINKING THE FPS-117 AND TWO TPS 77 
RADARS. AFTER DIFFICULT AND EXTENSIVE NEGOTIATIONS 
AND WORK 

MARTIN PASSED THE SITE ACCEPTANCE TEST AS DEFINED BY 
THE CONTRACT. HOWEVER 

EXPRESS DISMAY WITH THE PROGRAM RESULTS. RJAF WANTS 
MORE FUNCTIONALITY (TO INCLUDE BETTER RADIO SYNC 
LESS DATA CONGESTION 

WAS NOT SPECIFICALLY PART OF THE CONTRACT. USAF 
PROGRAM MANAGERS ADVOCATED ON BEHALF OF RJAF FOR 
LOCKHEED MARTIN TO SUPPORT RJAF REQUESTS AS POSSIBLE 
AND DID MANAGE TO GET RJAF MORE OUT OF THE DEAL THAN 
ORIGINALLY ENVISIONED. WHILE THE SYSTEM HAS SOME 
WARRANTY COVERAGE REMAINING 

ALLOCATE FUNDS FOR RADAR SYSTEM SUSTAINMENT AFTER 
WARRANTY EXPIRATION. THIS REMAINS AN UNFUNDED 
REQUIREMENT AND RJAF MAY ASK YOU FOR HELP IN 
MAINTAINING THESE SYSTEMS. 


- (S) THE ROYAL JORDANIAN NAVY - THE RUN IS ENGAGED 

IN BORDER CONTROL AND CONTINUES TO WORK CLOSELY WITH 
ITS RED SEA NEIGHBORS ISRAEL 

TO COMBAT SMUGGLING AND TO ENFORCE MARITIME LAW IN 
THE GULF OF AQABA. JORDAN RECENTLY FORMALLY JOINED 
THE PROLIFERATION SECURITY INITIATIVE. THE JAF HAS 
INSTALLED NEW BORDER OBSERVATION SITES THAT ENHANCE 
TECHNICAL MEANS TO MONITOR AND SUPPORT THE LANDWARD 
CONTROL OF JORDAN BORDERS IN THE VICINITY OF AQABA. 
THE SECURITY OF THE PORT HAS BEEN IMPROVED WITH THE 
ACQUISITION OF SEA FORWARD LOOKING INFRA-RED (FLIR) 
AND OTHER NIGHT VISION DEVICES. THE JAF IS IN THE 
PROCESS OF DEVELOPING A COUNTER-SMUGGLING PLAN. 

THE KING AND JAF REMAIN COMMITTED TO UPGRADING RJN 
EQUIPMENT AND INFRASTRUCTURE. THE RECENT DELIVERY 

OF FMS-PROCURED PATROL BOATS AND ZODIACS 
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AS INCREASED AMOUNT OF ALLOCATION FOR THE RUN IN 
THE FIVE YEAR PLAN 

FOR THE ROYAL JORDANIAN NAVY. THE KING ALSO 
COMMITTED NEARLY USD 50M TO UPGRADE THE NAVAL 
BASE AT AQABA. THE BASE CONSTRUCTION PROJECT 
INCLUDES A PIER CAPABLE OF HANDLING TWO U.S. 
CRUISER-CLASS WARSHIPS OR ONE U.S. JFK CLASS 
AIRCRAFT CARRIER. OFFICIAL OPENING CEREMONIES 

FOR THE NAVAL BASE ARE SCHEDULED FOR THE END OF 
JANUARY 2006 AND A U.S. SHIP VISIT IS PLANNED FOR 
SHORTLY THEREAFTER. EXERCISE-RELATED CONSTRUCTION 
(ERC) FUNDS HAVE ALSO BEEN ALLOCATED FOR THE 
IMPROVEMENT OF THE BASE 

CRAFT AIR CUSHION (LCAC) RAMPS; A LIVE-FIRE SHOOT 
HOUSE; A VESSEL BOARD SEARCH AND SEIZURE EXERCISE 
MOCK UP; AND 

IS ALSO PROJECTING AN LCAC CONTROL TOWER FOR FY06 
TO COMPLETE THE PROJECTS THERE. THESE IMPROVEMENTS 
WILL SUPPORT U.S. FORCES DEPLOYED TO JORDAN FOR 
EXERCISE AND CONTINGENCY PURPOSES. 

8. (C) OUR MILITARY-TO-MILITARY RELATIONSHIP AND 
ACCESS REMAIN EXCELLENT. THE JAF WILL CONTINUE TO 
LEVERAGE THIS RELATIONSHIP TO GAIN ADDITIONAL 
RESOURCES. WE FEEL THEIR CURRENT CONTRIBUTIONS TO 
STRATEGIC REGIONAL GOALS MERIT THE SIGNIFICANT 
ASSISTANCE THEY ARE RECEIVING. WE CONTINUE TO 
ADVISE THE JAF THAT EXPECTATIONS OF INCREASED 
MILITARY ASSISTANCE ARE 

WITH OUR BUDGET REALITIES. ADDITIONALLY 

FORCING THE JAF TO BE REALISTIC IN BALANCING ITS 

FIVE YEAR PLAN BY ELIMINATING PREVIOUSLY PLANNED 
PROJECTS IN ORDER TO FUND DESIRED NEW INITIATIVES. 
THE USG MUST CONTINUE TO EVALUATE THE IMPORTANCE OF 
THE STRATEGIC PARTNERSHIP WITH JORDAN 

COMMITMENT TO U.S. REGIONAL AND GLOBAL INITIATIVES. 
BASED ON THIS CALCULUS 

THOSE EFFORTS WITH APPROPRIATE ADJUSTMENTS TO OUR 
LEVEL OF FINANCIAL AND OTHER SUPPORT. THE RECENT 
ATTACKS MAY PROVIDE ADDITIONAL AMMUNITION FOR US TO 
USE IN LEVERAGING AN INCREASED LEVEL OF SUPPORT FOR 
JORDAN. THE GOJ IS STANDING SOLIDLY BESIDE THE USG 

IN ITS REGIONAL EFFORTS. IT HAS BEEN POLITICALLY 
DIFFICULT FOR THEM TO MAINTAIN THIS SUPPORT 

JORDAN HAS NOW PAID DEARLY ON ITS OWN SOIL. 


9. (C) JORDAN\'S LEADERSHIP SINCERELY SUPPORTS U.S. 
REGIONAL EFFORTS AND THE WAR ON TERRORISM. SENIOR 
OFFICIALS YOU MEET WILL AFFIRM JORDAN'S COMMITMENT 
TO OUR ONGOING PARTNERSHIP AND WILL THANK YOU FOR 
AMERICA\'S SUPPORT TO JORDAN. 
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municipality of Baruta staged protests on the Prados del Este 
highway 

two and half hours and causing major traffic congestion. The 
residents were demanding that the mayor of Baruta take steps 
to protect their community against the dangerous mudslides 
that occurred recently after heavy rains poured through 
Caracas. According to the government of Baruta 

way to fix the situation except to move them elsewhere; a 
solution the residents of El Chupulun\" say is unacceptable. 
They blame the government for using the earth from the hills 
behind them to repair the highway. While there is no 
indication the two are related 

the better and opposition managed parts of Caracas) is being 
called out for its mismanagement when President Chavez and 
the GOV have seen little popular demonstration as a result of 
the enormous negligence that resulted in the closing of 
Caracas\' most important bridge. End Summary. 


2. (U) The recent harsh rains that spurred the eventual 
close of the Caracas-La Guaira bridge also caused mudslides 
in El Chupulun 

municipality in Southeastern Caracas. While there have been 
no reports of injuries and only limited damage 

fear the results could be much worse next time. According to 
them 

over the last four years it has been digging earth out of the 

hill behind their community to make frequent repairs on the 
nearby Prados del Este highway 

As a result 

the highway as the location for a two and a half hour protest 
that completely shut down traffic during the morning rush 
hour. 


3. (U) The residents are demanding that the Baruta 
government (run by opposition party Primero Justicia) build a 
wall to protect them from future slides. However 

Director of Planning claims this is impossible and has 
proposed the much more drastic solution of relocating all of 
the residents to another area. According to the Director 
engineers have studied the structural soundness of the hill 
and determined that a wall would not be effective and that 
there is no way to stop mudslides in the future. The only 
safe solution 

different location. The residents of El Chupulun\" say that 
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this solution is unacceptable. There has been no mention 
from the Baruta government as to who 

for the relocation. 


4. (SBU) Notably 

municipalities in the Caracas area 

this would be the location of one of the first post-bridge 
closure protests 

seems to have caused little damage. It is also curious that 
the National Guard never stepped in to clear what is one of 
Caracas major traffic arteries. This 

comes at such an opportune time 

possibility that there was a political motive behind the 
protests 

government mismanagment by the Chavistas. There is no 
evidence to indicate that this was the case 

way 

well-run) part of the city is being held accountable for a 
rather small occurrence 

thus far only minimal political damage 
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negligence that caused the closure of the country\'s most 
important bridge. 
WHITAKER 
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Mercosur government has publicly said it wants to talk with 
us about free trade. Domestically 

predictable negative reactions from the far-left 

surprising amount of public support for the idea (one poll 
shows 91 pct public approval for an FTA.) Other Mercosur 
partner countries seem to have been caught off balance by 
Astori\'s proposal and in a quandary over how to react. (At 
least this is how it is perceived in the press.) While we 

are convinced that President Vazquez backs Astori out of 
conviction 

triggered by the soured relations with Argentina over the 
construction of pulp mills on a shared river (ref B) and 
frustration with the way Mercosur treats its junior partners. 
At a minimum 

but it may also have added to a fight over the \"soul\" of the 
Latin American Left by openly extolling the virtues of the 
\"Chilean model.\" It is a high stakes game 

the danger for little Uruguay lies in a two-front war of 
independence against hardened lefties in the Frente Amplio 
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and regional partners who opposed the Free Trade of the 
Americas (FTAA) at the Summit of the America\'s (SOA). We see 
the FTA flap as another opportunity for us to meaningfully 

engage the GOU and help it achieve what it wants most -- 
economic growth and jobs. End Summary. 


Reactions 


2. (SBU) It's the summer doldrums here and many folks are 
vacationing on the beach 

sparked the whole flap. Nevertheless 

succeeded in finding a hot story over whether Uruguay should 
negotiate an FTA with the US. Folksy AgMinister Mujica 
contributed to the chorus of opinions by saying in an 
interview that 

\"the undeclared wan" launched by Argentina over paper mill 
construction in Fray Bentos. Mujica also reminded listeners 
that the 2002 bank run (\"corralito\") that began in Buenos 
Aires 

recent years. (Note: Mujica avoided mention of Argentina\'s 
role a few year\'s back in allowing hoof and mouth infected 
cattle to contaminate Uruguay\'s livestock 

clear in his interview that Mujica connected the paper mill 
dispute to Uruguay\'s need for diversified trading partners. 
End Note.) 


3. (SBU) The weekly \"Busqueda\" also reported an excerpt from 
a December 29 meeting in which President Vazquez told former 
(Blanco) President Luis Alberto Lacalle that he was 
\"disappointed\" with Nestor Kirchner over the pulp mill 

affair. (Note: We understand that Vazquez will be in La Paz 

for two days attending Evo Morales\' January 22 inauguration 
but will not meet with Kirchner on this issue. End Note.) 

The same article highlighted previous quotes from Vazquez in 
which he said 

it bought $447 million. | hope it buys $800 million..\" (Note: 

The US is a bigger client for Uruguay than Argentina and 

Brazil combined. End Note.) 

4. (SBU) ForMin Gargano was the first Uruguayan to dash cold 
water on Astori\'s pro-FTA remarks. As president of the 
Socialist Party 

13 to debate the issue. Local pundits said Gargano\'s 
opposition was to be expected (though Industry Minister 

Lepra 

Astori.) But they considered statements by GOA Undersecretary 
for Latin American Integration Eduardo Sigal and other 

foreign officials to be more serious because they called into 
question the \"legality\" of such a move within Mercosur by 
citing the Ouro Preto Protocol and 2000 Decision No. 32 
purportedly banning \"bilateral commercial treaties with third 
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countries. 1" However 

entitled 

\"hypocrisy\" of this argument by highlighting that Argentina 
and Brazil have signed 20 commercial bilateral accords with 
other countries (as well as a market accord\" with China) 
without prior Mercosur consultation. The same author 
maintained that Argentina\'s paper mills on the Parana river 
are its major source of pollution. 


5. (SBU) There has been plenty of incoherence as well. MPP 
Senator Jorge Sarvia was quoted as saying 

of the FTA 

for Mercosur and against FTAA.\" (!?) 


6. (SBU) Brazilian Foreign Minister Celso Amorin was also 
quoted in the media as saying on January 11 that \"It would be 
impossible for a member of Mercosur to individually negotiate 
commercial agreements 

trading bloc 

Amorin\'s reported comments appeared to soften when he added 
\"If Uruguay feels that Mercosur hasn\'t produced enough 
benefits... maybe it is because we haven\'t done enough.\" 


Comment: 

7. (C) The GOU has gotten a lot of attention focused on the 
FTA issue and has rightly succeeded in exposing Mercosur\'s 
canard about its treatment of junior partners. But this is a 
high-stakes game for Vazquez because of the size and strength 
of his opposition and worries that Argentina could affect the 
pulp mills financing. Still 

that it is better to air Uruguay\'s gripes over Mercosur 

publicly by using the FTA debate. From our vantage point 

the FTA flap represents another opportunity for the USG to 
engage Uruguay at a high level. We expect that 2006 will be a 
critical year for Vazquez in which he needs to show economic 
results. As an Evo Morales-led Bolivia prepares to join 
Mercosur as a full member 

interest to lend a helping hand to GOU that is struggling to 
emulate a moderate Chile rather than a Bolivarian Venezuela. 
End Comment. 

Nealon 
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discontent\" among some military cadets after the cadets 
received orders to give up their dormitories and serve food 
to attendees of the World Youth and Student Festival in 
August 
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retired military officers 

are unhappy with the new Venezuelan military uniforms (REF A) 
because these soldiers appreciated the identification with 

the U.S. military that the old 

retired officers tell us these troops oppose the new 

Venezuelan defense doctrine and reserve force for the same 
reasons. 


5. (S/NF) Chavez relies on Venezuela 

Intelligence Department (DIM) to root out internal military 
dissent. Although Chavez emphasizes alleged U.S. subversion 
DIM focuses more heavily on countering opponents to President 
Chavez within the military. Chavez appears to trust DIM more 
than its civilian counterpart 

and Prevention Services (DISIP). DIM acquired increased 
resources in 2005 and had more stable leadership than DISIP. 
DISIP polices the Venezuelan military only as a secondary 
objective. 


6. (C) As Post has received indications that low-level 
discontent is rising and morale is falling 

appeared overanxious about military subversion. GOV 
statements and actions over the past nine months show a 
heightened concern that troops may be plotting to overthrow 
Chavez. The press published in July portions of an extensive 
internal military report planning for \"asymmetric warfare\" 

that cited internal conspiracies and splintering morale as 
weaknesses of the armed forces. Upon capturing a cache of 
explosive devises 

Venezuelan intelligence (DISIP) spokesman attributed the find 
to an effort aimed at catching retired military officers 
conspiring with the help of active duty accomplices. The GOV 
blamed retired and active duty military officers--with the 
backing of the CIA--again in December for trying to sabotage 
the legislative elections by killing people. In a manner 
consistent with Post 

meetings with coup plotters (REF B) 

with a group of retired and active duty officers who 

become apparent at the meeting 

possibility of removing Chavez from office. These officers 
said Venezuelan intelligence was following active duty 

officers who had been removed from their jobs but remained on 
the payroll more closely than retired officers. An active 

duty captain added that the Ministry of Defense was extremely 
concerned about threats it received in emails. (Note: Post 
routinely receives unsolicited emails calling for civil 
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disobedience.) 


7. (U) Chavez 

policy changes that appear aimed at improving morale. Ina 
September \"Alo Presidente broadcast 

discrimination by rank in the armed forces and reminded 
listeners he had allowed cadets to wear civilian attire on 
their days off. Separately 

sources noted in June that performance in development and 
other public service positions would help officers get 
promoted to senior ranks. 


8. (C) The GOV has planned and initiated expenditures that 
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appear aimed at boosting and gauging military morale. In 
April 

military social security 

housing 

trillion bolivars (roughly USD 580 million at the official 
exchange rate) 

circulated a directive announcing salaries would be frozen 

for the remainder of 2005. Press reports citing active duty 
sources said the military had released the directive to see 
how the troops would react. A retired officer predicted the 
military would follow the announcement with a salary increase 
once it had smoked out dissenters with the bad news. That 
increase came seven weeks later. During a June 24 speech in 
which he warned that imperialist forces were seeking to 
\"weaken the monolithic cohesion\" of the Venezuelan armed 
forces 

and junior enlisted personnel 

for officers and senior enlisted personnel. 


9. (C) The opposition reacted sharply to the announced wage 
increase. Alianza Bravo Pueblo president Antonio Ledezma 
attributed the raise to the \"fear\" he said existed throughout 
military barracks 

party 

general Cesar Perez Vivas criticized the announcement because 
it did not provide salary increases to other sectors. 

Retired Vice Admiral Huizi told poloff in October the raise 

had not improved morale because the military had not received 
its annual cost of living increase in five years. 
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10. (C) Post has received no indications of an imminent coup 
attempt 

about plotting. In any case 

appear to stand little chance of success. An active duty 

army colonel in the group referenced in paragraph six told 
poloff in July that opposition military officers met in small 
groups throughout the country but had no means of 
communicating with each other securely. Some of their cells 
had been infiltrated by Chavista whistleblowers 

Group members told poloff during the October meeting that 
Chavez was positioned to squash any uprising. They claimed 
however 

only 100 officers if he ordered repressive action against the 
opposition. 


11. (C) Some anti-Chavez officers appear to underestimate 
the extent the GOV can penetrate their networks. Retired 
National Guard Maj. Gen. Felipe Rodriguez told reporters he 
had Venezuelan military and intelligence sources warning him 
of operations to capture him before the military arrested him 
for \"rebellion\" in June. The aforementioned active duty 
colonel 

Internet 

with his email account 


12. (C) Post 

current state of the Venezuelan Armed Forces 

their reasoning appears sound. A five-year failure to 
provide cost of living adjustments in a country with 
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double-digit inflation would necessarily take its toll on 
morale. Given the military 

missions 

unprecedented under Chavez (REF C) 

potential could indeed create friction between haves and 
have-nots. On the other hand 

uniforms and doctrine may be the grumbling of those officers 
already opposed to Chavez rather than evidence of a morale 
decline. 
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13. (C) If morale is indeed falling 

recapture military loyalty should not be underestimated. The 
charismatic President constantly extols the military as 
instrumental to his revolution. Additional spending on 
military salaries and entitlements could make Chavez! 
soldiers feel as valued as he describes them. 

WHITAKER 
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website to highlight these themes. 


-- Stress need for the legislative fixes required on critical 
issues such as shiprider and land pre-clearance to ensure 
seamless law enforcement at the border. 


-- Identify highest priority 
among the hundreds of actions identified for public and 
private advocacy. 


Establish a virtual workspace accessible by all Mission 
offices/agencies using Groove Virtual Office. 


Background: Mission Canada\'s twenty-three agencies utilize 
disparate information systems to coordinate issues of 
strategic and regional importance. Often 

and time sensitive information doesn\'t reach the broadest 
possible audience due to information gaps and receipt delays. 
Last August 

Office software as a common operating platform to share 
information in real-time across multiple network boundaries. 


Activities 


-- Deploy Groove Virtual Office to a core group of internal 
and external Mission agencies/offices. Broaden Groove 
deployment to all Mission employees as the initiative matures. 


-- Create a \"Mission Canada workspace to public frequently 
used information such as GST Rebate worksheets 

requests 

Mission Phone Book 

Security Advisories 


-- Create an Emergency Management workspace to share 
information relevant to Mission Canada\'s emergency 
preparedness and response programs such as Avian Flu 
Emergency Action Committee 
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initiatives 


-- Promote the use of compartmentalized virtual workspaces 
between Mission agencies to share information that requires a 
more restricted and limited audience 

Workgroup 

Narcotics 


--Utilize Groove Virtual Office to coordinate 2008 Mission 
Performance Plan (MPP) input with external agencies; 
establish a central repository for MPP historical information. 


-- Evaluate the feasibility of establishing virtual 
workspaces with GoC offices/agencies such as the RCMP to 
share law enforcement sensitive information. 


-- Provide training to all Groove users. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 
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liberal foreign investment regime has been implemented 
representing great strides over the last twenty years when 
the climate for foreign investment was very restrictive. 
Numerous measures 

investment 

the list of areas reserved for local investment only 

been eliminated. Consequently 

impediment to direct foreign investment and applies the 
principle of national treatment to foreign investors.\" 
According to the January 2005 Trade Policy Review 
\"Jamaica has continued to make progress in simplifying 
regulations and procedures and creating a more investment- 
friendly environment. In part as a result 

perception of Jamaica as a prime location for FDI has 
improved." 


With the investment landscape reformed 

turned to the reduction of processing and approval times 
for investment-related applications. In particular 

has been providing assistance to the GOJ and the Private 
Sector Organization of Jamaica for a Regulation 
Legislation and Process Improvement Project to remove some 
of the obstacles to doing business in Jamaica. There is 
currently a revision of the existing Developer's Manual to 
provide updated information on the administration 
legislation 

development approval process in Jamaica. This process 
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should be completed by the end of January 2006 

which the team will be simplifying or eliminating those 
processes that impede or frustrate investors. The WLEGS 
and REGS' Project - spearheaded by the Jamaica Chamber of 
Commerce and aimed at identifying burdensome bureaucratic 
processes - is paying dividends 

study listed Jamaica in the top ten countries in which it 

was easiest to do business. Jamaica ranked well above its 
regional peers and compared favorably with OECD countries 
in areas such as starting a business and hiring and firing 
workers. Although it should be noted that Jamaica\'s 
Redundancy Act makes it expensive to fire workers 

Jamaican system still ranks higher than its regional 

peers. The 2005 report 

registering property and protecting investors into 

account 


The Companies Act and the Securities Act govern 
acquisitions 

companies. In 1996 the Securities Act was revised to 
bring it in line with international regulations. The 
takeover code was redesigned to ensure the integrity of 
the securities market while protecting minority 
shareholders. 


Jamaica\'s legal system is based on English common law 
principles 

enforceability of contracts are based upon such 
principles. Thus 

and upholds the sanctity of contracts. There are no 

limits on foreign ownership or control and the Embassy is 
not aware of any economic or industrial policy that has 
discriminatory effects on foreign investors. 


Foreign investors are generally granted national or Most 
Favored Nation treatment 

Bilateral Investment Treaties (BITs). There are no 
screening mechanisms for foreign investments 
investors apply for government incentives 

required to meet some basic pre-requisites and due 
diligence may be done by the approving agency. This 
process is not discriminatory and is not intended to 
impede investment. Jamaica has also undertaken a 
comprehensive program of trade and financial 
liberalization 

investment. However 

security 

involve sectors such as life insurance 

are subjected to some restrictions. 


Jamaica\'s privatization program is fully open to 
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participation by foreign investors 

are on the restricted list. The National Investment Bank 
which administers privatization 

that the process is fair and transparent. However 

some privatization transactions the participation of local 
investors may lead to added points in the scoring of 
proposals. When large entities are being privatized 
advertisements are generally placed in newspapers such as 
the Financial Times 

Street Journal to attract foreign investors. An 

information memorandum accompanies privatization proposals 
and includes the specific requirements under which bidders 
are allowed to participate and the criteria by which 
proposals will be evaluated. Foreign investors have won 
most of the privatization bids in the last five years. 


The country is party to both multilateral and bilateral 
treaties 

do nat distinguish between local and foreign investors. 
The Embassy is not aware of any discrimination against 
foreign investors at the time of initial investment or 

after the investment is made. However 

Companies Act investors are required either to establish a 
local company or to register a branch office of a foreign- 
owned enterprise. Branches of companies incorporated 
abroad must also register with the Registrar of Companies 
if they intend to operate in Jamaica. The Companies Act 
which came into effect in February 2005 

companies to hold lands without registering in Jamaica. 
There are no laws or regulations requiring firms to adopt 
articles of incorporation or association 

prohibit foreign investment 

The Embassy is not aware of any other ways private firms 
could restrict foreign investment. 


Foreign direct investment (FDI) has averaged USD 570 
million during the last five years 

fourth largest source of foreign exchange inflow. FDI 
peaked at USD 721 in 2003 

world and regional FDI. Jamaica outperformed countries 
such as Argentina 

Dominican Republic and was classified as an over 
performing investment location by the World Investment 
Report. The country was also ranked 20th for global 
interest as an inward investment location. The dynamism 
in FDI was most evident in the construction 
telecommunications 

introduction of competition in the telecommunications 
sector has attracted four mobile providers and over USD 
160 million in investments per year since 1999. This 
could increase further as the GOJ is issuing two 
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additional fiber-optic licenses to reduce the cost of 

internet rates. Highway 2000 

is being constructed by French company Bouygues under a 
build 

project was completed at a cost of USD 125 million. Phase 
two started in December 2005 and some USD 62 million has 
already been expended. 


Foreign direct investment fell to USD 601.6 million in 

2004 due to the lull in mining and telecommunications 
investment activity. However 

geared toward achieving further diversification and growth 

in the bauxite 

expected to recover in 2005 and 2006. The GOJ\S 
dismantling of the old bauxite levy system on a company-by- 
company basis 

expansion by Alumina Partners (ALPART). ALCOA (JAMALCO) 
has also announced a USD 800 million expansion plan 

single largest investment in the country's history. 

Tourist attractions have also been granted similar 

incentives (tax holidays) to those existing in the 
accommodation sub-sector 

foreign investment in tourist attractions 

Cove and Chukka Caribbean Adventures. Over the next three 
years the accommodations sector is slated to receive over 
USD 2 billion in investment from three Spanish hotel 

chains as well as from foreigners investing in the 

proposed high-end Harmony Cove Tourism Development. The 
GOJ has also entered into agreements with Trinidad and 
Tobago to set up a Liquid Natural Gas (LNG) plant at a 

cost of USD 250 million and a Brazilian company 

has rehabilitated an ethanol-producing plant at a cost of 

USD 8 million and is set to embark on an expansion plan in 
2006. Another Brazilian company 

in sugar and ethanol 

Jamaica\'s sugar industry for USD 300 million. 


A.2. Conversion and Transfer Policies 


Jamaica has no restrictions on holding funds or on 
transferring funds associated with an investment 

country liberalized its foreign exchange market in 1991. 
However 

through authorized foreign exchange dealers 

bureaux de change at market-determined rates. Foreign 
exchange is generally available 

source large amounts of foreign exchange over a three to 
four day period. There are currently no plans to change 
the policies affecting investment remittances and there is 
no delay period currently in effect for remitting 
investment returns. There is no legal parallel market 
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(tiered system) for foreign exchange following 

liberalization and there are no limitations on the inflow 

or outflow of funds for any transaction. Recently 

surveyed U.S. companies indicated no problems or delays in 
accessing foreign exchange or remitting investment 

returns. 


A.3. Expropriation and Compensation 

Property rights are protected under Section 18 of the 
Jamaican Constitution. Expropriation of land may take 
place under the Land Acquisition Act 

compensation on the basis of market value. Expropriation 
can take place before compensation is paid 

case interest for the period between the expropriation and 
the compensation settlement must be paid. According to 
the law 

transparent and compensation for expropriated property 
must be adequate. If informal negotiation on compensation 
fails 

has signed bilateral agreements for the reciprocal 
promotion and protection of investments with a number of 
countries 

not aware of any litigation between the Jamaican 
government and any private individual or company based on 
expropriation or on compensation for expropriation. There 
are currently no laws that force local ownership. 


A.4. Dispute Settlement 


Disputes between enterprises are handled in the local 
courts 

International Center for Settlement of Investment Disputes 
(ICSID). There have been cases of trademark infringements 
in which U.S. firms took action and were granted 

restitution in the local courts. The Jamaican 

Constitution provides for an independent judiciary with a 
three-tier court structure. Claims may be brought before 
the Magistrate or Supreme Court. Appeals on decisions 
made in these courts can be taken before the Court of 
Appeal and then to the Judicial Committee of the Privy 
Council in the UK. However 

replaced by the Caribbean Court of Justice (CCJ) 

will consider and determine appeals in civil and criminal 
matters from common law courts within CARICOM member 
states. Jamaica has effective means for enforcing 

property and contractual rights through: (1) The Judgment 
and Awards (Reciprocal Enforcement) Act; (2) The Judgment 
(Foreign) (Reciprocal Enforcement) Act; (3) The 

Arbitration (Recognition and Enforcement of Foreign 
Awards) Act; and 

for Enforcement) Act. Under these Acts 
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foreign courts are accepted and enforced in all cases 
where there is a reciprocal enforcement of judgment treaty 
with the relevant foreign state. 


A number of disputes involving foreign investors and the 
GOJ 

association 

has yet to be resolved 

levy by the GOJ on in-coming telephone calls for a 
Universal Access Fund to finance computers and other 
information-related activities in Jamaican schools. US 
long-distance telephone companies have been resisting the 
move and have requested that the Federal Communications 
Commission put pressure on Jamaica to desist from 
collecting the \"cess 


Petroleum marketing companies are also resisting moves by 
the GOJ to implement a Code of Conduct to address issues 
such as the management of service stations 

periods 

consensus on the new rules 

that the rules impinge on the terms and conditions of 
commercial arrangements and run counter to the GOU\'S free- 
market philosophy. Marketing company Esso Standard Oil 
and its dealers (as represented by the JGRA) are also 
embroiled in a dispute over the multinational 

corporation\'s pricing policy. The dispute led to a 

shutdown of the companys retail outlets throughout 
Jamaica for a week 

all the country\'s retail outlets. The shutdown 

masterminded by the JGRA 

intervention of the Ministry of Labor 

meeting with the disputing parties and established a three- 
member Board of Inquiry to look into complaints by dealers 
of unfair pricing polices by Esso. 


The Mirant-owned Jamaica Public Service Company Limited 
(JPS) was also engaged in a dispute with the GOJ on the 
regulatory framework for the testing and inspection of 
electricity meters. The issue of regulation arose after 
information surfaced that the utility company improperly 
billed a number of customers. However 

resisted the move to test and inspect its meter by the 
Bureau of Standards under the Compulsory Standards Order 
of 2005 

authority to carry out testing and inspection. The public 
service company filed an action to stay the implementation 
of the Order 

Court. After extended negotiation the JPS and the GOJ 
agreed that an independent body would have responsibility 
for approving new meter types as well as for testing the 
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quality of meters on importation for use in the domestic 
market. As a consequence 

Science and Technology revoked the Compulsory Standards 
Order and the JPS withdrew the legal action. 


There is a Bankruptcy Act dealing with personal 
insolvency 

insolvency 

Exchange and the Sale of Goods Acts dealing with 
commercial matters. There are also extensive common law 
principles 

Under the bankruptcy laws 

order against an individual or a winding up order against 
the company and will be entitled to share in the assets of 
the bankrupt party on a pro-rata basis 

specified preferential creditors are paid 

redundant employees. The claimant has the option of 
settling a claim in the currency in which the debt or 
obligation was incurred or in local currency. 


Jamaica 

international arbitration of investment disputes between 
Jamaicans and foreign investors. Local courts also 
recognize and enforce foreign arbitral awards. 
International arbitration is also accepted as a means for 
settling investment disputes between private parties. 
However 

the CCJ will interpret and apply the Revised Treaty of 
Chaguaramas 

Economy. There is no formal domestic arbitration body in 
Jamaica 

proceedings to settle their disputes. These proceedings 
are guided by the Arbitration Act which sets out the 
procedures disputing parties follow once they agree on 
arbitration and works in conjunction with the Arbitration 
Clauses Protocol Act 

foreign arbitral awards will be addressed. If a foreign 
investor\'s country has a BIT with Jamaica then the rules 
of this treaty would apply. Other foreign investors are 
given national treatment and civil procedures would apply. 


A.5. Performance Requirements and Incentives 

Jamaica is a signatory to the WTO Agreement and is in 
compliance with most Uruguay Round obligations 

the TRIMS obligations. There are no performance 
requirements imposed as a condition for investing in 

Jamaica. The GOJ offers a number of incentives to attract 
investments 

exchange and expand employment. Some incentives are non- 
compliant with the WTO Agreement on Subsidies and 
Countervailing Measures and should have been phased out by 
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2003. However 

WTO to revise its incentives. Recommendations from 
reports from the World Bank-affiliated Foreign Investment 
Advisory Service and a local Tax Review Committee were 
submitted to the GOJ on the treatment of fiscal 
incentives. However 

incentive regime awaits the completion of another study 
that would seek to determine the nature of the reform. 
Chief among the current incentives are: 


(a) The Export Industry Encouragement Act (EIEA) - 

entitles companies manufacturing products for export to 
non-CARICOM member countries benefits such as exemption 
from income and dividend taxes for up to ten years 

exemption from import duties on raw material and machinery 
during the incentive period. Service industries were 

included in 1990 and in 1996 the EIEA was amended to 
include companies that do not export 100 percent of their 
output. 


(b) The Hotel Incentives Act - entitles hoteliers to 

income and dividend tax relief for up to ten years. 
Hoteliers may also receive an exemption from import duties 
for constructing or expanding hotels 

least ten rooms and facilities for other activities. 

Income tax relief is granted for 15 years to hotels that 
meet certain qualifications including: having 10 to 350 
rooms 

a qualified general manager. The Resort Cottages 
Incentives Act allows for income and dividend tax relief 
and duty-free importation of articles required to 

construct and equip resort cottages for up to seven years. 


(c) The Motion Picture Industry Encouragement Law - motion 
picture producers can receive duty relief on imported 

goods for use in motion picture production as well as 

income tax exemption from the date of release or 

exhibition of each motion picture produced in Jamaica for 

a period of nine years. Producers are also granted a tax 
deduction of 70 percent of the capital expenditure 

incurred in acquiring facilities either in the year in 

which the cost is incurred or in any subsequent year at 

the option of the producer. 


(d) Approved farmer status under the Income Tax Act - 
certified persons or companies engaged in growing food or 
seed crops 

husbandry are eligible for income tax relief for up to 10 
years 

farm vehicles. 
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(e) The International Finance Company Act - available to 
finance companies conducting business solely with 
foreigners. With regard to Jamaican operations 
residents must hold at least 95 percent of the loan 
capital. Profits of an approved corporate body are taxed 
ata rate of only 2.5 percent. 

(f) The Shipping Incentives Act - approved shipping 
corporations are granted import duty and income tax 
concessions for a period of ten years. 


(g) The Foreign Sales Corporation Act - provides exemption 
from income tax for five years for qualified income 

arising from foreign trade. U.S. law through the Tax 
Information Exchange Agreement (TIEA) reinforces this 
incentive. 


(h) The Industry Modernization Program (IMP) and 
Moratorium on Duties - under the IMP 

from general consumption tax on capital goods acquired for 
modernization. The Minister of Finance may award a 
moratorium on import duties on capital items for up to 

three years to companies 

existing incentive legislation and have the potential to 
contribute significantly to foreign exchange earnings. 


(i) Accelerated Depreciation - certified companies are 
allowed to deduct 50 percent of the full cost of new 
machinery in the year of purchase and a further 50 percent 
in the following year. 


(j) Other Incentives - a number of development banks 
provide concessionary financing for projects. The 
Jamaican National EXIM Bank provides concessionary 
interest rate loans for trade financing 

Development Bank of Jamaica offers reduced lending rates 
to the productive sectors. The National Investment Bank 
of Jamaica also provides equity and quasi-equity financing 
for key economic sectors listed under the National 
Industrial Policy. 


Foreign investors and their investment are generally 
granted national treatment status 

outlined in their BIT. In essence 

performance requirements 

Zone status 

their output. Foreign firms are allowed to participate in 
GOJ-financed or subsidized R&D programs on a national 
treatment basis. Work permits are granted by the Ministry 
of Labor for a specified period 

individual obtaining a working visa from the Jamaican 
Consulate available in or near their home state. 
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Effective from 2005 

would not require a tourist visa 

business on short-term basis 

visa if they will be in Jamaica for a period not exceeding 
thirty days. However 

business visa to enter Jamaica if they are conducting 
business for periods exceeding thirty days. Foreign 
nationals who would need visas for entry to Jamaica for 
other purposes will require a business visa to conduct 
business for any length of time. 


All importers are subject to the same procedures when 
trading in goods and services. To qualify for entry 
certificates importers must obtain 

invoice 

of value and a bill of lading and sight. Products 
imported into Jamaica must also meet specific Acts 
administered by the Jamaica Bureau of Standards. In 
December 2001 

(yy/mm/dd) as the official format for trade 

labels are still accepted in the traditional European 
style (dd/mm/yy). The Jamaican economy is relatively 
open 

the Veterinary Division requires certification from a US 
Federal Agency for all products containing animal and 
animal by-products irrespective of quantity or form. 
Highly processed products such as cookies and chips 
therefore require certification from a government 
veterinarian. The Coffee and Coconut Industry Boards also 
have to issue import certificates for coffee beans and 
cooking oils 

lengthy delays in obtaining these permits. Under intense 
pressure from farmers\' cooperatives 

100 percent Common External Tariff (CET) plus an 80 
percent Additional Stamp Duty (ASD) 

percent 

imported vegetables. 


A.6. Right to Private Ownership and Establishment 
All private entities are entitled to establish and own 
business enterprises and engage in all forms of 
remunerative activity 

registration and environmental requirements. Private 
entities are also free to establish 

of interests in business enterprises. Public and private 
enterprises have equal access to markets 

business operations 

However 

it does not distort the market. 


A.7. Protection of Property Rights 
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The Jamaican Constitution guarantees property rights. 
Jamaica has a system of registered title set out in the 
Registration of Titles Act 

for the enforcement of secured interests in property by 
way of mortgage. It also facilitates and protects the 
acquisition and disposition of all property rights 

working through Jamaica\'s cumbersome bureaucracy can 
result in significant delays. In particular 

takes a long time for landowners to secure titles. 

Squatting 

also become a challenge in the last ten years. Jamaica is 
a member of the World Intellectual Property Organization 
and is a signatory of the Bern Convention. Jamaica and 
the US have an Intellectual Property Rights Agreement and 
a BIT 

property. However 

List\" country 

compliant. A Geographical Indications Act (Gl) was passed 
in 2004 to protect products that originate from localities 
where a particular quality or reputation is attributable 

to its geographical origin. General law provides 

protection for Trade Secrets. Protection against Unfair 
Competition is also provided by the general law and the 
Fair Competition Act. 


The Copyright Act of 1993 

TRIPS Agreement and adheres to the principles of the Bern 
Convention 

to computer programs. Amendments in June 1999 make 
explicit the provision of copyright protection on 

compilations of works such as databases and make it an 
offense for a person to manufacture or trade in decoders 

of encrypted transmissions. It also gives persons having 
rights in encrypted transmissions or in broadcasting or 

cable program services a right of action against persons 
who infringe their rights. The Act needs to be amended to 
give effect to the provisions of the World Intellectual 

Property Office WCT Copyright Treaty and WPPT Performances 
and Phonograms Treaties to which Jamaica acceded in 2002. 
The Trademark Act of 1999 is also compliant with the TRIPS 
Agreement and provides the owner of registered trademarks 
exclusive rights for up to ten years 

provides for the protection of \"well-known\" marks under 

the Paris Convention. A TRIPS-compliant Layout Designs 
Act has also been in effect since June 1999. The Act 
provides protection for layout-designs for integrated 

circuits and gives the rights owner the exclusive right to 
reproduce 

the layout-design and to authorize other persons to do so. 
That right is in place for ten years and may be 

transferred by the rights owner. 
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A.8. Transparency of Regulatory System 


A Fair Competition Act (FCA) was implemented in 1993 and 
is administered by the Fair Trading Commission. The main 
objective of the FCA is to prevent business interests and 
government policies from hindering the efficiencies to be 
gained from a competitive system. The FCA deals with 
misleading advertisements 

trading practices and interlocking directorships. To date 
the FTC has investigated over 5 

which are consumer protection related. 


There are laws and policies covering taxation 

health and other issues to avoid distortions or 
impediments to the efficient mobilization and allocation 
of investment. However 

Redundancy Act 

disincentive to investment funds. In 2001 

of the Anti-Dumping and Subsidies Commission was expanded 
through the implementation of a Safeguards Act 
protects producers from import surges. The GOJ also 
established the Office of Utilities Regulation to act as 
regulator of the country's utilities. 


Although there has been improvement in the approval 
process for investment projects 

anywhere from three months for Free Zone projects to over 
a year for green-field projects. Having recognized the 
problem 

bureaucracy as well as improve transparency and customer 
service levels within the public sector. A Ministry of 
Development was established to deal with investment 
bottlenecks. The private sector 

joined forces to implement a project (\"LEGS and REGS\") to 
identify and deal with key legislation 

processes that constrain business. 


The Embassy is not aware of any informal regulatory 
processes managed by NGOs or private sector associations 
or of any private sector and/or GOJ effort to restrict 

foreign participation in industry standards-setting 

consortia or organizations. However 

the Free Trade Commission (FTC) implemented a non- 
legislative code of conduct governing the petroleum 
industry. The mandates of this code place restrictions on 
property sales and contracts between marketing companies 
and retailers 

the FTC. Proposed legislation is available for public 
comment and submissions are generally invited from members 
of the public for items considered to be controversial. 
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The legal 

transparent and consistent with international norms and 
Jamaica has adopted the new International Financial 
Reporting System. 


A.9. Efficient Capital Markets and Portfolio Investment 
Since the 1980s 

fostering private sector activity and increasing the role 
of market forces in resource allocation. These reforms 
intensified in the 1990s 

and capital account liberalization. This has led to the 
availability of credit on market terms and foreigners are 
allowed to borrow freely on the local market at market- 
determined rates of interest. 


Jamaica now has an effective regulatory system established 
to encourage and facilitate portfolio investment. The 
Financial Services Commission and the Bank of Jamaica 
jointly regulate portfolio investment. At the end June 

2005 

total assets amounting to over USD 4.7 billion or 85 

percent of the entire assets of commercial banks. Five of 
the country's six commercial banks 

largest 

was a meltdown in the financial sector 

there has been consolidation and increased output 
performance. Significant strides have also been made in 
terms of the regulatory framework 

with international standards. The non-performing loans 
portfolio as a percentage of the total asset base has 

moved from seven percent in 2000 to 2.4 percent at the end 
of June 2005. 


Based on the Rule 404 of the Jamaica Stock Exchange (JSE) 
fully paid shares shall be free from any restriction on 

the right of transfer and from all liens. Two listed 

companies have clauses within their memoranda and articles 
of association that restrict foreign investors 

predate the JSE. JSE listing arrangements allow for 20 
percent of issued share capital to be listed 

no requirement that stipulates that this threshold must be 
maintained after listing. The rules of the JSE and the 
Security Acts also have specific provisions relating to 

the process of takeover and mergers 

and given that there are no specific provisions (except in 

the cases mentioned above) regarding restrictions to 

foreign participation 

specific measures designed to protect against hostile 

foreign takeovers. 


A.10. Political Violence 
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Jamaica has had no incidents involving politically 
motivated damage to projects and/or installations. Crime 
poses a greater threat to foreign investments than do 
politically motivated activities. The country did 

however 

riots) in April 1999 when the government raised taxes on 
petroleum products. There was also sporadic violence for 
a few days in July 2001 in response to what was perceived 
as \"heavy-handed\" police incursions into two Kingston 
neighborhoods considered loyal to the opposition Jamaica 
Labor Party. The resort city of Montego Bay also 
experienced a day of social unrest in 2003 

alleged police excesses. The street demonstration 
included the blocking of roads 

tourists between hotels and the airport. Violent crime 
rooted in poverty 

serious problem in Jamaica 

Sporadic gang violence and shootings are concentrated in 
certain inner city neighborhoods 

areas. Extortion is a serious problem in certain areas of 
the commercial district and on large construction projects 
- such as the highway project. 


A.11.a. Corruption 


Jamaica has a Corruption Prevention Act (CPA) 
established a Corruption Prevention Commission in 2003 to 
among other things: (1) receive 

statutory declarations of public sector workers; (2) 

receive and investigate any complaint regarding an act of 
corruption; and 

corruption 

do so. To date there has been no enforcement 
Commission lacks the capacity to enforce the filing of 
declarations. Recent reports suggest that non-compliance 
is running at over 30 percent. However 

will be working with the Director of Public Prosecution to 
have enforcement measures implemented. The Embassy is not 
aware of any disproportionate application of corruption 
measures against foreign investors 

public perceive the law to be applied impartially among 
locals. During a recent panel discussion on governance a 
GOJ senator also stated that Jamaica had not done well in 
eliminating corruption from the public sector. 


Jamaica is a signatory of the OECD Anti-Bribery Convention 
and has ratified the Inter-American Convention Against 
Corruption. Anti-corruption initiatives have been taken 
within the Jamaica Constabulary Force as well as some 
private sector organizations. Prosecutors also continue 

to take part in regional anti-corruption conferences 
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one such conference developed by the United States 
Department of Justice (USDOJ). However 

signatory to the UN Anticorruption Convention. The 
Embassy is not aware of any U.S. firm identifying 
corruption as an obstacle to foreign investment. 
Transparency International (TI) performed a formal study 
of corruption in 2003. The Tl report identifies 
widespread political 

corruption as being prevalent in Jamaica. According to 
Transparency International\'s Perception Index 

scored 3.6 out of 10 in 2005 

suggesting that the country has made only marginal 
improvements in transparency. 

Under the Corruption Prevention Act (CPA) it is an offense 
to solicit or accept a bribe. Public servants can be 
imprisoned for up to ten years and fined as much as JMD 
ten million if found guilty of engaging in acts of 

bribery. Individuals and companies are also criminally 
liable if they bribe foreign public officials and can be 
prosecuted and face the same penalties. The legislation 
covers public officials who meet the JMD two million 
salary threshold and those working in sensitive positions 
such as police and military officers. The creation of the 
CPA could be viewed as evidence that GOJ officials are 
taking anti-corruption efforts seriously. However 
financial constraints have crippled the Commission\'s 
ability to fully execute its mandate of enforcing asset 
declarations. There is no indication that bribes can be 
deducted from taxes. 


The CPA also contains provisions for the extradition of 
Jamaican citizens for crimes of corruption. In April 

2002 

Parliament for government ministers. The 49-point code 
covers such issues as conflict of interest and integrity 

in the conduct of public and private business. The agency 
responsible for combating corruption is the Commission for 
the Prevention of Corruption. Other \"watchdog\" 
organizations operating in Jamaica include Transparency 
International 

State Terrorism and the Farquharson Institute of Public 
Affairs. 


The Commissioner of Police has embarked on a bold program 
to rid the Jamaica Constabulary Force of corrupt police 

which has plagued the image of the force for a number of 
years. The Commissioner has already made recommendations 
for 11 members of the force 

be retired in the public interest. However 

members have already sought legal counsel to halt the 
recommendation. 
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b. Bilateral Investment Agreements 

Jamaica has investment treaties with: the United States 
(Feb. 1994 

Argentina (Feb. 1994) 

1993) 

Switzerland (Dec. 1990) 

China (1998) 

Indonesia (Feb. 1999) and Zimbabwe (Feb. 1999) and is 
presently negotiating bilateral investment agreements 
with: South Korea 

Jamaica has also signed and ratified double taxation 
agreements with: the US 

Switzerland 

United Kingdom. 


c. OPIC and Other Investment Insurance Programs 


The Overseas Private Investment Corporation has identified 
infrastructure 

and energy as areas where its programs can have an impact 
in Jamaica. OPIC political risk insurance can insure up 

to USD 40 million per project. OPIC also provides medium 
to long-term financing to ventures with significant U.S. 
participation. OPIC can normally guarantee or lend from 
USD 0.1 to 250 million per project. OPIC is currently 
providing USD 190 million in insurance and financing 
support for five projects in Jamaica in the construction 
energy 

country became a signatory to the Multilateral Investment 
Guarantee Agency in 1986 and ratified the agreement in 
1987. 


Rising inflation combined with declining supplies of 

foreign exchange 

fuelled frequent bouts of instability in the foreign 

exchange market during July to September 2005. By the end 
of the September the local currency had depreciated by 1.7 
percent. This compares with an appreciation of 0.02 
percent in the previous three quarters. The inflationary 
expectations prompted investors to realign their 

portfolios 

and USD-denominated instruments. To ease the demand 
pressures 

the market. The foreign exchange market continued to face 
increased demand pressures in to December 

Bank of Jamaica to intensify its intervention program. 
However 

2.1 billion at the end of October and with tourism and FDI 
inflows expected to pick up in December the market should 
stabilize by the end of 2005 and barring shocks the market 
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should remain relatively stable during 2006. 


d. Labor 


Jamaica had an estimated labor force of 1.2 million at the 
end of 2004 

1999 there has been a steady supply of people trained in 
information technology particularly for call centers 

most of these workers have been absorbed by the growing 
call center industry. There has also been a jump in the 
number of university graduates 

depleted by migration to North America and the UK. This 
has apparently led to a shortage of highly educated and 
experienced labor as evidenced by the number of 
advertisements for these workers in the newspapers weekly. 
On the other hand 

number of work permits issued to expatriates 

in the services sectors. In 2004 

permits were issued 


Jamaica has an active and strong trade union movement with 
membership equal to an estimated 20 percent of the labor 
force 

than has traditionally been the case in Jamaica. Labor 
relations have traditionally been adversarial due to the 

level of distrust between workers and management. However 
both parties have attempted to enhance the relationship 
between them by enacting a program for the management of 
labor cooperation (PROMALCO) launched in April 2002. 
There is also a memorandum of understanding on labor 
arrangements between unions and employers in the bauxite 
industry and the GOJ and unions for public sector workers. 
As a consequence 

129 and the number of work stoppages declined from 29 to 
16. 


Jamaica has ratified the following ILO Conventions: Right 
of Association (Agriculture) Convention 1921 - ratified 
July 8 

Right to Organize Convention 

1962; and 

Convention 

will be adopting the ILO policy on HIV/AIDS in the 
workplace. The GOJ working in conjunction with the ILO 
and local stakeholders has also developed a national plan 
of action on flexibility in working time to guide flexible 
working arrangements in Jamaica. Under the Work Permit 
Act 

first apply for a permit issued by the Ministry of Labor. 
The law which 

Jamaicans 
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foreign nationals to prove that attempts were made to 
employ a Jamaican national. 


e. Foreign-Trade Zones/Free Ports 


Jamaica\'s Free Zones Act allows investors to operate 
solely with foreign exchange in activities such as 
warehousing 

processing 

insurance and banking. Incentives offered include a 100- 
percent tax holiday in perpetuity 

requirements and exemption from customs duties on 
construction and raw materials 

equipment. Manufacturing companies operating in the free 
zones are allowed to sell 15 percent of their production 

on the local market with the approval of the responsible 
Minister. Duty-free zones are primarily found in 

airports 

activities do not discriminate on the basis of 

nationality. The Kingston and Montego Bay Free Zones 
provide factory space for the above listed activities. 
Amendments have also been made to the Jamaica Export Free 
Zone Act to allow for the establishment of Single Entity 
Free Zones 

free zones. The Kingston Free Zone has recently developed 
an Informatics Park. There is ongoing revision of the 
appropriate pieces of legislation to determine the 

benefits to afforded to service providers operating in a 

free zone areas. 


For foreign trade zone information investors can contact: 


Mr. Robert Stephens 

Montego Bay Free Zones 

Tel: (876) 922-0290-8; 923-5274-5/6021; Fax: (876) 923- 
6023. 1 Mangrove Way 

1377 

Email: rstephens@portjam.com 


Ms. Marsha Davidson 

Corporation 

Fax: (876) 924-9630; Email: factories@cwjamaica.com 
Foreign Direct Investment Statistics 


f. Foreign Direct Investment Statistics 


Table 1: FDI Stock in Jamaica (USD Million) 
1995 2000 2001 2002 2004 

Inward 1 

Outward 42 709 798 872 1 

Source: World Investment Report 
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Table 2: FDI Stock as a Percent of GDP 


1995 2000 2001 2002 2004 
Inward 32.3 43.0 50.5 56.7 66.4 
Outward 6.3 92 103 112 12.4 
Source: World Investment Report 


Table 3: Inward FDI (USD Million) 
2000 2001 2002 2003 2004 


Direct Investment 469 614 479 721 602 
Bauxite Sector 98 84 108 150 57 


JAMPRO 136 110 79 201 83 
Ret. Earnings 116 116 162 158 178 
Divestment 41 234 84 0 0 
Other 79 71 46 212 284 


Source: Bank of Jamaica 
Table 4: Inward FDI as a percentage of GDP 
2000 2001 2002 2003 2004 


Direct Investment 6.9 8.7 66 95 6.7 
Bauxite Sector 14 12 15 20 0.7 


JAMPRO 20 16 11 26 0.9 
Ret. Earnings 17 16 22 21 2.0 
Divestment 06 33 11 0.0 0.0 
Other 12 10 06 28 3.2 


Source: Bank of Jamaica 


Table 5: FDI Projects Facilitated by Jamaica Promotions 
by Sector (USD Million) 


99/00 00/01 01/02 02/03 03/04 


TOTAL 116.8 457.7 289.2 462.7 105.8 
Agriculture 06 00 00 56 2.9 
Film 43 87 98 94 14.2 


Information Tech. 10.8 206.1 186.0 277.0 45.9 
Manufacturing 38.6 31.1 56.5 85.6 31.1 
Mining 8 Chemicals 12.9 33.1 0.4 30.4 0.4 
Music 0.0 0.0 00 0.0 0.0 
Tourism 49.5 178.7 36.5 54.6 11.1 
Source: Jamaica Promotions Agency (JAMPRO) 


Table 6: FDI Projects Facilitated by JAMPRO by Selected 
Country of Origin 


Country and Sector JDOLS Millions 
BELGIUM 
Agriculture 1.0 


Film 2.3 
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Tourism 100.0 
CANADA 
Film 126.7 
Information Technology 35.0 
Manufacturing 546.3 
Mining and Chemical 213.5 
Music 0.1 
CAYMAN ISLAND 
Film 0.2 
Tourism 78.2 
DOMINICAN REPUBLIC 
Information Technology 276.0 
GERMANY 
Film 131.3 
ITALY 
Film 1.2 
Tourism 46.5 
JAPAN 
Film 14.2 
RUSSIA 
Film 228.5 
SOUTH AFRICA 
Film 0.8 
Manufacturing 27.2 
SPAIN 
Tourism 2 
ST. LUCIA 
Manufacturing 88.6 
TRINIDAD AND TOBAGO 
Film 0.2 
Mineral and Chemical 751.8 
U.S.A. 
Agriculture 171.5 
Film 1 
Information Technology 12 
Manufacturing 2 
Mining and Chemicals 306.0 
Textiles 102.5 
Tourism 4 
UNITED KINGDOM 
Film 277.9 
Information Technology 9 
Manufacturing 971.0 
Music 1.5 
Tourism 103.8 
MULTIPLE OWNERS 
Film 19.8 
Tourism 1 
Source: JAMPRO (does not capture all new investments) 


Jamaica has a long history of attracting foreign direct 
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investment. Among the major US investors operating in 
Jamaica are: 


KPMG 


Lindo Foote 
McCamn Erickson (Ja.) Ltd. 


ADM Milling Company 

Coca Cola Puerto Rico (Jamaica) Ltd. 
Nabisco Brands 

Pepsi-Cola Jamaica Bottling Co. Ltd. 
Kraft 


Alumina Partners of Jamaica 

Antilles Chemical Co. 

Cetco Water Laboratories 
Diversey-Lever Jamaica Ltd. 

Fabcon (Caribbean) Ltd. 

Gillette Caribbean 

Glaxosmithkline Beechan International 
Industrial Gases Ltd. (IGL) 

Sherwin Williams W.l. Ltd. 

Smithkline Beecham International 


Data Key Processors Jamaica Ltd. 
Fargo Electronics 

IBM World Trade Corp. 

Jamaica Digiport Int\'l Ltd. 

Media Track Inc. 
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Microsoft 

New Horizons Learning Centre 
Oceanic Digital Jamaica Ltd. 
Productive Business Solutions Ltd. 
Standard Data Systems 


Colgate Palmolive 

F. W. Woolworth & Co. (Ja.) Ltd. 
Gillette Caribbean 

Johnson & Johnson 

KIWI Brands Caribbean Ltd. 
Mead Johnson (Ja.) Ltd. 
PriceSmart 


DHL 

Federal Express 

UPS 

International Bonded Couriers/Go Global 


American Home Assurance Co. 
Blue Cross of Jamaica 


3-M Interamerica Inc. 

Colgate Palmolive (Ja.) Ltd. 
Custom Marble & Design Jamaica Ltd. 
Econ Industries Inc. 

Goodyear Jamaica Ltd. (Distributor) 
Hofmann and Leavy Jamaica Ltd. 
IGL Limited 

Jockey International (Ja.) Ltd. 
Johnson 8 Johnson (Ja.) Ltd. 

Kraft Foods Jamaica 

Sealy Mattress Company 

Sherwin Williams W.l. Ltd. 

Singer Sewing Machine Co. Ltd. 


Mining & Energy 
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Alcoa Minerals of Jamaica 

Alumina Partners of Jamaica (ALPART) 
Esso Standard Oils S.A. Ltd. 

Jamaica Energy Partners 

Jamaica Private Power Company Ltd. 
Kaiser Bauxite Company 

Mirant Corp. 

Texaco Caribbean Inc. 


American Airlines 
American Express Int\ Inc. 
Avis Rent A Car 

Baskin Robbins 

Budget Rent-A-Car 

Burger King 

Delta Airlines 

Domino\'s Pizza 

Hertz (Liberty) Car Rental 
Hilton (Kingston) Hotel 
Holiday Inn Sunspree Resort 
KFC 

Northwest Airlines 

Pizza Hut 

Popeye\'s Chicken and Seafood 
Ritz Carlton Hotel 

Spirit Airlines 

Subway (Ja.) Ltd. 

TGI Friday\'s 

Wendy\'s 

Wyndham Rose Hall Hotel 


END TEXT. 
TIGHE 
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(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
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low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


WELLINGTON 00000035 002 OF 002 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 

night 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
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during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 

visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


Burnett 
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ASPECTS OF REFUGEE PROBLEMS IN AFRICA\". BUT APART FROM A 1954 
AGREEMENT WITH UNHCR AND TWO WTECHNICAL DECREES\" FROM THE 
MINISTRY OF THE INTERIOR RELATING TO RESIDENCE AND TRAVEL 

HAS NO NATIONAL LEGISLATIVE FRAMEWORK ON ASYLUM. 


5.(SBU) THE 1954 AGREEMENT HAS BEEN USEFUL IN COMMITTING THE 
GOVERNMENT TO MAINTAIN A GENEROUS ADMISSIONS POLICY; TO OBSERVE 
THE PRINCIPLES OF NON-REFOULEMENT (FORBIDDING FORCED RETURN); TO 
GRANT UNHCR UNHINDERED ACCESS TO ANY ASYLUM SEEKER OR REFUGEE 
DETAINED FOR ILLEGAL ENTRY IN THE COUNTRY; AND TO PROVIDE 
TEMPORARY RESIDENCE PERMITS TO RECOGNIZED REFUGEES. 
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6. (SBU) Egypt\'s posture towards the refugees leading up to the 
December 30 tragedy could be characterized as benign neglect. In 
the absence of national asylum legislation and appropriate 
institutions UNHCR has provided protection to refugees under its 
mandate by implementing refugee status determination (RSD) 
procedures and to coordinate with relevant authorities to prevent 
detention 

crushing poverty and high unemployment 

dependent on the assistance of UNHCR and NGOs to provide 
subsistence and to meet their medical 

needs. 


7. (SBU) THERE ARE NO REFUGEE CAMPS IN EGYPT AND ASYLUM SEEKERS 
LIVE AMONG THE CAIRENES 

AND FOR SCARCE SOCIAL SERVICES. THE SUDANESE HAVE DEALT WITH 
THIS BY DEVELOPING THEIR OWN COMMUNITY SUPPORT GROUPS AND MANY 
HAVE GATHERED TOGETHER IN THE \"ARBA WA NUS" SHANTY-TOWN ON THE 
OUTSKIRTS OF CAIRO. 


8. (SBU) ALTHOUGH EGYPT GENERALLY RESPECTS THE UNHCR DOCUMENTS 
CARRIED BY REFUGEES - AND THOSE REFUGEES DETAINED OR THREATENED 
WITH DEPORTATION ARE USUALLY QUICKLY RELEASED - THERE HAVE BEEN 
REPORTED CASES OF MISTREATMENT. IN 2003 LOCAL AUTHORITIES ROUNDED 
UP 

AFRICANS INCLUDING THOSE WITH UNHCR IDS. THE VICTIMS WERE 

QUICKLY RELEASED. NUMEROUS UNSUBSTANTIATED RUMORS AND CONSPIRACY 
THEORIES CONTINUE TO CIRCULATE FOLLOWING THE DETENTION OF 
HUNDREDS OF SUDANESE AFTER THEIR VIOLENT CONFRONTATION WITH 
POLICE ON DECEMBER 30. NGOS HAVE VARIOUSLY ALLEGED RE-ARRESTS 
RAPES 

NUMBERS OF DETAINEES THAN THE AUTHORITIES ARE ADMITTING TO. THE 
GOE DENIES CHARGES OF DETAINEE MISTREATMENT UNHCR/CAIRO 

HAS NOW MET WITH NEARLY ALL OF THE REMAINING DETAINEES 

VERIFIED ANY REPORTS OF ABUSE. 


9. (SBU) In 2004 the Egyptian and Sudanese governments announced 
with some fanfare the \"Four Freedoms Agreement" by which 
Sudanese in Egypt would be accorded freedom of movement 

of employment 
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property. There has been no serious effort to implement this 
accord but millions of Sudanese go about their business in Egypt 
without difficulty. 


10. (SBU) Visas are readily available at the Egyptian Embassy in 
Khartoum for Sudanese wishing to travel to Cairo. In fact 
according to MFA figures (obtained by UNHCR) 

Sudanese arrive in Egypt every month. Only 2 

Egypt 

although almost all gravitate towards Cairo in search of 
assistance 

resettlement. 


11. (SBU) Refugees - to the extent they are employed -- are 
generally employed in the informal sector. A 2003 decree from 

the Ministry of Manpower 

formal employment which is beyond the reach of most asylum 
seekers. Requirements include the need for employer sponsorship 
non-competition with nationals 

consideration \"the country's economic situation" 

that employers must hire a certain proportion of nationals before 
taking on foreigners and the payment of a $175 fee. 


12. (SBU) SUDANESE AND OTHER MIGRANTS ARE GIVEN A THREE-MONTH 

VISA TO ENTER THE COUNTRY. THOSE WHO REGISTER WITH UNHCR CAN 
STAY BEYOND THIS PERIOD PROVIDED THEIR UNHCR REGISTRATION REMAINS 
CURRENT. RESIDENCY PERMITS BEYOND THE INITIAL THREE MONTHS ARE 
DIFFICULT TO OBTAIN FOR MIGRANTS WHO HAVE NOT REGISTERED WITH 
UNHCR OR WHO HAVE BEEN DENIED REFUGEE STATUS. THE CRITERIA FOR 
RESIDENCY PERMIT RENEWALS ARE BASED ON EDUCATION 

EMPLOYMENT 

DEPOSIT OF $3 


13. (SBU) A NUMBER OF SUDANESE INJURED IN THE DECEMBER 30 MELEE 
WERE TAKEN TO VARIOUS CAIRO HOSPITALS BUT 
NGOS 
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ANY MEDICAL TREATMENT. TREATMENT WAS SUBSEQUENTLY PROVIDED BY 
UNHCR AND ITS IMPLEMENTING PARTNERS. THUS ALTHOUGH MEDICAL CARE 
IS TECHNICALLY AVAILABLE TO REFUGEES IN CAIRO AT A PRICE 

WITH MEDICAL PROBLEMS USE THE SERVICES PROVIDED BY CHURCH GROUPS 
AND NGOS (SOME SUBSIDIZED BY UNHCR). IN 2003 

AMBASSADORVS FUND FOR REFUGEES 

TOWARDS THE ESTABLISHMENT OF A MEDICAL CLINIC FOR SUDANESE 
REFUGEES AND EGYPTIANS IN ARBA WA NUS. 


14. (SBU) EGYPTIAN LAW GUARANTEES FREE EDUCATION FOR ALL CHILDREN 
IN STATE SCHOOLS. REFUGEES WITH UNHCR DOCUMENTATION SUPPOSEDLY 
CAN EXERCISE THIS RIGHT BUT IN PRACTICE MOST LOCAL AUTHORITIES DO 
NOT ADMIT REFUGEES TO THEIR OVERCROWDED SCHOOLS. IT IS LEFT 
INSTEAD TO CHURCH GROUPS AND NGOS TO PROVIDE SOME LEVEL OF 
EDUCATION FOR REFUGEES. IN 2004 

THE USG GAVE $10 

SUDANESE REFUGEE CHILDREN. 


15. (SBU) UNHCR MAINTAINS ONE PERMANENT OFFICE IN EGYPT AND 
EMPLOYS AROUND 60 STAFF. ABOUT 30 OF THESE WORK ON PROTECTION 
AND 20 ON FINDING \"DURABLE SOLUTIONS". SUBSISTENCE ALLOWANCES 
ARE GIVEN TO MOST RECOGNIZED REFUGEES ON THE BASIS OF A NEEDS 
ASSESSMENT CONDUCTED BY UNHCR\'S PRINCIPAL IMPLEMENTING PARTNER 
CARITAS. THROUGH CHURCH GROUPS AND NGOS 

TRAINING SUPPORT 

IT ALSO COVERS A PORTION OF MEDICAL EXPENSES AND DISTRIBUTES 
MONTHLY FINANCIAL AID TO PARTICULARLY VULNERABLE FAMILIES. IN 
RECENT YEARS UNHCR CAIRO HAS EXPERIENCED A SIGNIFICANT BUDGET 
CRUNCH STRUGGLING TO STRETCH REDUCED FUNDING FROM GENEVA TO DEAL 
WITH GREATER NUMBERS OF ASYLUM SEEKERS IN EGYPT. 


16. (SBU) IN RECENT YEARS UNHCR\'S CAIRO OFFICE HAS DEVOTED MUCH 
OF ITS RESOURCES TO THIRD-COUNTRY RESETTLEMENT AS AN EFFECTIVE 
"DURABLE SOLUTION\ TO MEET THE PROTECTION NEEDS OF SUITABLE 
REFUGEES. THIS FOCUS ON RESETTLEMENT ENHANCED CAIRO\'S ALLURE AS 
A DESTINATION FOR ASYLUM-SEEKERS. BY 2004 UNHCR WAS WORKING WITH 
THE U.S. 

RECOGNIZED REFUGEES A YEAR. IN ADDITION 
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PROVIDED RESETTLEMENT OPPORTUNITIES FOR CAIRO\'S REFUGEES OUTSIDE 
THE UNHCR PROGRAM 

CONDUIT FOR PASSAGE TO A BETTER LIFE ELSEWHERE (CANADA AND 
AUSTRALIA OFFERED RESETTLEMENT ON HUMANITARIAN GROUNDS FOR 
SPONSORED INDIVIDUALS AND THE U.S. MAINTAINS TWO FAMILY 
REUNIFICATION PROGRAMS). 


17. (SBU) THE U.S. IS BY FAR THE MAJOR RESETTLEMENT DESTINATION 
COUNTRY OPERATING IN EGYPT. IN FY2004 THE U.S. REFUGEE 
RESETTLEMENT PROGRAM (USRP) RESETTLED 3 

IN FY2005 2 

APPROXIMATELY 2 

HAVE COMPRISED AROUND 95 PERCENT SUDANESE. INDEED 

YEARS FROM 1996 WHEN THE RESETTLEMENT FIRST BECAME AVAILABLE IN 
CAIRO 

AROUND 16 

OF OTHER NATIONALITIES AND IN FY2006 THE USRP IS TARGETING AROUND 
8-900 VULNERABLE SOMALI WOMEN AND CHILDREN. 


18. (SBU) UNHCR CAIRO CEASED PERFORMING REFUGEE STATUS 
DETERMINATIONS (RSDS) FOR SUDANESE IN EGYPT ON JUNE 1 

LAST OF FOUR SUDANESE PEACE PROTOCOLS WAS CONCLUDED TWO MONTHS 
LATER AND UNHCR SCALED BACK RESETTLEMENT ACTIVITIES AND GEARED UP 
FOR REPATRIATION. IT WAS DETERMINED THAT CONTINUING RESETTLEMENT 
PROGRAMS IN CAIRO WOULD UNDERMINE EFFORTS TO STEM THE FLOW OF 
SUDANESE TO CAIRO. THIS DID NOT MEAN AN IMMEDIATE CESSATION OF 
UNHCR\'S RESETTLEMENT ACTIVITIES FOR THE SUDANESE IN EGYPT. 

INDEED 

REFUGEES IN THE U.S. "PIPELINE\' FOR SUDANESE RESETTLEMENTS IN THE 
U.S. FROM CAIRO TO CONTINUE UNABATED THROUGH FY2006. U.S. 

EFFORTS TO RESETTLE OTHER NATIONALITIES FROM CAIRO HAVE BEEN 
UNAFFECTED BY THE UNHCR DECISION TO CEASE SUDANESE RSDS. 


19.(SBU) EGYPTIAN OFFICIALS WE HAVE TALKED TO GENUINELY REGRET 

THE LOSS OF LIFE ON DECEMBER 30 AND FEEL THE HUMILIATION OF 
INTERNATIONAL DISAPPROBATION FOR THE DEATHS. THEY TELL US THEY 

ARE PROUD OF THEIR GOVERNMENT\'S RECORD OF SUPPORT AND TOLERANCE 
FOR SUDANESE IMMIGRANTS. BUT THEY ARE ALSO NOW MORE ACUTELY 
AWARE OF THE POTENTIAL FOR INTERNATIONAL DIFFICULTIES THE 

SUDANESE POPULATION CAN CAUSE. THIS COULD LEAD TO FURTHER STEPS 
TO SURVEIL AND CONTROL THE SUDANESE COMMUNITY AND POSSIBLY LEAD 
TO FURTHER DEPORTATIONS. 
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with Cuba 

leaders in the areas of medical research 

and application of preventative vaccines such as rabies and 
malaria (see ref A). Bolivar commented January 5 that the 
GoV is currently working with the Cuban government to create 
several health programs designed to promote greater salubrity 
in the sub-Saharan Africa. 


4. (SBU) The catalyst behind the GoV\'s desire to obtain 
observer status in the AU is rooted in Chavez" desire to 
increase Venezuela\'s participation in cooperative 
organizations as well as to strengthen its ties throughout 
the developing world. (Note: The GoV is also currently 
investigating observer status in the Arab League.) 
Venezuela\'s observer status in the AU is only a minor step 
toward Chavez\' goal to exert greater influence 

and gain support for the international elements of his 
bolivarian agenda among leaders in developing nations. 
Whether or not the GoV can maintain its observer status is 
however 

transform its 12-page Africa Agenda into substantive actions. 
WHITAKER 
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U.S. and Chile could avoid a run-in over Chile\'s impending 
accession to the International Criminal Court. End Summary. 


2. (C) Prior to an exchange of views on United Nations 
reform (ref A) 

Haiti Core Group teleconference was a positive experience 
and marveled at how quickly Core Group members reached 
agreement with the six principals on-line. Walker did not 
see any remaining technical obstacles to Haiti\'s elections 
going forward February 7. Walker said MINUSTAH had generally 
done a good job at filling in the deficiencies of Haiti\'s 
electoral commission. He mentioned some glitches 

that MINUSTAH had in some cases failed to assess polling 
stations for adequate capacity before certifying them. 
Walker noted that Chile currently had a limited number of 
election observers on the ground in Haiti. 
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3. (C) Reiterating a point made earlier by MFA DG for 
External Relations Carlos Portales (ref A) 

Juan Valdez was \"concerned\" by calls by some influential 
Haitians to postpone elections 

and himself. Walker said a small group of Haitian 
businessmen with strong ties to the U.S. were behind these 
moves. He said the U.S. should threaten to withdraw their 
visas if they continued undermining the democratic process in 
Haiti. 


Continental Drift 


4. (C) Walker expressed concern about regional developments 
noting that Evo Morales would be sworn into office on January 
22. Walker said he hoped that Bolivia\'s need for investment 
and Morales\' recent trip to Europe would help move him toward 
the center. The Ambassador noted the U.S. stands ready to 
work with Morales 

rhetorical excesses. Walker lamented that Brazilian 

President Lula\'s internal difficulties with corruption 

scandals are limiting his influence in the region 


Hugo Chavez to strengthen his hand. Walker also noted that 
Chavez and Kirchner had effectively acted as allies at the 
Summit of the Americas in Mar del Plata 

the FTAA 

alliance of convenience. \"Kirchner may end up being the 
region\'s super-moderate 


5. (C) Walker said Chile was also concerned with 
developments in Peru. Chile\'s overtures to Peru for greater 
commercial integration had not been successful. \"While there 
are reasonable people in Peru 

which undermines the country\'s stability 


International Criminal Court and Article 98 


6. (C) Walker noted he had been briefed on the Ambassador\'s 
January 10 meeting with MFA Director General Carlos Portales 
where they had exchanged views on concluding an Article 98 
agreement. He said every day he was more convinced of the 
importance of finding a solution to the ICC/Article 98 issue 
more so because of regional instability. Walker reiterated 
there was an aversion in Chile to the concept of signing an 
Article 98 agreement. Politically 

to discuss the concept. However 

the U.S. and Chile could find a way to resolve the issue 

before the end of the Lagos administration\'s term in March 

(ref C). Walker observed a planned video teleconference 
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between U.S. and Chilean officials on January 18 would be an 
important step. He noted the GOC would come to the meeting 
with specific ideas for moving forward. (Post Note: The 
Embassy will be the site for this DVC meeting. End Note.) 


Lame Duck 


7. (C) Walker noted that he would be traveling to Asia for 
ten days starting from January 15. When he returned 
would have less than a month and a half left in office. 
KELLY 
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geographic spread of animal to human cases or sustained 
human-to-human transmission through close 

in Suriname 

COMMENT: Guyana is relatively isolated with few land or air 
connections to other countries in the region. Brazil is 

linked by a single road 

Venezuela by informal boat crossings. Normally there are 
only direct air links to Trinidad 

United States and Canada. END COMMENT 


Embassy Actions in response to Tripwire One: 

- Al Subcommittee meets to confirm that tripwire has been 
met. 

- Restrict travel to and from the affected country or 

effected areas within the region (excluding airport 
layovers). This will depend on any restrictions on re-entry 
implemented by the Government of Guyana. 

- Coordinate with U.S. Mission in the affected country 
regarding that Mission\'s plans for possible public 
announcements 

personnel. 

- Provide Mission briefings for staff (American and FSN) and 
dependents in Guyana. 

- Ensure that any public announcements or travel warnings 
issued by neighboring posts are transmitted to American 
citizens in Guyana and publish the updates on the Consular 
Section\'s web site. 

- Maintain normal Embassy operations 

monitoring of the situation. 


5. Tripwire 1B is \"Efficient and sustained human-to-human 
transmission in Suriname 
Caribbean Region. 


Embassy Actions in response to Tripwire 1B: 
- Al Subcommittee meets to confirm that tripwire has been 
met. 
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- Steps taken as in A above. In addition: 

- Travel restrictions include airport layovers in affected 
countries. 

- Embassy Emergency Action Committee meets regularly to 
determine next steps which could include: 

- Reduction to emergency Consular services and suspension of 
designated services and operations. 

- Authorize voluntary departure for dependents and non- 
essential personnel. Authorized departure will be dependent 
on possible Government of Guyana restrictions on outgoing 
travel and on possible U.S. restrictions on incoming travel; 
post does not anticipate such restrictions. 

- Ensure that staff purchases additional supplies of food 

and water. 

- Restrictions on movements of personnel in the city 

parties 


6. Tripwire 2A is: \"A spike in the number and/or broadening 
geographic spread of animal to human cases or sustained 
human-to-human transmission through close 

in the United States or Canada.\" COMMENT: Guyana and the 
region have few direct transportation links to Asia 

or Europe. Nearly all air travel and a great deal of the 

cargo from those regions comes through the United States. 

It is very likely that avian influenza will be detected in 

the U.S. before it is found in Guyana. END COMMENT 


Embassy Actions in response to Tripwire Two 2A: 

- Al Subcommittee meets to confirm that tripwire has been 
met. 

- Consider restrictions on travel to Canada 

- Consider restrictions on travel to US. 

- Provide briefings for Mission staff and dependents. 

- Use cleared press guidance to respond to press inquiries. 
- Maintain normal Consulate and Embassy operations 
closely monitor the situation. 


7. Tripwire 2B is: \"Efficient and sustained human-to-human 
transmission in United States or Canada." 


Embassy Actions in response to Tripwire Two B: 

- Steps taken as in A above. In addition: 

- Embassy Emergency Action Committee meets regularly to 
determine next steps which could include: 

- Reduction to emergency Embassy services and suspension of 
designated services and operations. 

- Authorize voluntary departure for dependents and non- 
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essential personnel. Authorized departure will be dependent 
on possible Government of Guyana restrictions on outgoing 
travel and on possible U.S. restrictions on incoming travel; 
post does not anticipate such restrictions. 

- Ensure that staff purchases additional supplies of food 

and water. 

- Restrictions on movements of personnel in the city 

parties 


8. Tripwire 3A is: \"A spike in the number and/or broadening 
geographic spread of animal to human cases or sustained 
human-to-human transmission through close 

anywhere in Guyana. COMMENT: Georgetown has Guyana\'s only 
international airport 

port facilities and most government functions. Because so 

many things in Guyana are centered on the capital 

concluded that Avian Influenza anywhere in Guyana will 

quickly reach Georgetown. END COMMENT. 


Embassy Actions in response to Tripwire Three: 

- Al Subcommittee meets to confirm that tripwire has been 
met. 

- Restrict travel to the affected region(s) of the country 
except for CDC or other personnel involved in possible 
investigation/containment efforts. 

- In coordination with the department 

announcement 

the website cautioning American citizens against 
nonessential travel to Guyana. 

-Provide press guidance for the potential use of the 

Mission 

government agencies. 

- Provide briefings for Mission staff and dependents. 

- Implement home quarantine of any staff or dependents who 
have been in contact with a person confirmed to have an Al 
infection. 

- Instruct all staff (American 

influenza symptoms or close contact with a person confirmed 
to have an Al infection to remain at home and call health 
unit for telephone triage. 

- Emergency Action Committee meets regularly to determine 
next steps as tripwire circumstances develop. Next steps 
could include the following: 

- Division of each section of the Embassy into two teams 
working alternate days. If a member of one team becomes 
sick and the team is quarantined the other team would still 
be able to function. 
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- Restrict visitor access to Mission buildings. If entry is 
necessary 

including temperature monitoring and/or a questionnaire 
related to symptoms/exposure. COMMENT: There are no studies 
that provide verification regarding effectiveness of these 
procedures. They also will not identify people who are 
contagious but asymptomatic or have minimal symptoms. The 
level of restrictions on access to Mission facilities should 
depend on the particular circumstances at that moment. END 
COMMENT. 

- Reduction to emergency Embassy services and suspension of 
designated services and operations. 

- Authorized voluntary departure of dependents and non- 
emergency staff. In deciding whether to authorize voluntary 
departure 

medical risk 

treatment in Guyana and the perceived risk by employees and 
family members. 

- Except for designated emergency American and FSN staff 
all others remain home on administrative leave or on 
authorized departure. 

- Cancel incoming official travel 

involved in investigative/containment efforts 

otherwise deemed necessary by Chief of Mission. 

- MED and designated EAC members meet with school 
administrators to review advisability of closing the 

schools. 

- Establish a database listing details of any American 

citizen 

- Ensure that staff have 30 day supply of food and water at 
home. 

- Restrictions on movements of personnel in the city 

parties 

- Embassy staff instruct their household staff not to report 

to work. Live-in staff will be under the same restrictions 

as mission personnel and dependants. 


9. Tripwire 4 is: \"Efficient and sustained human-to-human 
transmission in Guyana\" 


COMMENT: Post assumes that available medical facilities in 
Guyana would be saturated immediately. END COMMENT 


Embassy Actions in response to Tripwire Four: 


- Al Subcommittee meets to confirm that tripwire has been 
met. 
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- Depending on conditions elsewhere issue revised travel 
warning and update website advising American citizens to 
depart Guyana or remain in their homes and limit human 
contact for next 30 days. Recommended time period for 
isolation will be revised based on experiences of other 
affected posts. 

- Authorized voluntary departure of dependents and non- 
emergency personnel. 

- Cancel all incoming official travel 

involved in investigative/containment efforts 

otherwise deemed necessary by the Chief of Mission. 

- Embassy at minimal staff 

to emergency American Citizen Services (passports and CRBAs) 
and suspension of designated services and operations. 

- Embassy staff to instruct their household staff not to 

report to work. Live-in staff will be under the same 
restrictions as mission personnel and dependants. 

- Except for designated emergency American and FSN staff 
all others remain home on administrative leave or on 
authorized or ordered departure. Children remain home from 
school or on authorized departure. 

- MED and designated EAC members meet with school 
administrators to review advisability of closing the 

schools. 

- Division of each section of the Embassy into two teams 
working alternate days. If a member of one team got sick 
and the team were quarantined either section or embassy 
wide 

- Ensure staff have a 30 day supply of food 

at home. 30 days was chosen because it is the limit of our 
fuel supply. This point will have to be reconsidered if 
experiences at other posts dictate that the outbreak takes 
longer to run its course. 

- Restrict visitor access to Mission buildings. If entry is 
necessary 

including temperature monitoring and/or a questionnaire 
related to symptoms/exposure. COMMENT: There are no studies 
that provide verification regarding effectiveness of these 
procedures. They also will not identify people who are 
contagious but asymptomatic or have minimal symptoms. The 
level of restrictions on access to Mission facilities should 
depend on the particular circumstances at that moment. END 
COMMENT. 

- Embassy considers creating a situation room. 

- Establish a database listing details of any American 

citizen 

- ADMIN closely monitors availability of outgoing commercial 
flights. 

- Embassy Emergency Action Committee meets regularly to 
determine next steps as tripwire circumstances develop. 
Next steps might include: 
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- Ordered departure of non-emergency personnel and 
dependents with authorized departure of designated emergency 
personnel on a case-by-case basis. Ordered or authorized 
departure will be dependent on possible Government of Guyana 
restrictions on outgoing travel and 

on possible U.S. restrictions on incoming travel. 

- Per reftel B prophylactic treatment with Tamiflu will be 
considered only for staff who are required to be in direct 

contact with potentially infected persons. 

- Assist in evacuation of private American nationals. 

Significant evacuation from Georgetown may not be feasible 

for a variety of reasons including the added risk of 

acquiring influenza at crowded airports or on international 

flights during a true pandemic 

possible quarantine measures. 


BULLEN 
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constitutional chamber of the Supreme Court of El Salvador. 
In an unusually fast decision for the Supreme Court 
December 15 it ruled that the decision by AAC to grant the 
permission for the flight may have been handled in an 
unconstitutional manner 

the flight by the AAC pending a final decision. The ruling 
was issued only hours before the first flight was to depart 
Panama for El Salvador 

flight 

Panama to El Salvador and vice versa. Eduardo Aguilar 
General Manager of COPA in El Salvador 

almost 500 people were affected in the days leading up to the 
Christmas holidays. 


6. (SBU) On December 16 

allow the COPA service to continue pending the Court\'s final 
decision 

having a detrimental affect on the public 

during the runup to the holidays. The Supreme Court to date 
has not answered the request. In the words of Renzo Zaghini 
the answer could come in VOne day or 25 years\'. Zaghini was 
upset by the Court decision on TACA\'s amparo request 

he saw as interference in a regulatory matter. In addition 

on January 12 AAC will have to renew COPA\'s operational 
permit and must decide if it should be renewed for one or two 
daily flights 

decision by the Supreme Court. 


7. (SBU) Comment. COPA is a Panamanian company but is 49 
percent owned by Continental Airlines. Continental has not 
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specifically asked for advocacy on this issue 

Salvador is interested in the ramifications of the case on 

both civil aviation and the general investment climate. The 
decision of the Supreme Court to suspend the authorization 
for the flight appears to be an end run around the authority 

of the AAC. The AAC and Zaghini in particular have a very 
good reputation within the aviation industry in El Salvador 

and 

United States. COPA\'s Eduardo Aguilar characterized AAC as 
very impartial 

\fly for free\' cards offered by TACA that would have allowed 
AAC employees to fly anywhere TACA flys. Zaghini said the 
AAC has earned a reputation for resisting political pressure 
from the public sector 

TACA has created a VridiculousY situation. The government of 
El Salvador has promoted the country as good for investment 
and surveys have indeed borne out this claim. However 

is one of the most well known corporate entities in El 

Salvador 

government. There is no direct evidence of TACA using their 
influence in this case 

and the speed of the response is an avenue that few companies 
in El Salvador would be able to use so effectively. 

Barclay 
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Green shows have recently been pulled off the air. Media 
professionals are divided on the reasons for this; some 
believe the government exercised its influence by pulling 
government advertisements from Green shows critical of the 
government since their criticisms would reverberate deeper 
among Green supporters 

pulled for their low ratings and thus 

concern. AC Nielsen 

AIT that the government\'s General Information Office (GIO) 
has been pressuring them to lower their Vunexpectedly high\' 
ratings for popular Blue talk shows. Rebuffed in their 

efforts 

investigate AC Nielsen\'s alleged monopolization of the Taiwan 
ratings market. End Summary. 


TV still the most popular medium 

2. (U) TV is the most popular medium for news in Taiwan with 
a penetration rate of over 90% 

according to AGB Nielsen Media Research. On the other hand 
newspaper readership is on the decline 

penetration and down from 76% in 1991. The proliferation of 
twenty-four hour news stations in Taiwan is making it easier 
for people to get the latest news anytime 
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the decline in newspaper readership. There is also a 
generational divide 

getting their news from the Internet 

Systems) 

population 

20% in 2001 


Generational gap in talk show viewership 

3. (SBU) According to Emile Sheng 

Science at Soochow University and occasional talk show host 
himself 

local dramas 

Although media analysts are divided on what percentage of the 
population actually watches talk shows on a regular basis 
(figures range from 5% to 20%) 

there is a generational gap in viewership. According to 

Sheng and Feng Jian-san 

Department of Journalism at National Chengchi University 
viewers 40 and above watch the shows on a more regular basis 
whereas the younger generation prefer regular news programs 
or Internet news. AC Nielsen data corroborate this 

ratings for the top five talk shows on TV more than double 

and in some cases triple 


Talk shows an arena for venting 

4. (SBU) Sheng and Liu Yu-li 

National Chengchi University and recent selection to Taiwan\'s 
newly established National Communications Commission (NCC) 
both agreed that talk shows do not alter people\'s fundamental 
views. The shows merely reinforce viewers\' preexisting 

ideas 

Opinions. Thus 

Green supporters watch \"Green\" shows. The shows could 
potentially influence viewers to become more politically 

active 

political color. 


Any \"Green shows\" left? 

5.(C) Among the top eight talk shows in November 2005 in 
terms of ratings 

top-ranked TVBS show \"Speak Your Mind at 2100\" which exposed 
the Kaohsiung MRT scandal 

Green shows 

Ben-hu 

pro-TSU (Taiwan Solidarity Union) show on ERA Much TV that 
went off the air December 2 

his show\'s demise 

government advertisements from the show after Wang began 
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criticizing it for its \"pro-China leanings.Y Moreover 

new owner of ERA Much TV began reducing the shows budget and 
staff because 

retaliatory action by the Democratic Progressive Party (DPP) 
government. According to Wang 

Green shows because they could influence the political 

activism of Green supporters 

these shows. 


6. (C) Wang considers himself the \"voice of (former 
President) Lee Teng-hui\'s line of thinking.\" He made clear 
to AIT his strong dislike for President Chen Shui-bian 

he thinks betrayed the Green movement by Vignoring the will\’ 
of people in southern Taiwan. Wang sees himself as the true 
voice of Taiwan and expressed an interest in running for 
President in 2008 

limited to southern Taiwan. It is also apparent that he 
loathes Chen more than he does the KMT 

feels snubbed by Chen for not consulting with him on policy 
issues. This antipathy between pro-Green television media 
and the DPP mirrors the trend found in the pro-Green print 
media like the Liberty Times. Several Green media outlets 
disillusioned with the DPP 

the ruling government\'s side than even the opposition. 


Politics or Business? 


7. (SBU) However 

lost their popularity in recent months because Green 
supporters have become demoralized and are thus not watching 
these shows anymore. They stated that Green shows were at 
the height of their popularity during the Presidential 

election in 2004 

election 

suggested that the recent demise of these Green shows is due 
to basic business concerns. For the business interests 

running the TV stations 

Given that ratings for the Green shows in recent months have 
been one-fifth to one-third that of the top three Blue shows 

they find it unsurprising that the stations pulled these 

shows off the air. The momentum driving the relative 
popularity of Blue shows mirrors the political resurgence of 

the pan-Blue camp in recent months 

revelations of the KMRT scandal. Sheng expressed surprise at 
the high popularity of TVBS\'s Speak Your Mind at 2100\" 
saying the popularity of such shows will certainly fluctuate 

with the political climate. 


8. (SBU) According to Sheng 
shows through advertisements 
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receive government advertising revenue. Even TVBS 
recently got into a row with the government 

for government advertising. In addition to this direct 
financing 

influence on media outlets through loans. For example 
has billions of NT in loans from state-run banks 

in Sheng\'s view 

of the government. However 

influence is exaggerated 

revenue account for only 2% of total advertising revenue 
(NT$100 billion total revenue). 


AC Nielsen under pressure to alter ratings 

9. (C) AC Nielsen\'s Director of Client Service and Research 
Grace Teng told AIT that the government\'s General Information 
Office (GIO) has been pressuring AC Nielsen to change its 
ratings for talk shows 

like \"Speak Your Mind at 2100\" are too high. According to 
Teng 

consequently 

(FTC) to launch an investigation into AC Nielsen\'s alleged 
monopolization of the Taiwan ratings market. Teng claimed 
that there was a Japanese rating company called BMR in Taiwan 
in the past but that it had closed down in early 2005 because 
Taiwan\'s market is too small to accommodate multiple ratings 
companies. Teng further stated that FTC officials had told 

AC Nielsen in private that the monopolization investigation 

is likely to die down now that the December 3 elections have 
passed. 


10. (SBU) AC Nielsen has been widely criticized by media 
professionals and media outlets for what many consider its 
\'systematically biased\' methodology for rating TV programs. 
The ratings agency uses a \people meter\' system 

set-top box is installed on TVs in 1800 households 
household representing 1.5 persons. These households are 
paid a nominal fee for allowing the box in their homes. 
During our meetings 

concern about this methodology 

biased towards lower income families since they are the ones 
most likely to allow set-top boxes to be installed in their 
homes. AC Nielsen admitted that their system is not perfect 
but believe it the best option at present. They maintained 
their objectivity 

political fray and only report ratings Vas they are. 


11. (C) Comment: We spoke to a variety of media analysts 
across the political spectrum in Taiwan. Each 

came with his or her own bias. The clear common denominator 
coming out of our conversations is that while TV talk shows 
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may occupy the political elite 

and those of us who are interested 

general public 

watch and is not swayed in its political belief by what is 
said on the shows. The shows are useful mainly as a 
relatively reliable way to evaluate the political positions 

of the various camps and their politicians. End Comment. 


PAAL 
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their agency certify to the State Department Bureau of 
Diplomatic Security that the employee has undergone 
equivalent security training. The contact for this 
certification is Assistant Director of training 

telephone (703) 205-2617. Country clearance will not be 
granted for any traveler with planned TDY in excess of 30 
days if this information is not stated/certified. POC for 
additional information is DS RSOBangkok@state.gov. 


- (U) Crime is generally non-confrontational in nature. 
Criminal acts are usually crimes of opportunity such as 
purse-snatchings 

pocketing. Visitors should be especially alert in crowded 
buses 

should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


- (U) Be aware of common scams and frauds (including credit 
cards 

at well-established and reputable businesses. Visitors 

should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 

it is ¡llegal to import these products into the U.S. Be wary 

of common scams for jewelry 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized 

Police by dialing 1155. 


- (U) Visitors are cautioned from visiting bars involved in 

the sex trade. Many of these operate illegally and clients 

can be subject to RTG law; they often charge exorbitant drink 
prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
frequent reports of victims being drugged and robbed or 
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beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment 

overdosed 


C. (U) TRAFFIC: 

- (U) The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side 
opposite from the U.S. 

flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


D. (SBU) TERRORISM: 


- (SBU) The threat from transnational terrorist groups to 

the U.S. Mission in Bangkok is currently ranked high. Despite 
stepped up RTG efforts to monitor its borders 

relatively porous and allow easy illegal access. 

Transnational terrorist groups 

Jemaah Islamiyah (Jl) 

point. 


- (SBU) The threat from indigenous terrorist groups is 
currently rated as low. There is no evidence to indicate 
that indigenous terrorist groups are planning acts against 
U.S. personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups - including bombings of 
public places - indicates a potential threat to American 
citizens. 


- (U) The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia 

Thailand. Travelers to Thailand should therefore exercise 
caution 

such as clubs 

areas 


E. (U) OTHER SECURITY TIPS: 


- (U) Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
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from Thailand. 


- (U) Precautions should also be taken not to discuss 
sensitive or classified matters outside secure environments 
or over unsecured and/or cellular telephones 

safeguard classified or sensitive materials atthe Chancery 
and not at hotels or residences. 


- (U) Visitors should also be aware of the State 

Department\'s Consular Information Sheet for Thailand and the 
most recent Worldwide Caution Public Announcements 
available via the Internet at http://travel.state.gov. DOD 
personnel must review the PACOM Force Protection Levels for 
Thailand found at http://131.84.1.218/staff/at/athome.shtml. 


- (U) In essence 

appropriate caution and be alert to their surroundings with 
regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Bangkok (Tel. 
02-205-4000 

we hope you have a safe and pleasant visit. 

BOYCE 
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Times 

story on its page two that said: National Security Council 
Secretary-General Chiou I-jen Will Stay on [His Current 


SIPDIS 

Position] to Carry out [the Policies Stated] in Bian\'s [New 
YearWs Day] Address. The pro-unification United Daily 
News 

thirteen 

New Years Day Speech 'Willingly Follows\' the United States 
[Opinion].\" The sub-headline added: \"Lee Refuses to Further 
Reveal the Contents of Intense U.S.-Taiwan Communication 
[over Chen\'s Speech] 

Take the Responsibility" If Taiwan Leader Is Again 

Criticized During the Bush-Hu Meeting This Spring. 


2. In terms of editorials 

discussed a recent report by the U.S. Congressional Research 
Service on China\'s navy modernization 

government to go ahead with the policies it stated in Chen\'s 
New Year\'s Day address and purchase advanced weapons to 
strengthen Taiwan\'s defense capabilities. A \"United Daily 
News\" editorial 

United States\' interpretations of Chen\'s New Year Day\'s 
speech by concluding firmly that Chen\'s speech has sabotaged 
the mutual trust foundation between Washington and Taipei. 
An editorial in the limited-circulation 
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unification 

Chen\'s two-faced tactics as revealed in his New Years Day 
speech 

Washington. End summary. 


1. Cross-Strait Relations 


\"How Can Taiwan Expects Its AlliesW Aid if It Does Not Have 
to the Determination to Defend Itself\" 


The pro-independence \"Liberty Time\" [circulation: 600 
editorialized (1/13): 


VThe [recently-released] U.S. Congressional Research Service 
report gave a profound analysis of the progress of China\'s 
navy modernization and its impact on the United States and 
cross-Strait situation. [The report] uncovered China\'s 
ambitions to proactively develop submarine capabilities 

which is something that the world should not overlook. 

China\'s rising is by no means the ‘peaceful rising\' as 

claimed by itself but an expansion of its hegemony 

will definitely generate a grave impact on regional peace 

and stability. . 


\"In other words 

sent a warning signal to American people 

people should also learn from it [a lesson] that the climate 
the island is facing now is getting more and more thorny. 
If the opposition parties continue to block the [U.S.] arms 
procurement bill 

its defense capabilities 

cope with the crisis when it breaks out suddenly 

will surely be a disaster for Taiwan. . 


\"Taiwan\'s leaders should thus adopt the ‘proactive 
management\' approach toward cross-Strait economics and 
trade 

strengthen the island\'s defense capabilities 

[Taiwan\'s] constitutional revisions to legitimize Taiwan\'s 
sovereignty. [This newspaper] believes a majority of Taiwan 
people will stand firmly with the government to confront 

this evil enemy [i.e. China].\" 


2. President Chen Shui-bian\'s New Year\'s Day Speech 


A) \"Which Is Genuine 
Table 


The pro-unification \"United Daily News\" [circulation: 
400 
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\"The U.S. State Department responded immediately after 
President Chen Shui-bian delivered his New Year\'s Day speech 
by repeating [Chen\'s] "Four No\'s\' [pledge] verbatim and 
saying that it hopes Chen will stick to his pledge. ... 


\"Both the State Department\'s statement and [TECRO Chief] 
David Lee\'s remarks [on Chen\'s speech] were composed and 
restrained. People who are not familiar with diplomatic 
rhetoric may not necessarily understand the undertone. A 
State Department official thus accepted an interview with 

this newspapers Washington correspondent in the form of 
“anonymity\' and stated completely the United States 
position and views. The fact that Washington chose to state 
[its position] clearly this time was an evident move to 

prevent anyone from dodging its question or twisting its 
original meaning. 


\"But the choice of words of this [unnamed] State Department 
official remained discreet 

if we try to put his remarks in layman\'s words 

statements can be interpreted by tracking the following 
points: 


\"First 

predictability and stability required by the 23 million 
Taiwan people require.\' The interpretation is: Chen has 
been flip-flopping in terms of his cross-Strait policy; he 
especially loves to curry favor with the deep-green voters 
before the election and then swung back to the middle 
[route] after the elections. Also 

change in accordance with different people 

timing. Chen\'s New Year\'s Day address this year was no 
exception. Washington is constantly confused by such 
drastic alternations 

Taipei authorities must be constant 

with regard to its policies. 


\"Second 

to us [i.e. Washington] that the New Years Day speech does 
not change any of its existing policies. As a result 

will be a matter of rhetoric as long as [Taiwan\'s] policy 
remains unchanged.\ The interpretation is: Washington 
understands that Chen had to put Taiwan\'s domestic situation 
into consideration when he delivered his New Year\'s Day 
speech 

though Washington can understand [Chen\'s needs] 

more attention to [Chen\'s] pledge of ‘unchanged policy\' 
under the table. . 


\"Third 
hindrance 
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the United States! interests." The interpretation is: 
Washington cannot accept it if ‘proactive management 
effective opening\' is a move to back away from the 
developments of cross-Strait relations. The United States 
also believes that [Taiwan] should not stop communicating 
[with Beijing] using excuses such as existing obstruction or 
setbacks. Washington believes that the only way to cope 
with cross-Strait impasse is to ‘continue working out 
resolutions.\' 


\"Four 

of the Taiwan Strait] moving towards stability and 
prosperity. This is a strategic goal. We also hope our 
friends in Taipei to tell use which tactics they will use to 
achieve this goal." The interpretation is: it will not be 
viable for Taipei to pledge under the table that its "policy 
remains unchanged; [Taipei] needs to put words into real 
action. . 


\"The picture of Washington-Taipei-Beijing relations drawn by 
the United States seems to deviate greatly from the spirit 
inherent in Chen\'s New Year\'s Day speech; it also differed 
greatly from National Security Council Secretary-General 
Chiou I-jen\'s interpretation [of the U.S. attitude] 

afterwards. Perhaps this is the key to David Lee\'s remarks 
that '[we cannot say that] both sides have reached a 
consensus over [Chen\'s] speech. Even though Washington now 
recognizes that the Taipei authorities have made pledge 
about its "unchanged policy\' and that what [Chen\'s] New 
Year\'s Day speech was merely a kind of 'rhetoric 

United States evidently wants to "wait and see\' the words 
and action of the Taipei authorities. Such a development 
has sabotaged the foundation of mutual trust that Taiwan\'s 
interaction with the United States is based on 

another grave loss created by [Chen\'s] New Year's Day 
speech. .\" 


B) “Washington Watching What Chen Will Do Next" 


The conservative 
Post" [circulation: 30 


\"Anyone who has paid attention to the course of recent 
political events may be attracted by the two-faced tactics 
President Chen Shui-bian and his senior aides are playing in 
managing the aftermath of his controversial New Year address 
that has provoked a strong backlash in Washington. . 


\"By retreating to the political left 
aim to achieve. He hopes that his goodwill can win more 
votes for his former Presidential Secretary General Yu Shyi- 
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kun 

election schedule for the coming Sunday. If Yu 

ally to Chen 

prolong his influence with the party machine at a time when 
his presidential authority is fading away with the approach 
of his departure from office. 


Perhaps he will be able to win the Sunday poll. Butthe 
sailing ahead might not be smooth for him. U.S. suspicion 
of him has not eased because of his repeated policy 
assurances. The Bush administration is still watching 
closely to see what Chen will do next. Beijing 

part 

is resurging 

Day.\" 
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China. The Chinese Government attaches great importance to 
protection of IPR 

dedicated to fulfilling the commitments China made when it 
acceded to the WTO. Noting that he previously served in 
Geneva 

Intellectual Property Organization (WIPO) in the past. China 
has acceded to 15 of the 22 WIPO conventions. In the past 27 
years since initiation of reform in China 

30 laws relating to IPR protection 

patents 


7. (SBU) In addition to passing legislation 

strengthened law enforcement efforts and has begun a campaign 
to educate Chinese citizens about IPR through specialized TV 
programs 

government is taking actions to address these. Noting a 2005 
agreement between the United States and China to exchange 
experts on IPR protection 

cooperation on the issue. 


Energy Policy 


8. (SBU) Last year\'s debate in Congress over CNOOC\'s bid to 
purchase Unocal was based in part on questions raised by 
China\'s rising energy consumption and attempts to lock-in 
energy supplies 

an area where the United States and China need further 
discussion to better understand one another and find areas of 
agreement. Areas where the two countries might cooperate 
include energy investment 

application of alternate sources of energy and China\'s 
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participation with the International Energy Agency 
seeks to eliminate fluctuations in supply and price. 


9. (SBU) China\'s energy imports are not at a level that could 
cause a surge of oil prices in the international market 
argued. China still derives seventy percent of its energy 
from coal and just over twenty percent from oil. In 2005 
China produced 160 million tons of oil and imported an 
additional 130-140 million tons 

self-sufficiency. China\'s oil imports are still only a small 
percentage of total oil imports worldwide. The United States 
and China should enhance cooperation on energy and on the 
international supply and demand of oil to achieve a mutually 
beneficial 


Taiwan 


10. (SBU) VFM Qiao told the Congressmen that appropriate 
handling of the Taiwan question is key to the growth of 
U.S.-China relations. China will never waiver in its 

adherence to the one-China policy 

peaceful reunification 

against secessionist forces and will never give up on the 
Taiwanese people. The mainland took measures in 2005 
resulting in improvement of relations with Taiwan 

Shuibian and the Taiwanese authorities continue to trumpet 
their ideas of Taiwan independence and \"so-called 
constitutional re-engineering 

that the U.S.-China Working Group understands the sensitivity 
of these issues and that the United States will continue to 
uphold the one-China principle 

communiques 

aimed at changing the status quo. Congressman Larsen 
responded that the United States supports the one-China 
principle and abides by the three communiques and the Taiwan 
Relations Act 

not want to see any party take unilateral action. 


11. (SBU) VFM Qiao told the Congressmen that China hopes the 
U.S.-China Working Group will use its influence in Congress 
to oppose or block any pro-Taiwan or anti-China bills in 
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Congress. Congressman Kirk rejected this notion 

the Working Group represents all opinions in the House of 
Representatives 

at one extreme and complete support for the mainland at the 
other. 
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Intentions Behind PRC Foreign Policy 


12. (SBU) Calling attention to statements by Secretary Rice 
and Deputy Secretary Zoellick that the United States welcomes 
a confident 

Larsen asked Qiao to explain how China\'s foreign policy fits 
into its stated goals of seeking balanced development and a 
harmonious society 

domestic situation. China\'s foreign policy 

is aimed at creating a peaceful international environment 

that is favorable to China\'s economic development. Although 
China\'s GDP is now ranked number six in the world 

income is only ranked number 107. The Chinese Government\'s 
most pressing task is to develop China\'s economy to meet the 
increasing material and cultural demands of the Chinese 
people 

country by mid-century. 


Pentagon-MOD Direct Communications Link 


13. (SBU) Noting that the Pentagon currently maintains direct 
communications links with Ministries of Defense in 26 
countries and that there are direct communications links 
between President Bush and President Hu as well as the 
Department of State and the MFA 

due to \"China\'s rise\" it is time for the Pentagon and China\'s 
Ministry of Defense to upgrade their communications and 
establish a Defense Telephone Link. Qiao said he is not 
aware of details on efforts to establish such a link 

thinks taking this action would help build trust and promised 
to convey the recommendation to PRC military authorities. 


U.S.-China Cooperation in Space 


14. (SBU) Russian Soyuz rockets already have the capability 
to dock at the International Space Station (ISS) 

Kirk said 

the U.S. space launch facilities at Cape Canaveral. China 
should have a similar docking ring for its Shenzhou space 
vehicles. While it would require some engineering 

this capability to the ISS would allow astronauts in 
emergency situations to be rescued and could be beneficial to 
U.S.-China relations. Noting that he had been a researcher 
in space science 20 years ago 

harmonizing technical standards of space vehicles would 
contribute to the ISS and enhance mutual trust. 
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15. (U) Participants: 


U.S. Delegation 
Congressman Mark Kirk 
Congressman Rick Larsen 
Congressman Thomas Feeney 
The Ambassador 

Stephan Orlins 

Relations 

Richard Goldberg 

Dr. Yang Hong 

Embassy Officers 
Interpreter 


Chinese Delegation 


VFM Qiao Zonghuai 

Wang Xiaolong 

Organizations 

Deng Hongbo 

American and Oceanic Division 
MFA Officers 


16. (U) The delegation has cleared this cable. 
Ranat 
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consular business." 


The External Relations Office\'s Diplomatic Notes 


5. (SBU) The English text of ERO\'s note 5616/NV-LS-QHLS follows. 


Begin Text: 

Complimentary opening...and as a follow-up to diplomatic note 
3250/NV/LS dated July 19 

issue: 

Recently 


consular officials on routine consular work trips to localities 
outside of the consular district. The Consulate General\'s 
diplomatic notes before the trips only informed the names of 
consular officials 

either the content of the work or name and address of the 
Vietnamese citizens that consular officials intended to meet. 
This fact has created difficulties for security protection and 
local cooperation when the delegations arrived. 


Therefore 
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hereby requests the Consulate General to provide future 
diplomatic notes on routine consular work trips in adherence to 
the agreement between Ministry of Foreign Affairs Consular 
Section and the United States Embassy in Hanoi. (Please see 
attached diplomatic note number 523/LS-QH dated May 26 
from the Consular Section 


The HCMC Office of External Relations hopes to receive 
cooperation from the Consulate General in the above-mentioned 
issue and once again avails itself of this opportunity to renew 

to the General Consulate the assurances of its highest 
consideration. END TEXT. 


6. (SBU) MFA\'s Diplomatic Note 523/LS-QH of May 26 


Embassy Hanoi: 


Begin Text: 
Complimentary opening 


In accordance with the UN Vienna Convention in 1963 on consular 
relations 

bilateral agreement on activities of the General Consulate in Ho 
Chi Minh City 

US Consulate General in Ho Chi Minh City to carry out its 
activities outside of its consular district. 


However 

assist 

delegations outside of the consular district 

United States Embassy requests the United States Consulate 
General in HCMC to inform HCMC Office of External Relations in 
advance the proposed schedule before every trip 

the Dip note numbered 142/NG-LS that Ministry of Foreign Affairs 
sent to the Embassy on May 9 


7. (SBU) MFA Diplomatic Note No. 142/NG-LS of May 9 

below) was sent to all diplomatic missions. It defines the 
consular district of consulates in HCMC as the urban and 
suburban areas of HCMC. It specifies consular officers must 
seek permission by diplomatic note and receive an affirmative 
response before conducting consular business elsewhere. Post 
does not follow this practice. 


8. (U) English text of MFA Diplomatic Note No. 146/NG-LS of May 
9 


Complimentary opening. 
Over the past period 
especially those based in the area of Ho Chi Minh City 
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conducted activities outside their consular districts without 
asking the Ministry of Foreign Affairs for permission in advance. 
In order to facilitate the activities of the foreign consular 
offices in Vietnam in accordance with Vietnamese laws and 
international laws and practices 

Affairs would like to reiterate the following principles: 

1. The consular district of a foreign consular office in Vietnam 
is clearly specified in the Consular Acceptance Document issued 
by the Government of the Socialist Republic of Vietnam to the 
chief of the consular office. The consular district of foreign 
consular offices in Ho Chi Minh City is Ho Chi Minh City with 
its urban and suburban areas. 

2. Pursuant to the 1963 Vienna Convention on Consular Relations 
consular officers shall only perform their consular function 
within their consular district. 

3. In cases of necessity 

of Vietnam shall consular officers have the right to perform 
their function outside their consular district. Procedures to 
apply for such permission are as follows: 

For consular offices based in Hue and northwards 

Embassies in Ha Noi shall send their diplomatic notes to the 
Consular Department of the Ministry of Foreign Affairs. For 
consular offices based in Da Nang and southwards 

offices shall directly send their diplomatic notes to the 

Foreign Affairs Department of Ho Chi Minh City. 

Each diplomatic note should clearly specify its request 
regarding time 

consular officer(s) authorized to perform consular function 
means of transport (if any). 

Within 05 working days 

Consular Department 

Minh City) shall consider and reply via a diplomatic note 
(giving its approval or disapproval). The consular officer(s) 
shall only be permitted to perform consular function outside the 
consular district after being approved by the Ministry of 
Foreign Affairs. 

In special urgent cases 

consular offices can fax their requests in advance and send 
their official diplomatic notes later. The Consular Department 
and the Foreign Affairs Department of Ho Chi Minh City shall 
consider and reply as soon as possible (right after receiving 
the requests). End Text. 


ACTION REQUEST - ConGen HCMC\'s Proposed Reply 


9. (SBU) The ERO\'s assertion that notification of consular 
travel outside the formally recognized consular district must 
include provision of the names and addresses of Vietnamese 
citizens to be visited is nowhere mentioned or implied in the 
1997 exchange of notes establishing the consulates general. 
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This appears to be nothing more than a unilateral assertion by 

both the MFA and the ERO 

periodic diplomatic notes to all HCMC consulates and which we 
have and shall continue to ignore. Consulate General proposes 

the following reply to the ERO\'s note and 

requests Department concurrence. Embassy Hanoi has cleared this 


message. 
Begin Text. 


The Consulate General of the United States of America in Ho Chi 
Minh City presents its compliments to the Ho Chi Minh City 
Office of External Relations and has the honor to reply to 
diplomatic note 5616/NV-LS-QHLS dated December 22 


With respect to its routine consular work in the provinces of 

Thua Thien Hue and southwards 

continue to operate according to the exchanges of letters 
establishing consulates general in Ho Chi Minh City and San 
Francisco between Charge d\'Affaires Desaix Anderson and 
Assistant Foreign Minister Bui Hong Phuc in 1997. The Consulate 
General has the honor to recall that the Socialist Republic of 
Vietnam committed to facilitate consular activities by the U.S. 
Consulate General in Ho Chi Minh City from Thua Thien-Hue south 
pending a Government of Vietnam decision formally to recognize 
this area as the Ho Chi Minh City consular district. In this 

regard 

of this decision which the Ministry of Foreign Affairs had 

informed the Embassy of the United States was to have been 
resolved several years ago. The Socialist Republic of Vietnam 
and the United States of America further agreed that the sending 
country would inform the receiving country of its intention to 
conduct normal consular operations outside of the formally 
recognized consular district as the need might arise for such 
operations. 


The Consulate General once again avails itself of this 
opportunity to renew to the Ho Chi Minh City External Relations 
Office the assurances of its highest consideration. End Text. 
WINNICK 
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reports have been corroborated by other sources. Bass 
claimed that this level of violence is rare. He said that 

most Messianic Christian congregations experience some form 
of harassment from time to time from groups like Yad 


Column 3 
L\'Achim 
freedom they generally enjoy. End summary. 


2. Howard Bass 

Kehilat Nachalat Yeshua 

congregation 

his wife and three children are also American citizens. 
According to Bass 

Israeli citizens 

regularly attend services. Bass said that on the morning 

of December 24 two women were scheduled to be baptized. 
According to him 

\"anti-missionary\" ultra-orthodox Jewish organization 

about the planned baptisms and publicized on their website 
that \"10 busloads of Jews\" from all over the Negev Desert 
were to be baptized. Bass said that the Yad L\'Achim 
website encouraged a vigorous response to the alleged mass 
baptisms 

against Greek religion in the second century B.C. 


3. According to Bass 

early to the service and were welcomed in with the 
understanding that they would not be disruptive. By 
10 a.m. 

protestors had gathered outside and the police were 
called to ensure that the protest remained peaceful. 
The city\'s chief Sephardic rabbi 

oversaw the events and appeared to be the protestors\' 
leader. As the crowd grew 

protestors broke into the church past the police 

line 

church 

breaking the overhead projector 

congregants 

pool. At this point 

assaulted 

into the baptismal pool himself. Including his 
broken glasses and the broken overhead projector 
estimated damage to the building and to church 
property to be several thousand dollars. 


4. Independent corroboration of the events includes a 
website with video clips (www.ha-makom.com) 
account of an official American 

member of the U.S. Army Corps of Engineers 
present to attend services that day. This U.S. 

citizen told Conoff on January 4 that he supports 
what Bass\' account 

upon numerous times and hit with a stone. He said 
that he also saw police vehicles being vandalized 
during the protest. This Amcit said that his wife\'s 
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Bible was torn from her hands and thrown into the 
mud. He speculated that the majority of the crowd 
was there simply because their rabbis told them to be 
there 

to whether he believes that this type of violent 

protest was supported by Israeli society as a whole 

he said that most Beer Sheva residents were disgusted 
with what happened 

numerous calls from Israeli friends who expressed 
their outrage and sorrow over what happened. He also 
said that the police were very proactive in trying to 
protect the church and were firm with the crowd. 


5. Another American citizen present at the scene 
engineer for Lockheed Martin 

email to the Regional Security Office that an angry 
mob surrounded his car 

from side to side 

denting and scratching it. No media reports appeared 
about the event 

written by Bass himself 

Post. Bass asserted to Conoff that had a synagogue 
been invaded 

would have been front-page news 

the near-total media silence demonstrates that 
religious liberty for non-Jewish faiths in Israel is 
simply not a priority for the Israeli government. He 
claimed that no arrests were made at the scene 
despite the damage done to church property and the 
physical violence against him and other members of 
the church. 


6. The Beer Sheva police spokesman confirmed to 
Conasst on January 4 that the incident occurred 
largely as described by Bass 

people were later arrested. While he would not say 
with which crimes they were charged 

investigation into the incident in ongoing. 


7. Bass claimed that while events like this do occur 

in Israel 

that most Messianic Christian congregations 
experience some form of harassment from time to time 
from groups like Yad LVAchim 

thankful for the degree of freedom they generally 
enjoy. He claimed that seven years ago 

rumor was circulated that his church was kidnapping 
Jewish children and baptizing them 

crowd of around 1 

not turn violent. He also claimed (in an event that 

has gained some press coverage) that a church in the 
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Negev Desert city of Arad has been the object of 
regular demonstrations 

of the congregants burned down under as-of-yet 
unexplained circumstances. He added that 

of what he described as the inaction of the police 

he is considering legal action 

L\'Achim or the head Sephardic rabbi of Beer Sheva. 
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long-term medicines strategy relating to quality 

pharmaceutical usage in the health sector including the role 
PHARMAC should play in implementing that strategy.\" Labour 
made that commitment as part of its agreement with the United 
Future party to form a government after the September 17 
elections. The opposition National Party 

PHARMAC while in government in 1993 

review. 


8. (SBU) PHARMAC says it welcomes such a review 

hopes will bring about an increase in the budget for drug 
purchases. According to Stuart Bruce 

communications and external relations manager 

year ordered a review of its decision-making process for 
high-cost drugs and expects to consider proposed changes this 
year. Bruce said PHARMAC has found it increasingly difficult 
to choose between funding expensive drugs for less common 
diseases and funding cheaper medicines that help larger 
numbers of patients. 


9. (C) A new health minister 

a more hospitable environment for the pharmaceutical 

industry. According to Clarke of RMI 

veterinarian and science teacher 

a strong biotechnology sector -- one of the government\'s top 
economic goals -- and research and development funded by the 
pharmaceutical industry. Faced with a restrictive business 
environment 

its research spending in New Zealand. Hodgson\'s predecessor 
Annette King 

industry 

disappeared from New Zealand 

its medicines elsewhere. 


Industry in flux 

10. (C) These potential changes come at a moment when many of 
the pharmaceutical firms are reporting that 

time in years 

chief executives also noted that 
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to four years 

funded -- albeit 

in the subsidized prices of other products. On the other 
hand 

New Zealand by 73 percent 

lost to competitor companies in trying to win subsidies for 
several of its leading drugs 

say that GSK is paying a price for publicly and aggressively 
challenging PHARMAC a couple years ago. 


11. (C) Many of the pharmaceutical companies believe that 
only a U.S. offer of free-trade negotiations would induce the 
New Zealand government to consider significant policy changes 
that would affect the industry\'s competitive position. One 
company representative cited the government\'s suspension of a 
study on extending the effective patent life for 

pharmaceuticals as evidence of the government\'s decision to 
forgo any changes to pharmaceutical policies that might be 
used as trade-offs in negotiating a free-trade agreement 

(FTA). The industry wants many of the same concessions that 
were provided in the Australia-U.S. FTA 

requiring greater transparency in the drug-purchasing 

agency\'s decision-making and the right to appeal its 

decisions. In addition 

effective patent life for pharmaceuticals and a change in 
PHARMAC\'s reference-pricing practice 

pharmaceutical at the level of the lowest-priced medicine in 

a therapeutic subgroup. The industry wants a commitment to 
greater funding of pharmaceutical purchases. 


12. (C) Meanwhile 
formed last year by eight pharmaceutical companies that are 


based in the United States or do business there. The group 
includes two companies -- Pfizer and GSK -- that withdrew 
from RMI over the past two years in disagreement over RMIVs 
priorities. The LAWGVs professed aim is to work on issues 
that might be raised in FTA negotiations and address concerns 
beyond just pharmaceuticals 

and development. However 

would continue to serve as the industry\'s public spokesperson 
-- worries that there may not be room for both groups. The 
formation of another industry group may give the government 
(and PHARMAC) more leverage in playing one company off 
another. However 

more aggressive approach by the industry toward the 
government. 


Comment 


13. (C) Notwithstanding U.S. government views on a possible 
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FTA with New Zealand 

new coalition government provides a timely opportunity to 
foster dialogue between the pharmaceutical industry and the 
government. Postis working with the British High Commission 
to co-host informal meetings between the industry and 
government that would aim to reduce the animosity that has 
characterized their relations. (The British are assisting us 

to prevent the appearance of a U.S.-only initiative.) This 
ideally would allow each side to gain a better understanding 
of each other and to recognize common goals. The intent is 
to supplement the efforts of both RMI and the LAWG. 
Burnett 
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\"harmonious society 

Gansu province and Shanghai 

an opportunity to see firsthand the extreme 
discrepancy in development. 


9. (SBU) China\'s capital-intensive growth model must 
also be changed 

China\'s growth can be attributed to technological and 
scientific contributions whereas the same figure in 

the United States is 70 percent 

leadership just held a national conference on science 
and technology where it put forward a program of S&T 
development up until 2020. In the future 

pay more attention to the quality 

efficiency of its economic growth. 


10. (SBU) Wu told the Members that the Chinese 
leadership is all too aware of China\'s problems. 
Urban areas need to create 10 million jobs a year 
million people will be looking for jobs each year 
million disabled people need to be taken care of and 
26 million people in rural areas live on less than 

fifty cents a day. While the most discussed problem 
of rural areas used to be how to improve agriculture 
now China needs a coordinated plan for the development 
of rural and urban areas simultaneously. The 
leadership is working collectively on all these 
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problems. 


11. (SBU) Taking a moment to address concerns about a 
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China threat 

continuous and irreversible. However 

India have played a constructive role in the world 
economy. China needs a peaceful international 
environment to pursue its development 

favorable relations with other countries 

the United States. This is why China emphasizes 
cooperation and solving problems. As EVFM Dai told 
Deputy Scretary Zoellick 

Sovit Union. It will not pursue an arms race or 
xpansionism. History has proved this road is adead 
end and China\'s history and cultural background would 
be inconsistent with such a curse. China has a win- 
win principle in develping relations with other 
countries and the next five years will be an important 
milestone in China\'s development 

political 


IPR Protection Prospects 


12. (SBU) Representative Feeney noted that while 
there are different views on China in the United 

States 

the inadequacy of IPR enforcement in China. Asked how 
China will go about ensuring that intellectual 

property protection meets international standards 

said that the importance of protecting intellectual 
property was featured in President Hu\'s speech at the 
national S&T conference. China is working to increase 
the proprietary ability of its own companies and 
recognizes the importance of IPR protection for 
enhancing creativity. China increased IPR 
investigations in 2005 and issued a judicial 
interpretation that lowers the judicial threshold for 

IPR protection. It created a leadership group led by 
Vice Premier Wu Yi and considered 2 

cases in 2005. These efforts are sincere 

people are willing to circumvent the laws for profit 

and a gradual process will be required. The 
environment will become more and more strict 
predicted 

restrictions on exports of high-tech products to 

China. 


13. (SBU) Representative Kirk concluded the meeting 
by reviewing initiatives the Working Group is pursuing 
during its visit 


-- joint rescue capabilities in the area of space 
programs 
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-- establishment of a telephone hotline between the 
Ministry of Defense and the Defense Department 


-- establishment of the IPR Ombudsman position in the 
Chinese Embassy in Washington (Wu said the Ombudsman 
would take up his duties on January 14) 


-- an American professional football exhibition game 
in Shanghai 


-- a cultural exchange marking the Year of China in 
Chicago in 2010 


-- increasing student exchanges 
American students to China and 


-- an international audit of licensed software use by 
Chinese government entities. 


14. (SBU) Wu offered general support for further 
initiatives and exchanges. On the issue of legal 
software 

250 million RMB in 2006 for purchase of legal software 
by local governments. Representative Kirk praised 
this initiative 

reliable audit. 


15. (U) Participants: 
U.S. Delegation 
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Representative Mark Kirk 
Representative Rick Larsen 
Representative Tom Feeney 
DCM David Sedney 

Steve Orlins 

China Relations 

Richard Goldberg 

Working Group 

Dr. Yang Hong 

Embassy Control Officer 
Embassy Notetaker 


Chinese Delegation 


NPC Chairman Wu Bangguo 
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NPC Foreign Affairs Committee Chairman Jiang Enzhu 
NPC Foreign Affairs Comm. Vice Chairman Lu Congmin 
DCM Chinese Embassy in Washington Su Ge 

Staff and Interpreter 


16. (U) The Delegation has cleared this cable. 
Randt 
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never allow Taiwan independence. The Mainland has 
taken steps over the past year to blunt moves toward 
secession in Taiwan and to enhance cross-Strait 
relations. There has been a recent relaxation in the 
relationship. The recent elections in Taiwan 

indicated a positive change in the views of Taiwan 
voters. 


4. (SBU) Despite the recent positive momentum in 
relations 

direction of cross-Strait relations 

Shui-bian continues to reject one China. During 
Chen\'s New Year\'s address 

timetable for achieving de jure independence. He 
indicated that by 2007 

realize a re-engineered constitution that could be 
implemented by 2008. This new constitution would 
declare that Taiwan is not a part of China and is a de 
jure country. Jiang praised the U.S. Government for 
taking measures to restrain Taiwan moves toward 
independence. He urged the U.S. Congress not to pass 
any legislation that might encourage Taiwan 
independence. 


Non-proliferation 


5. (SBU) Congressman Kirk noted that Beijing\'s focus 
on the Taiwan issue during official meetings got in 

the way of possible opportunities to discuss other 
important matters. He cited the 2008 Olympics as an 
example of an issue that could bring a new face to 
China. Congressman Larsen noted his interest in non- 
proliferation and encouraged China\'s cooperation in 
the Proliferation Security Initiative. NPC Foreign 
Affairs Committee member General Li Yuanzheng stressed 
that the Chinese is serious about its opposition to 
nuclear non-proliferation and its policy is not to 

help other countries acquire such technology. China 
has extensive cooperation with other countries in the 
area of export control. China supports the 
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Proliferation Security Initiative in principle 
there are difficulties in its practical application. 
Taking action can be very difficult unless the 
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information that China receives is ironclad. 


China Still Developing 


6. (SBU) Asked about the future of China as a global 
power 

is looking to expand its influence overseas. He noted 
problems in China\'s income gap 

imbalances 

disabilities 

developing country for years to come. As a result of 
China\'s rapid growth 

China still has far to go to develop into a medium 
developed country 

tens of generations\" to catch up to western 
industrialized countries. Thus 

direction is focused on improving the economy. 


7. (SBU) Jiang paraphrased a Confucius saying that 
means roughly \"do unto others as they would do unto 
you. China has no history of aggression but has been 
a victim of outside attacks. In ChinaWs powerful Ming 
Dynasty 

than 30 lands 

from other countries 

China\'s pursuit of friendly relations 

has resolved boundary issues with 15 countries and is 
engaging in joint exploration for energy resources in 
the Pacific. China does not have the ability to 
challenge U.S. global dominance and certainly does not 
want to enter into an arms race with the United 

States. Beijing appreciates that the United States 
plays a constructive role in the Asia Pacific region. 


China is Responsible 


8. (SBU) Asked by Congressman Kirk about the 
possibility of future cultural exchanges 

NFL game between the Chicago Bears and Seattle 
Seahawks that might be played in China 

NPC favored broad exchanges including those in sports. 
Replying to Congressman Larsen\'s question about 
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China\'s response to Deputy Secretary Zoellick\'s 
September 21 speech that referred to China\'s future as 
a \"responsible stakeholder 

Foreign Affairs Committee Lu Congmin expressed the 
view that China is already that. He identified 

several areas 

proliferation and trade issues where China is playing 

a responsible role. In trade 

both benefits and challenges to China. Some domestic 
industries have been dealt a blow because of China\'s 
membership in the WTO. Moreover 

its farmers subsidies 

countries do. Nonetheless 

commitments and in the area of services has gone 
beyond some western countries in opening up various 
sectors. 


9. (U) Participants: 


U.S. Delegation 
Representative Mark Kirk 
Representative Rick Larsen 
Representative Tom Feeney 
Steve Orlins 

China Relations 

Richard Goldberg 

Working Group 

Dr. Yang Hong 

Embassy Control Officer 
Embassy Notetaker 


Chinese Delegation 

NPC Foreign Affairs Committee Chairman Jiang Enzhu 
NPC Foreign Affairs Comm. Vice Chairman Lu Congmin 
NPC Foreign Affairs Comm. Member Li Yuanzheng 
DCM Chinese Embassy in Washington Su Ge 

Staff and Interpreter 


10. (U) The Delegation has cleared this cable. 
Randt 
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removal from the list of Countries of Particular Concern for 
Religious Freedom (CPC). Passing on the document 

that the GVN should be mindful of the U.S. policy clock on 
CPC. The working level review of the CPC countries occurs 
in June 

August or September. Therefore 


Column 3 
accomplish as much as possible before June. 


3. (SBU) The Ambassador told AFM Hung that the overall 
objective is to move religious freedom to the positive side 

of the ledger in the U.S.-Vietnam bilateral relationship 

and thus demonstrate that the two sides have been able to 
address a difficult issue in a positive way. Resolving this 

issue before the visit of President Bush and the APEC Summit 
in November 

he noted. 


4. (SBU) After Ambassador Marine highlighted some key areas 
of the demarche 

at the highest levels to implementing the Prime Minister\'s 
instruction and the Ordinance on Religion 

Prime Minister has strong interest and concern on this 

issue 

confusion at the local level." AFM Hung related how he had 
been personally tasked with traveling to the Central 
Highlands to see how the PMVs instruction and the Ordinance 
were being implemented. He found that the provincial 
officials profess that they are carefully and scrupulously 
enforcing the central government\'s mandate 

district level and below the knowledge of the new laws 
varies. Still 

passing of Christmas without \"disorderly incidents\" despite 
widespread Christian celebrations is an indicator that the 
local authorities in the Central Highlands are finding ways 

to protect the country from \"elements who wish to use 
religion to create disorder\" while protecting religious 
freedom. In the Central Highlands in 2005 

the provincial governments sent letters to \"allthe 

religious chapters\" inviting them to organize Christmas 
festivities and offering to provide security against anyone 
who would disrupt these festivities for their own purposes. 


5. (SBU) The Ambassador acknowledged that there have been 
positive developments in Vietnam 

assistance in documenting those positive developments and 
ensuring that they continue. The GVN needs to make a 
concerted effort to educate the international community 
including the United States 

religious environment. AFM Hung pledged to do so 

that the USG\'s information is sometimes distorted 

by those who have ulterior political motives. 


OTHER ISSUES 
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6. (SBU) The Ambassador noted that he had received good news 
from Dak Lak Province 

families received passports and other documents they needed 

to begin the necessary out-processing formalities associated 

with their applications to join their family members who 
immigrated to the United States as refugees. He said he 

hopes this is a signal that all pending cases will now go 

through 

our mutual goal of family reunification. 


AMNESTIES AND HUMAN RIGHTS 


7. (SBU) The Ambassador said he understands that there may 
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not be an amnesty this year during the Vietnamese New Year 
period 

to release several individuals of concern 

Hong Son. AFM Hung said that he talked to officials from 

the Ministry of Public Security who believe that the United 
States has some incorrect information regarding some of the 
cases of concern. AFM Hung promised to get more specifics 
and get back to us. 


8. (SBU) Regarding dissident Hoang Minh Chinh 
Ambassador acknowledged that Chinh has not suffered any 
harassment in recent weeks 

plain-clothes police near his home and his cell phone and 
internet service have been cut off. Chinh should be treated 
like any Vietnamese citizen and allowed to live in peace 

the Ambassador urged. 


REPATRIATION 


9. (SBU) The Ambassador raised the issue of repatriation of 
Vietnamese citizens who have lost the eligibility to remain 

in the United States by committing illegal acts. The United 
States wants to restart discussions on this issue 

but need to get past the idea of resettlement payments 
which the United States cannot accept. The United States 
does not want to invoke restrictions on visa issuances 

this is a possibility if Vietnam does not meet its 

obligations under international law to accept its citizens. 
AFM Hung had no response on this issue. 


NEW EMBASSY COMPOUND 


Column 3 


10. (SBU) The Ambassador thanked AFM Hung for his efforts to 
assist the Embassy in obtaining agreement on the Agreed 
Minute for the land for the New Embassy Compound (NEC). He 
asked that we continue to concentrate on this issue and 

finalize the acquisition within the next six months. The 

State Department 

the Vietnamese Embassy in Washington to discuss the next 
steps on the GVNVs desire to move forward with property in 

San Francisco and Washington. AFM Hung said he is very glad 
that there has been progress on this issue 

hopes the Vietnamese Embassy and Consulate General in San 
Francisco will be able to resolve their outstanding issues 

over land and buildings as a result. 


AMERICAN HUMANITARIAN EFFORTS MEMORIAL 


11. (SBU) The Ambassador asked if the MFA has had a chance 
to consider his earlier proposal that the United States and 
Vietnam work on creating a memorial in Vietnam recognizing 
the humanitarian efforts of Americans during the war. AFM 
Hung informed the Ambassador that the MFA spoke with the 
Vietnam VeteransV Association about this issue 

unfortunately Wwe do not yet have any common understanding 
on this issue. The Ambassador noted that the American 
Secretary of Veterans! Affairs is considering a visit to 


SIPDIS 

Vietnam 

for that visit. AFM Hung noted that the visit of the VA 
Secretary would be very sensitive 


SIPDIS 
before the National Communist Party Congress scheduled to 
take place in April. 


MARINE 
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wanted to give a voice to an influential member of the 
MFDC that has been marginalized. During her testimony 
Sud FM Chief Editor Sy commented 

like Senegal brings journalists to court to face such 
accusations...Given the chance 


MEDIA REACTION A MIX OF RELIEF AND CONCERN 


4. (U) The verdict was widely welcomed by local media 
many of which had vociferously protested the government\'s 


Column 3 

temporary shutdown of all Sud FM stations 

Sud Quotidien editions and interrogation of Sud employees 
after the interview was aired and published on October 17 
2005 (Ref B). The January 7-8 edition of Sud Quotidien 
opined 

colleague [Gassama] did nothing more than his job: to seek 
out information 

public opinion. ... Information is meaningless unless it 

is shared. It comes to life in the reader and does not 
belong to the journalist.\" 


5. (U) The national daily Le Matin editorialized 

arrest of journalists and the closure of their offices 

were unjustified and acts against freedom of expression. 

In addition 

resolved. ... Sadio\'s conviction has thrown up an 
obstacle to the MFDC\'s reunification ... and distances the 
rebel leader from the Foundiougne ll talks 

[MFDC President] Abbot Diamacoune\'s stated wish to bring 
Sadio into the peace process." Sud Quotidien criticized 
as \"inconsistent\" the ruling against Sadio and echoed that 
the judge\'s decision \"effectively drives Sadio away from 
participation in the peace process.\" 


6. (U) Only one newspaper advocated a counter-offensive 
against the Government: the national daily LVObservateur 
comented that \"the court essentially ruled that [Inteior 
Minister] Ousmane Ngom violated the law in tis affair. 

... Now it\'s time to bring charges aainst the Ministry 

of Interior.\" The pro-governent daily newspaper Le 

Soleil termed the verdict\"a happy ending\" and quoted Sud 
Quotidien Coordinator Fall as saying during the trial that 
\"Salif adio is a Senegalese citizen 

to speak his mind.\" Media coverage was extensive but 
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short-lived 
so-called \"Sud FM Affair\" after a wave of coverage during 
the period January 7-9. 


7. (SBU) COMMENT: The outcome of the \"Sud FM Affair" is 
indeed a happy ending for local media 

concerned that this trial heralded a crackdown against 
freedom of expression in the run-up to elections in 2007. 
Even before the trial 

even President Wade had made several public signals that 
the GOS sought a rapprochement with the press 

verdict lends credibility to their statements. Sud 
Communications has told Emboff that it has no intention of 
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filing a countersuit 

improvement in relations between the media and the 
government in Senegal. END COMMENT. 


JACKSON 
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the United States to push forward with an FTA with Malaysia 

and continue to improve contact and cooperation with the 
military and government of Indonesia. The Ambassador thanked 
the Minister for Singapore\'s support in Iraq and emphasized 

the positive effect a Mutual Legal Assistance Treaty would 

have on law enforcement cooperation. She urged Singapore to 
continue building on our joint efforts against proliferation 

and pressed Singapore to lift its ban on U.S. beef quickly. 

End Summary. 


New Architecture Evolving in East Asia 


2. (C) After warmly welcoming the Ambassador to her new 
posting 

changing rapidly 

future. Asian parents 

to better the lives of their children and are looking ahead 
very optimistically 

India 

also bring political tensions and Singapore worries about 
what kinds of new structures will arise to link Asia together 
and with the rest of the world. The \"old frameworks" have 
outlived their usefulness 

calculations 

continues to stay firmly engaged with Asia and plays an 
active role in the evolution of the new framework. 


Importance of the EAS 


3. (C) The desire to shape the future architecture in Asia 
drove Singapore to embrace the creation of the East Asia 
Summit (EAS) 

engage with \"the two behemoths\" India and China as they 
emerged and also began to deal with each other. ASEAN had 
been gratified that EAS members had reached a consensus that 
ASEAN would \"remain in the driver\'s seat 

that China had been very supportive of this outcome and had 
scored points with ASEAN delegations for being easy to work 
with in the run-up to the Summit. The EAS could even provide 
a convenient venue for increased meetings between China 
Korea and Japan 

role in facilitating this 
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outward-looking. Singapore wants the United States to find 
ways to engage with it 


4. (C) The Ambassador pointed out that the United States had 
not been invited to the EAS and she asked how the Minister 
would propose we \"engage\" with it. Yeo urged the United 
States to \"think through its attitude!" toward the EAS 

perhaps with a view toward an eventual observership. Short of 
that 

would prove useful? Yeo was highly complimentary of the 
\"deft\" way the United States had brought about the Joint 
Vision Statement on the ASEAN-U.S. Enhanced Partnership at 
APEC; we had found a way to give recognition to the 
U.S.-ASEAN relationship 

dealing directly with Burma. This gesture had made a 

positive impression on friends in ASEAN. Another example 
said Yeo 

ASEAN leaders on the margins of the APEC Summit; these should 
become a regular feature each year. The United States\' 
assistance to Indonesia after the tsunami had greatly shifted 
Indonesian views toward us; our increased engagement with 
President Yudhoyono and the Indonesian military have been a 
big step forward. Yeo further urged the United States to 

push ahead on a Free Trade Agreement with Malaysia. 


Bilateral Cooperation 


5. (C) Turning to bilateral topics 

the United States\' gratitude for the military and political 

support Singapore had rendered to us in Iraq as a Coalition 
Partner. Yeo responded that our success in Iraq was 
absolutely essential. The Ambassador highlighted the 
importance to both sides of making progress on a Mutual Legal 
Assistance Treaty (MLAT) and increasing cooperation against 
proliferation of weapons of mass destruction (WMD). Yeo 
acknowledged the Ambassador\'s point about MLAT progress being 
very slow and explained that Singapore remains concerned 
about setting precedents with us that would lead to increased 
demands from neighboring countries such as Indonesia. That 
said 

side\'s concerns and reach a good agreement. On 

proliferation 

Singapore had the same concerns and good cooperation would 
continue. 


Beef Ban 


6. (C) The Ambassador raised the continuing ban on U.S. beef 
eliciting an immediate sigh of frustration from Yeo regarding 
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the Agri-Food and Veterinary Authority (AVA) -- they have a 
small staff and conservative views 

he exclaimed. Yeo cited several instances when 

Minister 

imports of various food items. WBut now that Japan has 
lifted the ban 


7. (C) In closing 

express his deep appreciation for the assistance the Embassy 
the USG and the Tennessee authorities had rendered to him and 
his family when his son was being treated for leukemia at St. 
Jude Hospital in Memphis. 

HERBOLD 
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unaffiliated with any of the community groups with whom Shell 
will negotiate. He said Shell was consequently concerned 

that attacks were being organized by a previously unknown but 
well-equipped group. 


3. (C) Mihlon indicated that Shell would be taking the lead 
in investigation and negotiation 

from LegAtt to provide assistance with negotiations and 
logistics. Shell set up a Command Center in Lagos and was 
expecting assistance from the Nigerian Navy. He did not 
expect any long term impact on oil production. 


4. (C) Aletter was circulated through an Oil and Oil 
Service Company security e-mail list with a claim to 
responsibility for the attack. The group claiming 
responsibility identified itself as Movement for the 
Emancipation of the Niger Delta (MEND) and listed the full 
names of the four individuals taken. The authenticity of the 
letter has not been established. 


5. (SBU) Bayelsa State Commissioner of Police said the 
group responsible is demanding money but did not disclose an 
exact amount. He also said the hostages had been taken to 
Warri. One of the hostages reportedly sustained a headwound 
during the kidnapping. 


6. (C) The Delta region continues to heat up in the new 
year 


Column 3 

weeks. The slow response of the navy and the ease with which 
the kidnappers boarded an oil company security vessel further 
demonstrate how poorly prepared the GON is for an increase in 
instability in the region. End Comment. 


BROWNE 
HOWE 
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discuss the constitutional review process. 


3. (C) Politicians across the spectrum are consumed with the 
next general election 

distanced themselves from earlier calls for snap elections 

in favor of preparing for a drawn-out campaign run-up to the 
2007 elections. The group has at least two men who consider 
themselves presidential contenders 

Musyoka. The ODM will reportedly meet soon to discuss 
distilling out 

parties that comprise the organization 

candidate for 2007. The ODM and official opposition KANU 
have recently accused the government of foul play in 
connection with the registration of two political parties. 

ODM 

acronym by another group 

registered the acronym and rooster mascot as a new party. 


MOUNT KENYA REBELLION 


4. (C) Meanwhile 

home crowd 

rebellion against the President 

(and the spoils that come with it) at the center. 17 Central 
Province MPs have openly criticized the President\'s inner 
circle of advisors and have called on the President to send 
them packing (presumably the rebels would be available to 
step in to the vacated seats). The Presidents repeated 
capitulations to politicians\' demands have served to 
encourage sidelined Central MPs to seize upon the opportunity 
to demand a greater share of the political pie. 

Additionally 

at the growing isolation of the Kikuyu ethnic group following 
the November 2004 referendum. The referendum campaign 
revealed the increasingly tribal association of political 
parties and some Central politicians are publicly pondering 
the creation of a Kikuyu political party to counter the 
Luo-dominated LDP. Political wrangling within the 
President 

statement that the DP was dead and NARC the future 
contributed to the political fires in Kibaki\'s backyard. The 
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National Executive Council (NEC) of the DP is resisting 
Kibaki\'s claims that the DP was dissolved when it joined 
NARC. lt instead met January 11 (without its Chairman 

Kibaki or his Deputy 

would stand on its own in 2007 and openly expressed concerns 
about Central Kenya\'s political and economic future after 
Kibaki. 


CONSTITUTIONAL RUMBLINGS 


5. (C) With politicians squarely focused on attaining office 

in 2007 

delivering a new constitution. In his New Year\'s Day 
remarks 

would have a new constitution through an all-inclusive and 
participatory process. He foreshadowed a coming 
announcement on how the process would be \"fast-tracked.\" 
Recent reports that the government plans to assemble a panel 
of experts to renew the constitutional review process have 
elicited charges of exclusivity. Setting the stage for rival 
reviews 

creation of its own panel of legal experts. Davinder Lamba 
organizer of a December civil society organizations\' 
conference on constitutional review 

review group had to be strictly \"immunized from politics 

and not include any of the delegates to earlier review 

bodies 

to be acceptable. The government itself has only said that 
Vvarious consultations\" had taken place to determine the best 
way forward 

completion of the process. 


AN OPPORTUNITY FOR KENYA 


6. (C) Although politics has dominated 

been entirely ignored. During the January 6 cabinet meeting 
Ministers focused on the drought affecting parts of Kenya 
announcing that all available maize in Kenya would be 
purchased for famine relief and that particular emphasis 
would be given to school feeding programs. January also 
presents an opportunity for the government to prove its 
professed zero tolerance for corruption. The report of the 
commission of inquiry into the Goldenberg financial scandal 
is due to be completed this month. Revelations by former 
Permanent Secretary for Ethics and Governance John Githongo 
are expected to be made public in the coming days. The 
Kibaki government\'s action (or lack thereof) on both of these 
will speak volumes on official Kenya\'s commitment to 
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punishing the worst corruption. 


7. (C) COMMENT: In spite of the gloomy political front 
current operating environment provides an opportunity for the 
U.S. 

to impress upon Kenyans the urgent need to refocus energy 
away from politics and onto governance. With the highest 
levels of government clearly preoccupied 

Secretaries 
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their own political ambition 

can engage to encourage action on corruption (Goldenberg and 
Githongo reports) and the faltering narcotics investigation 
(reftel). END COMMENT. 

BELLAMY 


7. (SBU) Cao expressed his thanks and careful 
attention to the Working Group\'s issues. At present 
U.S.-China relations are stable and have reached broad 
consensus on cooperation in the 21st Century. In 
addition to trade ties 

travel between the two countries annually. Bilateral 
cooperation includes seeking a nuclear-free Korean 
Peninsula 

nonproliferation and anticrime measures. The 
significance of U.S.-China ties has increased and good 
relations are a \"hard-won\" development to be 
cherished. 


8. (SBU) Cao said he has thought deeply on U.S.-China 
issues. The world contains 189 countries and 
thousands of ethnic groups 
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political systems and religions. In such a diverse 
world 

Nevertheless 

commonalities are greater than the differences. 


Mil-Mil Ties and Rumsfeld\'s \"Charisma of a Sailon" 


9. (SBU) Turning to military-to-military relations 
Cao took note of his 2003 visit to Washington and 
Defense Secretary Rumsfeld\'s visit to Beijing in 2005. 
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Cao characterized Rumsfeld\'s visit as a great success 
as consensus was reached on military exchanges and 
increased cooperation. 


10. (SBU) Cao said his discussions with Secretary 
Rumsfeld in October were open and frank and that he 
got along very well with Rumsfeld because of their 
closeness in age. Rumsfeld has \"the charisma of a 
sailor" and talks about military issues above board 
with respect and understanding. China\'s defense 
modernization is part of China\'s economic development 
drive and should not be considered a threat 

stated. China suffered foreign invasions for more 
than one hundred years 

from experience to \"Do not to others what you do not 
want others to do to you." 


Cao\'s Views on Working Group Ideas 


11. (SBU) Pressed by Representative Kirk for a 
response to the three ideas proposed by the Working 
Group 

have discussions on an ISS-compatible docking ring for 
the Shenzhou spacecraft. Cao supported further 
discussions on China\'s manned spaceflight program to 
increase transparency. He added that although past 
U.S.-Chinese satellite cooperation was halted by the 
American fear of technology transfer 

positive attitude to this proposal. 


12. (SBU) Regarding a DTL link between the two 

defense establishments 

has never established such a link with a foreign 

military. Foreign military contacts are handled by 

the Foreign Affairs Office of the MND with the U.S. 
Embassy DAO office and through the Chinese Embassy in 
Washington. If MND were to establish a DTL with a 
foreign defense department 

a defense hotline would be the United States. 


13. (SBU) Representative Kirk asked Cao to inform him 
of future MND delegations visiting Washington and said 
he would raise the DTL issue with Secretary Rumsfeld 
and DUSD Richard Lawless. 


14. (U) Participants 


U.S. Side 
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Representative Mark Kirk 
Representative Rick Larsen 
Representative Tom Feeney 
The Ambassador 

Steve Orlins 

China Relations 

Richard Goldberg 

Director 

Dr. Yang Hong 

Brigadier General Ralph Jodice 
Lt. Col. David Dahl 

Caroline Katzin 

Embassy Control Officer 
Embassy Notetaker 
Interpreter 


Chinese Side 
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General Cao Gangchuan 

Major General Qian Lihua 
Senior Captain Li Ji 

MFA U.S. Affairs officer Li Suyun 
Staff and Interpreter 


15. (U) The Delegation has cleared this cable. 
Randt 
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obstacles\" to direct charter air links for passengers and 
cargo across the Taiwan Strait. Director of the KMT Central 
Committee Mainland Affairs Department Chang Jung-kung told 
AIT the KMT can and will continue to conduct its own 
discussions with the PRC 

KMT\'s ability to expand the cross-Strait \"three links" is 
limited. The KMT understands 

of liberalized transportation and communication links will 
require cooperation and approval from Taiwan\'s elected 
government. 


3. (C) The KMT-led Pan-Blue legislative coalition has 
largely for political purposes 

Procurement Special Budget for sixteen months 

the special budget mechanism is fiscally irresponsible 
it deprives the LY of its right of review 
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proposed weapons systems are inappropriate offensive weapons 
and/or grossly overpriced (submarines) 

aircraft) or 

the \"vetoed\" 2004 referendum. (Ref D) The Pan-Blues have 
also zeroed-out in the regular 2006 annual defense budget all 
funding for the PAC-III missiles and preparatory funds for 

all three weapons systems. After a year and a half of 
Pan-Blue attacks on the DPP for trying to railroad \"foolish\" 
military purchases through the LY 

signaled the possibility of compromise 

regarding the purchase of the P-3Cs. (Ref E 


4. (C) In response to President Chen\'s confrontational New 
Year\'s Day address (Ref H) 

efforts to promote KMT legislative proposals while blocking 

many government-proposed initiatives. The KMT will also 
continue to block LY consideration or approval of President 
Chen\'s Control Yuan nominees. Aside from possible agreement 
on the purchase of at least a few P-3C aircraft 

insiders tell AIT that the KMT will for the foreseeable 

future continue opposing the balance of the U.S. arms 
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procurement proposal. Ma has stated publicly the KMT\'s 
primary goal is to retake the presidency in 2008. Although 
Ma has yet to formally announce his intention to run for 
president 

KMT do is crafted to position Ma to win the 2008 presidential 
election. 


Ma\'s Control of the Party 


Potential Challengers: 


5. (C) After Ma was elected as KMT Chairman in July 2005 
many expected 

defeated Wang Jin-pyng sought to use his close relationship 
with Honorary Chairman Lien Chan 

and his popularity among senior KMT leaders to oppose Ma and 
his reforms. (Ref | 

Congress in August 

the Central Committee and Central Standing Committee 
membership did break along pro-Ma and pro-Wang lines 
emerged victorious on almost all counts. (Ref L) With Ma at 
the helm calling for voters to give the DPP government a 
\"vote of no confidence 

the December 3 island-wide local elections 

consolidate his control over the party. Before the election 
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Ma had promised to resign as chairman if the KMT performed 
badly in the election 

KMT vote to \"save\" him. (Ref C 


6. (C) KMT contacts tell AIT that Ma is now firmly in control 

of the party and that Wang is no longer capable of forming an 
alternative power core within the KMT. (Ref N) However 
recent talk surrounding the formation of a \"coalition 

cabinet\" has raised the potential of a different Wang threat: 
that he could 

Premier 

members with him and destroying the KMT\'s slender LY majority 
in the process. (Ref O) This possibility has been greatly 
reduced following President Chen\'s controversial New Years 
Day address. Wang may no longer be a threat to Ma\'s 
dominance of the KMT 

side for some time. In addition 

Lien Chan has expressed displeasure over Ma\'s treatment of 
Wang and over Ma\'s public statement that unification with 
China is the KMT\'s goal. KMT Mainland Affairs Department 
Director Chang Jung-Kung told AIT that Ma is also generating 
some irritation among the KMT old-guard with his plans to 
downsize the party\'s bureaucracy. Chang said he recognized 
that the KMT\'s financial difficulties leave Ma no choice but 

to reduce the party\'s bloated payrolls. Although he and 
others who face termination may be disgruntled by Ma\'s 
decision 

Ma 

bureaucracy. 


Control of KMT Cross-Strait Policy: 


7. (C) KMT interlocutors have told AIT that Ma \"wholly 
supports\" the five point consensus agreed to by Lien Chan and 
Hu Jintao in May 2005 

continue management of the KMT\'s cross-Strait policy. All 
cross-Strait policy decisions 

approval before implementation. (Ref P 

publicly called for a national referendum on direct 

cross-Strait transportation links 

next day 

unnecessary if the LY could make the necessary amendments to 
the law governing cross-Strait relations. The KMT has 
announced that making these changes will be a priority when 
the LY reconvenes after the Chinese Lunar New Year holiday. 


8. (U) In November 2005 
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cut NT$438 million (US$13 million) from the Mainland Affairs 
Council (MAC) budget 

million) budget of the General Information Office (GIO) 
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proposed to cut NT$1 million from the Examination Yuan 
budget 

NT$100 million from the Presidential Office budget 

a proposed NT$50 million cut to the special national affairs 
executive budget. 


9. (C) KMT legislator and Ma supporter Su Chi told AIT that 
the aforementioned budget cuts were the brainchild of the KMT 
and PFP LY caucuses 

and had no involvement whatsoever with the budget cut 
strategy. Su said the MAC budget cuts were intended to 
signal Pan-Blue dissatisfaction with the slow pace of 
cross-Strait exchanges 

intended to highlight alleged DPP shortcomings in advance of 
the December 2005 mayor/magistrate elections. Other KMT 
leaders told AIT that Ma was quite displeased by the KMT LY 
members heavy-handed budget-cutting tactic. By early 
January 2006 

scaled back as a result of inter-party caucus negotiations. 
Following agreements reached between the party caucuses by 
January 10 

NT$11.2 billion (US$350 million) of funding earmarked for the 
PAC-III missile system and for projects to prepare for the 
purchase of the PAC-IIIs 

The LY also cut an additional NT$25.2 billion (US$788 
million) from the general budget 

(US$7.7 billion) of other funding 

later with LY approval. As a percentage of the total budget 
originally requested by the Executive Yuan 

total 2.28 percent 

percent of the total planned expenditure. 


Cross-Strait Peace Advancement Bill 


10. (C) Su Chi told AIT the KMT had only offered lukewarm 
support to the Cross-Strait Peace Advancement bill 
introduced by the People First Party (PFP) 

Pan-Blue unity before the December 2005 elections 

the election rationale now gone 

killed in the near future. According to Su 

Chairman James Soong knows the bill will fail 

push it very hard. Su said the bill may be constitutionally 
flawed because it would position the LY to compete with the 
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executive branch on cross-Strait relations. 


PRC Visits Impact KMT LY Strategy 


11. (C) Both DPP and KMT legislators have asserted to AIT 
that the April-May 2005 Lien-Soong visits to Mainland China 
were a watershed in Taiwan politics and cross-Strait policy. 
Lien Chan\'s visit gave the KMT a five-point popularity boost 
that persisted in subsequent polling right up to the KMT\'s 
victory in the December 3 

duty-free fruit import 

for Taiwanese students studying in China 

efforts all stem from the Joint Statements prepared during 

the visits of Lien and PFP Chairman James Soong. (Ref R) The 
KMT will continue to push initiatives in the LY designed to 
promote cross-Strait relations and to put pressure on the DPP 
government to take steps to further open cross-Strait links. 
PAAL 
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Security Council.\" Drnovsek said he intends to call 

President Putin early next week and will meet with the 

Chinese Ambassador in Ljubljana to gauge Chinese willingness 
to support additional international intervention in Sudan 
including a possible contribution of Chinese peacekeeping 
forces. 


3. (C) Drnovsek reiterated his deep concern that the 

situation in Darfur is worsening and emphasized that the 
international community has to redouble its efforts to 

stabilize the region and provide humanitarian assistance. 
Slovenia 

provide demining assistance and possibly a mobile hospital. 
Drnovsek intends to travel to Sudan in February and will meet 
with the President of Sudan and possibly the President of 
Chad and the Secretary General of the Arab League. 


4. (C) Comment: Drnovsek believes the U.S. will support his 
initiative. He mentioned that POTUS said recently he 
receives 10 

Darfur. He also said he understood that USUN Ambassador 
Bolton had recently met with Annan urging more UN action on 
Darfur. While COM explained the difficulty of arranging such 
a visit with such short notice 

world public interest about Darfur must be reawakened and 
that his high-powered delegation\'s visit to New York and 
Washington might help do that. If 

POTUS is impossible 
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with the Secretary or the Deputy Secretary. End comment. 
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with Foreign Minister Ban and a 50-minute meeting with 1st 
Vice Foreign Minister Yu Myung-hwan 

the domestic pressures his government was under to continue 
nuclear development for technological and energy purposes and 
not nuclear weapon development. VFM Safari insisted that as 
a member of the NPT and IAEA 

nuclear development. Prior to his arrival in Seoul on 

January 10 

announced that restrictions on South Korean and British 
exports were being lifted. Ahn said VFM Safari did not 

repeat the sanction threat Tehran made in October to visiting 
South Korean 2nd Vice Minister Lee Kyu-hyung 

underlined that Tehran saw a connection between international 
political issues and bilateral economic relations 

reportedly also made in meetings with South Korean lawmakers 
and business officials in Seoul. 


5. (C) Foreign Minister Ban and Vice Foreign Minister Yu had 
registered \"deep regret\" with Safari over the resumption of 
Iran\'s nuclear activities 

hopes for a diplomatic resolution of the issue that would 

avoid reference to the Security Council. ROKG officials had 
also pressed Safari to delink the nuclear issue from 

bilateral economic relations. Speaking personally 

the ROK would join with the international community if it 
decided to refer Iran to the Security Council. 
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to rule out running for president in 2008 

refused to do so. Chai stressed plans to develop party 

diplomacy focusing on the U.S. 

elimination of the party\'s factions. All three candidates 

gave the same answer when asked whom they most admired among 
the elder DPP leaders: Lin I-hsiung. The answer from Yu 

sounded especially unconvincing 

Yu. 


8. (C) The candidates have all taken firm stands on basic 

DPP causes such as promoting a new constitution and defeating 
Ma Ying-jeou in 2008 to prevent the KMT from \"giving\" Taiwan 
to China. Chai included establishing the \"Republic of 

Taiwan\" as one of his objectives. All three candidates 
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sounded more fundamentalist than moderate on key issues such 
as cross-Strait relations or Taiwan independence. DPP 
Legislator Tsai Ing-wen explained to AIT that candidates in 
intra-DPP elections believe they have to sound greener than 
they really are to retain voter support. 


Implications 


9. (C) If Yu wins 

President Chen 

which disgruntlement has become widespread since the 
disastrous December 3 defeat in local elections. While such 
an approach may help the party get through its current 
difficulties 

better in upcoming elections 

presidential election. It is possible 

new chairman will appoint reformers and institute changes 
aimed at making the party more competitive 

appear likely. Chai or Wong 

rather than unifying forces. In the debates 

criticized President Chen. DPP Legislator Bi-khim Hsiao 
expressed concern to AIT that Chai 

move the party in the fundamentalist direction with unhelpful 
initiatives on issues such as a constitutional referendum and 
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name rectification (from China to Taiwan) 
suggested this would trigger a debate within the party on its 
future course. 


Comment 


10. (C) The January 15 election for party chairman will 
inevitably be interpreted by some as a referendum on 
President Chen by the members of his own party. A victory by 
Yu will be a victory for the president and provide Chen an 
avenue to keep the party in line 

reportedly fears most - becoming a lame duck. If Yu is 
defeated 

president has not weighed in publicly on this election. A 
victory by Wong would be the most damaging to Chen because 
she has focused her message on criticizing the president and 
drawing a clear line between party and government. 
Regardless of who wins 

by appeals to deep green fundamentalists and calls for 
renewed attention to Taiwan identity and even Taiwan 
independence. None of this will help Chen or the DPP appeal 
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to moderate voters or to improve cross-Strait relations. 
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percent and dominated by sharp increases in the price of 
sugar 


5. (U) The CSO also said that the total consumption poverty 
datum line for a family of five had increased to Z$17.26 
million (US$194 at the interbank exchange rate of Z$88 

and US$172 at the parallel market rate of Z$100 

December 

million. The cost of the low-income urban monthly consumer 
basket used by the Consumer Council of Zimbabwe rose 876 
percent in 2005 


6. (U) The New Year heralded numerous sharp price hikes in 
services that will continue to fuel inflation in January and 
beyond. Charges at Harare 

increase on January 1 from Z$750 

from US$19 to US$95 at the interbank exchange rate) for an 
adult grave and Z$4.2 million for children. The rate is due 

to rise further to Z$17 million (US$191 at the interbank 

rate) and Z$8.5 million respectively in July. The Zimbabwe 
Medical Association announced a sharp increase in 
consultation fees effective on January 1. Patients are now 
paying between Z$1 and 2 million (between about US$9 and 18) 
for a consultation with a general practitioner 

Z$300 

specialist. 


7. (U) Zimbabwe National Water Authority increased tariffs by 
between 30 and 100 percent on January 1 to meet the rising 
cost of chemicals used in the purification process. Water 
tariffs had most recently risen by 80-100 percent in 
September. (N.B. The state-controlled press reported in 
mid-December that Harare municipal water failed to meet the 
minimum health specifications of the World Health 
Organization and of the Standards Association of Zimbabwe.) 


8. (SBU) Price hikes in school fees 

prices at the start of the new term this week have been a 
further contentious pocket book issue. The Ministry of 
Education 

limiting fee hikes since the last term to 150 percent. 
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Nevertheless 

indicate that private school fees have jumped about 200 
percent from the August to January terms. 


9. (SBU) In any event 

paupers out of the average Zimbabweans 

wages stagnate and their purchasing power evaporate. 
Especially hurt is the ever-shrinking middle class who must 
also cope with an inescapable decline in municipal services. 
While Zimbabweans remain proud that infrastructure standards 
are still higher here than in most neighboring countries 

capital 

potholes after recent abundant rains. A nighttime drive in 

the city is a daunting zigzag around crater-sized potholes 
through unlit streets and across major intersections without 
the benefit of stoplights. Garbage collection is erratic 

it occurs at all 

down its main vegetable market and prohibit public vending of 
fish and meat to prevent the spread of isolated cases of 
cholera. 


10. (SBU) Christmas celebrations were somber 

high cost of food and consumables 

erosion of disposable income 

school fee bills. Zimbabweans entered the New Year in a grim 
mood without much faith that the GOZ 

turnaround would kick off any time soon. To date 

we have seen no signs that the ever-present grumbling of 
discontent over forking over more and more cash at the 
register presents an immediate danger to the regime. Ever 
more resentful of a regime perceived as increasingly remote 
unfeeling and incompetent 

nonetheless appear overwhelmingly consumed with simply making 
ends meet. 
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immediate steps when a case of the violation of human rights 
arises; reserving the right to make recommendations to the 
GA 

somewhat higher standing in relation to other human rights 
organizations 


Size 

-- Smaller than the existing Commission on Human Rights (53 
member states). 

-- The principle of equitable geographical distribution 
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maintained: an increase in the ratio of Asian countries in 
comparison to the existing Commission. 

-- Membership of the HRC: in principle 

would be qualified to \"serve in the HRC\"; appropriate 
contribution to the promotion and protection of human rights 
(such as taking initiatives to improve the human rights 
situation in oneYs own country) would be a precondition. 

-- Election of the Members of HRC: Members shall be elected 
directly by the GA by a two-thirds majority without any 
possibility of intervention by a Regional Group. 

-- Terms of Membership/Reelection: A reelectable term of 
three years. 

-- Fist members of the HRC shall be elected newly regardless 
of existing members of the Commission on Human Rights. 


Rules of Procedure and Working Methods 

-- Rules of Procedure: the HRC would adopt its own rules of 
procedure 

the subsidiary organs of the GA when necessary; participation 
of NGOs would be allowed. 

-- Working Methods: the HRC would adopt its own Working 
Methods. 


Transitional Arrangements 

-- The timing for the election and first meeting will be 
determined during the forthcoming negotiation session. 
VERSHBOW 
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While this progress was encouraging 

to do more to help the Philippines in its efforts to defeat 
the terrorist threats it faces. 


4. (C) 2005 also saw the establishment and broadening of the 
Philippine Defense Reform (PDR) initiative 

in January of US subject matter experts. By mid-year 

AFP Deputy Chief of Staff for Logistics (J4) had fully 
embraced PDR\'s concepts 

introducing logistics and procurement reforms. The 
Department of National Defense provided the Philippine 
Congress its first-ever six year budget plan. Its first-ever 
Defense Planning Guidance (DPG) set the stage for a six-year 
equipping and training cycle that 

Programming and Budgeting System (PPBS) program 

the foundations for the AFP\'s long-term transformation into a 
modern 

undertaking its own successful counterterrorism operations. 
Recognizing the need to translate this success to the 
operational sphere 

billion pesos to equip re-trained AFP battalions in 2006 


Column 3 

asked for US help in establishing a National Training Center 
and in moving ahead with Philippine Intelligence Reform 
(PIR) 

AFP intelligence collection entities. 


5. (U) U.S. and Philippine authorities worked closely during 
2005 on rewards programs targeting terrorist groups. Using 
its Rewards Program 

major payment of $50 

for his role in the capture of Rohmat 

operative linked to the February 14 bombings. Other payments 
were made to informants whose information led to the capture 
of ASG operatives Rasman Mohammad ($2500 

Ismael ($5000 

September 2005); and Gumbahali Jumdail ($15 

2005; payment made to the family of the deceased informant). 
The U.S. Department of Defense also made two in-kind payouts 
under the rewards program in July 

respectively. 

6. (C) USAID contributes to the fight against terrorism in 

the Philippines by consolidating peace and bringing 
opportunity to conflict-affected areas of Mindanao. With 
USAID assistance 

National Liberation Front (MNLF) have successfully 
reintegrated into the peacetime economy 

the largest and most enduring rebel forces in the region. 
USAID continues to fund activities that: integrate former 
Muslim combatants and their communities into the mainstream 
economy; improve economic and business infrastructure in 
conflict-affected areas 

transport hubs; promote good governance in managing and 
sustaining natural resources; and 

economic disparities in income 

Opportunities for lasting change are unprecedented 

USAID\'s new education program improves access to quality 
education 

provides livelihood skills for out-of-school youth. 

Continued success in improving the social and economic 
conditions in Mindanao is essential to encourage the Moro 
Islamic Liberation Front (MILF) to work for a peace agreement 
- and adhere to it over time. In the event of a peace 
agreement 

initiate development assistance for MILF communities. 
Provided adequate ESF funding is subsequently also made 
available 

the GRP consolidate the peace. 


7. (C) In 2005 

of Immigration and Customs Enforcement (DHS/ICE) offered 
several different kinds of assistance to the GRP through its 
coordination with various government offices on CT-related 
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issues. DHS worked with the Bureau for Immigration and 
Deportation (BID) 

recognizing fraudulent travel documents. DHS/ICE also 
coordinated with the Philippine National Police (PNP) and 
Customs on weapons-smuggling matters 

broadly on money-laundering matters. 


8. (C) A contractor from the U.S. Department of Treasury 
provides full-time assistance to the GRP\'s Financial 
Intelligence Unit of the Anti-Money Laundering Council 
(AMLO). In this role 

throughout the year to members of AMLC and to the PNP 
Department of Finance 

given training directly on counter-terrorism 

classes outside of Manila and seven at the Central Bank. He 
worked with the Legal Attache to give counterterrorism 
training to Philippine law enforcement officers and 
investigators before the November Southeast Asia Games. 
Additionally 

(FATF) visited the Philippines in 2005 to conduct several day 
assessments of the AMLC\'s ICT system for data collection and 
information linkages of Covered Transaction and Suspicious 
Transaction Reports. A U.S.-Canadian team from the Egmont 
Group also visited in 2005 to conduct an assessment of the 
legal system and enforcement potential of the government in 
countering terrorism and terrorist financing. Treasury also 
paid for several overseas training trips on money laundering 
for the Executive Director of AMLC and members of his staff. 
USAID-funded activities with AMLC have also increased the 
capacity of AMLC to identify 

money-launderers and those engaged in terrorist financing. 


9. (C) Rewards Programs in 2006: A payout to the informant 

who led to the capture of Toting Craft Hanno 

terrorist under U.S. indictment for his role in the Burnham 
kidnappings was approved in November 2005 and will be made on 
January 17. As we continue these efforts in 2006 

Washington\'s help to speed up the approval process. 


10. (C) Building on USAID Successes: In 2006 

increase funding of rule of law activities in the Autonomous 
Region of Muslim Mindanao (ARMM) to increase confidence and 
faith in crucial government institutions. USAID will also 

continue its partnership with the Philippine judiciary 

targeted at 

the Sandiganbayan (Philippine Graft Court) in order to 

eliminate existing opportunities for terrorists and their 
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associates to avoid arrest 


10. (C) Backing Moderates To Reinforce the Peace Process: 
The GRP-MILF peace process is an important element in our 
effort to isolate the JI 

continue these contacts in an effort to promote and reinforce 
the moderates within the MILF leadership 

engagement focused on how to support the Bangsamoro 
Development Fund. The MILF has already expressed interest in 
USAID\'s highly successful \"Arms to Farms\" program 
disbursing assistance in the event of a peace agreement could 
help remove many of the MILF\'s 10 

conflict. Nonetheless 

smaller group of hard-core holdouts that may seek to maintain 
ties with the JI and other Islamist extremist groups. 


12. (C) Introducing Moderate Muslim Role Models: We need to 
think innovatively and creatively about how to introduce 

moderate Muslim role models in Mindanao. The September 2005 
visit under the US Speakers Program of Baltimore-based Imam 
Mohamed Bashar Arafat is an example of the type of exchange 
we need to encourage. Imam Arafat\'s interaction with fellow 
Muslims in Mindanao and Jolo provided his interlocutors a 
tolerant 

Muslim community leaders could promote a positive exchange on 
how Muslim minorities can successfully integrate into a civil 
society. US educators could potentially help their Filipino 
counterparts combat jihadist ideology by developing a modern 
relevant religious education curriculum. We should consider 
supporting AFP proposals to use Muslim integrees as teachers 

in conflict affected areas of the Sulu Archipelago. USG 
assistance in these efforts is crucial to their success. We 

should continue and expand our assistance on madrassah 
curriculum reform 


11. (C) Getting a Counterterrorism Framework in Place: SecDef 
Cruz and his staff have suggested creating a more stable 

legal framework for RP-US counterterrorism cooperation to 
replace the current ad hoc Project Bayanihan formula. The 
proposed Security Engagement Board (SEB) concept would mirror 
the Mutual Defense Board and bring counterterrorism 
counternarcotics 

under the Visiting Forces Agreement (VFA) 

constitutional protection needed to justify its activities 

if required 

that 

executive order 

establishment of the SEB 

2006 

(Shoulder-to-Shoulder) framework of counterterrorism 
cooperation 
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training 


12. Maintaining Philippine Defense Reform (PDR) and PNP 
Transformation Momentum: The Philippine Department of 
National Defense (DND) Office of the Undersecretary for PDR 
(OUSPDR) 

Experts (SME) currently in the Philippines 

comprehensive implementation plan that will yield significant 
positive results to make the AFP a more effective partner in 
the GWOT. This plan includes the addition of a Professional 
Enlisted Development (PED) Program to the PDR 

additional SMEs; additional Combat Life Support (CLS); and 
air ambulance medical equipment for four helicopters. An 
assured funding stream is vital to our efforts in PDR. A new 
transformation plan for the Philippine National Police needs 
significantly more USG assistance 

recommendations of the 2005 INL-led Assessment Team tto help 
make the PNP is similarly a more effective and modern force 
in our joint counterterrorism and other law enforcement 
(including TIP and IPR) cooperation. 


13. (C) Replicating The Basilan Model On Jolo: The model we 
are using in the Sulu Archipelago and central Mindanao is 
based on the concepts developed on Basilan during Balikatan 
02-1 

USAID 

operations and training that allowed the AFP and PNP to take 
back the island from the Abu Sayyaf Group (ASG) and force its 
leaders to flee from their former stronghold. JSOTF-P is now 
replicating this approach on Jolo in a multi-year engagement 
plan aimed at marginalizing the terrorists by restoring trust 

in the AFP and local governments through targeted 
implemented infrastructure development projects 
counterterrorism capabilities 

strategic communications effort. 


14. (C) Building on JSOTF-P Successes: Primary contributing 
factors for terrorism in the Sulu Archipelago are education 

and unemployment. In the war to win local opinions and build 
trust 

in people\'s lives can have a tremendous impact. JSOTF-P 
teams on Jolo in consultations with local community leaders 
identified a number of such projects 

schools 

presence. A small amount of money 

million 

authority similar to other conflict areas confronting the 

terrorist threat 

multi- dimensional approach a success. The CERP is a proven 
tool for civil infrastructure development in Iraq and 
Afghanistan. It would provide JSOTF-P a high degree of 
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flexibility to meet immediate needs of civilians in 
conflict-affected areas of Mindanao. 


15. (C) A Similar Opportunity on Tawi Tawi: Tawi Tawi offers 
a similar opportunity. JSOTF-PYs comprehensive series of 
civil-military operations (CMO) projects planned for select 
areas of the province could help reduce the influence of the 
ASG and JI 

point into and out of the Philippines. The proposed 
deployment of the USNS Mercy 

Expeditionary Strike Group-1 

visits and exercises 

civil-military operations in the Sulu Archipelago. The 
long-awaited construction of a major bridge with USG 
assistance would provide a further impetus to the promotion 
of an economic environment helpful to combat terrorism and 
reward those who make the choice away from terrorism. We 
need to continue and develop these initiatives. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State 
Department\'s Classified SIPRNET website: 
http://www .state.sgov.gov/ 


Jones 


1. (S/NF) On January 12 

(ref A) 

have contacts with the Maoists 

that he convey to the Maoists that the USG would not tolerate 
threats and/or attacks against its employees and would hold 
the Maoist leadership responsible if our employees or 
interests are harmed. On January 13 

that the Maoists had assured him that it was not/not central 
policy to harm U.S. interests and they were taking the report 
very seriously. They reportedly said the detention could 

have been a misunderstanding and also cited discipline 
problems among their cadre. Tripathi stated that the Maoists 
had explained that because of their communications problems 
it might take one or two days to relay the message to the 
district and local levels 

solved soon. Tripathi stressed that there would be a 
\"positive result" within two days. 


Wife Intends to Pay Ransom Demand 
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2. (C) On January 13 

of the kidnapped Surveillance Detection (SD) shift leader 

who reiterated her desire that the US Mission not get 

involved and stated she intended to pay the ransom to secure 
her husband\'s release. Per the EAC\'s recommendation (ref A) 
Emboffs provided her with contact information for the United 
Nations Office of the High Commissioner for Human Rights (UN 
OHCHR) the National Human Rights Commission (NHRC) and other 
Nepalese human rights NGOs 

organizations. She said the last contact she had was from 

the \"friend\" from the village (ref B) on January 11 demanding 
the ransom. 


3. (C) Gurung was visibly terrified during the meeting and 
declined to contact any human rights organization 

that 

instructions given to her. She explained that she was 
working to collect as much of the one million Nepali rupees 
($13 

that she could probably collect two to three hundred 
thousand. She indicated that she would leave for her 
husband\'s village o/a January 16 if she had not heard from 
the Maoists by then. She would first travel by plane and 

then walk for two days to reach the village. She stated she 
would enroll her thirteen-year-old son in a boarding school 
before she traveled to the village 

none of her friends or neighbors about the Maoist\'s demands. 
She promised to inform the Embassy if she had any contact 
with the Maoists in the meantime 

before she departed for Bhojpur District. The SD coordinator 
will continue to contact her daily. 
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half the market rate. He said the government had \"tried to 
compete with the previous government for popularity\" by 
keeping food prices low 

The GOM had budgeted to supply the parastatal ADMARC with 
10 

(caused by the Malawi government\'s continuing half-price sale 
on maize through ADMARC) had forced them to up the allocation 
to 20 

ramifications of supplying the infinite demand for cheap food 
has been that the GOM has diverted some grain from its 
commitments to the humanitarian flow 

humanitarian shortfall by March. Gondwe owned up to this as 
the GOMVs problem 

make good on its obligation. 


3. (C) Despite the budget hit from buying more maize than 
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anticipated 

quarter just completed to be good 

main impact of higher food expenditures will be smaller 
principal payments on domestic debt 

leave him ahead of the IMF domestic debt target. He 
anticipates a clean bill of fiscal health from the IMF\'s 
February mission and HIPC completion by June. (The February 
mission will provide a strong indication of Malawi\'s 
prospects for a June completion point.) Gondwe went on to 
say he expects to devalue the kwacha within the next month 
without commenting on the current controversy over the 
Reserve Bank of Malawi\'s tactics for limiting forex 
remittances (ref B and below). He also said he will likely 
argue for lowering interest rates early in 2006 

completion becomes certain and the rainy season has run its 
course. (This is probably based on an internal GOM 
discussion about the inflation rate 

monetary policy should look more to non-food inflation rather 
than the food-heavy top-line inflation figures 

in this drought year.) 


4. (C) A conversation the next day with Reserve Bank Governor 
Victor Mbewe confirmed the existence of fault lines between 
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the government and the RBM. In a classic exercise of careful 
phrasing 

slow-balling applications for foreign currency and thus 
effectively discouraging imports. He is clearly 

uncomfortable with this policy and attributed it to Yan 
unfortunate tradition regarding the relationship between 
various institutions." Read: the finance ministry 

possibly the President 

of its IMF agreement. (As Trade Minister Martin Kansichi 
pointed out to us recently 

IMFVs rules 

it 

Mbewe went on to say that the RBM is actively discussing the 
exchange rate issue with the government 

resolution--but that depends on some fairly challengin Wissue 
management 

the President\'s inaugural statement that he would \"never\" 
allow the kwacha to slip. 
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5. (SBU) Mbewe appeared to be less confident about interest 
rates than Gondwe. Whereas Gondwe had indicated clearly that 
rates could come down early in 2006 

a time frame for this to happen 

difficult to do with the amount of liquidity left in the 

system. (One of the decisive factors in this debate may be 

the government\'s official measure of GDP. Gondwe told us his 
ministry is considering a revision to take into account the 

huge informal sector. He believes the current GDP figures 

are understated by about 60 percent--a conservative figure by 
most estimates. The informal sector 

with currency 

parameters 

liquidity\" in Malawi\'s monetary system.) Mbewe did 

tell us that he is considering how to jump-start private 

lending. RBM and the finance ministry are pondering a move 
based on the relatively low non-food inflation rate; Mbewe 
indicated he would try to move rates before lowering the 
liquidity reserve requirement for banks. 


6. (C) While these conversations hardly constitute an 
epiphany on Malawi\'s economic policies 

some nuances. Most importantly 

manipulating monetary policy to hit IMF fiscal targets; 
specifically 

GOM is importing food and fertilizer for this hunger season. 
With the import season winding down 

let the kwacha drift. We also find it interesting that the 
Cabinet has not given Gondwe unquestioning support. Private 
sector interests are being represented by the trade minister 
and the central banker 

to now 

actors have been shouting at one another and intensely 
jostling to achieve the President\'s ear. 


7. (C) Finally 

mission in February is heating up an internal debate over 
foreign exchange policy. It should also start a debate about 
the RBM\'s institutional independence and the necessity of its 
playing by the rules. As things stand now 

only government\'s interests 

private sector that is starved for affordable capital. While 
Gondwe surely has the nation\'s broadest interests at heart 
(the game really is about fiscal discipline at this point) 

an independent central bank would be a valuable--and in the 
final analysis 


Column 3 
unilateral power in setting monetary policy. 
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Will Be the State\" above a picture of Sarkozy 

titles \"Sarkozy\'s Program." His plans to revise the 
Constitution in order to reinforce the presidency\'s powers 
capture much attention and elicite a wide number of editorial 
commentaries. 


Iran is still the number one international story. For 

Liberation \"Iran Is Charging Full Steam AheadW and Le Figaro 
reports that the \"EU wants to take the issue before the UNSC.\" 
A report penned by Maurin Picard itemizes \"three possible 
catastrophic scenarios\" 

UN 

consider a military option.\" (See Part C) 


Angela Merkel\'s \"much awaited\" visit to Washington makes the 
front page of Le Monde. Le Figaro carries a large color 

picture of Secretary Rice and Angela Merkel in great spirits. 

In connection to Merkel\'s visit 

alleged German spies in Iraq. (See part C) 


In his weekly wrap-up column in Le Figaro 
praises the \"democratic progress made in Iraq.\" (See Part C) 


The economic boom in the U.S. is widely reported. In Le 
Figaro 

U.S. economy. \"If the figures announced prove to be exact 
will mean that for the second straight quarter U.S. stock 
yields have stayed in the two digit figure. The U.S. economy 
is healthy and productivity is up.\" 


La Tribune reports that Washington does not wish to threaten 
economic growth for the sake of the environment 

calling for partnerships between governments and big 
industrial companies. The six partners in the Asia Pacific 
Partnership have \"turned their back on the Kyoto Protocol and 
its ambitious objectives." The partners agreed to create eight 
working groups 

provide $128 million dollars for the Partnership\'s funding. 
NGOs 

and not binding 

wedded to using fossil fuels. 


(C) SUPPORTING TEXT/BLOCK QUOTES: 


Iran 
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Viran Master of the Nuclear Game" 

Jean-Pierre Perrin in left-of-center Liberation (01/13): 
\"Sanctions or no sanctions 

on the nuclear issue. President Ahmadinejad has managed to 
rally all principals behind him on this issue: there is a 
unanimous Iranian front countering the West. This is in fact 
the only issue over which the Iranian President is not being 
contested. For the time being there is no clear out to the 
crisis. To oppose Iran\'s stubbornness we can be certain to 
find Washington\'s own stubbornness. Ambassador Bolton is a 
determined adversary of Tehran. And as for the EU 

put all its hopes in a political dialogue with Tehran 

outcome is a blatant failure. Europe must now sheepishly 
accept to align with the U.S. And if there are sanctions 
(European) companies implanted in Iran will pay the price." 


\"lran Threatened With Sanctions\" 

Thomas Cantaloube in right-of-center Le Parisien (01/13): 
\"Even if the EU-3 insists that it is still “eager to resolve 

the issue diplomatically 

maneuver left for the European emissaries 

between Iran\'s intransigence and the Americans 

always been pushing for immediate sanctions.\" 
\"Scenarios for an International Crisis" 

Pierre Bocev in right-of-center Le Figaro (01/13): \"If Russia 
and China decide to veto a resolution on sanctions against 
Iran atthe UN 

their minds 

reconsider its military options. It will be up to the 

Americans to prove the legitimacy of this dangerous outcome 
through as wide a coalition as possible. This scenario is 
close to the ‘coalition of the willing\' imagined by President 
Bush in the framework of his fight against terror." 

Iraq 


\"Progress in Iraq\" 

Ivan Rioufol in right-of-center Le Figaro (01/13): WObservable 
events in Iraq could well correct the misleading prognosis of 
an American fiasco. The anti-Bushists continue to say that 
democracy cannot be imposed through force. Yet it is easy to 
see that democracy has continuously been progressing in Iraq 
since 2003. The country has a media 

other media anywhere in the Arab world 

elections took place with growing participation despite 

efforts by extremists to keep voters away. To date 

seen neither the shock between civilization 

the Arab street nor the Lebanization of Iraq that were 
predicted. The anti-Bushists can only hold on to persisting 
acts of terrorism 

and nostalgic elements who still cling to the Saddam era 

who are increasingly cut off from the rest of the Iraqi 
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people." 


Transatlantic Relations - Merkel to Washington 


\"Renewing Ties 

Antoine Jacob in left-of-center Le Monde (01/13): During her 
visit to Washington 

Guantanamo and it\'s closing. Still 

finding an interlocutor in Berlin who is more attuned to 
listening and understanding than her predecessor. Meanwhile 
the press has revealed that while Berlin was denouncing the 
war in Iraq 

Americans to bomb the city" 


“German Spies Implicated in Iraq\" 

Pierre Bocev in right-of-center Le Figaro (01/13): 

\"Allegations of German spies having helped the Americans in 
Iraq could trigger a political crisis in Berlin. raising the 

question of whether the German posturing against the war may 
have been nothing but a smokescreen.\" 


\"Re-Launching German-American Friendship\" 

Philippe Gelie in right-of-center Le Figaro (01/13): \"Merkel 

is promoting a different tone 

criticism 

just a transatlantic visit: the trip is supposed to give 

America a new and rejuvenated image of Germany. In addition to 
the message itself 

on chemistry: Bush 

sure to appreciate Merkel\'s pragmatism.\" 


\"A Stable German Foreign Policy\" 

Sylvie Goulard in Catholic La Croix (01/13): \"Even if Angela 
Merkel were to return to a less exclusive Franco-German 
relationship 

Merkel seems to be interested in Germany\'s traditional role of 
defending the smaller European nations. Merkel has always been 
in favor of a strong relationship with the U.S. In 2003 

gave her support to Bush and the war in Iraq. But since then 

she has learned quite a lot: contrary to her predecessor 

first trip was not to the U.S. She knows that German opinion 

has reservations about the transatlantic partnership because 

of Guantanamo and the alleged use of torture by the CIA. 

Finally 

would have stopped opposing Turkey\'s EU- membership. Merkel is 
full of surprises and she may prove to be the last true 
"statesman\' in Europe.\" STAPLETON 
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government to bolster the legitimacy of his rule and prepare 
for parliamentary elections which would presumably result in 
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a pro-Monarchy legislative branch. However 

disagreement as to the Maoists\' real intentions 

Finn expressing his belief that the Maoists were seeking to 
rejoin the politicians. The Ambassador highlighted Maoist 
deputy Dr. Baburam Bhattarai\'s January 4 reiteration (ref A) 
that \"to achieve a democratic republic both armed and unarmed 
struggles\" in the villages and cities must be used 

that Bhattarai clearly explained that the Maoists\' goal was 

an armed revolution in Nepal 


India To Prevent A Maoist Takeover... 


2. (C) Drawing the line on violence 

conveyed to both the Parties and the Maoists (through 
interlocutors) 

would allow the Maoists to take over Nepal. He had earlier 
explained to the Parties that any support by India to them 
\"would evaporate\" if the Parties supported Maoist violence 
especially in the run-up to the municipal elections scheduled 
for February 8. Mukherjee outlined a scenario in which the 
Maoists would give up weapons for a chance to participate in 
elections to a constituent assembly 

cadre 

opined that if the price of such a scenario was a constituent 
assembly 

help Nepal work on a myriad of outstanding issues that had 
led to the start of the insurgency. The Ambassador reviewed 
for Mukherjee the scenario that the Maoists appeared to be 
pursuing 

pursuing a negotiated settlement or laying down arms. The 
Ambassador asked how India planned to influence a coalition 
government between the seven parties and the Maoists if the 
Maoists retained their weapons. 


...Not By Closing the Border But By Possible Military 
Intervention 


3. (C) Noting the open border 

what India would do in the event the Maoists and political 
parties succeeded in toppling the King and the Maoists 
dominated the successor government 

participation. Mukherjee categorically said that India could 
not close the border as it had in 1989 

the people of Nepal. However 

considerable support in India for military intervention in 
Nepal. When the Ambassador asked how China would react in 
such a scenario 

answer. Mukherjee undertook 

stress to the Parties that they should publicly and privately 
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tell the Maoists that violence was unacceptable. 


Future Actions 


4. (C) The Ambassador told his counterparts that he was 
seeking Washington guidance (ref B) to ask the government to 
postpone the municipal elections and to call for a 

cease-fire. Both Mukherjee and Bloomfield welcomed this 
proposal. They said that Home Minister Thapa had told them 
that the government had been close to calling a cease-fire in 


December 

at that point had dissuaded the government from that course. 
Mustonen suggested that the first priority now should be a 
peace process. The Ambassador countered that he had seen no 
indication that the Maoists wanted peace 

first course was to persuade the King to reconcile with the 
Parties. Bloomfield stated that he was urging the Parties to 
condemn Maoist violence. He gave no substantive reaction to 
the Ambassador\'s suggestion that India should perhaps 
consider acting against Maoists in India. The Ambassador 
also raised with Mukherjee the proposal that India tighten 

its border and make it more difficult for Maoists to operate 

out of Indian territory. Mukherjee noted that India had 
arrested a Maoist recently in Darjeeling and had newly 
completed raising an additional 45 battalions for border 
security. He also said that when he visited New Delhi on 
January 16 

with state governments bordering Nepal to focus on improving 
border security. 


Comment 


5. (C) Despite the vagaries of the King and his government 
the international community must be ready to condemn 
escalating Maoist violence and must continue to push Nepal\'s 
legitimate parties to do the same. It was reassuring to see 
that the UK and Indian Ambassadors here appear willing to do 
exactly this. 

MORIARTY 
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interactions between investors and the host government have 
produced few results. Furthermore 

discrepancy between the letter of the law and the law\'s 
implementation. Foreign investors constantly complain about 
complex and opaque government procedures and a working-level 
attitude that is more hostile than accommodating. 
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The government is aware of the deficiencies in Nepal\'s 
investment climate and is slowly moving toward more 
investor-friendly arrangements. Policies regarding 
hydropower generation 

sector to private development. By involving the private 
sector in the generation 

power 

Electricity Authority. A few sizable private-sector 

hydropower projects have either begun operation or are in the 
planning stages. Additionally 

Technology Transfer Act of 1996 abolished the minimum capital 
investment requirement and eliminated significant barriers to 
foreign investment. However 

backsliding. The same Act also closed the Nepali market to 
foreign investment in business and management consulting 
accounting 

policy announced in October 2001 was expected to boost the 
flow of foreign investment into the hydropower s 

ector of Nepal. However 

deteriorating security environment caused by the Maoist 
insurgency 

the failure to finalize a blanket electric power trade 
agreement with India 

any exportable electricity produced in Nepal 

to the indifferent attitude shown by foreign investors toward 
investing in Nepal\'s hydropower sector. 


Legislation 


The most significant foreign investment laws are the Foreign 
Investment and One Window Policy of 1992; the Foreign 
Investment and Technology Transfer Acts of 1992 and 1996; the 


Finance Act of 2002 and the recent Finance Ordinance 2005 (an 
annual budget act); the Immigration Rules of 1994; the 
Customs Act of 1997; the Industrial Enterprises Act of 1997; 
the Electricity Act of 1992; the Privatization Act of 1994; 

and the Patent 

positive development 

This Act includes all types of electronic and electrical 

audio video materials 

well as imprisonment 

and published unauthorized materials. The offender would 
also have to pay compensation claimed by the copyright 
holder. However 

level required for trade-related intellectual property rights 
necessary under the World Trade Organization. Revisions are 
likely 

acceded to the WTO in April 2004. 
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The Foreign Investment and One Window Policy of 1992 restates 
the desired benefits from foreign investment; lists 
acceptable forms of investment; allows for foreign shares up 
to 100 percent in business areas not on a \"negative list"; 
establishes currency repatriation guidelines; and outlines 
visa arrangements 

window committee\" for foreign investors. The Foreign 
Investment and Technology Transfer Act 

eliminates the minimum investment requirement; clarifies 
rules relating to business and resident visas; exempts 
interest on foreign loans from tax; and gives contract terms 
precedence over Nepali law in investments valued at more than 
Nepali rupees (NRS) 500 million (approximately USD 7.0 
million). The 2005 Finance Ordinance outlines customs 
duties 

taxes 

The Immigration Rules of 1994 describe visa regulations. 
The Customs Act and the Ind 

ustrial Enterprises Act 

invoice-based customs valuations and eliminate many 
investment tax incentives 

uniform rate. The Electricity Act defines special terms and 
conditions for investment in hydropower development. The 
Privatization Act of 1994 authorizes and defines the 
procedures for privatization of state-owned enterprises to 
broaden participation of the private sector in the operation 

of such enterprises. The 2002 Copyright Act and the 1965 
Patent 

conditions of intellectual property rights protection. 


Institutional Arrangements 


The Department of Industry is designated as the one window 
servicing agency!" with the Industrial Promotion Board as a 
focal point for foreign investment under the Foreign 
Investment and Technology Transfer Act. The Department of 
Industry facilitates corporate registration 

utility connections 

coordination among various agencies. The Investment Promotion 
Board (IPB) 

and Supplies 

for foreign investment. The IPB is intended to coordinate 
policy-level institutions 

policies 

and determine applicable investment incentives. The 
Department of Industry (under the Ministry of Industry 
Commerce and Supplies) registers and classifies foreign 
investments. lt also serves as the secretariat for the \"one 
window servicing agency 

duty drawbacks granted t 

o some foreign investments. 
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Current administrative procedures do not allow for automatic 
approval of foreign investments. Foreign investors are 
required to obtain licenses for manufacturing or service 
sector investments 

considered individually. Although investments below NRS 1 
billion (approximately USD 14 million) are referred to the 
Department of Industry for action without the involvement of 
the IPB 

to the IPB. Foreign investors frequently complain about 
bureaucratic delays and lack of transparency in procuring 
investment licenses. In most cases 

other than the Ministry of Industry review the business 
proposal and provide input prior to consideration by the IPB. 
Licensing of new investments can be time-consuming. Some 
foreign investors have reported that the licensing process 
requires a good lawyer and great patience. The law mandates 
however 

days of submission of application 

information has been submitted. 


Eligible Sectors 


Foreign investment proposals must fall under existing 
industry categories 

manufacturing 

hotels and resorts 

apartments 

with its WTO commitments 

industries and a few other sectors to foreign investment. 
These sectors include business and management consulting 
accounting 

trekking services 

sales services 

However 

sector. Furthermore 

investments that are judged to be either hazardous to general 
health or the environment. 


Foreign investors are permitted to acquire real estate in the 
name of the business entity they own 

acquire real estate as personal property. Although local law 
permits foreign investors to buy shares on the local stock 
exchange 

of profits/dividends earned from trading shares. Therefore 
investment in the local stock market is practically blocked 
for foreign investors. However 

allowed to buy shares of government corporations by 
participating in the bidding for privatization of such 
corporations. In such cases 

sells the shares to the buyer after carrying out a lengthy 
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screening during the bidding process. 


The Privatization Act of 1994 generally does not discriminate 
between national and foreign investors. However 

where proposals from two or more investors are identical 
government gives priority to Nepali investors. To date 
fifteen state-owned corporations have been privatized 
corporations have been liquidated 

have been closed. The last privatization completed by the 
government was in January 2006. Out of the fifteen 
corporations privatized so far 

over only two of them. The privatization process of three 
other state-owned corporations is currently underway. Two of 
Nepal\'s largest commercial banks 

(RBB) and Nepal Bank Limited (NBL) 

privatization. Under an agreement signed in January 2003 
with Nepal Rastra Bank (Nepal\'s Central Bank) 

foreign experts took over the management of RBB. 


Visas 


The GON offers different types of visas to investors and 
businesses. Potential investors are generally given 
six-month visas to conduct research and feasibility studies. 
To obtain a six-month visa 

biographic information and a description of relevant work and 
professional experience. If the Department of Industry can 
readily identify the applicant as a legitimate business 
representative 

a recognized foreign industrial enterprise is one means of 
accomplishing this. 


Business visas are generally issued to approved investors for 

a period of one to five years. However 

the business visa process as bureaucratic and time-consuming. 
Many say they spend more than 24 work hours per visa 

period of 20 to 30 days. 


Although the GON began issuing five-year 

visas to resident foreign investors and their families in 

1998 

lowered its business visa fees; fees range from USD 250 for a 
five-year visa to USD 100 for a one-year visa. A non-tourist 
visa 

month period. This visa period can be extended for another 
six months or more at an additional $60 per month. 


-- CONVERSION AND TRANSFER POLICIES 


The Foreign Investment and Technology Transfer Act of 1992 
permits foreign investors to repatriate all profits and 
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dividends 

payments of principal and interest on any foreign loans 
any amounts invested in transferring foreign technology. 
Foreign nationals working in industry are also allowed to 
repatriate 75 percent of their salaries 

emoluments 

accounts or obtaining permission for remittance of foreign 
exchange) are made available on the recommendation of the 
Department of Industry 

the original investment. 


However 

Repatriation of any funds needs approval from the concerned 
GON department and Nepal Rastra Bank 

exchange. In most cases 

Department of Industry. In other cases 

telecommunications 

(NTA) must approve the repatriation. In joint venture cases 
NRB and the Ministry of Finance must approve. Because 
commercial banks process only the applications but do none of 
the oversight 

NRB 

the end 

blame for slow approval of foreign exchange facilities. The 
actual experience of American and other foreign investors 
suggests that there are discrepancies between the 
governmentVs stated policy of repatriation and its 
implementation. 


To repatriate funds from the sale of shares 

investors apply to the Nepal Rastra Bank. For repatriation 
of funds connected with dividends 

foreign loans 

allowances 

the Department of Industry 


At the first stage of obtaining remittance approval 

investors must submit remittance requests to a commercial 

bank. Generally 

by private banks as satisfactory. However 

approval must be made by the NRB foreign exchange department 
at which stage the process slows down significantly. For 

this reason 

administration of exchange regulations as unsatisfactory. 


In general 

Nepal. Exceptions 

basis 

private airline was permitted to invest in a regional carrier 
based in Kolkata and represented the only instance of 
approved direct foreign investment by Nepalese nationals. 
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-- EXPROPRIATION AND COMPENSATION 


The Industrial Enterprise Act of 1992 states that \"no 
industry shall be nationalized.\" Nepal constantly reiterates 
this point in negotiations with private-sector firms 
interested in the hydropower sector. There have been no 
cases of nationalization in Nepal 


Companies can be sealed or confiscated if they do not pay 
taxes in accordance with Nepali law. There are no official 
policies either existing or planned that suggest official 
expropriation should be of concern to prospective investors. 
There have been instances in the past in which unscrupulous 
local partners used the tax or regulatory systems to seize 
control of a joint venture firm from a U.S. investor. Such 
cases have not involved major Nepali business houses 


-- DISPUTE SETTLEMENT 


In the event of a dispute with a foreign investor 

concerned parties are encouraged to settle it through 
consultation in the presence of the Department of Industry. 
If the dispute cannot be settled in this manner 

involving investments less than NRS 500 million 
(approximately USD 7 million) in value will be referred to 
arbitration in Nepal according to the Arbitration Rules of 

the United Nations Commission for International Trade Law 
(UNCITRAL). For investments that exceed this amount 
government of Nepal will permit stipulation of legal 
jurisdiction other than Nepal in shareholder agreements and 
contracts. 


There have been two investment disputes over the past few 
years in which the GON did not honor portions of contracts 
with foreign investors. These disputes have not been 
frequent 

not fully comply with its contracts. 


All real property transactions must be registered 

property holdings cannot be transferred without following 
established procedures. Even so 

for half of the current backlog in Nepal\'s overburdened court 
system 

laws and regulations regarding property registration 
ownership and transfer are unclear 

vary from case to case. 


There is also a provision for liquidation in the Company Act. 
Claimant priorities are: 1) government revenue 
creditors 
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in local currency. 


Nepal adheres to the New York Convention of 1958 on the 
recognition and enforcement of foreign arbitral awards 

has updated its legislation on dispute settlement to bring 

its laws into line with the requirements of that convention. 
The Arbitration Act of 1999 allows the enforcement of foreign 
arbitral awards and limits the conditions under which those 
awards can be challenged. 


-- PERFORMANCE REQUIREMENTS/INVESTMENT INCENTIVES 


The Nepal Laws Revision Act of 2000 has eliminated most tax 
incentives 

performance requirements. Exports 

favored 

There is no discrimination against foreign investors with 
respect to export/import policies or non-tariff barriers. 

There is no local content or export performance requirement. 
There is no requirement that nationals own shares that the 
share of foreign equity is reduced over time 

technology is transferred. However 

service sectors and some cottage industries 

foreign investment limits range from 51 to 80 percent; the 
balance of the investment is reserved for Nepali nationals in 
order to form a joint venture with a foreign investor. On 

the other hand 

industries to locate outside the Kathmandu Valley due to 
pollution and overpopulation and an interest in developing 
poorer parts of the coun 


try. 


In general 

Customs 

reimbursed within 60 days on raw materials used in the 
production of export items. In practice 

paybacks are often extensively delayed. In addition 

in certain priority industries is taxed at a concessional 
rate of 10 percent 


The Electricity Act of 1992 governs foreign investments in 
hydropower generation. That act allows developers an 
exemption from income tax for the first fifteen years of a 
project\'s operation and a 10 percent reduction in income tax 
for the remaining years. It also provides for a flat one 
percent customs rate on all construction materials 

and spare parts. 


Foreign investors are not required to disclose proprietary 
information to government agencies as part of the regulatory 
approval process. There are no restrictions on participation 
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by foreign firms in government-sponsored research and 
development programs; however 

expertise required for the job 

limit such programs to participation by Nepali nationals only. 


-- RIGHT TO PRIVATE OWNERSHIP AND ESTABLISHMENT 


Foreigners are free to establish and own business enterprises 
and engage in all forms of business activity with the 

exception of a few industries. Prohibitions exist in the 
defense industry 

In addition 

in some areas. For instance 

allowed to open wholly-owned subsidiaries or branch 
operations in Nepal. 


The GON is moving slowly toward open competition in most 
sectors of the economy. Former public monopolies in banking 
insurance 

have already been eliminated 

on private and foreign operations in these areas are being 
scaled back. 


Nepal does not have a law to guarantee free competition or to 
restrict unfair forms of competition. However 

equality is the official standard applied to private 

enterprises in competition with public enterprises with 

respect to market access 

operations. That said 

preferred credit arrangements for individual public and 

private companies in select sectors 

electrification 

agricultural credit. In a joint initiative of the private 

sector and the Ministry of Industry 

new \"Competition Law\" is being drafted. Although Nepal 
committed to the enactment of the Competition Law during the 
negotiation process for its entry to the World Trade 
Organization (WTO) 

for its enactment. 


-- PROTECTION OF PROPERTY RIGHTS 


The Contract Act of 2000 incorporates many new features 
including provisions recognizing mortgages 

appointment of agents 

Protection of intellectual property rights is inadequate. 
Patent registration 

Trademark Act 

extended twice for a total period of twenty-one years. In 
addition 

awarded by other nations. The Copyright Act of 2002 is 
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similar in that it does not recognize foreign patents; these 
must be re-registered in Nepal. However 

modern forms of authorship and provides adequate periods of 
protection. Enforcement is weak 

of the software and most sound or video recordings now 
circulating in Nepal are pirated. As per the commitment made 
by the country on its accession to the World Trade 
Organization 

trade-related intellectual property rights to b 

ring the country into compliance with international norms. 
Nepal has not yet signed the World Intellectual Property 
Organization (WIPO) Copyright Treaty (WCT) and the WIPO 
Performances and Phonograms Treaty (WPPT). 


Trademarks must be registered in Nepal to receive protection. 
Once registered 
seven years. Enforcement is very poor. 


-- TRANSPARENCY OF THE REGULATORY SYSTEM 


Foreign investors in Nepal face a non-transparent legal 
system. Firms complain that basic legal procedures are 
neither quick nor routine. The bureaucracy is generally 
reluctant to accept legal precedents. As a consequence 
businesses are often forced to re-litigate issues that had 
been previously settled. Furthermore 

foreign investment in financial 

services has made it difficult for investors to find help 
cutting through regulatory red tape. 


Labor 

enforced. Some companies report that the process of 
terminating unsatisfactory employees is cumbersome and that 
protective labor laws make it very difficult to bring skilled 
foreign-national specialists such as pilots 

architects into Nepal. 


-- EFFICIENT CAPITAL MARKETS AND PORTFOLIO INVESTMENT 


Credit is generally allocated on market terms 

special credit arrangements exist for farmers and rural 
producers through the Agricultural Development Bank of Nepal. 
Foreign-owned companies can obtain loans on the local 
market. The private sector has access to a variety of credit 
and investment instruments. These include public stock and 
direct loans from finance companies and joint venture 
commercial banks. 


Legal 
transparent nor consistent with international norms. Though 
auditing is mandatory 
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low 

lacking in business ethics. Under the circumstances 
published financial reports are unreliable 

better advised to rely on general business reputations 
except in the few cases in which companies have applied 
international accounting standards. 


The Nepali banking system is small 

cases 

approximately USD 5.73 billion on 15 July 2005 

2004-05. Banking system capital (total deposit) in the same 
period totaled USD 4.04 billion. 18.7 percent of the total 
asset base is estimated as non-performing as of July 15 
2005. Foreign commercial lending is also scarce and 
expensive. Currently 

foreign commercial banks that have standing credit limits for 
loans of a maturity of more than one year. 


There is no regulatory system to encourage and facilitate 
portfolio investment in the industrial sector. The GON has 
made certain exceptions to promote Foreign Direct Investment 
(FDI) in tourism and hydropower. In these sectors 

be 100 percent direct foreign investment or up to 25 percent 
portfolio investment through purchase of stocks on the Nepal 
Stock Exchange 

Lack of transparency or regular reporting of reliable 
corporate information also presents problems for foreign 
investors in equity markets. There are no legal provisions 

to defend against hostile takeovers. 


-- POLITICAL VIOLENCE 


For the past ten years 

Maoist insurgency. The violence has spread to the Kathmandu 
Valley 

country. Hardly any district has been left unaffected by the 
insurgency. On June 6 

underneath a crowded bus in the Chitwan district (170 km 
southwest of Kathmandu) 

civilians. Foreigners 

threatened 

insurgents attacking establishments of NGOs and INGOs working 
in different parts of Nepal. Many business owners report 

they have received extortion threats from the Maoists. The 
insurgents have increased their rhetoric against 

foreign-owned industries operating in Nepal. Over the past 
few years 

foreign-owned as well as domestic industries operating in 
Nepal. In July 2004 

Union Federation forced 

more than a dozen local as well as foreign joint venture 
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industries to shut down their operations completely; the 
forced closure lasted a little over one month. In December 
2004 

hotel chain in India 

five-star hotel in Kathmandu 

Intensified attacks on industries by Maoist rebels in 2005 
resulted in several large domestic and foreign joint venture 
companies deciding to either suspend or close their 
operations in Nepal. 


The Maoists also attacked and destroyed village-level 
government infrastructure 

projects 

severe constraints in both personnel and resources 
governmentVs ability to protect basic infrastructure 
government offices 

limited. On January 2 

unilateral ceasefire that began on September 3 

the end of the ceasefire there is an increasing level of 
uncertainty regarding the security situation in Nepal. 

Recent media reports have stated that the Maoists have moved 
their personnel into urban areas such as Kathmandu and 
Pokhara. In the past 

on government security forces and facilities 

bombings using improvised explosive devices 

assassination attempts against government officials. Recent 
media reports imply that the Maoists may resume these 
tactics 

n conflict between the Maoists and government security forces 
in rural areas 

possible. 


The risk of possible Maoist violence must be taken into 
account by any foreign firm wishing to invest in Nepal. The 
Department of State Travel Warning for Nepal 

15 

to Nepal. Maoist supreme commander Prachanda issued a press 
statement on July 1 

means! if peace talks with the Government of Nepal were not 
forthcoming or were unsuccessful. The U.S. Department of 
State continues to regard this as an ongoing statement of 
intent. The Embassy has periodically received information 
that the Maoists may attempt to attack or take actions 
specifically against U.S. citizens as part of that 

contingency 

Maoists are most active. On a number of occasions 

have burned or bombed tourist resorts after foreigners 
staying there were given short notice to evacuate. Maoists 
also periodically detonate bombs within Kathmandu itself. 


The Department of State has designated the Communist Party of 
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Nepal (Maoist) as a Terrorist Organization under the 

\"Terrorist Exclusion List\" of the Immigration and Nationality 
Act and under Executive Order 13224. These two designations 
make Maoists excludable from entry into the United States and 
bar U.S. citizens from transactions such as contribution of 
funds 

Maoists. 


U.S. citizens are advised to avoid road travel outside the 
Kathmandu Valley unless they have reliable information that 
they can proceed safely in specific areas at specific times. 
During road closures 

trucks 

sometimes killing or severely injuring drivers. In April 

2005 

on the highway near their taxi while driving east toward 

Jiri 

the past 

forcibly blocking major roads throughout the country 
including roads to Tibet 

During some closures 

warning. At times 

coming into and out of the Kathmandu Valley. U.S. citizens 
are encouraged to contact the U.S. Embassy in Kathmandu for 
the latest security information 

whenever possi 

ble. 


Because of heightened security risks 

do not generally travel by road outside the Kathmandu Valley. 
All official travel outside Kathmandu Valley 

air 

Officer. As a result 

may be limited. 


U.S. citizens who travel or reside in Nepal should factor the 
potential for violence into their plans 

demonstrations and maintain low profiles while in Nepal. 

U.S. citizens are urged to register with the Consular Section 

of the Embassy by accessing the Department of State\'s travel 
registration site at https://travelregistration.state.gov or 

by personal appearance at the Consular Section. The Consular 
Section is located at the Yak and Yeti Hotel complex in 

Durbar Marg. The section can be reached directly at (977-1) 
444-5577 or through the Embassy switchboard. The U.S. 
Embassy is located at Pani Pokhari in Kathmandu 

(977-1) 441-1179; fax (977-1) 444-4981. The Consular Section 
can provide updated information on travel and security. 


Public demonstrations and strikes are popular forms of 
political expression in Nepal and may occur on short notice. 
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Political parties have indicated that they plan to continue 
to hold protests and/or mass demonstrations against the 
government. Protestors in the past have used violence 
including burning vehicles 

demonstrations 

cases 

During general strikes 

days 

These strikes usually result in little or no damage to 
private property. 


-- CORRUPTION 


U.S. firms and other foreign investors have identified 
pervasive corruption as an obstacle to maintaining and 
expanding their direct investments in Nepal. There are also 
frequent allegations of corruption by Nepalese government 
officials in the distribution of permits and approvals 

the procurement of goods and services 

contracts. 


Combating corruption is the responsibility of the Commission 
for Investigation of Abuse of Authority (CIAA) and of the 
National Vigilance Center under the Ministry of Home Affairs. 
In the past 

(PAC) has also played an active role in publicizing cases of 
misconduct on the part of GON officials. Since restoration 
of the multi-party system 

particularly proactive in unearthing and reporting cases of 
corruption within the government. Investigative commissions 
and committees are often formed to look into major cases of 
corruption that come to light. Officially 

accepting a bribe is a criminal act 

imprisonment for one to six years 

on the degree of offense committed. In the past year and a 
half 

begun investigations of prominent political figures and 
government officials. In some cases 

Corruption has convicted t 

he accused and in at least one case the convicted is serving 
a jail sentence. 


After the Royal-takeover of February 1 

formed an anti-corruption panel 

Corruption Control (RCCC) 

in the government 

accused. The RCCC has since investigated and prosecuted 
several high-level government officials on charges of 

corruption. In one such case 

Prime Minister Sher Bahadur Deuba and former Minister Prakash 
Man Singh for corruption and sentenced them to two years in 
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jail and a fine of USD 1.28 million. A case is pending 

before the Supreme Court questioning the constitutionality of 
the RCC 

internationally. 


-- BILATERAL INVESTMENT AGREEMENTS 


Nepal has signed bilateral investment treaties with India 
Britain 


-- OPIC AND OTHER INVESTMENT INSURANCE PROGRAMS 


The Overseas Private Investment Corporation (OPIC) is free to 
operate in Nepal without restriction. OPIC is empowered to 
offer its extended risk guarantee!" facility to prospective 

U.S. investors in Nepal. Nepal is also a member of the 
Multilateral Investment Guarantee Agency (MIGA) 

joined in 1993. 


-- LABOR 


Nepal lacks a large labor force of skilled and educated 
workers. The overall literacy rate is only 40 percent 

only 25 percent for females. Vocational and technical 

training is poorly developed 

higher education is overwhelmed by large enrollments. Many 
secondary and college graduates are unable to find employment 
in positions commensurate with their education because most 
of the schools and institutions do not provide job related 
training. The employment of foreigners is also severely 
restricted. Under current law 

must approve the employment of foreigners for all positions 
except those at the very top of a company or project. In 
private organizations 

professionals from India may be found in mid-level managerial 
positions. 


The Constitution provides for the freedom to establish and 
join unions and associations. It permits restrictions on 
unions only in cases of subversion 

conditions. Despite the institution of parliamentary 
democracy in 1990 

capacity to organize workers 

conduct worker education programs. The three largest trade 
unions are affiliated with legal political parties; the 

Maoists also have an active affiliate trade union. Total 
union participation is close to 900 

only about 10 percent of the total labor force. Excluding 
agriculture labor 

sector participates in unions. 


Column 3 

In 1992 

and formulated enabling regulations. However 

has not yet fully implemented those laws. The laws permit 
strikes 

water supply 

also empower the government to halt a strike or suspend a 
union\'s activities if the union disturbs the peace or 
adversely affects the nation\'s economic interests. Under the 
Labor Act 

favor of a strike in a sec ret ballot for the strike to be 

legal. The government does not restrict unions from joining 
international labor bodies. Several trade federations and 
union organizations maintain a variety of international 
affiliations. While officially there is no government 
interference in union registration 

difficulties in registering members when opposing political 
parties are in power. 


While industrial actions are infrequent 

motivated actions do sometimes take place. Unrealistic laws 
such as the Bonus Act of 1974 

must receive 10 percent of yearly profits in bonuses 
regardless of improvements in productivity 

efforts at collective bargaining. In the past 

strikes 

closed all business and transport operations in major cities 
sometimes for days at atime. Such strikes have severely 
damaged Nepal\'s business climate 

sector in particular. Strikes are unpopular 

viewed as the only available means of political or labor 
protest. In 2001 

Maoist-affiliated agitators disrupting work at garment and 
carpet factories in the Kathmandu Valley. From 2001 to 2005 
with the decline in garment exports 

almost disappeared. Frequent transportation and business 
closures (bandhs) called by the Maoists a 

nd political parties 

2004 and 2005. 


The Child Labor Prohibition and Regularization Act of 2000 
prescribes conditions for 14- to 16-year-old laborers 
prohibits employees under the age of 16 from work in 
dangerous industries. 


-- FOREIGN TRADE ZONES/FREE PORTS 


Nepal has no Foreign Trade Zones 

Processing Zones. However 

or more of its products is entitled to import raw materials 
and capital goods without payment of custom duties 
taxes or sales taxes. 
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-- FOREIGN DIRECT INVESTMENT STATISTICS (AS OF DECEMBER 27 
2005) 


Total No. of projects 1 
Agriculture € Forestry 14 
Manufacturing 478 
Electricity 

Construction 30 

Hotel & Resort 246 
Transport & Communication 26 
Housing & Apartment 17 
Service Industries 193 


Total Project Cost: USD 1 

Total Fixed Cost: USD 1 

Total Foreign Investment: USD 458.16 million 
Total Employment Generated: 102 


Source: Foreign Investment Division 
HMG/Nepal. 


Note: As of December 15 

important foreign investor in Nepal 

the projects. lt was also involved in five of the ten 
largest foreign enterprises. In terms of total foreign 
investment 

British Virgin Islands 

and South Korea 


-- U.S. INVESTMENT IN NEPAL (AS OF DECEMBER 27 


Total No. of projects 95 

Agriculture and Forestry 2 
Manufacturing 30 

(9 units have either been cancelled or closed) 
Energy Based 1 

Tourism Industry 25 

(2 units have been cancelled) 

Service Industries 37 


Total Project Cost: USD 225.53 million 
Total Fixed Cost: USD 204.86 million 


Total Foreign Investment: USD 72.27 million 
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Total Employment Generated: 8 


Source: Foreign Investment Division 
HMG/Nepal. 
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Ghana\'s \"Time to Start a Business improved from 129 days in 
2003 to 81 days in 2005. The Doing Business report ranks 
Ghana 82 out of 155 countries in the general category of 

\"Ease of Doing Business." 


The minimum capital required for foreign investors is USD 

10 

enterprises wholly owned by non-Ghanaians. Trading companies 
either wholly or partly-owned by non-Ghanaians require a 
minimum foreign equity of USD 300 

least ten Ghanaians. This may be satisfied through remitting 
convertible foreign currency to a bank in Ghana or by 
importing goods into Ghana for the purpose of the investment. 
The minimum capital requirement is 

to portfolio investment 

trading 


The principal law regulating investment in minerals and 
mining is the Minerals and Mining Law 

amended by the Minerals and Mining Amendment Act 

475). This law regulates investment in mining 

small-scale mining 

addresses different types of mineral rights 

to incentives and guarantees 

government revised the law again in December 2005. The 
revised law contains a stability and development agreement 
which protects the holder of a mining lease from future 
changes in law for a period of 15 years. The Minerals 
Commission is the government agency that implements the law. 


The Petroleum Exploration and Production Law 

84) 

exploration and production in Ghana. The law deals 

extensively with petroleum contracts 

responsibilities of contractors 

those affected by activities in the petroleum sector. The 

Ghana National Petroleum Corporation (GNPC) is the government 
institution that administers this law. Several U.S. 

companies are involved in oil/gas exploration in Ghana at 

present. 
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There are no major sectors in which American investors are 
denied the same treatment as other foreign investors. There 
are 

are denied national treatment. Those sectors are real estate 
(non-Ghanaians may not own an interest in land for more than 
fifty years 

terms) 


The U.S. Embassy in Accra advises companies or individuals 
considering investing in Ghana or trading with Ghanaian 
counterparts to consult with a local attorney or business 
facilitation company. The Embassy maintains a list of local 
attorneys and local business facilitators. Both are 

available upon request. 


A.2. Conversion and Transfer Policies 

Ghana operates a free-floating exchange rate policy regime. 
There are no restrictions on the conversion and transfer of 
funds with documented evidence to support how the funds were 
gained. Ghana\'s local currency 

for dollars and major European currencies. 


Ghana\'s hard currency needs are met largely through gold and 
cocoa export revenues 

remittances. The fall in the world prices of Ghana\'s export 
commodities in 1999 and increases in oil import bills led to 

a foreign currency shortage in 2000 and a subsequent 
depreciation of the cedi. The cedi has been stable since 
November 2002 

record level remittances and cocoa export proceeds. 


Ghana has no restrictions on the transfer of funds associated 
with investment. Ghana\'s investment laws guarantee that 
investors can transfer the following in convertible currency 
out of Ghana: dividends or net profits attributable to the 
investment; payments in respect of loan servicing where a 
foreign loan has been obtained; fees and charges in respect 
to technology transfer agreements registered under the GIPC 
law; and 

liquidation of the enterprise or any interest attributable to 

the investment. 


With regard to offshore loans 

central bank 

Ghana inspects the terms of the loan 

rate 

There is no legal parallel remittance market for investors. 
The Bank of Ghana is drafting a new foreign exchange law 
which will liberalize the foreign exchange market. The 
government plans to submit it to Parliament in early 2006. 
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A.3. Expropriation and Compensation 

Ghana\'s investment laws provide guarantees against 
expropriation and nationalization 

Constitution provides some exceptions to these laws. While 
providing protection from deprivation of property 
Constitution sets out exceptions and a clear procedure for 
the payment of compensation. 


The Government of Ghana may compulsorily take possession or 
acquire property only where the acquisition is in the 

interest of national defense 

public morality 

the development or utilization of property in a manner to 
promote public benefit. It must 

the prompt payment of fair and adequate compensation. The 
Government of Ghana also allows access to the high court by 
any person who has an interest or right over the property. 


American investors are generally not subject to differential 

or discriminatory treatment in Ghana 

official government expropriatory actions in recent times. 

Since President Kufuor\'s administration took power in 2001 

two U.S. investors have filed for international arbitration 

against the Ghana government 

cases were each resolved when the Government of Ghana agreed 
to purchase the investments. 


A.4. Dispute Settlement 

Ghana\'s legal system is based on British common law. The 
most important exception for the purpose of investment is the 
acquisition of interest in land 

statutory and customary law. 


The judiciary comprises both the lower courts and the 
superior courts. The superior courts are the Supreme Court 
the Court of Appeal 

permitted and usually begin in the High Court. There is a 
history of government intervention in the court system 
although somewhat less so in commercial matters. The courts 
have 

against the government. However 

in disposing of cases and at times face challenges in 
enforcing decisions 

institutional inefficiencies. There is a growing interest in 
alternative dispute resolution 

commercial cases. The Attorney General\'s office has drafted 
enabling legislation 

arbitration and/or conciliation services. 
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The government has established \"fast-track\" courts to 
expedite action on some cases. The \"fast track" courts 
which are automated (computerized) divisions of the High 
Court of Judicature 

within six months. However 

to try cases as quickly as expected. In March 2005 
government established a commercial court to try commercial 
claims. The Court also handles disputes involving commercial 
arbitration and other settlement awards 

property rights 

trademarks 

Companies Code 

cases. A distinctive feature of the commercial court is the 
use of mediation or other alternative dispute resolution 
mechanisms 

conference stage. 


Enforcement of foreign judgments in Ghana is based on the 
doctrine of reciprocity. On this basis 

Brazil 

Spain 

enforceable. Judgments from the United States are not 
enforceable in Ghana at this time. 


Both the GIPC and Minerals and Mining Laws address dispute 
settlement procedures and provide for arbitration when 
disputes cannot be settled by other means. They also provide 
for referral of disputes to arbitration in accordance with 

the rules of procedure of the United Nations Commission on 
International Trade Law (UNCITRAL) 

of a bilateral agreement between Ghana and the investor\'s 
country. 


The U.S. has signed three bilateral trade and investment 
agreements with Ghana: the OPIC Investment Incentive 
Agreement 

(TIFA) 

contain some provision for investment and trade dispute 
settlement. When the parties do not agree on a venue for 
arbitration 

Ghana accepts as binding the international arbitration of 
investment disputes. Ghana does not have a bankruptcy 
statute. The Companies Code of 1963 

official closure of a company when it is unable to pay its 
debts. 


In 1996 

established to strengthen the legal framework for protecting 
commercial and economic interests 

confidence in Ghana. The American Chamber of Commerce\'s 
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(Ghana) Commercial Conciliation Center provides arbitration 
services on trade and investment issues. 


Ghana signed and ratified the Convention on the Settlement of 
Investment Disputes in 1966 

under ICSID ) the International Center for the Settlement of 
Investment Disputes. However 

in the energy sector 

preference for handling disputes under UNCITRAL rules Ghana 
is also a signatory and contracting state of the UN 

Convention on the Recognition and Enforcement of Foreign 
Arbitral Awards (the New York Convention"). 


A.5. Performance Requirements and Incentives 
Ghana is in compliance with WTO Trade-Related Investment 
Measures (TRIMS) notification. 


Generally 

establishing 

However 

notably the telecommunications sector 

performance targets or they may have their licenses revoked. 
In the case of banks 

approval from the central bank. Investors are not required 
to purchase from local sources. Except for free zone 
enterprises operating under the Free Zone Act 

required to export 70 percent of their products 

are not required to export a specified percentage of their 
output. 


Foreign investors are not required by law to have local 
partners except in the fishing 

industries 

tuna-fishing industry 

seventy-five percent of the interest in a tuna-fishing 
vessel. In the insurance sector 

more than sixty percent of an insurance company. In the case 
of the Ghana Stock Exchange 

own more than ten percent of any security listed. This 
applies to individuals as well as institutional investors. 

The total holding of all foreigners in a listed security 
cannot exceed seventy-four percent. There is compulsory 
local participation in the minerals and mining sector. By 
law 

interests in mining ventures at no cost. 


There are no requirements on physical location of 
investments. However 

investment in specific locations. There are also no import 
substitution restrictions. The only requirement for 
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compulsory employment of Ghanaians is that any investment in 
a trading enterprise must employ a minimum of ten Ghanaians. 


There are regulations relating to the transfer of technology 
when it is not freely available in Ghana. The transfer of 
technology is governed by an agreement under the Technology 
Transfer Regulations of Ghana. Any provisions in the 
agreement inconsistent with Ghanaian regulations are 
unenforceable in Ghana. 


Investment incentives differ slightly depending upon the law 
under which an investor operates. For example 

investors operating under the Free Zone Act are entitled to a 
ten-year corporate tax holiday 

GIPC law are not automatically entitled to a tax holiday 
depending upon the sector in which they are operating. 


All investment-specific laws contain some investment 

incentives. The GIPC law allows for import and tax exemptions 
for plant inputs and machinery (and parts thereof) imported 

for the purpose of the investment. Specifically 

82 

Tariff Code zero-rates (i.e. does not levy import duty) these 
production items. The Government of Ghana recently imposed a 
five percent import duty on some items that were previously 
zero-rated. 


The Ghanaian tax system is replete with tax concessions that 
make the effective tax rate generally low. The incentives 

are specified in the GIPC law and are not applied in an ad 

hoc or arbitrary manner. The GIPC has no discretion and once 
the investor has been registered under the GIPC law 

investor is entitled to the incentives provided by law. The 
GIPC 

additional customs duty exemptions and tax incentives. 


The GIPC website (www.gipc.org.gh) provides a more thorough 
description of incentive programs. The law also guarantees 
the investor all the tax incentives provided for under 

Ghanaian law. For example 

residential property for the first five years after 

construction is exempt from tax. Similarly 

company selling or letting out premises is income tax exempt 
for the first five years of operation. Rural banks and 

cattle ranching are exempt from income tax for 10 years. 


The government lowered the corporate tax rate to 25 percent 
(from 32.5 percent in 2004 and 28 percent in 2005) when it 
published the 2006 budget. The new rate applies to all 
sectors except income from non-traditional exports (eight 
percent). For some sectors there are tax holidays for a 
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number of years. These sectors include 

enterprises and developers (zero percent for the first 10 
years and eight percent thereafter) 

and rental (zero percent for the first five years and 25 
percent thereafter) 

for the first five years after which the tax rate ranges from 

0 to 25 percent depending on the location of the company in 
Ghana) 

seven years and 25 percent thereafter). Tax rebates are also 
offered in the form of incentives based on location. A 
capital allowance in the form of accelerated depreciation is 
also applicable in all sectors except banking 

commerce 


The government charges a 12.5 percent VAT plus a 2.5 percent 
Health Insurance Levy 

imports 

hotels and guest houses 

snack bars 

entertainment. 


Ghana has no discriminatory or excessively onerous visa 
requirements. An investor who invests under the GIPC law is 
automatically entitled to a specific number of visas/work 
permits based on the size of the investment. When an 
investment of USD 10 

convertible currency or machinery and equipment 

enterprise can obtain a visa/work permit for one expatriate 
employee. An investment of USD 10 

entitles the enterprise to two automatic visas/work permits. 
An investment of USD 500 

to bring in four expatriate employees. An enterprise may 
apply for extra visas/work permits 

justify why a foreigner must be employed rather than a 
Ghanaian. There are no restrictions on the issuance of work 
and residence permits to Free Zone investors and employees. 


Ghana has no import price controls. It is pursuing a 

liberalized import regime policy within the framework and the 

spirit of the World Trade Organization to accelerate 

industrial growth. The Government of Ghana joined other 
ECOWAS countries on the phased implementation of the ECOWAS 
Common External Tariff on January 1 


A.6. Right to Private Ownership and Establishment 
Ghana\'s laws recognize the right of foreign and domestic 
private entities to own and operate business enterprises. 
Foreign entities are 

engaging in certain business activities in Ghana (see section 
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Private entities may freely acquire and dispose of their 
interests in Ghana. When a foreign investor disposes of an 
interest in a business enterprise 

to repatriate his or her earnings in a freely convertible 
currency. 


Private and public enterprises compete on equal basis with 
respect to access to credit 


A.7. Protection of Property Rights 


The legal system recognizes and enforces secured interest in 
property 

title over land is often difficult 

It is important to conduct a thorough search at the Lands 
Commission to ascertain the identity of the true owner of any 
land being offered for sale. Investors should be aware that 
land records can be incomplete or non-existent and 

therefore 


Mortgages exist in Ghana and are regulated by the Mortgages 
Decree. They are enforced by judicial sale upon application 
to the court. A mortgage must be registered under the Land 
Title Registration Law 

it to take effect. Registration with the Land Title Registry 

is a reliable system of recording the transaction. 


The protection of intellectual property is an evolving area 
of law in Ghana. Progress has been made in recent years to 
afford protection under both local and international law. 
Ghana is a party to the Universal Copyright Convention and a 
member of the World Intellectual Property Organization 
(WIPO) 

Property Organization (ESARIPO) 

Organization (WTO). Since December 2003 

has passed all six bills designed to bring Ghana into 
compliance with WTO TRIPS (Trade-Related Aspects of 
Intellectual Property Rights) requirements. The new laws 
are: Copyright 

(Topographies) of Integrated Circuits 

Indications 

goods is known to take place 

information on the scale of this activity. In cases where 
trademarks have been misappropriated 

disparity is usually readily apparent. Holders of 
intellectual property rights have access to local courts for 
redress of grievances 

copyright infringement cases have been filed in Ghana. 


A.8. Transparency of the Regulatory System 
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The Government of Ghana\'s policies of trade liberalization 
and investment promotion are guiding its effort to create a 
clear and transparent regulatory system. The GIPC law 
codified the government\'s desire to present foreign investors 
with a liberal and transparent foreign investment regulatory 
regime. The GIPC has established a one stop shop\" to 
facilitate business registration for investors 

effective. Under the Ghana Trade and Investment Gateway 
(GHATIG) Program 

officials must perform specific duties have been set and are 
monitored. Implementation 

desired standards. 


The Government of Ghana has established regulatory bodies 
such as the National Communications Authority 

Petroleum Authority 

Commission to oversee activities in the telecommunications 
power 

and under-resourced 

the intended level of oversight. 


A.9. Efficient Capital Markets and Portfolio Investment 
Private sector growth in Ghana has been constrained by 
limited financing opportunities for private investment. 
Seventeen years after the beginning of financial sector 
reforms in 1988 

financial sector has suffered because of policy interventions 
by the government 

free flow of financial resources in the product and input 
markets. Current high interest rates on bank loans (over 25 
percent) have been a serious impediment to raising capital on 
the local market. 


Banks in Ghana are relatively small. The largest in the 
country 

approximately USD 50 million. Out of the 18 banks in Ghana 
the government has a majority ownership position in GCB and 
fully owns two other banks. The government is still 

reviewing options regarding divestiture of its remaining 
interest in GCB. The Bank of Ghana 

banking policy 

establishing a bank to 70 billion cedis (USD 7.7 million). 

This new level applies to both foreign and Ghanaian-owned 
banks. In the past 

higher capital requirements than Ghanaian-owned banks: 50 
billion cedis (USD 5.6 million) versus 25 billion cedis (USD 
2.8 million). In mid-2005 

official secondary reserve requirements for financial 
institutions from 35 to 15 percent 
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requirements are now 24 percent. 


Some recent developments in the non-banking financial sector 
have been encouraging. Among the non-banking financial 
institutions 

savings and loan associations have been innovative in serving 
savers and borrowers. In addition 

regulatory policies for the Ghana Stock Exchange (which has 
29 listed companies and 2 corporate bonds at the present time 
and oversees portfolio investment) has been promising. The 
Ghana Stock Exchange (GSE) was one of the best performing 
bourses in emerging markets in 2003 and 2004 

fell substantially in 2005. It is open to all foreign buyers 

and subject to the restrictions described in section 7.5 
paragraph 3. Both foreign and local companies are allowed to 
list on the GSE. The Securities Regulatory Commission 
regulates the activities on the Exchange. 


Although Ghana\'s informal financial sector is large 

estimated 45 percent of all private sector financial savings 
mobilized initially through informal channels 

to serve as an intermediary between savers and investors has 
been limited. This is due in part to Ghanaians\' savings 
behavior (customarily avoiding the formal banking system) 
and in part to the absence of strong links with the formal 
sector. 


A.10. Political Violence 

Ghana offers a relatively stable and predictable political 
environment for American investors. There is no indication 
at present that the level of political risk in Ghana will 
change markedly over the near term. Peaceful and fair 
presidential and parliamentary elections were held on 
December 7 

of the New Patriotic Party 

four-year term 

election. 


A.11. Corruption 

Corruption in Ghana is somewhat less prevalent than in other 
countries in the region 

corruption as the main obstacle to foreign direct investment. 
However 

there is a growing perception in Ghana that 
government-related corruption is on the rise. Transparency 
International ranked Ghana 65 out of 159 countries in its 
2005 Global Corruption Perceptions Index 

from 3.7 to 3.5 on a scale of 0 to 10 (10 least corrupt). 
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Ghana is not a signatory to the OECD Convention on Combating 
Bribery. lt has 

public financial administration and public procurement. The 
public procurement law 

harmonize the many public procurement guidelines used in the 
country and also to bring public procurement into conformity 
with WTO standards. The new law aims to improve 
accountability 

in the use of public resources. The government 

conjunction with civil society representatives 

Freedom of Information bill 

to public information. Notwithstanding the new procurement 
law 

funded contracts. There have been recent allegations of 
corruption in the tender process and the government has in 
the past set aside international tender awards in the name of 
national interest. 


American businesses have reported being asked for \"favors\" 
from contacts in Ghana 

transactions. These favors could potentially conflict with 

U.S. business ethics or laws 

should make clear that U.S. companies operating abroad are 
subject to the Foreign Corrupt Practices Act of 1977. 


Commercial fraud in the form of scams 

currency deals 

termed \"419\" scams. While these cases are exceptions and not 
the rule to doing business in Ghana 

diamond buyers are strongly advised to deal directly with the 
Precious Minerals Marketing Company (PMMC) in Ghana. Gold 
and diamonds can be exported legally from Ghana only through 
the PMMC 

price on the day of export. No discounting or negotiation of 
prices prior to export by the PMMC is valid. U.S. firms can 
request a background check on companies and individuals with 
whom they wish to do business by using the U.S. Commercial 
Service\'s International Company Profile (ICP). Requests for 
ICPs should be made through the nearest U.S. Export 
Assistance Center. For more information about the U.S. 
Commercial Service 


The Government of Ghana has publicly committed to ensuring 
that government officials do not use their positions to 

enrich themselves. Official salaries 

especially for low-level government employees 

employees have been known to ask for a \"dash\" (tip) in return 
for assisting with license and permits applications 


The 1992 Constitution provided for the establishment of a 
Commission On Human Rights and Administrative Justice 
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(CHRAJ). Among other things 

investigating all instances of alleged and suspected 
corruption and the misappropriation of public funds by 
officials. The Commission is also authorized to take 
appropriate steps 

Attorney General and the Auditor-General 

investigations. The Commission has a mandate to prosecute 
alleged offenders when there is sufficient evidence to 

initiate legal actions. The Commission 

under-resourced and few prosecutions have been made since its 
inception. 


In 1998 

anti-corruption institution 

(SFO) 

private and public institutions. SFO\'s 1999 report to the 
President and Parliament reported cases of economic fraud 
that resulted in more than USD 2 million in losses to the 
country. The SFO has called for a national debate on how to 
deal with largesse acquired through economic crimes since the 
present punishment of dismissal and imprisonment is an 
inadequate deterrent. The government has announced plans to 
streamline the roles of the CHRAJ and SFO 

their duplication of efforts. Government has also submitted 
\"Whistle Blower\" legislation to Parliament. This bill will 
encourage Ghanaian citizens to volunteer information on 
corrupt practices to appropriate government agencies. 


B. Bilateral Investment Agreements 

Ghana has concluded investment protection and promotion 
agreements with 21 countries. Parliament has ratified eight 
of these agreements 

Kingdom 

Netherlands and Switzerland. The remainder are signed but 
not yet ratified. Nineteen other countries are negotiating 
similar arrangements. The U.S. signed three agreements 
between 1998 and 2000: the OPIC Investment Incentive 
Agreement (ratified in 2004) 

Framework Agreement (TIFA) 


Ghana has met eligibility requirements to participate in the 
benefits afforded by the African Growth and Opportunity Act 
(AGOA) and also qualified for the apparel benefits under AGOA. 


Ghana has double taxation agreements (DTA) in force with only 
France and the U.K. The Ghana government has signed a DTA 
with Germany 


C. OPIC and Other Investment Insurance Programs 
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OPIC is active in Ghana 

periodically to meet with representatives of prominent 

American and Ghanaian firms. OPIC launched the Modern Africa 
Growth Fund and the Africa Infrastructure Investment Fund 
which are sources of information and financing for investment 
in Ghana. The African Project Development Facility (APDF) 
and the African investment program of the International 
Finance Corporation are other sources of information. Ghana 
is a member of the World Bank Group\'s Multilateral Investment 
Guarantee Agency (MIGA). 


Ghana has a large pool of relatively inexpensive and 
unskilled labor. English is widely spoken 

urban areas. Labor regulations and policies are generally 
favorable to business. Labor-management relations are fairly 
good. 


The new Labor law (Act 651) passed in 2003 became effective 
in March 2004. The new law unifies and modifies the old 
labor laws to bring them into conformity with the core 
principles of the International Labor Convention 

Ghana is a signatory. All the old labor related laws 

the Children\'s Law (Act 560) 


Under the new Labor Law 

issue collective bargaining agreements (CBA) in lieu of the 
Trade Union Congress (TUC). This effectively limits the 
TUC\'s monopoly 

compelled all unions to be part of TUC. Also 

labor court 

to resolve labor and industrial disputes. Finally 

Tripartite Committee that determines the minimum daily wage 
now has legal backing 

centers can be created to help job seekers find work. 


There is no legal requirement for labor participation in 
management. However 

management and employees meet to discuss issues affecting 
business productivity are common. 


There are no statutory requirements for profit sharing 
fringe benefits in the form of year-end bonuses and 
retirement benefits are generally included in collective 
bargaining agreements. 


Consulting a local attorney with regard to labor issues is 
recommended. The U.S. Embassy in Accra maintains a list of 
local attorneys 
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E. Foreign Trade Zones/Free Ports 

Free Trade Zones were established in May 1996 

Steelworks 

sites located at Mpintsin and Ashiem near Takoradi. The 
seaports of Tema and Takoradi 

International Airport and all the lands related to these 

areas 

establishment of single factory zones outside or within the 
areas mentioned above. Under the law 

be a free zone company if it exports more than 70 percent of 
its products. Among the incentives for free zone companies 
are a ten-year corporate tax holiday and zero duty on imports. 
To make it easier for free zone developers to acquire the 
various licenses and permits to operate 

Board provides a \"one-stop approval service!" to assist in the 
completion of all formalities. A lack of resources has 

limited the effectiveness of the Board 

facilitate operations in the zones 

countries 

Africa may with advance notice obtain entry visas at the 
international airport in Accra. However 

employees of businesses established under the program will 
require work and residence permits. 


The contact address for the secretariat is as follows: 


The Director 

Ghana Free Zones Board 

Ministry of Trade & Industry Annex 
P.O. Box M.47 

Accra - Ghana 

Tel: 233-21-780532/3/4/5/7 

Fax: 233-21-780536 

E-mail: freezone@africaonline.com.gh 


F. Major Foreign Investors in Ghana 

Major foreign investments in Ghana are mainly in mining and 
manufacturing. Great Britain is Ghana\'s leading foreign 
investor with direct investment exceeding USD 750 million. 
Major U.S. investors are 

producer) 

construction) 

Services (data processing) 

Phyto-Riker (pharmaceuticals) 

and Newmont Mining. 


G. Foreign Direct Investment (FDI) Statistics 


FDI statistics in Ghana tend to be unreliable since the 
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promotion and monitoring of FDI in Ghana are carried out by 
several agencies without coordination in arriving at a total 
figure. 


Since 1994 

(GIPC) has registered over 1281 projects. GIPC provided the 
following statistics on registered private investments. 

(Note: These figures do not include investments in the 
mining and petroleum industries and free zones 

major recipients of FDI. End Note) 


Foreign direct investment (FDI) (USD million) 


1994 Sep) 1999 Dec 1 


2000 114.91 
2001 89.32 
2002 58.93 
2003 88.06 
2004 143.73 


2005 (Jan) Sep) 98.08 


Note: Between September 1994 and September 2005 
ranked fifth in terms of number of investment projects (131) 
after India (201) 

Lebanon (154). The services and manufacturing sectors 
recorded the highest number of investment projects during 
this period. 

BRIDGEWATER 


49699 

49700 

for three months after Milinkevich was chosen as a candidate 
and were caught off-guard when Lukashenko announced early 
elections. With elections two months away 

does not have a message 

Therefore his current travel around Belarus is useless 

does not leave voters with anything to talk about. 


Explaining Lukashenko\'s Fear 


6. (C) Despite all the evidence to the contrary 

claimed Lukashenko fears what the opposition 

West and potentially Russia 

said Lukashenko has fallen victim to his own propaganda. In 
December 

BKGB gave each MP an analysis that described multiple highly 
fantastical western conspiracies aimed at Belarus. 

Karbalevich maintained the BKGB 

bureaucratic efforts to gain more resources and prestige 
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routinely inflate the external threat in briefings to 
Lukashenko. Lukashenko therefore reacts in a manner 
completely disproportionate to the threat 

hundreds of riot police on hand to block 30 protestors. 
Krol 
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mother of Lukashenko\'s reputed mistress and personal doctor) 
was removed. Replacing Sheiman is the amiable but loyal 
Secretary of the Security Council General Gennadiy Nevyglas. 


SIPDIS 

Observers view the Sheiman and Proleskovskiy departures from 
the PA not as demotions but a clear sign Lukashenko wants his 
most loyal and ruthless supporters focused on ensuring his 
complete victory in the March elections with no chance of a 
Ukrainian style \"revolution\" occu 

rring. Rumors abound that after the elections Sheiman and 
Proleskovskiy will be rewarded with perhaps higher and more 
lucrative government positions 

deputy PM respectively. Right now 

powerful and cognizant his opposition is weak and divided 

still remains fearful of revolution occurring in Belarus. 

These appointments indicate he is taking no chances and is 
aggressively focusing the attention and energies of all 

elements of his regime -- from top to bottom -- on his 
re-election and retention of power. End summary. 


2. (U) On January 4 

reshuffling of several senior positions in his government. 

Head of the Presidential Administration Viktor Sheiman was 
relieved of his position and named to head Lukashenko\'s 
re-election campaign. Security Council head Gennadiy 
Nevyglas was appointed the new head of the PA. Deputy PA 
Heads Aleksandr Popkov and Oleg Proleskovskiy were dismissed 
and Lukashenko appointed physicist Anatoly Rubinov as Deputy 
Head of the PA in charge of media and ideology. 

Proleskovskiy had previously been in charge of state ideology 
and considered the architect and driving force behind the 
regime\'s virulently anti-U.S. and pro-Lukashenko propaganda 
campaign in state media. 


3. (U) On January 9 

Presidential Aide-Head of the Main Ideological Department of 
the Presidential Administration. Proleskovskiy is now 
subservient to Rubinov on paper but in practice he may be 
even more powerful as proximity to Lukashenko usually means 
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greater power. In making these appointments 

publicly tasked Rubinov and Proleskovskiy with strengthening 
the PA\'s ideological activities. The same day Lukashenko 

also dismissed Deputy PA Head Nikolai lvanchenko and named 
him Presidential Aide-Chief Inspector for the Minsk region 
replacing Vladimir Sinyakov 

Presidential Administration\'s Personnel Management Office. 


4. (C) These moves followed an earlier round of appointments 
in late December (reftel). Additionally 

Ludmila Postoyalka was removed and appointed to the upper 
chamber of parliament. As the mother of Irena Abelskyaya 
Lukashenko\'s reputed long time mistress and personal 
physician 

mother-in-law and reportedly exercised great influence on her 
\"son-in-law.\" But she has been suffering from cancer and the 
shift out may be an act of mercy although rumors circulate 
that Lukashenko and his mistress may have broken up. The 
lackluster and toadying former Minister of Culture Leonid 
Gulyako 

head of the Council of Ministers Committee on Religious and 
Nationality Affairs 

(with whom we have worked on the Religious Freedom report) 
who has not been reassigned. 


Post-Election Appointments Now 


5. (U) On January 9 

continue to reshuffle the government 

several ministries. His announced goal is to have all the 
personnel in place to implement the new five-year plan 
began January 1 

completed by the time elections are conducted in March. 
Confident of victory 
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would take over the Security Council as soon as his 

re-election is complete. Rumors however circulate that 

Sheiman might receive a bigger and perhaps more lucrative 
reward as Prime Minister as many observers think current PM 
Sidorskiy\'s tenure may be coming to an end amid rumors he may 
be a potential Russian backed replacement for Lukashenko. 


Fear is the Reason 
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6. (C) On January 12 

Karbalevich told us there were three main reasons for the 
reshuffle: 1) Lukashenko is Belarus\' sole decision maker. He 
trusts no one 

frequently reassigns senior officials to keep them from 
consolidating power; 2) calling early elections and placing 
Sheiman in charge of his re-election campaign shows 
Lukashenko wants to avoid any chance of a Ukraine-style 
revolution in Belarus; 3) Lukashenko sees his re-election as 
the top priority and is doing everything to ensure he remains 
in power. 


7. (C) Karbalevich explained that as Lukashenko\'s right hand 
man 

evoke fear to the Lukashenko campaign. In 2001 

Cherginets headed Lukashenko\'s campaign 

claimed no one fears Cherginets. However 

Administration has drafted a detailed plan for overwhelmingly 
winning the election. According to Karbalevich 

stage 

given a quota of signatures they must collect for Lukashenko. 
Karbalevich noted that the previous night his own landlady 
asked him to sign the petition for Lukashenko 

apartment bloc managers were given the order to solicit 
signatures for Lukashenko (we have heard this from others as 
well.) Karbalevich stressed that everyone fears Sheiman (who 
was implicated in the disappearances of prominent opposition 
figures) 

not fulfill their orders from him. 


Followers 


8. (C) Karbalevich continued that Lukashenko likes to 
surround himself with former military officers who will 

follow orders without thinking. Sheiman 

Proleskovskiy are all former military 

officers. However 

not a manager 

considered a much better organizer. Also rumors circulate 
that Sheiman conflicted with deputy PA head Natalya Petkevich 
who is rumored to be close 

Petkevich will stay on as deputy head of the PA and it is 
thought she might become head of the PA if Lukashenko gives 
Nevyglas a high government ministerial position to solidify 

his personal control over what he still suspects is a 

disloyal government (as opposed to presidential) bureaucracy. 
It has also long been rumored that State Control Committee 
chairman Leonid Tozik 

be relieved as Sheiman solidifies his own position as a 
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potential replacement for 
Lukashenko 


9. (C) The new deputy PA Rubinov 

strange exception. Previously he was tasked by Lukashenko to 
reform the education system and control the granting of PhDs. 
Karbalevich claimed to know Rubinov 

Lukashenko\'s Sovietesque worldview 

fanatic \"Lukashist.\" But he is no doubt a loyal trooper 

(Note: One of our Pol SectionYs FSNs claims to know Rubinov 
well. He asserts Rubinov is intelligent 

friendly. He also said Rubinov\'s best friend for 40 years 
currently works at the U.S. Embassy as a cleaning lady!) 


Conflict in the Ideology Department? 


10. (C) Karbalevich found it odd that Proleskovskiy 

BKGB officer who previously led the GOB\'s battle against the 
opposition and the West 

who has no ideological background. Karbalevich anticipates 
both Rubinov and Proleskovskiy could conflict with senior PA 
Deputy 

state ideology and is rumored to be Lukashenko\'s new lover. 
But 
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Lukashenko\'s personal advisor on ideology may actually 
increase his influence over the boss and his own power. 


Rumors of More Appointments to Come 


11. (C) Karbalevich passed on rumors that Prime Minister 

Sergey Sidorsky might be replaced after the elections. He 

said Sidorsky began to fall out of favor last year when some 
newspapers named him as a possible Russian-backed successor 
to Lukashenko. Sidorsky\'s effectiveness as a manager and his 
cleaner image abroad has made him popular among the 
government bureaucracy and therefore a threat to Lukashenko. 
When asked about rumors that Foreign Minister Sergey Martynov 
might be removed 

Martynov fought tooth and nail to become minister 

to be one of the few in Lukashenko\'s inner circle (the others 
being Sheiman and CEC head Lidya Yermoshina). Lukashenko 
even gave Martynov a fancy home in the Drazdy presidential 
compound. However 
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Lukashenko fanatic 

Lukashenko\'s policies to the West. (Comment: We have never 
found Martynov very effective vis--vis Lukashenko. We 
suspect he rarely del 

ivers objective news to Lukashenko and has become a total 
apologist for Lukashenko\'s foreign policy failures. We have 
heard from other sources 

Martynov might be relieved after the elections to be replaced 
by Lukashenko\'s long time personal assistant and Man Friday 
Makei. This would reflect Lukashenko\'s effort to put 
suspected disloyal ministries under the control of people 
Lukashenko trusts more. Already we have seen an exodus of 
pro-western officials from the MFA to postings abroad in what 
appears to be an ideological cleansing campaign at MFA.) 


Comment 


12. (C) The current changes reflect Lukashenko\'s top priority 
is his re-election. He has placed his most loyal supporters 

in the campaign and has focused all the energies of the 
presidential vertical - from top to bottom 

goal of ensuring he remains in power. 

Krol 
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in South Africa\" 

Marais. Marais presents an alternative analysis of AIDS impact 
in South Africa 

reduce the damage. According to Marais 

how the AIDS epidemic will affect society are vastly 
oversimplified and policies based on conventional conceptions 
of the societal effects of AIDS are likely to fail 

further aggravate existing inequities. Marais argues that 
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analysis of AIDS\' impacts has to explicitly take into account 
South Africa\'s economic and social inequities as well as the 
interplay of the epidemic with local resources and existing 
social arrangements. Marais argues that the least privileged 
sections of society will disproportionately bear the brunt of 

the AIDS and that this could undermine South Africa\'s attempts 
to become a more just and equitable society 

structural crisis in South Africa which is already fuelling the 
epidemic. He calls on South Africa to improve its social 
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security net by developing a comprehensive package of social 
services including job creation and workers! rights protection 
safe-guarded food security 

essential services. \"Overcoming the epidemic 

\"therefore coincides with the overarching need to bring about a 
much more just society 

least the basic means to a secure livelihood and the realistic 
prospect of improving their lives and those of their children.\" 
Source: AIDSMAP 


Malaria Cases Reported in Limpopo Province 


11. Over 100 cases of malaria were reported in Limpopo 
Province in 2005 with 53 reported cases since December 
South Africa\'s aggressive malarial control programs. The 
recent increase in malaria has been attributed to increased 
rains providing stagnant pools of water. South Africa sprays 
DDT in the affected areas 

September and October 2004. In the past several years 
Limpopo districts have experienced drought conditions. 
National Health officials are meeting with their provincial 
health counterparts to discuss anti-malarial measures. Source: 
City Press 


Initial Human Trials May Start to Test AIDS Herbal Treatment 


12. An herbal mixture 

traditional medicine to be tested on humans. Pre-clinical 

tests on the safety and activity against bacteria and fungi 

were conducted by the University of KwaZulu-Natal\'s Nelson 
Mandela School of Medicine and human trials on its efficacy are 
scheduled to begin at the end of 2006. Dr. Nceba Gqaleni of 

the Nelson Mandela School said that Ubhejane had a ‘potent 
activity" against opportunistic infections associated with 
HIV/AIDS and is currently conducting a second phase metal 
analysis and antiviral tests with the compound 

completed in April 2006. Up to 80 herbs collected throughout 
Africa composes Ubhejane. Individual instances of improvement 
in CD4 counts and reduction in viral loads have been documented 
in patients using Ubhejane; however 

South Africa\'s Patrick Maduna emphasized the need for more 
research before any more favorable expectations were created. 
Source: City Press 
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international consensus 

problem. \"He\'s done a good job so far 
would have any trouble 

EVANS 
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Downing said that in order for business confidence to 
continue to be positive 

prevent serious inflationary consequences 

as to dampen the export sector. Sacob also attributed the 
rise in confidence last month to the rise in gold and 
platinum prices. Recently gold prices reached a 24-year 
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peak of $537/oz 

strong demand and supply constraints. The metals account 
for about 20% of South African exports. Source: Business 
Day 


SA\'s Online Spending Increased 20% 


9. South Africans spent R514 million ($86 million) 
shopping online in 2005 

to a report by research firm World Wide Worx. The 2005 
total did not include 2005 online air ticket sales of R1.8 
billion ($300 million) compared to its 2004 total of R850 
million ($142 million). The 2005 online retail shopping 
growth was lower than the 2004 growth of 25%. The survey 
of 800 online retail outlets cited lack of speed in 

internet access and affordable access to broadband as the 
biggest obstacles to growth in online sales. The online 
retail market was dominated by 10 online retail sites: M- 
Web ShopZone and Digital Mall 

Home Shopping and Woolworths 

and Exclusive Books 

Cybercellar 

and beauty store Ascot Direct. World Wide Worx expects a 
further 20 percent increase in online retail shopping in 
2006. Research firm BMI-TechKnowledge expects broadband 
users to increase to 870 

40 

prices. The number of online retail sites has grown from 
719 at the end of 2003 to 826 in 2005. The fastest- 
growing major categories were auctions 

Source: Business Report January 10. 


SA Vehicle Sales Increase 28.5% in 2005 
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10. South Africans bought more new vehicles in 2005 than 
in any previous year 

by the National Association of Automobile Manufacturers 
(NAAMSA). New vehicle sales (including cars 

buses) reached R125 billion ($21 billion) in 2005 compared 
to R96 billion ($16 billion) in 2004. Domestic vehicle 

sales figures for 2005 increased 28.5% to almost 617 

units 

ago 

in 2004. Sales figures compiled by NAAMSA include NAAMSA 
and non-NAAMSA members 

Africa\'s market. Lower interest rates and growing middle 
class were credited as the major stimulus behind record 
car sales. McCarthy chairman Brand Pretorius estimated 
that McCarthy 

one of every four or five new cars 

three used cars 

average South African household in the living standard 
measure 10 category (average monthly income of R18 
$3137) about 37 weeks\' earnings to buy a car 

71 weeks three years ago. NAAMSA has not yet totaled its 
export figures but estimates that approximately 145 
vehicles were exported in 2005 

vehicles exported in 2004. The vehicle industry 
contributes about 7.4% to GDP. Source: Business Day 
January 11. 


High School Drop Out Rate High 


11. Less than half of South Africa\'s grade 10 students in 
2003 took their high school graduation (matric) exams two 
years later. In 2005 

grade 12 

grade 10 students in 2003. While 347 

students who took the exam passed in 2005 

as a percent ofthe 2003 grade 10 class 

students graduated and 587 

Teacher unions had asked for more research about the 
increased dropout rate in high schools but little has been 
released. Source: Business Day 
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(including outgoing Education Minister Limor Livnat and 
Knesset Member Uzi Landau) were placed lower on the 
list. The media quoted Netanyahu as saying that the 
Likud\'s new team is \"young and experienced.\" 
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Leading media reported that on Thursday 

Olmert and President Bush talked on the phone for the 
fist time since PM Sharon\'s hospitalization. HaVaretz 
quoted the President as saying that he has not 
forgotten the view of Jerusalem that Olmert showed him 
during his 1988 visit as Governor of Texas. The 
President reportedly told Olmert that Hamas must change 
its policy toward Israel and recognize its right to 

exist. HaVaretz quoted Bush as saying that there 
cannot be peace with terror organizations 

PA must prove it can act against terror. Bush was 
quoted as saying that the U.S. is acting to establish 
democratic institutions in the PA that promote peace 
and not terror 

he would not change it. Bush was quoted as saying that 
he planned to continue implementing his shared vision 
with Sharon for the peace process in the region. 
HaVaretz cited Olmert\'s response that he would do 
everything in his power to promote that vision 

is important that the PA chair dismantle terror 
organizations 

to move forward with a government in which terror 
organizations are partners. Bush reportedly ended the 
call by expressing admiration for Sharon and said that 
when he wakes up 

Various media cited different parts of the telephone 

call. Maariv and Hatzofe quoted Labor Party Knesset 
Member Yitzhak Herzog as saying that Olmert\'s reported 
invitation to the White House is a blatant intervention 

in the Israeli elections. Israel Radio reported that 

Vice Premier Shimon Peres will leave for the U.S. 
during the weekend to meet with Secretary of State 
Condoleezza Rice. 


Israel Radio reported that this morning 

with U.S. envoys A/S David Welch and Deputy U.S. 
National Security Advisor Elliott Abrams 

discussed the upcoming elections in the PA and raised 
concerns that Hamas could win a majority and even 
strive to form the next Palestinian government. The 
station reported that top Sharon aide Dov Weisglass 

the PM\'s Diplomatic Adviser Shalom Turgeman 

Military Secretary Maj. Gen Gad Shamni 

Ambassador to Israel Richard Jones 

meeting. Yediot quoted Hamas\'s most prominent leader 
in Gaza and the West Bank 

Wednesday in an interview with The New York Times that 
his faction would refuse to recognize Israel or disarm 
even if it won in the Palestinian elections this month. 
Major media cited similar statements by other Hamas 
leaders. 


Column 3 


All media reported that on Thursday 

ministers caved in to party head Binyamin Netanyahu and 
one by one announced their resignation from the 

cabinet. Leading media reported that Olmert will name 
current Justice Minister Tzipi Livni foreign minister 

on Sunday. Israel Radio said that this precluded the 
possibility that Vice Premier Shimon Peres could be 
foreign minister during the period leading up to the 
elections. 


HaVaretz reported that since the second week of 
December 2005 

the West Bank from other parts 

residents from traveling toward Ramallan The 
newspaper said that the ban applies to some 800 
people 

provinces. Until January 2 

residents of Jenin and Tulkarm. Since then it has been 
extended to Nablus area residents. 


Leading media reported that on Thursday in Jenin 
troops killed two wanted Islamic Jihad activists 
Israel Radio reported that last night 

rockets were fired into Israel 

responded with artillery fire at the northern Gaza 
Strip. 


HaVaretz 

that on Thursday 

to postpone the evacuation of the settlement outpost of 
Amona 

pending High Court of Justice petition and the PA 
legislative elections as reasons for his decision. 

Media also reported that Mofaz ordered the dismantling 
of three Nablus-area outposts -- the Aroussi Farm near 
Bracha 

near Yitzhar -- to proceed. A few dozen settlers live 

in these three outposts 

probably take place next week. HaVaretz wrote that 
Mofaz\'s decision is apparently due partly to U.S. 
pressure and partly to the desire of Mofaz\'s party 
Kadima 

in the territories. HaVaretz reported that on Thursday 
the army demolished four foundations for prefab houses 
that had been built without a permit in the settlement 

of Rahelim. HaVaretz quoted Mofaz associates as saying 
that the Minister is particularly anxious to move 

against the three Nablus-area outposts 

Palestinian olive trees in their vicinity have been 
vandalized 
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down on the vandals. 


Israel Radio reported that eight Knesset members from 
the Shinui party 

Lapid 

Knesset list 

the party last night 

confounded predictions on Thursday by ousting Poraz 
one of Shinui\'s founders 

second place 

Aviv city councilman who has led the party\'s internal 
opposition to the Lapid-Poraz duo. The media also 
reported on the results of internal elections in two 
right-wing parties: Moledet leader Knesset Member Benny 
Elon was elected No.1 by the party\'s council members 
and will head the joint National Union list. Knesset 
Member Aryeh Eldad came in second in the Moledet vote. 
In the National Religious Party\'s central committee 

vote 

placed first. Nissan Slomiansky came second. 


Major media reported that on Thursday 

leader Pat Robertson sent a letter of apology to PM 
Sharon\'s son 

that PM Sharon\'s stroke was divine punishment for the 
Gaza withdrawal. 


A senior IDF officer was quoted as saying in an 
interview with The Jerusalem Post that the behavior and 
actions of extremists Jewish groups operating in 
Samaria (the northern West Bank) pose a far greater 
threat than terror actions to the people of Israel. 


Maariv quoted Lebanese parliamentarian and Druze leader 
Walid Jumblatt as saying that the Sheba Farms belong to 
Syria -- contrary to claims by Hizbullah. 


Yediot reported that on Thursday 

administration issued an ultimatum to Iran 

that it could incur severe sanctions if it does not 

stop development work at its nuclear facilities. The 
newspaper noted that for the first time 

countries and Russia endorsed the U.S. move. The 
Jerusalem Post quoted Foreign Ministry Spokesman Mark 
Regev as saying: \"Israel supports the European 
position.\" 


Leading media cited a Bank of Israel statement issued 
Thursday that the New Israeli Shekel is on its way to 
inclusion in the list of currencies exchangeable 
through the Continuous Linked Settlement (CLS) 
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allowing real-time shekel exchanges involving banks 
around the world at any time. 


Maariv reported that on Thursday in Tel Aviv 
police\'s IPR unit raided the largest factory of 
counterfeit CDs in Israel. 


The Jerusalem Post quoted visiting U.S. Congressman Tim 
Ryan (D-OH) as saying that the U.S. should follow 
Israel\'s lead in hi-tech support. The newspaper 
printed a picture of Ryan with Ambassador Jones and 
Akron 

Residence in Herzliya. 

The Jerusalem Post reported that the two largest firms 
in the U.S. specializing in Israeli companies -- 
Shiboleth 

Heiman Law Group on the other -- have merged as the 
partners look to exploit the ever increasing activity 

of Israel companies in the country. 


A Yediot/Mina Zemach (Dahaf Institute) poll: 

"Were elections for the Knesset held today 

would you vote?\" (Results in Knesset seats -- in 
brackets 

brackets 

-Kadima 42 (39); Labor Party 17 (21); Likud 13 (14); 
Shas 10 (11); Arab parties 8 (7); United Torah Judaism 
6; Yisrael Beiteinu 6; Meretz 5; National Union 5 (6); 
Shinui 4; National Religious Party 4. 


Maariv printed the results of a TNS/Teleseker Polling 
Institute survey conducted on Thursday: 

"Were elections for the Knesset held today 

would you vote?\" (Results in Knesset seats -- in 
brackets 

brackets 

-Kadima 43 (41); Labor Party 17 (18); Likud 16 (14); 
Shas 9 (11); United Torah Judaism 9 (11); Arab parties 
7, Yisrael Beiteinu 5 (4); Meretz 5; National Union 5 
(6); Shinui 4 (5); National Religious Party 4 (3). 


Diplomatic correspondent Shimon Shiffer wrote in mass- 
circulation 
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choice of Olmert stems primarily from their 
understanding that he is the authentic successor of 
Sharon 

and Rice." 


Washington correspondent Nathan Guttman wrote in the 
conservative 

the U.S. began to show in Olmert was part of its effort 
to understand Sharon himself 

successors.\" 

Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

\"[Ehud Olmert] will get a historical opportunity to 
implement what is very important for Israel: 
maintaining its Jewish and democratic independence 
guaranteeing its security." 


Block Quotes: 


|. WAmerican Aid\" 


Diplomatic correspondent Shimon Shiffer wrote in mass- 
circulation 

\"Olmert 

from one tribal chieftain to another 

phone conversation with President Bush on Thursday] 
that he would do his best to promote the \'Bush-Sharon 
vision.\' In the American view 

foreign policy test this week with full success 

decision to permit the East Jerusalem Arabs to 
participate in the Palestinian parliamentary elections. 

In closed conversations 

precisely according to the secret understandings that 
were reached on this matter between Sharon and the 
White House.... The White House has already decided to 
invite Olmert for talks with President Bush in 

February 

administration officials explain that behind the 

invitation stand issues that cannot be delayed: Iran\'s 
efforts to attain nuclear arms 

elections in the Palestinian Authority and the 

situation on the northern border with Hizbullah and 
Syria.... The American choice of Olmert stems primarily 
from their understanding that he is the authentic 
successor of Sharon 

Bush 

reason 

candidates. Officials in the U.S. capital view 
Netanyahu as a controversial figure. \'He is 
unpredictable 
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Peretz -- he is perceived by several White House 
officials as Van oddity 

like John Sweeney 

United States WW" 


Il. WHow America Sees Israel\'s Acting Prime Minister" 


Washington correspondent Nathan Guttman wrote in the 
conservative 

VA week after the completion of Israel\'s withdrawal 
from Gaza 

trade and labor -- was invited to Washington for what 
was described as a \'personal meeting\' with Secretary of 
State Condoleezza Rice.... The interest the U.S. began 
to show in Olmert was part of its effort to understand 
Sharon himself 

Olmert gained recognition by the Americans as a 
significant player in the Israeli policy field only 

after the disengagement plan was presented. Yet the 
U.S. administration never paid attention to Olmert as a 
possible leader of Israel 

popularity because of a reading -- true at the time -- 

of internal Likud politics. In the week and a half 

since Sharon\'s hospitalization 

has been scrambling to figure out Olmert. Sources in 
touch with administration officials say that Olmert is 
perceived in America as a worthy candidate -- a 
pragmatic centrist who 

Sharon\'s path toward a two-state solution -- albeit one 
who lacks Sharon\'s power.... Now 

the picture 

cultivate the same kind of relationship with Bush that 
Sharon enjoyed -- in order to capitalize on it in the 
March 28 elections." 


III. \"Olmert\'s Strategic Options 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

(January 13): \"Israel\'s next prime minister will 
apparently be the head of the Kadima party 

Olmert.... After the elections 

will confront a number of options. Each will dictate a 
different strategy. One possibility is that the 
Palestinians will continue the terror. The Israeli 
government will wait for the fulfillment of the road 

map by the Palestinians 

military moves. Washington will consider that a 
defensive war 

Sharon\'s promise to dismantle the illegal outposts and 
stop the expansion of the existing settlements.... 
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Another strategic option 

carry out 

aim directly for a final status agreement.... The third 
strategic option brings Olmert and the Israeli 
government back to unilateral moves. With this option 
Israel will try on its own to determine the temporary 
borders 

the Palestinian entity 

state. Israel cannot do this without additional 
withdrawals 

separation. This means that first of all 

be a withdrawal from isolated settlements and illegal 
outposts. And later 

Arab neighborhoods in East Jerusalem. That is very far 
from what Olmert was once willing to accept 

man. This time 

to implement what is very important for Israel: 
maintaining its Jewish and democratic independence 
guaranteeing its security." 


JONES 


49711 

49712 

49713 

49714 

49715 

49716 

(www. hitro.hr) became operational in 2005 

on-line business registration component intended to 
reduce the time it takes to register a business to 
four days. Business registration is the first step 

in a plan to make more government services available 
on-line in coming years. Reform of the notoriously 
inefficient judicial system is also underway 

reform of land registries 

digitization of land records. 


6. The Agency for Trade and Investment Promotion 
was given a new mandate in 2005 to assist potential 
investors in Croatia 
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strategic planning 

support. The Agency is also active in advising the 
government on how to make CroatiaWs regulatory 


environment more transparent and competitive. 


7. CroatiaWs legal framework accords equal rights 
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to foreign and domestic investors 

has no unified commercial code. The Internet 
website of the Croatian Chamber of Economy 
(www.hgk.hr) provides a useful English-language 
guide 

as well as sector-specific and general reports. The 
Zagreb Stock Exchange\'s website (www.zse.hr) posts 
English-language translations of key laws in force. 


8. The Company Act defines the forms of legal 
organization for domestic and foreign investors. 
The following are permitted for foreigners: general 
partnerships 

limited liability companies 

companies. The Law on Ownership and Other Property 
Rights permits acquisition/ownership by foreigners 
with the approval of the Ministry of Foreign Affairs 
and Ministry of Justice and on the basis of 
reciprocity (reciprocity exists with the United 
States). However 

as a Croatian legal entity 

without ministry approval. Purchasing by any 
private party of certain types of land (principally 
land directly adjacent to the sea) or in certain 
geographically designated areas is restricted. 


9. In privatization 

along the coast 

voiced opposition to foreign investment and thrown 
up barriers to block or limit development 
particularly through the non-issuance of 
construction and use permits. In other cases 
offers from foreign firms for resorts and 
agricultural companies were disqualified without 
adequate explanation 

irregularities and speculation of insider influence 
to produce a favored outcome. 


A.2 Conversion and Transfer Policies 


10. The Croatian constitution guarantees the free 
transfer and repatriation of profits and invested 
capital for foreign investments. Article VI of the 
U.S. Croatia Bilateral Investment Treaty (BIT) 
establishes protection for American investors from 
government exchange controls that limit current and 
capital account transfers 

transfers made by screening authorities. The BIT 
obliges both countries to permit all transfers 

relating to a covered investment to be made freely 
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and without delay into and out of each other\'s 

territory. The Croatian Foreign Exchange Law 
permits foreigners to maintain foreign currency 
accounts and to make external payments. 


11. The Foreign Exchange Law also defines foreign 
direct investment (FDI). For example 

retained earnings for new investments/acquisitions 
is considered FDI 

institutional investors such as insurance 

and investment funds are not considered FDI. The 
law also liberalizes foreign exchange transactions 
for Croatian entities and individuals allowing them 
to invest abroad. Generally 

foreign exchange transactions 

introduced criteria for the possible imposition of 
capital controls. The full potential impact of this 
law and its consistency with investment protection 
treaties 

and prospective investors should review the 
legislation carefully. 


12. The U.S. Embassy has not received any 
complaints from American companies regarding 
transfers and remittances. 


A.3 Expropriation and Compensation 
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13. There have been no cases of expropriation of 
foreign investments by the government since Croatia 
became independent. Article Ill of the BIT covers 
both direct and indirect expropriations. The BIT 
bars all expropriations or nationalizations except 
those that are for a public purpose 

a non-discriminatory manner 

due process of law 

adequate and effective compensation. 


14. Croatian law gives the government broad 
authority to expropriate property under various 
economic and security related circumstances. The 
law provides for an appellate mechanism to challenge 
expropriation decisions by means of a complaint to 
the Ministry of Justice within 15 days of the 
expropriation order. The law 

describe the Ministry\'s adjudication process and the 
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fact that the Ministry of Justice represents the 
government 

area of potential concern for investors. 


A.4 Dispute Settlement 


15. Partly because of the low level of U.S. 
investment in recent years (aside from portfolio 
investment) 

investment disputes involving U.S. companies. As a 
result of the very long timeframes involved in 
obtaining judgments in court 

companies try to resolve disputes informally 
attempting to use political or personal connections. 
The government is currently working to reduce court 
backlogs and to encourage the use of alternative 
dispute settlement. 


16. The government has begun efforts to reform the 
judiciary 

reforming the land registry 

and reducing the backlog and length of bankruptcy 
procedures. Twelve reform measures were announced 
for 2005 

centralizing payment for court services 

limiting the number of times a county court can rule 
onacase. An important move to lessen the backlog 

of cases was the redistribution of 26 

over-burdened courts to less burdened courts. 
However 

enforcement of judgments. Enforcement and execution 
of judgments remain a problem for the courts. The 
Ministry of Justice\'s reform plan is available on 

its website under \"e-pravosude\" at 
www.pravosudje. hr. 


17. The Law on Bankruptcy establishes deadlines 
that force companies to enter bankruptcy 
proceedings. Bankruptcy and foreclosures have 
traditionally been slow and inefficient in Croatia. 
The Ministry of Justice announced in 2005 that 
streamlining bankruptcy procedures is a priority. 
The World Bank has estimated that the recovery rate 
in Croatia is approximately a third of the 
Organization for Economic Cooperation and 
Development (OECD) average 

the regional average. 


18. The Commercial Court has exclusive jurisdiction 
over bankruptcy matters. A bankruptcy tribunal 
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decides on initiating formal bankruptcy proceedings 
appoints the trustee 

approves the settlement for creditors 

on the closing of proceedings. The bankruptcy judge 
supervises the trustee (who represents the debtor) 
and the operations of the creditors\' committee. A 
creditors\' committee is convened to protect the 
interests of all creditors during the proceedings 

to oversee the trustee\'s work and to report back to 
the creditors. The law establishes the priority of 
creditor claims 

related to taxes and revenues of state 
administration budgets. The law also allows for a 
debtor or the trustee to petition to reorganize the 
firm 

recovery and providing for fair and equitable 
distribution among all creditors. 
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19. Arbitration is available 

the Croatian Chamber of Economy 

permanent arbitration court that has been in 

existence since 1965. Arbitration is voluntary and 
conforms to United Nations Commission on 
International Trade Law (UNCITRAL) model procedures. 
The court reviews 30 to 40 cases per year 

40% are international cases. There have been five 
cases of a U.S. company submitting to arbitration in 

this venue. 


20. The English-language text of the Law on 
Arbitration can be found on the website of the 
Croatian Chamber of Economy (www.hgk.hr). The law 
covers domestic arbitration 

enforcement of arbitration rulings 

matters 

arbitrated the decision is executed upon notice from 
the court to the obligatory party. If no payment is 
made by the established deadline 

benefiting from the decision notifies the commercial 
court and the commercial court becomes responsible 
for enforcing compliance. Rulings of the 

arbitration court have the force of a final 

judgment 


21. Article X of the BIT sets forth several means 
for resolution of investment disputes 
any dispute arising out of or relating to an 
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investment authorization 

or an alleged breach of rights conferred 

or recognized by the BIT with respect to a covered 
investment. For more information on the BIT 
arbitration provisions 

guides/eg_bits (under \"Croatia\"). 


22. Croatia is a signatory to the following 
international conventions regulating the mutual 
acceptance and enforcement of foreign arbitration: 
the 1923 Geneva Protocol on Arbitration Clauses 
1927 Geneva Convention on the Execution of Foreign 
Arbitration Decisions 

on the Acceptance and Execution of Foreign 
Arbitration Decisions 

Convention on International Business Arbitration. 

In 1998 Croatia ratified the Washington Convention - 
the International Center for the Settlement of 
Investment Disputes (ICSID) 

on October 22 


23. The Croatian constitution provides for an 
independent judiciary. The judicial system consists 
of courts of general and specialized jurisdictions 
whose core structure is: Supreme Court 

Courts 

Crimes Courts. Specialized courts include the 
Administrative Court and High Commercial and Lower 
Commercial Courts. There is also a Constitutional 
Court which determines the constitutionality of laws 
and government actions and protects and enforces 
constitutional rights. Municipal courts exercise 
original jurisdiction over civil and 

juvenile/criminal cases. The High Commercial Court 
is located in Zagreb and has appellate review of 
lower commercial court decisions. Modification of 
lower court decisions by the High Commercial Court 
may be appealed to the Supreme Court. 


24. The Administrative Court has jurisdiction over 
the decisions of administrative bodies of all levels 
of government. The Supreme Court 
circumstances 

Court is the highest court in the country and as 
such enjoys jurisdiction over all civil and criminal 
cases. It hears appeals from County 

Commercial 


25. Because of the inefficiency and other 
weaknesses in the judiciary 
remains problematic. According to the provisions of 
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the Law on Enforcement 

or panel of judges to order payment or direct 
actions to be taken or ceased must be executed 
immediately per such decision. Current practice 
however 


ZAGREB 00000045 005.2 OF 014 


decided. The Ministry of Justice is working to 
strengthen implementation of the Law in order to 
decrease the current backlog of enforcement cases. 
Article 17 of the Law on Enforcement states that 
foreign judgments may be executed only if the 
\"judgment fulfills the conditions for recognition 

and execution as prescribed by an international 
agreement or the law.\" 


A.5 Performance Requirements/Incentives 


26. Croatian law does not impose performance 
requirements on foreign or domestic investors. 
Article VII of the BIT prohibits mandating or 
enforcing specified performance requirements as a 
condition for the establishment 

expansion 

covered investment. The list of prohibited 
requirements is exhaustive and covers domestic 
content requirements and domestic purchase 
preferences 

relation to exports or foreign exchange earnings 
requirements to export products or services 
technology transfer requirements 

relating to the conduct of research and development 
in the host country. Article VII makes clear 
however 

receipt or continued receipt of benefits and 
incentives. 


27. In late 2004 

Defense agreed to introduce offsets (a requirement 
for local sourcing of a portion of the contract) for 
defense procurements over 2 million euros 

Ministry of Economy said it was looking at 
introducing offsets in other areas 

action has been undertaken. 


28. The Investment Promotion Law offers potentially 
significant incentives to investors such as limited 
employee subsidies and assistance with re-training 
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as well as customs relief for capital equipment 
imports. It provides for a number of incentives 
which apply only to investments in new companies 
except if the investment is in the tourism sector 

in which case already existing companies can make 
use of the incentives. The law also offers 

investors access to government-owned real estate and 
construction rights on preferential terms. The text 
of the law is available on the Croatian National 
Bank site (www.hnb.hr). 


29. Article 26 of the Profit Tax Law also covers 

tax incentives for investment. The law applies to 
both domestic and foreign investors if they meet 
certain criteria. Incentives include: 10% corporate 
tax for ten years for companies that invest 4 

million HRK (approximately $655 

new jobs; 7% corporate tax for ten years for 
companies that invest 10 million HRK (approximately 
$1.6 million) and create 30 new jobs; 3% corporate 
tax for ten years for companies that invest 20 

million HRK (approximately $3.2 million) and create 
50 new jobs; 0% corporate tax for ten years for 
companies that invest 60 million HRK (approximately 
$9.8 million) and create at least 75 new jobs. 


30. Incentive measures refer to investment in the 
following: new equipment and modern technology 
production processes and new products 
employment and education of workers 

and growth of business 

with a higher level processing 

exports. 


31. The Investment Promotion Law also provides a 
one-time lump sum subsidy of 15 

(approximately $2 

as a result of new investment. Investors may also 
be eligible to receive assistance from the 
government to offset costs of employee re-training. 
However 

regulations has delayed implementation of this 
incentive. The government may offer real estate (or 
permits or infrastructure) to an investment either 
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government will allow the duty-free importation of 
capital equipment for the investment. 
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32. The Croatian government also offers concessions 
for business activity carried out in areas of 

special state concern!" (those areas most affected by 
the 1991-95 war). Activities in customs free zones 
are taxed at a lower corporate tax rate and 
concessions are awarded under the current Law on 
Free Zones. Also 

when the Profit Tax Act was enacted in October 2003 
no profit tax will be paid for business operations 

in those FTZs located in the Vukovar and Srijem 
Counties. 


33. The Trade and Investment Promotion Agency can 
be helpful in identifying and applying for 

investment incentives. Also 

of Investment Promotion in the Ministry of Economy 
can be helpful in looking for incentive information. 
Further information can be found on their website at 
www.mingo.hr. 


34. Croatia's WTO Trade Related Investment Measures 
(TRIMs) agreement went into effect in 2000. Croatia 
has no trade-related investment measures in place at 
the present time 

introduce any such measures in the future. 
Accordingly 

measures for elimination under the provisions of the 
WTO Agreement on TRIMs. Croatia committed to 
maintaining measures consistent with the TRIMs 
agreement and has applied the TRIMs agreement from 
the date of accession without recourse to any 
transition period. 


35. Foreign investors will find that the process of 
obtaining business visas is straightforward. For 
information on obtaining business and work permits 
please contact a Croatian embassy or consulate or 
visit Embassy Zagreb\'s website (www.usembassy.hr 
see Consular Section 


A.6 The Right to Private Ownership and 
Establishment 


36. Both foreign and domestic legal entities have 
the right to establish and own businesses and engage 
in remunerative activity. 


37. Article 49 of the Constitution provides 
assurances that all entrepreneurs have equal legal 
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status and that monopolies are forbidden. The 
Competition Act defines the rules and methods for 
promoting and protecting competition. This law 
information about the Croatian Competition Agency 
can be found at www.crocompet.hr. In theory 
competitive equality is the standard applied to 
private enterprises in competition with public 
enterprises with respect to market access 

and other business operations 

supplies. In practice 

enterprises and \"strategic\" firms continue to 
receive preferential treatment 

bailouts and subsidies. 


A.7 Protection of Property Rights 


38. The right to ownership of private property is 
established in the Croatian Constitution and 
numerous acts and regulations safeguard this right. 
A foreign physical or legal person incorporated 
under Croatian law is considered to be a Croatian 
legal person. The Law on Ownership and Property 
Rights establishes procedures for foreigners to 
acquire property by inheritance as well as legal 
transactions such as purchases 

The right of foreigners to acquire property in 
Croatia is based on reciprocity. The U.S. and 
Croatia share reciprocity in this area. Foreign 
investors 

may acquire and own property without restriction. 
Both Croatian and foreign citizens may mortgage 
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property and pledge real and tangible property. 


39. In order to acquire property by means other 
than inheritance or as an incorporated Croatian 
legal entity 

of the Ministry of Foreign Affairs (MFA) and the 
Ministry of Justice. Approval often takes several 
months owing to a lengthy interagency clearance 
process that requires advisory opinions from local 
authorities. MFA approval is required before a 
foreign investor may be entered into the official 
land registry. 


40. Clarifying Croatia\'s land registry system is an 
on-going process and while Croatia has made progress 
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resolving a backlog of cases 

should seek a full explanation of land ownership 
rights before purchasing property. It is highly 
advisable to seek competent legal advice in this 
area (see www.usembassy.hr 

list of English-speaking attorneys) 

sometimes ambiguous and conflicting claims to 
property 

seller possesses clear title before. 


41. Some aspects of land ownership 

from ownership of objects 

interested in acquiring companies from the Croatian 
Privatization Fund should seek expert legal advice 
to determine whether any deal also includes the 
right to ownership of the land on which an object is 
located 

through a concession. The various Croatian laws on 
privatization are not clear on this point. 


42. Inconsistent regulations and restrictions on 
coastal property ownership and construction have in 
the past provided challenges for foreign investors. 
Legislation passed in 2004 restricts coastal 
construction and commercial use within 70 meters of 
the coastline. 


43. Croatia has intellectual property rights 

legislation 

Law 

Indications of Products and Services 

Protection of Layout Design of Integrated Circuits 
and Law on Copyrights and Related Rights. The 
problems that exist 

arise out of weak enforcement or delays in companies 
receiving registration 

their patents. Also 

Products 

does not require license seekers to submit 
information on existing patents. Croatia is on the 
U.S. Special 301 Watch List for failing to protect 

U.S. intellectual property rights 

through extremely long delays in marketing 
authorization for new drugs and weak enforcement of 
patent rights. Problems also exist in the 

protection of trademarks and copyrights 

much lower level. 


44. As afull WTO member 
Uruguay Round Agreement on Trade-Related 
Intellectual Property Rights (TRIPS). A WTO/TRIPS 
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Working Group in June 2001 accepted Croatia\'s IPR 
legislation. Texts of these laws are available on 

the website of the State Intellectual Property 

Office: www.dziv.hr. Croatia is also a member of 

the World Intellectual Property Organization (WIPO). 
For a list of international conventions to which 
Croatia is a signatory 

Intellectual Property Office\'s website. 


A.8 Transparency of the Regulatory System 


45. Together with Croatia\'s ineffective legal 
system 

government has presented one of the greatest 
challenges to investors. Croatia is under pressure 
to increase transparency and its commitments to 
adopt EU laws 

obligations of its IMF Stand-by Arrangement 
Bank structural adjustment loans 
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provide steady pressure for reform. 


46. Bureaucracy is also a major challenge for 
foreign investors 

progress in this area 

development of its e-government initiatives. 
Property registration 

traditionally been notoriously inefficient 
sometimes taking up to several years. However 
recent reforms and the digitization of the land 
registers are hopeful signs that this problem will 
be mitigated in the near future. A valuable source 
of analysis is located on the website of the 
Croatian office of the World Bank 
www.worldbank.hr. Click on the link for the \"Doing 
Business in Croatia Forum.\" 


47. While the regulatory system does not 
specifically discriminate against foreign investors 
certain large national (and in some cases 
companies often exert substantial influence over 
regulation to the detriment of new entrants. 
Transparency in developing legislation and 
regulation is hampered by an inefficient public 
administration 

coordination 

national champions 
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privileged position in influencing new regulations. 
Legislation is generally crafted within the ruling 
party with little or no public debate beforehand. A 
lack of coordination within the government 
frequently means laws and regulations are not 
debated or cleared through other ministries or 
agencies. While foreign investors are seldom given 
a chance to comment on new regulations 

most Croatian investors. This leads to confusing 
and badly drafted legislation or regulations 

are subject to frequent changes and delays in 
implementation 


48. Taxation in Croatia is relatively high but in 

line with norms for the region. Reform priorities 

for 2005 included increasing fiscal transparency and 
reducing the direct tax burden. For a detailed 
description of extant tax legislation 

consult the Tax Administration\'s website at 
www.pu.mfin.hr/en. Detailed information about 
customs can be found at www.carina.hr. 


49. As of December 2005 

20%. There is a 15% tax on interest revenue and 
royalties. In 2005 

eliminated as a spur to investment. The Institute 

of Public Finance maintains a useful table of 
Croatian taxes at www..ijf.hr/eng/taxguide/taxtable 
and the Ministry of Finance maintains information at 
www.pu.mfin.hr/en. 


A.9 Efficient Capital Markets and Portfolio 
Investments 


50. The capital markets in Croatia have been 
growing steadily since 1991. Croatian firms tend to 
use more debt and less equity financing than 
comparable U.S. firms. The growth of pension funds 
and further privatization 

stock exchanges 

market. 


51. In 2006 

amended Investment Fund Law which provides for the 
establishment of derivative funds 

other funds in accordance with EU legislation. 


52. On January 1 
and Exchange Commission) HAGENA (the Pension 
Insurance and Fund Supervising Agency) 
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Directorate for Supervision of Insurance Agencies 
merged into one agency called the Agency for 
Supervision of Financial Services (ASFS) 

the Directorate for Supervision of Agencies. 


53. The privatized and consolidated banking sector 
is advanced and is becoming more competitive. More 
than 90% of the total assets of the banking sector 
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are foreign owned. By the end of September 2005 
there were 34 commercial banks and four savings 
banks 

billion). Zagrebacka Bank (25%) and Privredna Bank 
(18%) are the two largest banks per percentage of 
total bank assets in Croatia. 


54. Croatia\'s markets are open to both domestic and 
foreign investment equally. There are no 

restrictions that would disrupt foreign investment 

in the securities market and other markets in 

Croatia. Foreign residents may open non-resident 
accounts and may do business both domestically and 
abroad. Article 24 of the Foreign Currency act 

states that non-residents may subscribe 

purchase or sell securities in the Republic of 

Croatia in accordance with regulations governing 
securities transactions. Non-residents and 

residents are afforded the same treatment in 
spending and borrowing. These and other non- 
resident financial activities regarding securities 

are covered by Articles 24 

Currency Act 

Bank website (www.hnb.hr). 


55. The government uses the market to finance 
government expenditure. Government debt instruments 
must be bought through an intermediary such as a 
commercial bank 


56. Currently 

Stock Exchange (ZSE) 

lesser extent on the Varazdin Stock Exchange (VSE) 
which was established in 1993 as an over-the-counter 
(OTC) market and registered as a Stock Exchange on 
July 16 


57. The Securities Law requires that all companies 
with more than 100 shareholders and with share 
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capital of at least HRK 30 million (approximately 

$4.9 million) list on the newly established 

quotation for public stock companies (JDD) on one of 
the two stock exchanges in-country 

Varazdin. The intention was to increase 
transparency and encourage companies to obtain low 
cost equity financing 

increased turnover and traded volumes. 


58. Croatia\'s mechanism for raising long-term 
capital received a big boost following the 
government\'s introduction of EU Pillar II pension 
reform on January 1 

under age 40 are required to pay five percent of 
their gross salary into a pension fund of their 
choice. EU Pillar III (additional voluntary savings 
with government matching of 25%) has also been 
introduced. Croatian financial markets are 
benefiting from the infusion of capital. 


59. Transactions on the Zagreb Stock Exchange in 
2004 were 23.8 billion HRK (approximately $3.8 
billion) 

$2.9 billion) was in institutional turnover. As of 
December 2005 

(approximately $5.2 billion) of which 23 billion HRK 
(approximately $3.7 billion) was institutional 
turnover. In 2004 

Stock Exchange totaled 1.3 billion HRK 
(approximately $200 million) and 

2005 


60. There are three tiers of securities traded on 
the ZSE. Companies must meet high disclosure and 
operating requirements to be fully listed (quotation 
I). A detailed explanation of all requirements is 
provided at www.zse.hr in English. Only five 
companies are fully listed: 

Pliva (pharmaceuticals) 

Podravka (food processing) 

Croatia Osiguranje (insurance) 

Istraturist (tourism) 

Medika (medical equipment) 


61. On the Varazdin Stock Exchange (www.vse.hr) 
Varteks d.o.o. is traded in quotation | 
to three Republic of Croatia bonds and one series of 
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City of Koprivnica bonds. 


62. The Croatian Chamber of Economy provides a 
useful summary of the capital markets in Croatia at: 
www.hgk.hr. 


A.10 Political Violence 


63. Political violence is low in Croatia. In late 

e 

1995 

Dayton Peace Accords ended the wars on Croatian 
territory that followed the break-up of Yugoslavia. 

In May 2002 

Membership Action Plan 

relationship between Croatia and the international 
community. Relations with neighbors have improved 
steadily in the last few years 

are represented in the current ruling coalition. 


64. There is little domestic anti-American 
sentiment. There have been no incidents involving 
politically motivated damage to American projects 
and/or installations in Croatia. 


A.11.a Corruption 


65. Although Croatia is not a uniquely corrupt 
country 

perceived to be widespread. In the 2005 Corruption 
Perception Index survey compiled by Transparency 
International (TI) 

organization for corruption 

index score of 3.4 out of 10 (ten being \"highly 
clean\") 

rating of 3.5 in 2004. 


66. The Minister of Justice has made the battle 
against corruption a priority. A new National 
Strategy for the Battle Against Corruption and 
Organized Crime was drafted in late 2005 and is 
awaiting parliamentary approval. Most observers 
consider that corruption is a problem of opportunity 
and that continued reforms of the bureaucracy and 
judiciary 

international business community and the EU 
result in greater transparency and accountability. 


67. Croatia has ratified the Council of Europe 
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Criminal Law Convention on Corruption 

of Europe Civil Law Convention on Corruption 
United Nations Convention Against Transnational 
Organized Crime and the United Nations Convention 
Against Corruption. 


68. Croatia is a member of GRECO (the Group of 
States Against Corruption) 

organization that allows members to assess 
anticorruption efforts on a continuing basis. A 
recent evaluation of Croatia (Second Evaluation 
Round 

suggestions and opinions on CroatiaWs progress in 
its fight against corruption 

GRECO\'s website (www.greco.coe.int). 


69. In 2001 

the Prevention of Corruption and Organized Crime 
(USKOK). Its investigative powers were strengthened 
to close gaps in its authority to manage criminal 
investigations. However 

ability to combat corruption remains unproven. The 
failure of USKOK to secure more than a few 
indictments demonstrates the immaturity of the 
Croatian judicial system to handle corruption 
investigations 

common definition of what constitutes corruption. 
The U.S. and EU are working with Croatian 
authorities to build capacity to fight organized 

crime and corruption. 


A.11.b Bilateral Investment Agreements 
70. Croatia does not have a foreign investment law; 
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foreigners receive national treatment under existing 
legislation. In addition 

citizens are covered by the U.S. Croatian Bilateral 
Investment Treaty (BIT) 

June 2001. The treaty fulfills the principal U.S. 
objectives for agreements of this type: 


-- All forms of U.S. investment in the territory of 
Croatia are covered; 


-- Covered investments receive the better of 
national treatment or most-favored-nation (MFN) 
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treatment 
thereafter 


-- Specified performance requirements may not be 
imposed upon or enforced against covered 
investments; 


-- Expropriation is permitted only in accordance 
with customary international law standards; 


-- Parties are obligated to permit the transfer 
a freely usable currency 

covered investment 

specified purposes; 


-- Investment disputes with the host government may 
be brought by investors 

investments 

an alternative to domestic courts. 


71. For further information about BITs and for the 
text of the U.S.-Croatian BIT please see 
www.mac.doc.gov/Tcc/e-guides/eg_bits (under 
\"Croatia\"). 


72. Croatia has signed investment protection 
treaties/agreements with the following countries 
however 


Albania 

Bulgaria 

Chile 

Germany 

Jordan 

Cuba** 

Malaysia* 
Netherlands 
Russia* 
Slovenia** 

Turkey United Kingdom 
(* = ratified 
ratified or in force) 


A.11.c OPIC and Other Investment Insurance Programs 


73. Croatia is eligible for coverage from the U.S. 
Overseas Private Investment Corporation (OPIC). For 
more information on OPIC\'s insurance activities 
www.opic.gov. The OPIC-supported $200 million 
Bedminster Investment Capital Management Fund 
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invested in the Croatian banking sector (as part of 
the consortium that purchased Dubrovacka Banka) and 
the Croatian communications sector (by investing in 
Digital City Media 

Croatia). Bedminster Capital Management also 
manages an OPIC-supported private equity fund -- 
Southeast Europe Private Equity II -- which targets 
investments in Croatia 

Croatia is a member country of the Multilateral 
Investment Guarantee Agency (MIGA) 

information see www.miga.org. 


74. In the event that OPIC should pay an 
inconvertibility claim under its political risk 

coverage 

subsequent recovery would be made available to the 
Embassy on a priority basis for U.S. Government 
expenses. The estimated annual U.S. dollar value of 
local currency used by the Embassy is approximately 
$10.5 million. The Embassy currently purchases 
local currency from a local commercial bank at the 
market rate. A major devaluation is unlikely. 
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A.11.d Labor 


75. Croatia has an educated 

relatively high cost labor force compared with the 
region. The estimated average cost to employers in 
Croatia was 8 

month as of September 2005. The average net wage in 
Croatia was about 4300 HRK (approximately $700) The 
Croatian government controls wage levels in 
government agencies/institutions and in the 

remaining state-owned enterprises 

half of all workers. The wages in privately owned 
companies are freely determined by contracts between 
employer and employee. There are no restrictions 
except for the minimum wage 

HRK net per month (approximately $260). 


76. Croatia adopted new labor laws in mid-2003 
aimed at increasing labor market flexibility by 
shortening the mandatory notification period before 
dismissal and reducing generous severance package 
requirements. However 

terms of time and expense in hiring and firing 
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employees. Labor has generally been supportive of 
government efforts to boost competitiveness and 
welcomes foreign investment but remains concerned 
about any possible cuts in social spending. 


77. The Law on Labor regulates employee and 
employer relations through employment contracts.\" 
Fulltime employment must not amount to more than 40 
hours per week and employees are entitled to at 

least 18 working days of paid annual leave and seven 
days of personal leave. The Law on Labor also 
provides special protections for workers in 

dangerous occupations 

minors between the ages of 15 and 18. 


78. Article 87 of the Law on Foreigners covers the 
issuance of work permits. While there are quotas 
(determined annually) for work permits 

quotas for foreigners who execute key positions in 
companies or representative offices. Likewise 
there are no quotas for business visas. 


79. Workers are entitled by law to form or join 

unions of their own choosing 

this right in practice. In general 

independent of the government and political parties. 
The Labor Code prohibits anti-union discrimination 
and expressly allows unions to challenge firings in 
court; however 

through the legal system were seriously hampered by 
the inefficiency of the court system. 


A.11.e Foreign Trade Zones/Free Ports 


80. Croatia has several Free Trade Zones (FTZs) 
some in war-affected areas. Special incentives are 
offered to users of FTZs. 


81. The Law on Free Trade Zones allows a foreign- 
owned or domestic company in FTZs to engage in 
manufacturing 

foreign trade 

activities. The Law on Profit Tax also covers 
business in FTZs. FTZ users are eligible for tariff 
waivers on imported products. FTZ users who 
construct or participate in construction of 
infrastructure projects worth 1 million HRK (about 
$164 

paying corporate tax during the first five years of 
operation in the zone. Other users in the zone pay 
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corporate tax in the amount of 50% of the regular 
rate (i.e. 


82. FTZs are exempted from any Croatian emergency 
measures or other restrictions pertaining to foreign 
trade or hard currency transactions. Users of the 
zones may freely store their goods and production 
equipment in the zones. Goods that are not intended 
for trade on the Croatian market or for domestic 
consumption are fully exempt from custom duties or 
taxes. Imported goods will be taxed and assessed 
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duties per the value of the production materials 
imported for the product and not per the value of 
the finished product. 


83. The following fifteen counties currently have 
FTZS: Buje 

Slavonski Brod 

Obrovac 

Vukovar 


A.11.f Foreign Direct Investment Statistics 


84. Compared to other advanced transitional 
economies in the region 

group in terms of foreign direct investment (FDI). 
New or green-field investments have seen 
particularly slow growth. According to the Trade 
and Investment Promotion Agency 

foreign investment projects initiated this year. 
Privatization of strategic government-owned assets 
has been the main source of FDI since Croatian 
independence. Large state assets such as utilities 
the state insurance company and banks 

sold by the government 

international tenders 

specific laws regulating the sale of each enterprise 
(e.g. 

The Croatian Privatization Fund 

responsible for the sale of other assets 

and stock in 1014 (mostly non-performing) companies. 
These include hotels 

companies 

shipyards and other companies. The state\'s share of 
the equity base value of these companies is about 
11.6 billion HRK ($1.9 billion). Information 
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regarding the Croatian Privatization Fund 
information on companies currently for sale 
found on its website 


85. Foreign Direct Investment between 1993 and the 
second quarter of 2005 totaled $11.9 billion 
investments in the financial and telecommunications 
sectors accounting for nearly 40% of the total. FDI 

in Croatia has shown steady growth in recent years 
with early 2005 statistics indicating a strong rise 

over 2004. 


86. Austria is the largest source of foreign 
investment in Croatia 

FDI since 1993. Germany is second with 18% of total 
FDI 

due to large earnings re-investment). Croatian firms 
invested $1.6 billion abroad between 1993 and the 
second quarter of 2005. The leading destinations 
for Croatian investment were Switzerland 
Herzegovina 

the first two quarters of 2005 

$99.5 million abroad: approximately 21% in Hungary 
20% in Bosnia-Hercegovina 

Islands 

Montenegro. 


87. The Croatian National Bank provides information 
about foreign investments in aggregate form which 
can be found on their website at www.hnb.hr. The 
following is a list of some of the major ($20 

million and above) foreign investments in Croatia to 
date: 


Foreign investor: Deutsche Telekom (Germany) 
Sector: telecommunications 

Croatian Company: Croatian Telecom (51% of shares) 
Value: $1.272 billion 


Foreign investor: MOL (Hungary) 

Sector: Oil Industry 

Croatian Company: INA d.d. (26% of shares) 
Value: $505 million 


Banca Commerciale Italiana (Italy) 

Banking/financial services 

Privredna Banka (66.66% of shares in 1999 plus 10% 
in 2002) 

Value: $300 million + approximately $50 million 
according to media reports 
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Unicredito Italiano (Italy) 
Banking/financial services 
Zagrebacka Banka (96% ownership) 
Value: $230 million (estimate) 


Erste und Steiermarkische Bank (Austria) 
Banking/financial services 

Rijecka Banka (85% share) 

Value: $155 million 


Austria Creditanstalt Group (HVB Group) (Austria) 
Banking/financial services 

Splitska Banka (88% ownership) 

Value: $132 million 


Heineken N.V. (Netherlands) 

Brewery 

Karlovacka Pivovara company (94.42%) 
Value: $125 million 


Sutivan Investment and Excelsa Anstalt 
(Lichtenstein) 

Hotels and tourism 

Plava Laguna (81.5%) 

Value: $70 million 


Ericsson (Sweden) 
Telecommunications 
Tesla Company 

$48 million 


Hofmann and Pankl Betelligungasse (Austria) 
Minerals processing 

Straza Company 

$39 million 


Societe Suisse de Cemment Portland (Switzerland) 
Cement 

Tvornica Cementa Koromacno company 

$38 million 


Interbrew (Belgium) 

Brewery 

Zagrebacka Pivovara company 
$27 million 


Coca Cola Amatil (Australia) 
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Non-alcoholic beverages 
Croatian company: n/a 


$20 million 
DELAWIE 
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may stray from the generally positive interactions taking 
place between New Delhi and Washington on UN reform 
Singh suggested that the Indian and US D/PermReps should 
consult. Singh revealed that New Delhi agreed to re-table 
the G-4 resolution in order to have something on the table 
when the African Union effort fails 

its approach on UNSC expansion. End Summary. 


Time to Walk the Walk 


2. (C) In the absence of the Foreign Secretary who was in 
China the week of January 9 

Singh 

reform and a replacement for the dysfunctional Commission on 
Human Rights 

any other UN changes 

India\'s voting record and its interactions in New York remain 
out of step with the leadership role India has outlined for 
itself in the world 

US-India Global Democracy Initiative 

This dichotomy makes it difficult for India watchers in the 

US to accept New DelhiVs statements of its foreign policy 
goals. 


HRC is Fine; Two Points Remain 


3. (C) Arguing that India\'s positions were \"evolving toward 
the US positions" in the UN 

the US HRC positions by stating that New Delhi has instructed 
its PermRep in New York to go along with most proposals for 
the HRC 

has strong opinions. First 

bar for HRC membership for countries under UNSC sanctions 
because this would give the UNSC a veto in what should be an 
UNGA-controlled process 

US proposal for two-thirds supermajority for election to the 
HRC 

to block countries with poor records from membership 

added. Second 

resolutions as an option for the HRC 

should be passed by a two-thirds supermajority. Explaining 
this 
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mentality\" of condemnation from OIC members motivated by 
Pakistan 

from being the target of such political resolutions. The US 
should not be concerned with a two-thirds requirement 
argued 

unacceptable behavior. The DCM pushed back on this 

out that this lack of consensus is what led to an ineffective 
Commission and created the need for the HRC in the first 
place. 


U.S. Double Standard on Human Rights? 


4. (C) Singh argued that India\'s objection to country 
specific resolution stems in part from its perception that 

the US has used a double standard in targeting countries for 
human rights violations. The US has never brought up 
Pakistani or Saudi abuses of human rights 

the abuse of Indian laborers in Saudi Arabia. In response to 
the DCM\'s rebuttal that the USG has taken a clear stand on 
the need for democracy and respect for human rights even by 
our allies 

universal moral framework\" to judge the world 

have less trouble supporting such resolutions 

such a vote to domestic critics suspicious of America\'s 
motives. 


Management Reforms 


5. (C) Singh responded to the US proposals on management 
reform by stating India\'s position that mandate review must 
include sensitivity to the interests of smaller and 

developing countries. The hatchet must not be applied 
indiscriminately to mandates the West no longer supports 
said 

achieving real reform.\" While India is open to any 
suggestions on increasing the resource management authority 
of the UNSYG 

much power\" in the past 

India\'s Deputy PermRep will be in New Delhi to participate in 
an in-house GOI brainstorming seminar on January 16 

GOI will perhaps crystallize its position after that. Singh 
commented that India prefers to adjust the balance of power 
among the UNGA 

jolt.\" 
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Prickly PermRep 


6. (C) When DCM pointed out that India\'s UN Mission is seen 
as obstructing many UN reform initiatives 

that India\'s PermRep in New York has \"his own way of 
functioningW that appears to contradict New Delhi\'s policy 
(Ref C) 

voting. He argued that the PR\'s continued use of \"the old 
jargon\" may be a benefit 

helps India to \"bring along the flock\" as it moves in the 
right direction 

suggested 

and India to coordinate on issues of substance while the 
PermRep takes his own road on style. 


G-4 Observations 
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7. (C) Reviewing the recent decision to re-table the G-4 
UNSC expansion resolution 

favored delaying 

an early date. Both sides were influenced by US 
considerations 

told the GOI during his January visit that Japan hoped to 
continue consultations with the US before taking any further 
G-4 actions 

introduced well before Chancellor Merkel\'s visit to 
Washington so it would not dominate discussion there. The 
Japanese PermRep joined the G-4 meeting with the original 
co-sponsors to show Japanese support 

not to co-sponsor the resolution this time in order to give 
more time to consultations with Washington and to deal with 
\"the China problem 

Singh added. The GOI is waiting for the result of a January 
22 African Union summit 

stall and the grouping will break up 

resolution as the starting point for further discussions on 
UNSC expansion. Although India agreed to join its G-4 
colleagues 

UNSC expansion 

management and HRC reform must precede any consideration of 
UNSC expansion. 


COMMENT: Opening the Door a Crack 
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8. (C) Singh\'s suggestion to have the Deputy PermReps 
discuss US and Indian positions on the HRC in New York to 
bridge the gap is a good idea that we should follow up. His 
comment that India is not wedded to the G-4 proposal is also 
an indication that our repeated message that India should 
drop the G-4 for its own good is starting to have an impact 

in New Delhi. 


9. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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with terror attempts 

being. On Iran 

inspections of all locations in the country. End summary. 


2. (C) Defense Minister Shaul Mofaz told the Ambassador 
Welch 

that Palestinian Authority (PA) President Mahmud Abbas\'s 
leadership has been very weak this year 

high anarchy\" in the PA. He said that there is no 
determination within the PA to fight terrorism 

does not have control of the Gaza Strip. 


3. (C) Mofaz said that there are two issues surrounding the 
Palestinian elections. The first is the possibility that 

Hamas gains power in the Palestinian Legislative Council 
(PLC) and Hamas members become representatives. If this 
happens 

dialogue with them as long as they continue undertaking 
terrorist activities. He added that the GOI does not agree 

with the Quartet statement on Hamas 

distinction between Hamas members in the PLC and Hamas 
members in the cabinet. A/S Welch said the USG sees a 
difference between the legislative and executive branches of 

a government 

any Hamas person without a change in U.S. law and without 
Hamas changing its charter. He emphasized that the U.S. does 
not want to see Hamas in the government. We recognize they 
will attain seats in the PLC. 


4. (C) The second issue 

desire of Abbas and other Palestinian leaders to find excuses 
to try to postpone the elections 

From Mofaz\'s perspective 
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take place as scheduled because if they are postponed for 2-3 
months 

become weaker still. He remarked that the GOI would not 
interfere with the elections and would let them be carried 
out as planned. He said elections in East Jerusalem would 
take place as in 1996 

members 

obstacle.\" He concluded that 

part of the PLC because Fatah has made the mistake of 
splitting into three units over the past few months: the 
\"Young Guard\" let by Marwan Barghouti 

Guard 

and Hanan Ashrawi. 


5. (C) Mofaz said that the USG should make it clear to Abbas 
that 

the PA is going to dismantle the terrorist infrastructure and 
implement the reforms required from the Sharm al-Sheikh 
summit of February 2005. He said that moving against 
terrorism is also part of the first phase of the road map 

and that the GOI will not have any discussions with the PA 
until this commitment is fulfilled. Mofaz opined that \"it\'s 
about time\" because Abbas has not made any progress on 
security services reform or taken any steps to control 
terrorism in the last year. A/S Welch concurred that the 
elections should take place as scheduled on January 25 
referred to the Secretary\'s statement to explain our 
expectations to the PA and the Palestinian voters. He 

pointed out that a delay would be dangerous because the time 
frame would be undefined 

the elections were supposed to take place. A/S Welch also 
expressed the USG\'s gratitude for the fact that the GOI has 
not contributed to being an excuse for delay. Abrams thanked 
Mofaz for his personal statements on Jerusalem voting. 


6. (C) Moving on to Israel\'s northern border 

GOI believes UNIFIL and the Lebanese army should have a 
presence along the Blue Line to minimize the possibility that 
Hizballah will attempt an escalation of attacks against 
Israel. He said he was in the north recently 

could see ongoing preparations on the ground for further 
attacks. He speculated this was Hizballah\'s attempt to shift 
the focus away from Syria. Mofaz also said he believes the 
USG 

Lebanon that these steps are unacceptable 

and Lebanon should \"keep the calm 

places where there have been attacks and attempts to kidnap 
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Israeli soldiers. A/S Welch told Mofaz that the USG is 
working with France to update UNIFILYs mandate 
expires in late January 


7. (C) Mofaz asked whether the USG would put any pressure on 
Syria in the coming months. A/S Welch responded that the 
recent Khaddam interview and Mehlis\' interview requests have 
raised alarms in Damascus again 

loss of momentum in December 

trying to break their isolation by reaching out to Saudi 

Arabia and Egypt. He said that Syria\'s isolation would not 

be broken at the expense of Hizballah or the investigation 
however. Mofaz requested that if the USG is planning more 
aggressive moves against Damascus 

GOI in advance because Israel would be the first target. A/S 
Welch told Mofaz that while the President always reserves his 
options 

Syria; but 

against Israel and advised that the GOI restrain its response 

to any Syrian provocations. Mofaz said the GOI understands 
that SyriaWs provocations are diversionary tactics from the 
Hariri assassination and U.S. pressure 

could not predict what would happen in 2-3 months because he 
sees a connection between increases in Palestinian and 
Hizballah terror attacks. He said the possibility exists 

that after January 25 

the Palestinians 

case 

go 

on its soil. 


8. (C) Mofaz asserted that neither Egypt 

have any control of the Rafah crossing 

for \"any kind of movement 

He said that 

it open 

passages in case the Palestinians continue to ignore the 
responsibilities of Rafah. A/S Welch said that it is 

important that these passages remain open vis-a-vis the 
November 15 Agreement on Movement and Access 
performance should be improved. He said that the USG would 
work with the EU 

passages are functioning properly. A/S Welch suggested that 
Israel make it clear to Egypt that it wants the GOE to play a 
strong role in the passages. 


9. (C) A/S Welch asked whether the GOI would help the 
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elections on January 25 by easing restrictions to movement or 
starting convoys from the Gaza Strip to the West Bank. Mofaz 
responded that the GOI would do its best to keep the passages 
open 

four weeks ago 

said that for the time being 

start because Israel has intelligence on attempts to transfer 
Qassam technology to the West Bank. He said that Israel is 
doing other things to help the Palestinians 

businessmen and merchants to enter Israel 

Erez Industrial Zone with Turkey 

better infrastructure than in the past 

ultimately \"convoys don\'t fit with terror attempts 

\"risk of convoys is too high for any profit Abu Mazen would 
get.\" 


10. (C) A/S Welch also asked how Israel could help improve 
election turnout 

candidates. In particular 

intentions were for movement in the West Bank. Mofaz was 
forthcoming 

wanted to have this effect 

relax movement controls (security permitting) 48-72 hours 
before the election. 


Iran 


11. (C) On Iran 

inspections of all locations in the country. DAPNSA Abrams 
said that progress was being made in the IAEA and UNSC to 
start a continuous program of criticism and sanctions in 
conjunction with the EU. He said that Iran\'s rejection of 

the Russian proposal could be seen in a positive light 
because Russia could now support or abstain from any U.S. 
proposal in the UN 


12. (C) A/S Welch and DAPNSA Abrams have cleared this 
message. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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disposal in order to help the world avoid a clash of 
civilizations. End Summary. 


2. (C) Archbishop Michael Fitzgerald 

Pontifical Council for Interreligious Dialogue (PCID) 
Ambassador January 10 that he constantly emphasized to his 
Muslim interlocutors the importance of condemning terrorism. 
Fitzgerald 

Religious Relations with Muslims (housed within PCID) agreed 
with the Ambassador that as important as Pope Benedict\'s 
consistent condemnations of terrorism were 

the Muslim world to hear the same message from within. He said 
that his interlocutors frequently agreed with the need to speak 
out 


3. (SBU) PCID takes part in dialogue with representatives of 
numerous faiths 

aspects of inter-religious dialogue. It also facilitates 
inter-religious dialogue that often unfolds in greater depth at 

the local level. Fitzgerald 

has also been involved in initiatives with the Center for 
Muslim-Christian Understanding at Georgetown University. He 
outlined for the Ambassador the activities of PCID\'s Nostra 
Aetate foundation 

overcoming cultural and religious barriers by sponsoring 
exchanges for Muslim students to study in Rome. He said male 
and female Muslim students at Pontifical universities were not 
about to convert to Catholicism (nor was that the goal of the 
program) 

healthy view of inter-religious relations. The Ambassador noted 
Department-sponsored programs that brought American Muslims to 
overseas posts to share their experiences of living in a 
multi-ethnic 

work together on similar initiatives. 


4. (C) While PCID\'s mission statement says that its mandate is 
for religious rather than \"socio-political\" issues 

encouraged the Council to take a more proactive posture with 
regard to dialogue touching on terrorism. In general 
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that PCID could provide better support to the pope as he engages 
on these issues. The Ambassador strongly emphasized to 
Fitzgerald that in this \"war of ideas" an organization like his 

had to use all the means at its disposal in order to help the 

world avoid a clash of civilizations. 
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2. (C) NEA A/S David Welch and DAPNSA Elliott Abrams met 
January 12 with Israel Security Agency (Shin Bet) Chief Yuval 
Diskin to hear the Israeli assessment regarding the January 
25 Palestinian elections and developments inside Fatah and 
Hamas. Diskin said that the Palestinian municipal elections 
where Hamas did well 

January 25 voting. He said the most probable result is Hamas 
winning 35-40 percent. A scenario that is also probable is 
Hamas winning either a majority or getting enough seats to 
form a formidable block 

Diskin said 

the vote. Based on the fact that Hamas currently has no 
seats in the Palestinian Legislative Council and likely will 
receive 30-40 percent 

winner" in the elections. And once in 

increase its influence. Diskin said that Hamas could 
technically form a coalition with left wing candidates 

could win seven seats. He said that Mustafa Barghouti 
faction looks set to win six seats 

win several as well 

that Fatah may do well in the national proportional 

elections 

He believes that 6-12 seats are still up for grabs 

one poll puts as many as 40 seats in that category. 


3. (C) Diskin said that it is not clear how soon after the 
elections Hamas will enter the PA. Intelligence shows that 
Hamas 

Education 

the organization 

both Gaza and the West Bank. He said that Hamas is content 
to leave the peace process to Mahmud Abbas 

have to take into consideration Hamas 

said that Mahmud Abbas is a weak leader with no party 
apparatus and contrasted that with Hamas 

organized and operates based on compromises with its 
headquarters in Damascus. 
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4. (C) Diskin said that Fatah is fearful as the election 
approaches. Most activists are very worried about the 
results 

their seats and younger candidates concerned about losing to 
Hamas in the regional elections. Diskin said that senior 
Fatah activists have been coming to Shin Bet 
communicating through back channels 

of concern. He said that these activists want the GOI to \"do 
their dirty work\" and postpone the elections. For example 
Diskin said 

days earlier seeking help from Israel 

in postponing the elections. Diskin said that Dahlan told 

him that according to Dahlan 

seats and Hamas would receive 50-52 seats. Meanwhile 
confident Hamas 

place on schedule. 


5. (C) Diskin said that the one Fatah leader that wants the 
elections to be held as planned is Marwan Barghouti 
\"win\" in any scenario. Diskin said that Barghouti will 
likely be the most important Fatah figure coming out of the 
elections 

elections could lead to his release. Diskin said 

that he is not sure that Barghouti has a good picture of the 
situation on the ground 

jailed activist has received. 


6. (C) Diskin said that anarchy on election day could cause 
the situation to deteriorate quickly and keep the elections 
from being held. He said that it is unclear how rebel 

factions 

election day. Diskin said that Hamas wants to get an 
agreement from these groups that they will keep the situation 
calm so that the elections can go ahead. 


7. (C) Diskin said that if Hamas does well in the elections 

it might have to deal with its terror policy and modify it. 
(Interestingly 

if Hamas did poorly \"less than 25 percent\" it might revert to 
violence.) Hamas will have to be more disciplined and 
sophisticated. Diskin predicted that Hamas would want a 
\"good price\" to give up terror 
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eyes of the international community. He said that no one 
should recognize Hamas until they agree to abandon terrorism 
and disarm. Diskin said he does not believe that Hamas will 
agree to disarm its military wing 

downplay the display of weapons and tell activists not to 
carry arms on the street. He said that Hamas is likely to 
stay quiet and not carry out terrorist attacks for the next 

few months. Nevertheless 

lose young activists to the global jihad. He admitted he was 
very focused on the period before the Israeli elections 
thought that Hamas would continue its quiet during this 
period. 


8. (C) Diskin said that the GOI will have to be cautious 
about how it reacts if rockets are launched or if militants 
carry out an attack. He offered that the situation is very 
sensitive because there is a new prime minister and the 
public is watching what he will do. 


9. (C) Diskin said that there is real anarchy in Gaza and 

the Palestinian security forces are helpless. Diskin said 

that Hamas is trying to export to the West Bank its know-how 
on building rockets and tries to smuggle suicide bombers to 
Israel 

them. He also said that Hamas is digging a tunnel to the 

Karni passage in order to blow it up. Diskin said that there 

are a lot of problems in Rafah and weapons are being smuggled 
in from Sinai. He said that the Egyptians promise to stop 

the smuggling 


10. (C) A/S Welch and DPNSA Abrams have cleared this cable. 
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My staff later followed up with Arias\'s running mate as 
second vice president 

detail immediately following the elections. 
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3. (C) I am under no illusions that dealing with a President 
Arias will always be a smooth matter 

recognize that he is potentially an important leader in Latin 
America and the world beyond the borders of Costa Rica due to 
his Nobel Prize and past world status. He envisions himself 

as a player on a larger stage. 


4. (C) Though | left the session at CHDS with the strong 
impression that they had adequate budget to cover the full 
costs of such an endeavor (which | understood would be on the 
order of $40-50 

CHDS indicates that funding such a workshop is not so simple. 
| would appreciate it if you would consider SOUTHCOM 
participation in and funding of an NSPW in Costa Rica. We 
believe that an NSPW would provide us with a chance to 
influence the security policies of the Arias government in 

the right direction and secure Arias\'s support for adopting a 
regional approach to deal with common security challenges in 
Central America. That would be well worth a small 

investment. 

LANGDALE 
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the Brass Creek Manifold in Bayelsa State and provided an 
estimated 106 


7. (C) Shell would like to link not only these attacks 

also the Opobo pipeline attack reported ref B and previously 
unreported attacks on Exxon Mobil\'s Yoho platform 

under construction. Paul Barker 

official 

held at gunpoint for two days 

they had two small-scale strikes at the platform site 

causing work stoppages of a few days maximum. Local workers 
at the site are still not working 

may cause an impact on oil production. 


8. (SBU) The Bayelsa State Government 

have formed a Joint Investigation Team (JIT) comprising 
officials of the Department of Petroleum Resources 

Ministry of Environment 

Environment 

the 9 EA communities. The team met in Bayelsa on January 12 
and Delta State is forming another JIT to meet on January 13. 
Shell and Tidex officials expressed some frustration with 

the lack of immediate progress by GON security services 
investigating the kidnappings. 
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Shell Resumes Some Production 


9. (SBU) Shell reported resumption of 60 

at their East Area field shut down ref A. Shell promised to 
resume full production once a clear GON naval presence was at 
the site. As of 12:01 January 13 

force majeure 

declaration 

the 106 

10 days for the repair of their pipeline. 


10. (SBU) With Dokubo Asari still incarcerated in Abuja 
the leadership of dispossessed and frustrated ljaws appears 
to have transferred to splinter factions of Asari\'s NDPVF. 

If 

attacks and identifying a single group with the 

organizational capacity and arsenal to conduct multiple and 
highly effective attacks 

return stability to the region. End Comment. 

HOWE 
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are available to the Security Council and the U.S. preference 
for a Wgraduated approach." As it seemed Arzumanian was 
fishing for evidence that the U.S. might be planning a resort 

to military action -- Armenia\'s worst nightmare -- the 
Ambassador stressed that we were still very much hoping for a 
diplomatic resolution of the problem 

contemplated constituted a new phase of diplomacy. 


4. (C) Former Armenian Ambassador to Tehran Gegham 
Gharibjanian 

joined the conversation. He shared his opinion that there 

was a political power struggle underway in Iran between the 
newcomers around Ahmadinejad and some of the \"old guard." 


5. (C) As for what Armenia might be able to do to assist the 
international community 

Yerevan consider either postponing or cancelling the next 
session of the Iran-Armenia Intergovernmental Commission 
scheduled to meet February 1-2 in Tehran on a wide range of 
issues including energy and transport 

to the Iranians that their present course was fraught with 
danger 

speaking as friends and neighbors 

was unwise. The Armenian officials agreed that they needed 
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to consider what steps to take 

or cancelling the session would probably be too provocative 
an act for them to take. (Note: The Armenians considered 
postponing the last session 

Amadinejad\'s notorious remarks about expunging Israel from 
the map 

Note) 


6. (C) The Ambassador renewed his suggestion that the 
Armenians pass on to us and the Europeans any useful insights 
they might gain from their involvement with Iran 

given the new actors now on the scene in Tehran. 

EVANS 
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\"SOUTH AFRICA 
in Johannesburg Fabienne Pompey 


3. AFRICAN MIGRANTS 
*** LIBERATION 1/10/2005 
- \"AFRICA AND FORCED EXILE" 
and proposals for Africa 


4. COTE DVIVOIRE 
*** LE FIGARO 1/7-8/2006 
- \"GROWING MALAISE WITHIN IVOIRIAN MILITARY\" 
Saint Exupery 


*** LE MONDE 1/7/2006 
\"BOUAKE BOMBING: ARREST WARRANTS ISSUED AGAINST IVOIRIAN 
PILOTS\" 


5. CHAD 
*** LE FIGARO 1/13/2006 
\"IDRISS DEBY\'S INCREASINGLY SHAKY POWER\" 
Berthemet 
- \"WORLD BANK FREEZES CHAD\'S OIL REVENU ACCOUNT\" 
Leon-Dufour 


*** LIBERATION 1/9/2006 
\"CHAD MAKES THE WORLD BANK SCREAM\" 
Ndjamena Stephanie Braquehais 


6. DROC 
*** LIBERATION 1/6/2006 
WORST EVER HUMANITARIAN CRISIS\" 


*** LA CROIX 1/5/2006 
\"UN SPREADS PEACE IN DROC\" 
Bukavu 
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7. UGANDA 
** LE FIGARO 1/12/2006 
\"PRESIDENTIAL ELECTIONS NOT EASY FOR MUSEVENI\" 
Berthemet 


8. SUDAN 
*** LE MONDE 1/8-9/2006 
\"FLEE SUDAN TO GO DIE IN EGYPT\" 
Cairo Agathe Duparc 


9. NIGERIA 
*** LE MONDE 1/13/2006 
\"NIGERIAN "TALIBANS\' WANT ISLAMIC REGIME" 
correspondent in Maiduguri Alexandre Jacquens 


10. Minimize considered. 
(ARS) STAPLETON 
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changing the surrounding reality. PolCouns noted that 
Sistani and the Shia religious leadership had exercised 
great patience. The U.S. had noticed and appreciated this. 
It was important 

trap. A unity government would help ensure that each side 
in Iraq felt its most vital interests are protected. 


4. (C) Sagheer lumped the mainline Sunni Arab political 
leaders and Zarqawi all together. He criticized the 
Embassy\'s Sunni Arab outreach efforts 

ignores moderate Sunni Arabs and promotes extremists. He 
said that the Sunni Arabs with whom the Embassy has been 
meeting have never fully supported the democratic process. 
This has lead to more violence. Furthermore 

Sunni Arab groups such as the Iraqi Islamic Party (IIP) 
campaigned in favor of the constitution 

supported it. It would be better to support moderates like 
Nuri Rawi and Saadun Dulaymi who eventually can convince 
the Sunni Arab community to cease violence and join the 
political process. PolCouns commented that last-minute IIP 
support 

probably secured the margin of passage for the draft 
constitution in the Ninewa referendum on October 15. 
PolCouns underlined that the Embassy has consistently told 
Sunni Arabs to renounce violence and stop supporting the 
insurgency even while we urge them to participate in the 
political process. He emphasized to Sagheer that we have 
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warned the Sunni Arabs that the fighting lraq\'s elected 
legitimate government will be an illegitimate act and we 
will label it terrorism. (Comment: Sagheer seemed 
unimpressed. End Comment.) 


5. (C) Sagheer said that the Shia could solve the problem 
of the Sunni-backed insurgency by killing many of the Sunni 
Arabs involved in it. There is 

program for Iraq 

The Shia have 


6. (C) Sagheer argued that the U.S. is wrong to criticize 

MOI Bayan Jabr. First 

in the ministry because there are many bad elements 
including some Baathists working there since the fall of 
Saddam Hussein. (He blamed post-Saddam Interior Ministers 
Nuri Badran 

Arabs - for introducing these bad elements despite Shia 
warnings.) Jabr does not wish to violate human rights. He 
simply cannot exercise complete control over the ministry. 
Second 

prisoners who 

of terror against lraqis. It is better to execute one 

hundred criminals publicly and deter future terror 

opined. PolCouns observed that it was important that the 
one hundred executed are real criminals and had not merely 
confessed under torture (here 

He cautioned that Interior Ministry practices are causing 
resentment and fear in the Sunni Arab community and helping 
the insurgency recruit. PolCouns noted that the Iraqi 
Government could at least conduct a real investigation into 
cases like the Jadriya bunker 

failed to do. 


7.(C) COMMENT: Sagheer has been a long-time and often 
acerbic Embassy interlocutor. He was especially unhappy 
because he had received information via sources in the 
Iraqi Defense Ministry that the U.S. military was planning 
to raid his mosque - something he calmly but deliberately 
warned against. There was little give in his position: 
Iraq\'s number one problem is Sunni Arab terrorism 
problem has to be fixed 

necessary. He also made clear he anticipates and rejects 
American pressure on behalf of the Sunni Arabs in the 
future government negotiations. The Baratha mosque 
has a strong following 

influential clerics in the SCIRI party. His remarks 


Column 3 

indicate we can expect our relations with the Shia 
Islamists to become bumpier in the coming months. END 
COMMENT. 

SATTERFIELD 
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opposition NDP has challenged the results of St. Vincent\'s 
December 7 election 

Despite pre-election predictions that PM Gonsalves\'s 
governing party could lose up to three races for 
Parliamentary seats (reftel C) 

maintaining its 12 to 3 majority over the NDP (reftel A). 
The opposition 

could have affected the outcome in three extremely close 
races it lost by only 35 

each of the contested constituencies 

of unsealed ballot boxes 

ballots 

secrecy 

in court. The NDP also reiterated its complaint 

voiced before the election was held 

nation\'s list of eligible voters could contribute to 

electoral fraud. Both the Supervisor of Elections and the 
Government have denied that such irregularities occurred; the 
Government admitted there were problems with the list of 
eligible voters but denied that these allowed electoral fraud 
to occur. 


3. (U) The opposition faulted international election 

observers from CARICOM and the OAS for failing to be in St. 
Vincent for more than a few days 

thoroughly monitor the electoral process. A non-partisan 

NGO 

Association (SVGHRA) 

focusing too much on what occurred on election day and 
leaving St. Vincent before the counting of votes was 

completed in all constituencies. The NGO took issue with 
CARICOM and the OAS for having expressed satisfaction with 
the overall manner in which the election was conducted when 
they themselves found shortcomings in electoral procedures. 
In a statement 

no position to give a true picture of the overall electoral 
process when the nation\'s \"electoral machinery was seriously 
flawed.\" (Note: Two Emboffs from Embassy Bridgetown were 
part of the OAS observer team. See reftel B. End note.) 


Column 3 
Governmenti\'s Legitimacy Questioned 


4. (U) To protest the election results 

three MPs walked out of the opening session of Parliament on 
December 27 and joined NDP supporters on the street. The 
opposition also held a candlelight march and other 
demonstrations where NDP leader Arnhim Eustace questioned the 
\"moral authority\" of PM Gonsalves\'s government. A prominent 
NDP member who lost one of the closer races for Parliament 
complained at a demonstration that the Government \"hijacked8 
the election and demanded the arrest of the Supervisor of 
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Elections. Critics 

Vincent\'s three major newspapers 

opposition to accept the election results and allow the 
country to move forward. 


5. (SBU) Comment: The opposition\'s challenge is unsurprising 
considering that it warned of possible electoral 

irregularities prior to the December election. The NDP 
leadership appears to loathe PM Ralph Gonsalves and think him 
capable of just about anything. Considering that the ruling 

ULP was expected to remain in power 

Gonsalves would have found it necessary to \"hijack\" the 
election. It does 

the election it was thought possible that the ULP could lose 
three seats only to see the party win three (though not 
necessarily the same three) by the thinnest of margins. 


6. (SBU) Comment continued: The criticism leveled against 

the CARICOM and OAS observer missions by both the opposition 
and an independent NGO appears justified to some degree. 
Neither organization was in the country for long 

they have many monitors at their disposal. While the 

election probably was 

presence of the observers has provided the Government with 

the political cover necessary to deny that any significant 
irregularities occurred. 

GILROY 
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attacks on Humala will backfire and mused that the best way 
to undercut the latter would be by shining a light on him 
his positions 

who is Peru\'s most popular politician 

personally get involved in the campaign \"at an opportune 
moment 

and second rounds of presidential balloting. His National 
Solidarity party is a member of Lourdes Flores\' Unidad 
Nacional alliance 

congressional candidates under its banner 

worked with Castaneda before. He predicted that the 
presidential race will come down to Flores and Humala 
Flores coming out on top. END SUMMARY. 


2. (C) Castaneda assessed Ollanta Humala\'s appeal as 
follows: 


-- The Peruvian electorate can be divided into two sectors: 

the conventional sector 

politicians such as Lourdes Flores 

Alan Garcia 

for anti-system candidates such as Alberto Fujimori or Humala. 


-- The non-conventional sector has been growing because the 
traditional politicians and the three branches of government 
are increasingly discredited. The people are fed up with the 
old figures 

the polls show that most would leave the country if they 

could. 


-- The non-conventional sector\'s vote is one of rejection 

it is not a positive action. Support for Ollanta Humala is 
based on this \"sentiment\" of rejection 

Humala\'s particular qualities. The non-conventional 
candidate could be Humala 

so long as his campaign is aimed at obtaining vengeance on 
the corrupt elite. 


-- The less Humala says the more he will benefit from this 
sentiment: \"If | was his advisor I\d tell him to keep his 
mouth shut.\" 


-- The population also senses a lack of leadership 
Humala appeals to the desire for a strong figure in charge. 


3. (C) The traditional politicians 

are largely to blame for this situation 

over the spoils of power rather than dedicate themselves to 
improving the lot of Peru\'s poorest. He contrasted this to 
his own actions as Mayor 
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the Lima Municipality\'s meager resources in the most 
efficient manner possible to bring about positive tangible 
improvements in people\'s lives 

program of building over 1000 staircases in the shantytowns 
clinging to the hillsides surrounding the capital (Note: 
Castaneda\'s approval rating currently is about 80%. End 
Note). Castaneda also faulted the media for helping to 
destroy people\'s faith in the country and demoralizing 
society as a whole 

adequate coverage to positive developments while accentuating 
the negatives. He dismissed most media organs and 
journalists as little more than blackmail artists 

up scandals in order to extort money from those involved 
rather than to promote needed reforms. 


4. (C) The best way to counter Humala 

would be by forcing him and his followers into the light of 
publicity. The more people become aware of who Humala 
vice presidential and his congressional running mates really 
are 

power of the \"sentiment\" that has brought him up in the polls 
and 

dream they thought he was.\" Another useful tactic 
suggested 

Humalas currently involved in politics: Ollanta 

Ulises (running as a rival presidential hopeful on the Avanza 
Pais ticket) 

responsibility for the death of five people in the January 


2005 Andahuaylas uprising) and his father Isaac (most 
recently talking favorably about the possibility of war with 
Chile). 


5. (C) The worst way to counter Humala 

continued 

traditional politicians try this 

play into Humala\'s hands as his potential electorate is 
naturally inclined to believe the opposite of what the 
traditional pols say. The media is equally discredited 

has far less influence than it is thought to have. Castaneda 
pointed out that he was elected Mayor despite having the 
media against his candidacy. \"The way to communicate with 
the people 

through personal contact and deeds. 


6. (C) When asked by the Ambassador for his predictions on 
the outcome of the election 

thought it would come down to a run-off between Lourdes 
Flores (to whose Unidad Nacional alliance he belongs) and 
Humala 

possibility that APRA\'s Alan Garcia would win through to the 
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second round 

message whose day has passed." Castaneda cautioned 
that he suspected that his opinion may have been influenced 
more by his heart than his head. 


7. (C) With respect to his own involvement in the electoral 
process 

opportune moment." He was not sure precisely when this 
moment would come 

sometime between the first and second round of presidential 
balloting. A politician has to safeguard his influence and 
credibility 

careful in deciding when to play his political chits. 


8. (C) Castaneda added that his National Solidarity party 

has largely finalized its congressional candidates that will 

run under the Unidad Nacional alliance. Most have worked 
with the Mayor before 

Social Security Administration 

headed. Almost all of these candidates have never served in 
Congress before 

Lambayeque and Piura (a reference to current Unidad Nacional 
legislators Rafael Aita and Fabiola Morales). 


9. (C) COMMENT: Castaneda is by far and away Peru\'s most 
popular politician 

apparently honest government 

with the poorest classes 

responding effectively to them. As he himself noted 
much more popular in the E sector (Peru\'s least well off) 
than Ollanta." His National Solidarity party has built up a 
strong party organization in the shanty towns around Lima 
which enables him to keep his finger on the socio-political 
pulse. His views on the basis for Humala\'s popularity 

on the ways to undermine it 

END COMMENT. 

STRUBLE 
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criminals.\" The CPM and its leftist allies are threatening 
to organize large protests against the President\'s visit 
include attempts to block his movements and boycott any 
possible joint session of Parliament. However 
Communists have limited support comprising at most 
approximately eight percent of the national popular vote; 
are concentrated in a few States 

Kerala and Tripura (two of which have elections in early 
2006); and have only a smattering of supporters in other 


Column 3 

areas. Moreover 

force exercises in late 2005 

\"rent a mob\" variety and seemed distinctly ideologically 
uncommitted. The Left\'s bark is far worse than its bite. 

In addition 

of the President\'s visit. Just as they did for the air 
exercise 

government to handle vast crowds 

sufficient security is provided to the President and that 
protestors will be kept well away from his events 

will not be disrupted. While unlikely to disrupt the 
Presidential visit 

making derogatory remarks against the President and 
States where they have sufficient numbers (none of which is 
on the Presidential itinerary) 

of potentially thousands of protesters against the visit. 
The Left\'s extortionist tactics in protesting the 

Presidential visit typify their lack of constructive ideas 

are unlikely to impact he GOI\'s efforts at closer relations 
with the US 

state contests in their remaining strongholds. The 
Ambassador has written the Chief Minister of West Bengal to 
protest his remarks about the President and point out that 
such vitriol will undercut the CMVs efforts to attract US 
business to West Bengal (full text para 7). End Summary. 


YANKEE GO HOME! 


2. (SBU) At a January 2 gathering in Delhi of the CPM 
Communist Party of India (CPI) and other affiliated leaders 
the Leftist parties outlined their campaign strategy for May 
State elections in West Bengal and Kerala. One strategy 
identified was to protest the upcoming visit of President 
Bush to India. CPM General Secretary Prakash Karat said 
that India\'s Left parties would organize demonstrations 
across the country for the visit to protest the United 

State\'s \"hegemonistic\" policies. He added that protest 
would be held \"everywhere he (the President) goes.\" CPM 
West Bengal Chief Minister Buddhadeb Bhattacharjee went 
further by personalizing the rhetoric in describing 

President Bush as a \"leader of the world\'s largest killing 
gang\" (Reftel). The Left also say they will boycott any 
possible Presidential speech to the Parliament. 


WHATVS IN IT FOR THE LEFT? 


3. (SBU) The Left is motivated to attack the President and 
his visit to rally the cadre for the May 2006 State 
elections in Kerala and West Bengal but more importantly 
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create leverage in seeking to limit the UPA\'s agenda for 
economic reform and closer relations with the US. While not 
part of the ruling UPA coalition 

Leftist MPs is required for the UPA to remain in power. The 
Left have successfully used the leverage inherent in the 
present political arrangement to delay or temper the UPA\'s 
plans to open economic sectors for Foreign Direct Investment 
(FDI) 

corporations 

policies. The threat of disruptions to the important 
Presidential visit serves as a form of extortion for the 

Left in extracting further concessions from the UPA 

comes as yet another classic piece of Indian political 

theater. 


THE MOUSE THAT ROARED 
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4. (SBU) The Leftist numbers in India 

are not large for a country of over a billion people. They 
constitute approximately 8 percent of the population. The 
largest Leftist party 

carrying members. The Communist labor wing 

Indian Trade Unions (CITU) has a membership of around 15 
million people. In addition 

concentrated in States far from any proposed Presidential 
itinerary 

Tripura. Leftist numbers are limited in the New Delhi 
capital district 

work in the neighboring industrial Gurgaon district. The 

GOI 

crowds in the world 

to prevent any demonstrators disrupting the President's 
events during his visit. The GOI showed strong resolve 
against the CPM and Leftists in November when the Left 
promised to block the joint air force training exercise in 
Kalaikunda Airfield 

over 100 

that time 

protests were limited 

successfully. We later read anecdotal reports in the 
newspapers that at most 10 

and most of those were farmers paid to wave the red banner 
and chant slogans whose meanings they did not understand. 
Such \"rent a mob\" tactics are common in India. 


RHETORICAL LIONS 
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5. (SBU) While lacking the wherewithal to disrupt the 
Presidential visit 

inflammatory rhetoric and public scenes where they have a 
strong majority 

Although we have no means of verifying the numbers quoted 
newspapers reported \"over one million" Leftist supporters 
joined a January 8 rally in Calcutta to kick-off the CPM 
campaign for the West Bengal State elections. This 
traditional Leftist bastion will see additional large 
gatherings on January 24 

observed with protests against U.S. foreign policy. The 
rhetoric likely will escalate as the time of the President\'s 
visit comes closer. 


A GLITCH 


6. (SBU) Comment: Opposition to the Presidents visit and 
U.S. foreign policy are easy issues for the Left to use to 

its advantage in State elections where it has a strong 
political base. However 

predicted to win in Kerala and West Bengal 

the Presidents visit appears more likely to be a form of 
extortion at the national level. In its threat to disrupt 

the visit 

ties with America 

mean to the UPA. As such 

blackmail tactics. Through a combination of overwhelming 
police presence 

political concessions during the state elections 

will work through its uneasy coalition with the communists 
to ensure minimal or no disruptions for the President\'s 
visit. Close contacts have assured us that the Prime 
Minister is personally committed to the success of the 
PresidentVs visit 

necessary steps to blunt the Left\'s efforts. The Left\'s 
recent antics will not stop the growing partnership between 
India and the U.S. but they will try to make the UPA\'s 
support for that process more difficult. In the end 

dogs will bark 


7. (SBU) Full text of Ambassador\'s letter to West Bengal 
Chief Minister Bhattacharjee: 
Dear Mr. Minister 


| enjoyed our interaction during my visit to Calcutta in 
August. | was impressed with your efforts to attract 
investment to West Bengal. As a result of my time in 
Calcutta 
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your work on economic development. We have facilitated the 
visit of Finance Minister Dr. Dasgupta to the United States 
encouraged infrastructure investment and are intending to 
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assign a Foreign Commercial Service Officer to Calcutta. 
These efforts are in addition to a number of continuing 
programs that the United States Government contributes to in 
your State 

joint scientific research 

dollars in environmental and social development projects. 


Given how much the United States Government supports West 
Bengal and the positive interactions we have had 

surprised and disturbed to see you quoted in the media 
recently referring to President Bush Vas a leader of a gang 

of killers. Y" As the President\'s personal representative to 

India 


Such remarks also undercut your efforts to attract American 
investment to West Bengal. Businesses conduct a risk 
assessment when identifying potential investment 
opportunities. An important factor in this assessment is 

the political context. Inflammatory language from senior 
government officials will cause investors to look for more 
favorable locations to establish businesses. 


Your remarks have already had serious repercussions on 
United States Government perceptions of West Bengal. Senior 
officials have cancelled visits as a result and while India 

is presently receiving a significant number of Congressional 
visitors 

Calcutta. 


| ask you to reconsider your aggressively anti-American 
statements or correct the record if you were misquoted. The 
U.S. Mission in India desires close relations with the 
Government of West Bengal and wants to continue to assist 
efforts to promote economic and social development in your 
State. However 

and senior U.S. Government officials will make cooperation 
more difficult. 

Sincerely 

David C. Mulford 


MULFORD 
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criminals.\" The CPM and its leftist allies are threatening 
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to organize large protests against the Presidents visit 
include attempts to block his movements and boycott any 
possible joint session of Parliament. However 
Communists have limited support comprising at most 
approximately eight percent of the national popular vote; 
are concentrated in a few States 

Kerala and Tripura (two of which have elections in early 
2006); and have only a smattering of supporters in other 
areas. Moreover 

force exercises in late 2005 

\"rent a mob\" variety and seemed distinctly ideologically 
uncommitted. The Left\'s bark is far worse than its bite. 
In addition 

of the President\'s visit. Just as they did for the air 
exercise 

government to handle vast crowds 

sufficient security is provided to the President and that 
protestors will be kept well away from his events 

will not be disrupted. While unlikely to disrupt the 
Presidential visit 

making derogatory remarks against the President and 
States where they have sufficient numbers (none of which is 
on the Presidential itinerary) 

of potentially thousands of protesters against the visit. 
The Left\'s extortionist tactics in protesting the 
Presidential visit typify their lack of constructive ideas 

are unlikely to impact the GOl\'s efforts at closer relations 
with the US 

state contests in their remaining strongholds. The 
Ambassador has written the Chief Minister of West Bengal to 
protest his remarks about the President and point out that 
such vitriol will undercut the CMVs efforts to attract US 
business to West Bengal (full text para 7). End Summary. 


YANKEE GO HOME! 


2. (SBU) At a January 2 gathering in Delhi of the CPM 
Communist Party of India (CPI) and other affiliated leaders 
the Leftist parties outlined their campaign strategy for May 
State elections in West Bengal and Kerala. One strategy 
identified was to protest the upcoming visit of President 
Bush to India. CPM General Secretary Prakash Karat said 
that India\'s Left parties would organize demonstrations 
across the country for the visit to protest the United 

State\'s \"hegemonistic\" policies. He added that protest 
would be held \"everywhere he (the President) goes.\" CPM 
West Bengal Chief Minister Buddhadeb Bhattacharjee went 
further by personalizing the rhetoric in describing 

President Bush as a \"leader of the world\'s largest killing 
gang\" (Reftel). The Left also say they will boycott any 
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possible Presidential speech to the Parliament. 


WHATVS IN IT FOR THE LEFT? 


3. (SBU) The Left is motivated to attack the President and 
his visit to rally the cadre for the May 2006 State 

elections in Kerala and West Bengal but more importantly 
create leverage in seeking to limit the UPA\'s agenda for 
economic reform and closer relations with the US. While not 
part of the ruling UPA coalition 

Leftist MPs is required for the UPA to remain in power. The 
Left have successfully used the leverage inherent in the 
present political arrangement to delay or temper the UPA\'s 
plans to open economic sectors for Foreign Direct Investment 
(FDI) 

corporations 

policies. The threat of disruptions to the important 
Presidential visit serves as a form of extortion for the 

Left in extracting further concessions from the UPA 

comes as yet another classic piece of Indian political 

theater. 


THE MOUSE THAT ROARED 
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4. (SBU) The Leftist numbers in India 

are not large for a country of over a billion people. They 
constitute approximately 8 percent of the population. The 
largest Leftist party 

carrying members. The Communist labor wing 

Indian Trade Unions (CITU) has a membership of around 15 
million people. In addition 

concentrated in States far from any proposed Presidential 
itinerary 

Tripura. Leftist numbers are limited in the New Delhi 
capital district 

work in the neighboring industrial Gurgaon district. The 
GOI 

crowds in the world 

to prevent any demonstrators disrupting the President\'s 
events during his visit. The GOI showed strong resolve 
against the CPM and Leftists in November when the Left 
promised to block the joint air force training exercise in 
Kalaikunda Airfield 

over 100 

that time 
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protests were limited 

successfully. We later read anecdotal reports in the 
newspapers that at most 10 

and most of those were farmers paid to wave the red banner 
and chant slogans whose meanings they did not understand. 
Such \"rent a mob\" tactics are common in India. 


RHETORICAL LIONS 


5. (SBU) While lacking the wherewithal to disrupt the 
Presidential visit 

inflammatory rhetoric and public scenes where they have a 
strong majority 

Although we have no means of verifying the numbers quoted 
newspapers reported \"over one million" Leftist supporters 
joined a January 8 rally in Calcutta to kick-off the CPM 
campaign for the West Bengal State elections. This 
traditional Leftist bastion will see additional large 
gatherings on January 24 

observed with protests against U.S. foreign policy. The 
rhetoric likely will escalate as the time of the President\'s 
visit comes closer. 


A GLITCH 


6. (SBU) Comment: Opposition to the Presidents visit and 
U.S. foreign policy are easy issues for the Left to use to 

its advantage in State elections where it has a strong 
political base. However 

predicted to win in Kerala and West Bengal 

the Presidents visit appears more likely to be a form of 
extortion at the national level. In its threat to disrupt 

the visit 

ties with America 

mean to the UPA. As such 

blackmail tactics. Through a combination of overwhelming 
police presence 

political concessions during the state elections 

will work through its uneasy coalition with the communists 
to ensure minimal or no disruptions for the President\'s 
visit. Close contacts have assured us that the Prime 
Minister is personally committed to the success of the 
President\'s visit 

necessary steps to blunt the Left\'s efforts. The Left\'s 
recent antics will not stop the growing partnership between 
India and the U.S. but they will try to make the UPA\'s 
support for that process more difficult. In the end 

dogs will bark 
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7. (SBU) Full text of Ambassador\'s letter to West Bengal 
Chief Minister Bhattacharjee: 

Dear Mr. Minister 


| enjoyed our interaction during my visit to Calcutta in 

August. | was impressed with your efforts to attract 
investment to West Bengal. As a result of my time in 
Calcutta 

your work on economic development. We have facilitated the 
visit of Finance Minister Dr. Dasgupta to the United States 
encouraged infrastructure investment and are intending to 
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assign a Foreign Commercial Service Officer to Calcutta. 
These efforts are in addition to a number of continuing 
programs that the United States Government contributes to in 
your State 

joint scientific research 

dollars in environmental and social development projects. 


Given how much the United States Government supports West 
Bengal and the positive interactions we have had 

surprised and disturbed to see you quoted in the media 
recently referring to President Bush \"as a leader of a gang 

of killers.\" As the President\'s personal representative to 

India 


Such remarks also undercut your efforts to attract American 
investment to West Bengal. Businesses conduct a risk 
assessment when identifying potential investment 
opportunities. An important factor in this assessment is 

the political context. Inflammatory language from senior 
government officials will cause investors to look for more 
favorable locations to establish businesses. 


Your remarks have already had serious repercussions on 
United States Government perceptions of West Bengal. Senior 
officials have cancelled visits as a result and while India 

is presently receiving a significant number of Congressional 
visitors 

Calcutta. 


| ask you to reconsider your aggressively anti-American 
statements or correct the record if you were misquoted. The 
U.S. Mission in India desires close relations with the 
Government of West Bengal and wants to continue to assist 
efforts to promote economic and social development in your 
State. However 

and senior U.S. Government officials will make cooperation 
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more difficult. 
Sincerely 

David C. Mulford 


MULFORD 
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the region to examine ways to protect itself against 
hurricanes such as those that have impacted Grenada 
Bahamas 


4. Issues of economic integration will also be front and 

center during Manning\'s tenure as chairman. Ref A reported 
Manning\'s condemnation of PetroCaribe and his warning that 
Trinidad may cease to export oil to PetroCaribe 

participants. Locally 

the Council for Trade and Economic Development (COTED) on 
January 12 

Cooperation 

CARICOM Secretariat make a proposal to COTED for member 
states to be compensated as a result of breaches in the 

rules governing the suspension of the Common External Tariff 
(CET). A GOG press release reported that Guyana may take 
alleged breaches of the CARICOM\'s Common External Tariff on 
rice to the Caribbean Court of Justice. A COTED working 
document reportedly cites Antigua and Barbuda 

Belize 

data on rice for January to June 2005 and includes numerous 
instances of failure to apply the CET to rice imports from 

the U.S. As the region\'s largest rice producer 

long advocated greater enforcement of the CET. 


5. Manning also announced a June 30 signing ceremony in 
Jamaica for the Caribbean Single Market Economy. This 
appears to be a slippage from the January 23 date given by 
Secretary General Edwin Carrington at a press conference in 


SIPDIS 

December (reftel B). This may be due to the failure of 
members of the Organization of Eastern Caribbean States 
(OECS) 

OECS members--Anitigua and Barbuda 

Grenada 

concerned about trade concessions on commodities such as 
wheat flour and beer under Article 56 of the revised CARICOM 
treaty and the establishment of a regional development fund. 
President Jagdeo also urged OECS states to sign on to the 
treaty. 


BULLEN 
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accented in messages for World Peace Day and other recent events 
(reftels) in his annual address to diplomats accredited to the 

Holy See. Complete text was sent to EUR/WE. The pope linked 
the ideal of truth to peace 

and other vital aspects of a just society. He said it was the 
“common mission" of society to pursue these values. As always 
occurs after a papal address 

ammunition to buttress their positions on various issues. The 
pope offered notable sound bites in several areas reflecting 
concordance with U.S. priorities 

of religion 


3. (U) Benedict continued his strong words against terrorism 
insisting that no circumstances could ever justify these violent 
acts. He said terrorism targeted the innocent and defenseless 
\"sowing panic among whole populations.” He found particularly 
odious the attempt by terrorists to hide behind religion." 
According to Benedict 

\"fit one\'s own moral perversion.\" The pope cited the danger of 
a clash of civilizations in today\'s \"global context.\" 


4. (SBU) The pope called attention to the plight of the 

world\'s poor and hungry 

immense sums spent worldwide on armaments would be more than 
sufficient to liberate the immense masses of the poor from 
destitution.\" He spoke of the \"distressing images" of refugees 
and displaced persons 

the scourge of human trafficking 

our time. [Note: In a statement released to the media later in 
the week 

condemnation of human trafficking while calling attention to the 
President\'s signing of the Trafficking Victims Protection 
Reauthorization Act January 10.] 


5. (SBU) The pope highlighted freedom of religion as deserving 
\"pride of place\" among the many important freedoms at risk in 
today\'s world. Benedict cited the Universal Declaration of 
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Human Rights while making his points. He did not single out any 
countries by name in noting that some states seriously 
violated\" the principles of religious freedom 

to societies with \"centuries-old cultural traditions\" could well 
have been pointed at China and Saudi Arabia. He noted that 
while the Holy See called for \"true freedom for the Catholic 
Church everywhere 

everyone. 


6. (SBU) The pope proclaimed that Israel must be able to live 
in peace in accordance with international law\" while the 
\"Palestinian people\" deserved the chance \"to develop serenely\" 
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their own democratic institutions for a free and prosperous 
future.\" Some supporters of Israel applauded the 
straightforward point 

complained to the media that the pope had not specifically 
condemned recent Iranian pronouncements against Israel 
nuclear aspirations. He later softened his comments. [Note: 
The Holy See has maintained diplomatic relations with Iran for 
over 50 years.] 


7. (U) In calling attention to several troubled regions of the 

world 

way to overcome violence and discord. He mentioned \"the whole 
Middle East\" and Africa 

region of Africa 

suffered daily from violent acts of terrorism.\" The pope gave a 
special vote of encouragement to the UNVs recently-established 
peacebuilding commission 

\"respond effectively [to the need for peace]...with the willing 
cooperation of all concerned.\" 


8. (SBU) The papal remarks 
elegant Sala Regia adjoining the Sistine Chapel 
live on Italian television and received substantial play on the 
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media. Several media outlets highlighted the Ambassador\'s 
comments following the address 

Benedict\'s message on terrorism 

by the U.S. and the Holy See to promote human dignity. The 
audience for the diplomatic event 

annual papal \"state of the world\" address 

ambassadors from the 174 countries enjoying diplomatic relations 
with the Holy See. Most of these representatives attended a 
dinner the same evening in honor of the Cardinal Secretary of 
State (PM equivalent) 

acknowledged to be on his way out ofthe Secretariat of State 
he gave no indication of it Monday 

ambassadors as usual. 


9. (SBU) In addition to rumors of a Curial shake-up 

been continued speculation about the pope\'s calling for a 
consistory to create new cardinals in the near future - perhaps 

in late February. There are now 111 cardinals of voting age 

and Vatican regulations allow for as many as 120. The last 
consistory was in October 2003. Among American hopefuls 
Archbishop of San Francisco William Levada (now occupying 
Benedict\'s old seat as head of the Congregation for the Doctrine 
of the Faith) would be the only lock for a red hat. 

ROONEY 
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elections\" were firmly in place. 
GUTIERREZ 


49743 
GUTIERREZ 
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situation. Vasaryova said that 

EU-3 meeting in Berlin 

the EU Members of the Security Council is clear and 
complementary; however 

Russia and China were as yet unknown. Vasaryova 

joined in the meeting by UNSC Coordinator Marcel Pesko 
that we pass along to the MFA any read-out from next week\'s 
meeting in Moscow on the subject. 


2. (C) Vasaryova told us that during her recent travel to 
Moscow 

of Iran\'s nuclear ambitions with her and told her that the 
Russians 

of educating the public and the media on the issue 

that Slovakia has laid out its position clearly in a public 
statement that stressed support for an IAEA report to the 
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UNSC and the need for full Iranian compliance (ref B). When 
the issue comes to the UNSC 

a rational solution; Pesko said that a common P-5 approach 
would receive Slovakia\'s full support 

questions about the effectiveness of targeted sanctions. 


SHOULD SLOVAKIA INVITE THE IRANIANS FOR A CHAT? 


3. (C) On the margins of the meeting 

that the Danes had recently called in the Iranian Ambassador 
for a discussion of this issue. He asked if it would be 

helpful for Slovakia to do the same. We advised Pesko that 
it would be best to await IAEA action in the UNSC 

the international community could coordinate its approach. 
VALLEE 
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REF: STATE 4746 

Classified By: DCM Lawrence R. Silverman for Reasons 1.4 (B) and (D). 


1. (C) DCM and Poloff delivered reftel points to State 
Secretary (Deputy Foreign Minister) Magda Vasaryova and UNSC 


SIPDIS 

Coordinator Marcel Pesko on January 13. Vasaryova told us 
that Slovakia 

successful and relatively expeditious 

the pace of reform in such a large world body 

because of its size 

Vasaryova told us that the Peacebuilding Commission (PBC) is 
\"needed desperately\" and that Slovakia is supportive of the 
Human Rights Council (HRC) 

few years. Pesko said Slovakia and the EU have four main 
reform priorities: the establishment of the PBC 

of the HRC 


2. (C) Regarding the PBC 

body needs to include African countries 

willing to contribute its experiences in security sector 

reform. Pesko said that he hoped February (and the U.S. 
Presidency of the UNSC) would bring solid progress on the 
HRC 

being established before March. Slovak PermRep Peter Burian 
has told the MFA that everyone in New York agrees that the UN 
is a \"big elephant\" that could use some shrinking 
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because such shrinking is linked to other issues 

complex (especially 

Pesko said Slovakia\'s position is that other UN reforms 

should not be held hostage to management reforms. Vasaryova 
reaffirmed that 

Nations 

VALLEE 
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requests have been covered under the current budget. The 
MOH\'s response plan for Al still has not been approved and 
the Ministry fears it will not receive the sufficient amount 

of funds it believes is necessary to respond to the threat. 
The MOH\'s surge capacity remains limited. There still is 
only one lab in the country that can test for the virus. 

While some people could be referred to the infectious 
departments of district hospitals in the event of an 

outbreak 

outbreak was large. 


NEXT STEPS FOR THE EMBASSY COMMUNITY 


5. (U) The Embassy plans next week to hold a town-hall 
meeting to inform the Embassy and local American community 
about the latest developments related to Al. The Embassy\'s 
Health unit reported the Tamiflu supply expected from M/MED 
will not arrive until May or June. The unit currently has 
enough doses to treat about 50 people. However 

process of acquiring additional doses--for approximately 10 

or 15 people--from local pharmacies. The Health Unit also 

is considering acquiring testing kits for the common strain 

of influenza (type A). The Consular section has not issued 
any new notices regarding avian flu but news about Al is 
prominent on its website. In the coming weeks 

Agricultural section plans to follow up on the requests for 
equipment from the Ministry Agriculture and encourage the 
Ministry to step up its public awareness campaign. 

Meanwhile 

of Bulgaria\'s prevention measures and preparedness against 
Al. 


BEYRLE 
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inadequate international cooperation 
to continue. End Summary. 
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Arrival...Asylum...Disappearance 


2. (U) On January 11 Poloff met with Hans Ihrman 

State Prosecutor in Stockholm 

the disappearance of 120 Chinese children who sought 
political asylum in Sweden at various times over the past 
eighteen months. Ihrman outlined the phenomenon 

believes is managed by organized traffickers. Since at least 
November 2004 small groups of Chinese children have arrived 
at Stockholm\'s Arlanda international airport. The children 
(with estimated ages ranging from ten to eighteen) arrive 
unaccompanied and commonly without travel documents. They 
travel on flights either directly from Beijing (on Air 

China) 


3. (U) Virtually all the children arrive with cell phones 

and small amounts of cash 

and are consequently sent to immigration reception centers. 
The children disappear shortly thereafter. (As the 

individuals in question are minors and have committed no 
crime 

children\'s asylum requests are all identical. When pressed 
they make vague references to having relatives persecuted for 
links to the Phalun Gong religious movement; beyond that they 
say nothing. Ihrman said the children appear to have been 
\"very professionally coached\" in responding to interview 
questions. He confirmed that so far 120 children have 
disappeared in this manner. There are currently no such 
children in Swedish immigration reception centers. 


Trails Point South 


4. (C) Ihrman expressed dismay that after more than one 
year authorities here have yet to discover the ultimate 
destinations of the children. He added that all current 

evidence points to onward destinations including Denmark 
Germany 

press reports that in May 

children who had earlier disappeared from Swedish immigration 
centers. Ihrman told us that Swedish police only recently 
learned from the Dutch police that the children had been 

found traveling together on a train between Rotterdam and 
Amsterdam 

He characterized cooperation with Dutch police as \"not so 
good." Ihrman said the six children subsequently disappeared 
before Dutch authorities returned them to Sweden 

normally occur under the Dublin Convention for determining EU 
states responsible for examining asylum applications. 
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5. (C) The Swedish Prosecutor recounted a summer 2005 
effort by police to follow a group of children who left a 
Stockholm reception center. Police observed the children 
receive instructions on their mobile telephones 

they purchased bus tickets to Copenhagen. (Note. Swedish 
law prevents wiretapping in such cases; it also prevents 
authorities from restricting the children\'s movements. End 
Note.) Danish police picked up surveillance of the children 
at the border (Ostersund Bridge). From Denmark 

boarded another bus to Germany. According to Ihrman 
restrictions on surveillance in Germany prevented police from 
following the trail. Danish police literally had to watch 

the bus drive away at the border 

have not been seen since. 


November Arrests Provide No Leads 


6. (C) Swedish authorities 

only 

collaboration with their Norwegian counterparts 

police followed four Chinese children from the Norwegian 
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border to Stockholm 

Chinese nationals legally resident in Sweden 

restaurant two blocks from the National Police Headquarters. 
After overnighting in the restaurant 

to an apartment in a Stockholm suburb 

the two adults and detained the children. (Note. The 
children reportedly originally arrived in Norway under 
circumstances similar those described in this cable. End 
Summary.) 


7. (C) In the apartment police found several high-quality 
forged Japanese passports 

hundred thousand Swedish kronor (equivalent of several 
thousand U.S. dollars). Ihrman told Poloff the arrested 
adults have refused to provide any information; they remain 
in detention 

children have been returned to Norway. Ihrman 

recently interviewed the children 

individuals were involved in helping arrange their travel. 
While in Norway the children made telephone calls to numbers 
in France and Italy. Norwegian wiretaps of these 
conversations indicated France and Italy were the children\'s 
onward (though not necessarily final) destinations. 


Column 3 
Raising the Issue in Beijing 


8. (C) Swedish diplomats in Beijing have raised this issue 
with Chinese authorities 

willingness to cooperate. The Chinese have assured the 
Swedes that it would be impossible for a child to leave China 
on an international flight unaccompanied by an adult. They 
have additionally conducted more careful checks on direct 
flights from Beijing to Stockholm. Ihrman posits that adults 
involved exit the flights independently in Stockholm or 

Moscow 

documents which they destroy en route. Last summer 
authorities delayed an Air China flight in Stockholm long 
enough to search the aircraft 

said Sweden may ask Chinese authorities to check on telephone 
numbers in China to which suspect children have telephoned 
as well as several Chinese bank account numbers they believe 
may be involved in suspect financial transactions 

ones not necessarily linked with the trafficking issue. 


Comment 


9. (U) While we admit we have only a superficial grasp of 
this situation 

narrow interpretation of laws and implementation of strict 
rights of privacy that paradoxically result in a basic loss 

of human rights of these minors. We report this to our 
neighboring posts in the hope they may have some 
complimentary information. While the European nations 
mentioned all are strong advocates of trafficking in persons 
conventions 

ground when this trafficking actually takes place. Embassy 
Stockholm will continue to report on this phenomenon as 
information comes to our attention. 


NOBLE 
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The increasing use of violence during the commission of a 
street crime is a threat to all visitors. Travelers are 

urged to exercise caution 

enforcement agencies are not up to U.S. standards and have 
limited capabilities. Jewelry should not be worn on the 
streets. Large amounts of cash should not be displayed. The 
downtown area of San Jose should be avoided at night because 
of the increase of criminal activity that occurs in this 


Column 3 
area. 


Credit card fraud and credit card \"number skimming\" is a 
rapidly growing crime. Visitors should avoid using debit 
cards for point-of-sale purchases 

used to clean out an account. Visitors should check their 
credit card accounts frequently. 


Visitors are advised to avoid unofficial moneychangers who 

may offer better rates but who often trade in counterfeit 
currency. The present rate of exchange is approximately 496 
Costa Rican colones to one dollar. Accommodation exchange is 
available at a comparable rate at the airport. 


Visitors should exercise caution if they will be driving in 

Costa Rica. The combination of poor road conditions 

driving 

driving very treacherous. Costa Rica has one of the highest 
accident rates per automobile in the world. The Embassy 
strongly recommends against driving outside of the San Jose 
area at night. Vehicles should not be left unattended or 
packages left visible inside them. 

Costa Rica is an earthquake zone and periodically experiences 
significant tremors. 


Visitors should be careful not to eat peanuts or products 

made from peanuts grown in Costa Rica because they may harbor 
aflatoxin 

cancer. 


8. Laptops: Please be advised that State Department 
regulations prohibit installation or use of privately-owned 
computers in any State Department building. Visitors must 
notify the Regional Security Office in advance if they intend 
to use U.S. Government-owned portable computers in the 
Chancery. 


LANGDALE 
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enrichment-related activities. Text was e-mailed to ISN/RA. 
We delivered the points in ref (c) to Acting Director Terry 
Wood in the Non-Proliferation and Disarmament (Nuclear) 
Division at Foreign Affairs Canada 

ref (a) demarche points 


2. (C) Post greatly appreciates ISN/RA\'s timely assistance in 
providing the texts of the EU-3 statement and substance of 
Secretary Rice\'s statement. Both were instrumental in 


SIPDIS 
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expediting the process of getting out the Canadian statement 
which was subjected to additional clearances because of the 
government\'s state of \"quasi-limbo\" in the current national 
elections campaign period. 


Visit Canada\'s Classified Web Site at 
http://www state.sgov.gov/p/wha/ottawa 
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49755 

49756 

49757 

the law of force over the force of law". Kostunica stated 
that the international community would realize redrawing the 
borders of Serbia and Montenegro could lead to legitimate 
calls to reopen border issues in Bosnia and Macedonia as 
well. 


4. (C) Comment. In a letter to the Secretary on December 30 
(ref) 

digesting the international community\'s message. He urged 
the international community to find a common ground in 
dealing with the GOSAM and the Kosovar leadership. Uskokovic 
also acknowledged Kostunica\'s unwillingness to accept 
reality. He told poloff that the SaM MFA has made the Kosovo 
issue their highest priority 

to embassies on the SaM position. He noted with concern 
however 

ambassadors are sending back to Belgrade on how the 
international community sees the status question. Uskokovic 
warned that Kostunica\'s absolutist positions and 
unwillingness to accept reality are increasing the 

possibility of a major 

SPOGLI 
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description of the gradual approach the U.S. had in mind in 
the non-paper. Charge noted that Iran has applied pressure 
to some of the key countries in response to their joining 

IAEA consensus resolutions in the past. We should be aware 
of this practice by Iran and would welcome information from 
the GoS if they learn of similar tactics being applied now. 

The U.S. shared the views of Sweden on the importance of 
working with India 

the success of our efforts to press Iran will depend on our 
success in mobilizing the P-5 

act in concert. The Charge said we agree and look forward to 
GoS support to this end. Skoog agreed that each time we 
apply pressure on Iran to comply with its outstanding 
obligations 
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on how it should comply. 
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Comment 

5. (c) Sweden shares our underlying concerns and endorses an 
extraordinary session of the IAEA Board. The Swedish 
approach is very much oriented toward consensus-building in 
recognition of the fact that we need the P-5 and key 

influential non-aligned states to prevail in the IAEA Board 

of Governors and the UNSC. As a nuclear-capable country that 
made the decision prior to 1960 not to pursue nuclear arms 
Sweden is committed to preventing the proliferation of 

nuclear arms 

occasions 

EU-3 on Iran. 

NOBLE 
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symbol on them\" in the attacker\'s apartment. Zuyev stated 
that the attacker was not a member of an extremist 
organization 

anonymous individual\'s claim that Koptsev was part of a 
Moscow extremist organization called Blood and Honor. That 
report is unconfirmed. 


3. (C) Protestant Bishop Sergey Ryakhovskiy 

member 

Berl Lazar 

that the prosecution would continue to press the hate crime 
charges. Ryakhovskiy said that he and Lazar 

prosecutors might drop those charges and focus only on other 
charges 

to track the case. 


4. (U) Meanwhile 

legislation should be strengthened in response to the attack. 
Following Duma Speaker Boris Gryzlov\'s January 12 comments 
that such a change in legislation might be necessary 

Security Committee Chair Vladimir Vasilyev argued that 

existing laws provided sufficient grounds to combat 

extremism. The issue was scheduled for discussion at a 
January 13 plenary session. 


AMBASSADOR VISITS SYNAGOGUE 


5. (SBU) The Ambassador visited the Chabad synagogue on 
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January 13 to participate in a prayer service. He met with 

the synagogue\'s Chief Rabbi 

Boruch Cunin and Yosef Aronov. Expressing the USG\'s sympathy 
to the victims of the attack 

he had raised our concern in meetings on January 12 with 

various GOR officials. He stressed that the USG would 

continue to strongly encourage the GOR not only to make 
high-level statements condemning extremism but also to work 
more actively to prevent future incidents. Kogan described 

to the Ambassador past attacks on the synagogue 

other attacks on Moscow\'s Jewish community. Cunin expressed 
hope that USG would actively address the issue with the GOR 

and the Ambassador assured him that the USG was very engaged. 


6. (SBU) Cunin took the opportunity to note his continued 
concern about the Schneerson Collection (ref B and previous). 
He noted that he hoped once more to mobilize the U.S. 
Congress on the issue. 


7. (U) The Israeli Embassy in Moscow reported that Israeli 
Foreign Minister Silvan Shalom expressed concern about the 
incident. An Israeli Embassy spokesperson also said that the 
Israeli Embassy Vis waiting for the Russian authorities to 
take resolute measures to ensure the Jewish community\'s 
security." 


8. (SBU) According to the press 
synagogues throughout Russia. The press also reported that 
following a meeting with Rabbi Lazar 
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authorities took other steps to combat extremism 

improving the mechanism to track distribution of hate crime 
literature. Consulate Yekaterinburg reported that 

to the local press 

Yekaterinburg\'s synagogue. During the Ambassador\'s visit to 
the Chabad synagogue 

presence. 


COMMENT 


9. (C) Although it is still unclear whether the attacker was 

a member of an extremist organization 

clear that he read extremist material and expressed 
anti-Semitic sentiments. The prosecution\'s decision to 
pursue hate crime charges against the attacker is 
encouraging; civil society activists plan to track the case 
closely to ensure those charges are not dropped. The Foreign 
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Ministry\'s January 11 statement about the incident 

as Procurator Generals Ustinov\'s commitment to personally 
oversee the case 

BURNS 
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disposal.\" Reports emerged that the GOI had agreed with the 
settlers not to demolish the houses if the settlers left 
peacefully 

promised the GOI that settlers would not move into the homes. 


-- early August: The GOI said the evacuations and 

demolitions would take place after the implementation of 
disengagement from the Gaza Strip and northern West Bank. At 
some point in August 

of the houses are occupied. 


-- early November: Mofaz promised the High Court that the 
IDF would demolish the homes by late December or January 2006. 


-- late November: The High Court ordered Mofaz to submit 
plans for the evacuations and demolitions; the IDF was 
reportedly negotiating with the settlers living in the houses 
for peaceful solution. 


2. (C) Brigadier General (ret.) Baruch Spiegel 

Defense advisor 

the evacuations and demolitions because the High Court 
ordered the government to delay. Since the settlers filed 

the petition 

\"finish the debate between the authorities and the settlers 
according to Spiegel. (Comment: Spiegel was likely 

referring to the reported negotiations taking place in 
November. End comment.) He said the settlers told the Court 
that they \"have nowhere else to go\" and for this reason 
Court has \"to listen to them 

He also remarked that negotiations in the High Court may 
take more than a week. Spiegel assured econoff that the IDF 
had in fact begun preparations three days ago to evacuate the 
homes in Amona 

Bracha 

outposts are near locations where Palestinian olive trees 
were destroyed 

continue 

settlers committing crimes in the West Bank. 


3. (C) Comment: If confirmed 

the outposts near Nablus as a punishment for settler 
vandalism is welcome news 

need an excuse to dismantle illegal outposts. In addition 
it appears that in the case of Amona outpost 
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finally begun preparations for the evacuation and demolition 
of the permanent homes. For example 

that soldiers had been reassigned from Nablus security to 
take part in the evacuations. Although we have yet to see 
the outcome of this new debate in the High Court 
zig-zagging on its will not encourage GOI efforts to 
dismantle illegal outposts in the future. End comment. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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PSD\'s defection and the departure of Chekkafi and Chaabi mean 
that the Alliance 

in parliament 

form a caucus in the lower house. The PPS will hold its 

seventh annual national congress in April 2006. 


3. (U) To mark the occasion of Eid al-Adha on January 11 
King Mohammed VI performed the Eid al-Adha prayer at the Ahl 
Fes mosque in Rabat 

Prince Moulay Rachid 

Following the prayer 

sacrificing of a ram in front of a distinguished audience 
that included the Prime Minister 

of parliament 

military officials. Keeping in line with his tradition on 

the occasion of important religious or national holidays 
King pardoned or reduced the sentences of 1059 prisoners 
according to Moroccan press. 


4. (U) On December 27 

Toufiq 

Maatouq 

that aims at promoting religious moderation and a return to 
Islam\'s original principles via modern technology and media. 
According to Kuwaiti press 
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signing ceremony Toufiq highlighted the necessity to counter 
extremism in the name of religion. In other bilateral news 
earlier in December 

in Kenitra 

focused on creativity in literature. The event was organized 
with the cooperation of the Moroccan Author\'s Association as 
well as the Ministries of Education and Culture 

poets 


5. (U) On January 8 

Meriem (the King\'s eldest sister) 

reaffirmed to the fifth session of the Children\'s Parliament 
his desire for a national plan to promote the rights and 
improve the situation of children in Morocco (NB: the King 
first called for a national plan for children in May 2004). 
The session held in Rabat and chaired by Princess Lalla 
Meriem 

for Children\'s Rights and of the Children\'s Parliament 
brought together kids from all over Morocco to foster 
interaction and debate. In his message 

he views the Children\'s Parliament as \"tantamount to a school 
grooming children in democratic practice and civil attitudes 
arousing greater awareness of the virtues of dialogue 
coexistence 

exclusion and extremism.\" 


6. (U) On the heels of last month\'s meeting of the World 
Academy for Young Scientists in Marrakech 

government established on January 6 its own academy for young 
scientists in an effort to encourage and promote scientific 
research and strengthen communication within the Moroccan 
scientific community. According to official news agency 
Maghreb Arabe Presse 

Scientific Research 

raise awareness on the importance of conbining scientific 
knowledge with religious and cultural values to contribute to 
sustainable development and to tackle the challenges 
associated with globalization and international changes. 
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7. (U) On December 23 

National Assembly 

of VietnamVs embassy in Rabat. Also in attendance was 
Abdelwahad Radi 

Representatives. The new Vietnamese ambassador to Rabat 
Tay Dyung 

to developing and reinforcing bilateral relations at all 
levels 

markets for Morocco in Asia. 

Visit Embassy Rabat\'s Classified Website; 

http://www. state.sgov.gov/p/nea/rabat 
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Minister for Health 

to engage on this issue? 


Combating the threat of avian flu pandemic is a high priority 

for the GOSKN. The contact persons for the GOSKN are Mr. 
Elvis Newton 

Dr. Patrick Martin 

Health. Both can be reached by phone at: 869-465-2551 
(Government HQ ask for Ministry of Health) or by fax at: 
869-466-8574 or 869-465-1316. Dr. Martin can also be reached 
at the following e-mail address: sknemo@yahoo.com. 


7. Have national laws been reviewed to ensure that they are 
consistent with international health regulations (IHRS) and 
do not pose barriers to avian influenza detection 
containment 


The GOSKN has reviewed its public health laws and has 
determined that they are consistent with international health 
regulations (IHRS) and do not pose barriers to avian 
influenza detection 


8. Is the host country already working with international 
organizations or other countries on the avian flu issue? Are 
government leaders likely to ask for assistance from the U.S. 
or other countries? Would government leaders be receptive to 
messages from U.S. leaders through a bilateral approach 
multilateral forum such as the UN (WHO 

or through bilateral contacts by a third country? What would 
the country want from the U.S. in return for its efforts? 


As noted in paragraph three 
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with international organizations 

The GOSKN would be pleased to continue working on a regional 
and international level with other governments. 
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9. Does the country currently administer annual flu shots? If 
not 

capability (i.e. 

vaccine can the country make) for human influenza vaccines in 
the country? Does the country produce influenza vaccine for 
poultry and if so how much? If the country is developing an 
H5N1 vaccine 

licensing issues? Is there a liability shield for foreign 
makers/donors of vaccines? If not 

being enacted? 


GOSKN does not administer annual flu shots. The likelihood 

of the Government administering annual flu shots is 

contingent upon regional decision-making through PAHO\'s 
Expanded Program on Immunization (EPI). The GOSKN has no 
production capacity for vaccines and none is likely for the 
foreseeable future. 


10. How well informed is the population about the avian flu 
threat and about measures they should take to mitigate the 
threat? What mechanisms are available for providing 
additional information to the population 

rural areas and how effective are these measures? 


The public is continually informed about the threat of avian 
influenza via electronic and print media. Also 
Promotion/Education Unit and Communications Unit of the 
Agriculture Department will continue their media education 
activities 

banners 


11. How capable are the medical and agriculture sectors of 
detecting a new strain of influenza among people or animals 
respectively? How long might it take for cases to be 
properly diagnosed 

influenza viruses be subtyped in the country 

and if not where are they sent? Does the country send 
samples to a WHO/EU/U.S. reference laboratory? 


Column 3 

There is no local lab capacity for strain identification; 
provisions have been made for specimen transfer to CAREC in 
Trinidad. Post has been unable thus far to ascertain how 

long it would typically take to diagnose an animal or human 
avian flu case in St. Kitts 

septel. 


12. What are the critical gaps that need to be filled to 

enhance the country's disease detection and outbreak response 
capabilities? What is the country\'s greatest need in this 

area from the U.S. or international organizations? 


The most critical gap is public health care staffing. Some 
important positions in the country\'s public health system are 
occupied by a sole person. Should such a worker take sick or 
leave 

the worker is replaced. PAHO and CAREC are aware of this 
issue 

rapid-response personnel team to complement vulnerable 
national health systems. 


13. Does the country have a stockpile of medications 
particularly of antivirals 
been ordered 


GOSKN does not have a stockpile of medications or vaccines. 
Medication and vaccine availability during a pandemic is the 
critical issue given that St. Kitts and Nevis is not a 

producing country. 


14. Does the country have a stockpile of pre-positioned 
personal protective gear? 


St. Kitts and Nevis has an inadequate amount of personal 
protective gear 


15. What is the rapid response capacity for animal and human 
outbreaks? Are guidelines in place for the culling and 
vaccination of birds 

limitations on animal movement? 


The Animal Health Unit of the Ministry of Agriculture is 
responsible for surveillance and response activities. 
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Guidelines exist and updates are facilitated by PAHO. Human 
outbreaks will be managed using social-distancing measures in 
the community and quarantine within hospitals or other 
designated facilities. 


16. How willing and capable is the government of imposing 
quarantines and social distancing measures (closing schools 
public gatherings 

quarantines? 


The GOSKN plans to implement all required public health 
measures 

full enforcement 

GILROY 


4. (C) In a separate incident in Tulkarm 

fired shots at the vehicle of Samir Hilal 

coordinator for Salam Fayyad\'s \"Third Way" national list. 
There were no reported injuries. Sources in the \"Third Way 
have reported several incidents of harassment 

January 10 flyer denouncing Fayyad as a US agent (reftel). 


5. (C) Hamas officials in Tulkarm January 12 charged that 
eleven activists arrested in the early morning hours during 
an Israeli arrest operation were engaged in official 
campaigning for the Hamas slate 

Hamas officials said that the Israeli round-up was blatant 
interference in internal Palestinian affairs. 
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block \"consensus\" to actively thwart U.S. objectives. Your 
visit presents an opportunity to remind the GOE that a more 
efficient 

nations. The concept of reform has become an element on 
Egypt\'s internal agenda as well 

2005 elections 

democratic reform. As a regional leader 

positive influence 

Syria/Lebanon situations. End summary. 


2. (C) UN Reform: Egypt\'s stance on the range of UN reform 
initiatives has been unhelpful. Both the FM and your 
counterpart 

Naela Gabr 

December visit to Cairo that Egypt would like to find ground 

for greater cooperation with the U.S. 


Column 3 

results yet. Your meetings present an opportunity to 
continue a high-level dialogue and press for progress across 
the Board. 


3. (C) The FM will likely leave substantive discussions to 
his Assistant Minister. You can expect Ambassador Gabr to 
engage you on the details of Egypt\'s position on each of the 
pending proposals. In short 

are as follows: 


-- Management reform: supports slowing process of reform; 
believes reform not urgent; 


-- Mandate review: opposes review of all mandates over five 
years old; suspicious of review of mandates that impact 
Palestinians; 


-- Human Rights Council: wants same size; limited use of 
country specific resolutions; opposes adopting criteria for 
membership; 


-- Ethics Office: believes office not necessary; Ambassador 
Gabr has requested a description of the proposed mandate and 
estimated cost; 


-- Comprehensive Convention on International Terrorism: 
supports including language that would exempt acts by 
national liberation movements and include acts by national 
militaries. 


4. (C) Egypt and the UNHCR: Relations between the GOE and 
UNHCR are badly strained as a result of a December 30 
incident in which at least 27 Sudanese refugees were killed 
when Egyptian police broke up a three-month-long sit in at a 
small park near Cairo\'s UNHCR offices. The GOE is defensive 
about the incident 

situation and then criticizing the Egyptian response. The 

GOE detained about 2000 protesters but released all but 
approximately 460 

deportation. While working hard to promote greater 
communication/cooperation between the GOE and UNHCR 
refrained from publicly criticizing the GOE\'s inept handling 

of the incident. 


5. (C) Egypt and the IAEA: In the IAEA 

emphasized NPT universality (Israel) over compliance (Iran) 
but Iran\'s decision on January 10 to remove the seals at the 
Natanz enrichment facility has disturbed the GOE. Cairo may 
take note that the Egyptian Director General of the IAEA 
Mohammed el Baradei 

latest breach. There may be cause to hope that Egypt will 
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realize that it should join the international community in 
calling for an emergency meeting of the IAEA Board of 
Governors to consider referring Iran to the UNSC. 


6. (C) Domestic Political Overview: Although Mubarak has 
reaffirmed his commitment to democratic reform and political 
pluralism 

particular 

parliamentary elections to staunch impressive gains by the 
Muslim Brotherhood. Reported election irregularities 
included the use of bribery 

to influence voters 

stations 

on forgery charges and jailed political opposition leader 
Ayman Nour on December 24. Observers agree that Nour\'s real 
offense was challenging Mubarak 

as a potential future President. Nour\'s conviction 

came at significant expense in terms of international 
criticism 

that was wiped out in the parliamentary elections. 
Nonetheless 

economic reform 

dictated by international friends or critics. 


7. (C) Economic Overview: Because the Egyptian leadership 
recognizes that free market policies are essential to create 
growth and jobs and 

the GOE\'s economic reform agenda will likely continue. When 
Mubarak announced a new cabinet on December 31 

all previously-appointed economic reformers and placed some 
additional ministries under the leadership of new reformers. 
Egypt\'s reformers are pushing for a Free Trade Agreement and 
are disappointed that the U.S. has postponed an announcement 
of FTA negotiations. 


8. (C) External Relations: Senior GOE officials have 
consistently urged Bashar al Assad to cooperate fully with 
the Mehlis commission\'s investigation of the Hariri 
assassination. At the same time 

refrain from taking strong action against Syria and warn that 
a post-Asad regime could prove worse than the status quo. On 
Israel/Palestine 

Egyptians had developed a close working relationship with 
Sharon and have been key to brokering agreements on Gaza 
withdrawal 

and training Palestinian security forces. On Iraq 

has supported the political process by hosting Iraqi leaders 
and publicly backing the presence 

Iraq. Nonetheless 

democracy in Iraq and believes that Iraq needs a \"tough but 
fair\" leader to keep the peace. 
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drops" of water per day. 


8. (C) The room 

was crowded further when a man by the name of Mahmoud was 
thrown in with them. Mahmoud 

captured in the Al Washash area of Baghdad. He is a Sunni 
cleric with nine children and 

the duress of continual beatings confessed to membership in 
insurgency groups (possibly in a group called the Islamic 
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Army). As Mahmoud 
Khursheed heard that his wife would sell their home to try 
and pay the ransom demand of $100 


Location of Detention House 


9. (C) Due to the time it took to travel and the location of 
roundabouts and bridges he crossed 

held in a house in the Al Sadr or Al Habibia areas. From the 
detention room 

and believes that he was held near one of the three Shia 
mosques in the area. The house was also near a main road and 
he heard boys playing soccer in a nearby lot. He heard a 
generator running nearby as well. The roof was covered by a 
green tarpaulin to hide the movements of the detainees during 
the day. 


Charges of Torture 


10. (C) Khursheed says that he and IsmaVeel were regularly 
interrogated and beaten 

about the pain from the handcuffs or their detention 
conditions. Khursheed\'s injuries from beatings include a 
dislocated shoulder and possible nerve damage in his fingers 
from the shackles. He also has a large and deep wound on the 
bridge of his nose that may require cosmetic surgery to 
repair. He was beaten daily with metal bars. He also had a 
wet pillow placed over his face while a policeman pressed it 
into his face with his foot. (Note: Emboff personally 

viewed the gash on the nose and cuts in wrists from being 
shackled. These wounds are notable even a week after his 
release). 
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11. (C) Khursheed believes that he and IsmaVeel were beaten 
to ensure their silence prior to the visit of a carpenter and 
welder called to secure the locks on the doors. lsmaVeel 
received the worst of the beatings. They were both hit with 
metal rods 

beaten to keep him quiet. Khursheed suspects that IsmaVeel 
has broken ribs. When he was last with him 

great deal of pain and having difficulty breathing. 


12. (C) After 12 days 

detention center 

burned 

lifted by their feet with a mechanical device. 


Released 


13. (C) Two days after the return of Khursheed to the 
detention facility 

release due to lack of evidence. The more junior officers 
failed to follow the order and kept him for two more days 
after which the colonel returned 

and demanded his released. 


14. (C) The day before his release 

detention hid all the prisoners in a backroom. Khursheed 
suspects that American troops may have visited the center 
and the police did not want them to see the conditions of 
their detainees. 


15. (C) On January 5 Khursheed was taken about 12 minutes 
away to a site on Palestine Street near the Ministry of the 
Interior and released. With the help of friends and family 

he left Iraq 

still has no word on the status of Ismal'eel. 


Identifying the Captors 


16. (C) Khursheed said he was constantly blindfolded and in 
the original raid 

identifying feature he saw of the captors was that one of the 
chief officers had distinctive green eyes. Per above 
Wahash is the name of either a policeman or an Al Jihad 
neighborhood informant. Two of the captors present during 
beatings were referred to as Abu Haider and Walid. All had 
accents of the south 

area of Baghdad. 


Prior run-ins of Khursheed and Isma\'eel 
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17. (C) Khursheed was granted refugee status in Ireland in 
2001 and carries an Irish passport. He was in the Iraqi 
military before Gulf War | 

invasion of Kuwait. He later deserted and was detained and 
beaten for six days after the war. Khursheed currently works 
as an auto mechanic in Dublin. IsmaVeel was arrested by 
Iraqi police seven months ago on charges related to 
connections to Abu Musab Al Zargawi 

released by American forces for lack of evidence. 
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He would like to coordinate with the USG on development of 
such a document. We will follow-up with Fury on specific 
ideas (and provide publicly available USG documents) during a 
subsequent meeting. 

CABANISS 
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violations 

and for which Oxy has paid fines 

Oxy\'s contract (declare caducity) 

assets and turn them over to state oil company PetroEcuador 
without compensation to Oxy. Borja has apparently never 
investigated any of the other oil companies. After Borja\'s 
caducity call in August 2004 

leftists 

jumped on the bandwagon to kick Oxy out and seize its assets 
creating an increasingly politicized and difficult 

negotiating environment. 


5. (C) Oxy has negotiated with GOE officials from the 
Presidency 

PetroEcuador officials and special envoys of the two 
Ecuadorian presidents that have been in office since 2003. 
The latest effort was an initially secret negotiation with 

the current President of PetroEcuador Luis Roman and special 
emissary 

Diego Cordovez 

Alfredo Palacio. Palacio later disclosed the \"secret\" 
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negotiations and negotiators to the press in a December 2005 
magazine interview. Those negotiations looked until this 
week like they were about to bear fruit. 


Missteps and Miscommunication 


6. (C) Minister of Energy Rodriguez was at first kept out of 
the secret negotiations that began in September. He was 
later included in them after threatening to resign under 
public pressure for perceived lack of action on Oxy. Still 

he did bow to the public pressure (that included serious 
threats of criminal legal proceedings against him) and 
notified Oxy last November that Oxy was legally obligated to 
either remedy the alleged violations or explain its actions 
within 60 days. 


7. (C) There are conflicting Ecuadorian laws about whether 
the 60 days refer to calendar or business days. Absent a 
clear legal finding 

file its response in line with the calendar day 

interpretation -- on January 13. But Palacio did not want 
Oxy\'s response to come before his January 15 State of the 
Republic address. Palacio told the Ambassador that if Oxy 
submitted its response this week 

but to declare caducity.\" He called Minister Rodriguez on 
January 11 

Rodriguez to issue a letter to Oxy confirming the February 8 
due date. The resulting letter was unsatisfactorily 
ambiguous 

expected to receive a definitive response regarding the 
February 8 due date by noon on January 13. If it does not 
receive it 

Apparent Deal Falls Through 


8. (C) Oxy informed us on January 6 that President Palacio 
had agreed in December to a general settlement of about $1.4 
billion over the remaining life of Oxy\'s contract. However 

Oxy was concerned that the deal might be falling apart. Oxy 
learned through Rodriguez that Palacio had introduced an 
entirely new idea: for Oxy to buy and then cancel Ecuadorian 
debt as part of the settlement. He also wanted Oxy to pay 
considerably more up front and in cash. Oxy\'s deal amounted 
to roughly $230 million in up front money and the rest was to 
come from the dismissal of Oxy\'s VAT arbitration claim (about 
$140 million) and in contract adjustments over the remaining 
period (about 13 years) of Oxy\'s contract. 


9. (C) Adding to the new problems 
11 that the numbers used in its apparent December settlement 
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which were supplied by PetroEcuador President Roman 
highly optimistic in valuing Ecuadorian oil. They used a 
$50/barrel price for Ecuadorian crude when the current price 
is about $37/barrel. Using the lower figure 

the settlement over the life of the contract is closer to 

$800 million than the $1.4 billion figure that had been 
touted. 


10. (C) In private meetings and telephone conversations with 
the Ambassador on January 11 

of Economy had raised legal and practical concerns about the 
debt scheme 

deal were not as lucrative as he had been led to believe. If 
the numbers did not improve 

but to declare caducity. He also said that he had never 
previously agreed to any settlement 

believe by Rodriguez 


11. (C) The Ambassador reminded Palacio of what was at stake. 
Ecuador was seeking to conclude an FTA with us 

need our support in international financial institutions 

(stating she had just met with World Bank representatives 

that day) 

declaration of caducity. All this was apart from any message 
that the GOE would be sending to investors 

domestic 

to closely follow the matter and encourage a negotiated 
settlement. 


What\'s Next? 


12. (C) Oxy must file its response to the Minister of Energy 
no later than February 8 and perhaps as soon as January 13. 
Once that response is filed there will be renewed public 

calls for a declaration of caducity. The GOE is fully aware 
that the Oxy case must be resolved before a free trade 
agreement between our two countries would be sent to the U.S. 
Congress for approval. Oxy expects to receive a favorable 
decision by late March or April from the Queens Bench Court 
in London on the GOE appeal of the Oxy arbitration award. 
Officials in the Procurador\'s office have told Oxy that they 
want the matter resolved before then because they feel an 
adverse decision from the Court will make it easier for the 
arbitrators to rule in EnCana\'s favor on a similar VAT case 
against the GOE 


Comment 


13. (C) Oxy 
believe that it had a deal with the GOE. Clearly 
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mistaken and the parties are closer to the edge of a caducity 
declaration than they have ever been. It is better that the 
more realistic assessment of the settlement offer came to 

light before a deal was concluded. Once the public realized 
the illusory nature of the amount they would have held 

Palacio responsible which could have led to his downfall and 
made matters even worse for Oxy. The problem is now that the 
GOE has more unrealistic expectations and could demand the 
$1.4 billion settlement amount (or $1.5 billion 

\"sounds better" according to Palacio) based on a more 
realistic pricing mechanism 

negotiated settlement is possible 

expectations and great political will by Palacio and he must 

be ready to take the heat that he will inevitably receive 

from various sectors of society. Thus far 

that he is up to that task. 
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clear-cut evidence against her client. (Note: Weski is also 
the lawyer of former military dictator and current 
Surinamese politician Desi Bouterse 

overturn his conviction for narcotics trafficking rendered 
in the Netherlands in absentia in 1999. End Note.) During 
the trial 

authorities during the investigation 

and wiretapping. She also claimed that the Dutch did not 
obtain authorization for their investigations in Suriname. 
Her objections 

which stated that investigations in Suriname were properly 
led by examining judge Albert Ramnewash and the then 
Commissioner of the Judicial Police 

Santokhi 


5. (U) Operation Fiscus also led to the arrest of 
Parmessar\'s brother 

(See ref B). He was arrested in Suriname 

extradited to the Netherlands where he is expected to face 
trial early this year on drug trafficking and money 
laundering charges. 
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act. Montano has taken a list of proposed amendments to OSHA 
to the cabinet for discussion. Montano will then need 
Parliamentary approval for the amendments 

that the act will be implemented by March. 
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2. (C) Roopnarine\'s assessment of most of the proposed 
revisions is that they are \"not bad\" and simply trade one set 
of concerns for another. For example 

mandates that periodic inspections take place at set 

intervals 

have the inspection schedule based on risk assessments for 
each particular type and place of business. This means that 
lower-risk organizations would go longer between inspections 
while companies in high-risk categories would have more 
frequent required inspections. One proposal that Roopnarine 
is skeptical of involves changing some of the infractions of 
the code from criminal violations to placing them under the 
rubric of \"health and safety violations.\" This would change 
the punishment from jail time to a monetary fine 
Roopnarine\'s opinion 

prison time. 


3. (U) Roopnarine also spoke about the bureaucratic changes 
that will need to take place once the OSHA is implemented. 
The Occupational Health and Safety Division will dramatically 
increase its staffing in order to cover some 27 

workplaces 

will also be given a phase-in period to come up to compliance 
with the act. Inspectors are already issuing advisory 

notices to companies informing them of the changes they will 
need to make to be in full compliance with the law. 


4. (SBU) COMMENT: Until it is finally implemented 

is going to continue to be a thorn in Montano\'s side. The 

two umbrella organizations of labor unions 

Independent Trade Unions (FITUN) and the National Trade Union 
Centre (NATUC) 

stoppage. As reported reftel 

Workers\' Trade Union has expressed readiness to call a strike 
over the issue. Though FITUN and NATUC parted ways over 
political involvement some years ago 

that it is very likely they will join forces on this issue 

as it furthers the interests of all workers. If FITUN and 

NATUC do join forces 

National Movement will need to answer to a united workers\' 
front as well as the United National Congress when 
parliamentary elections are held. END COMMENT. 
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Kirchner 

also thought current interim President Eduardo Rodriguez was 
fine 

Morales \"big victory\" last month could end Bolivia\'s 

political polarization. 
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4. (C) Looking ahead 

predictions about Bolivia\'s future. He said he had met 
Morales only a few times and did not know him well 

his first steps as acceptable. He believed Bolivian culture 

was very different - very indigenous!" - an aspect that 
differed greatly from Argentina. (However 

acknowledged that there were many \"hard-working\" Bolivians 
living and working in Argentina 

provinces.) Nevertheless 

committed to Bolivia\'s success. The GOA\'s objective was the 
\"consolidation of republican institutional government." 
Kirchner said he would work with Brazil\'s President Lula 
towards this end. He also said MERCOSUR was the best 
mechanism to work out problems in the sub-region. 


5. (C) Kirchner also hoped to solve the \"energy question\" -- 
Argentina\'s purchases of natural gas 

Morales will probably raise. \"We get only 4.5 million cubic 
meters a day from Bolivia 

meters a day to Chile.\" In effect 

\"triangulating\" gas. Kirchner said that any problems in the 
supply from Bolivia would be offset by reducing sales to 
Chile. (See ref. A for more details on Argentina\'s energy 
relationship with Bolivia.) 


6. (C) A/S Shannon said we also wanted success in Bolivia 
but that the country would need a great deal of help. He 
said both Argentina and Brazil had primary interests in 
Bolivia 

that BoliviaWs situation improved. Shannon said our 
relations with Morales would not be easy 

waiting to see what kind of relationship he wanted with the 
United States. 


7. (C) A/S Shannon underscored the importance of having 
decided on a date for the Haitian elections and the need to 
defend that date. He said many Haitian elites would prefer 
for there to be no election at all. MINUSTAH 

will be unable to make real progress until the Haitians can 

elect a new government. He said Argentina had played an 
important role in Haiti. (Argentina currently has about 600 

soldiers deployed as part of MINUSTAH.) 


8. (C) Kirchner said that there was \"permanent instability\" 
in Haiti and that we should try to avoid another cycle of 
elections 

that the key issue was personal security. Haitians in the 
U.S. 
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well. Taiana added that there had been recently 240 
kidnappings within a one-month period. Taiana also noted 
that there would be a January 20 meeting of Core Group Vice 
Foreign Ministers in Haiti. 


MERCOSUR 


9. (C) Consolidation of MERCOSUR 

important. In this regard 

important roles to play. It was their responsibility 

said 

Uruguay and Paraguay 

economies.\" He compared MERCOSUR to the European Union 
which he said had consolidated very quickly. With the right 

tools 

could function well. 


Bilateral Relationship 


10. (C) Kirchner said that apart from our disagreement on the 
FTAA 

came as close as he could to an apology 

been \"too preoccupied with the (October 23) election\" and 
that he \"should have paid more attention to the Summit.\" He 
said that \"we should never disagree publicly\" in the future. 
Kirchner said we should try to solve our problems behind the 
scenes 

private.\" Nevertheless 

had President Bush in Argentina and that he had no desire to 
distance himself from the United States. He wanted to deepen 
the bilateral relationship. Kirchner even extended Q 

invitation for President Bush to visit Argentina again. 


11. (C) A/S Shannon said we were disposed to work with 
Kirchner 

of the sub-region. Our support for Argentina in the IMF had 
been based on this premise. Shannon said other countries 
could learn from Argentina\'s experiences in using economic 
growth to fight poverty. 


Comment 


12. (C) After the visit 

part of our GOA interlocutors and the general public. No one 
felt comfortable with the state of relations after Mar del 

Plata. The changing of the Bolivia equation has made both 
sides more amenable to dialogue and cooperation. We should 
not be under any illusions that Kirchner is going to reject 
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Chavez and sign the FTAA; but in a time of indigenous 
ferment 

commercial interests vis-a-vis Europe 

longer an issue 

look for common approaches. On Bolivia 

Kirchner has a close relationship with Evo Morales 

whatever personal ties that may exist could be undone over 
Morales likely demand for higher gas prices and an increase 
in the flow of illicit drugs from Bolivia. Finally 

Kirchner\'s meeting with A/S Shannon sends a powerful internal 
message to the GOA; that Argentina needs and wants a closer 
relationship with the United States. This strong signal will 

help us on our core interests. 


13. (U) Reftels available at 
http://www .state.sgov.gov/p/wha/buenosaires.< /a> 
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international shareholders (one of them half owned by U.S. 
engineering multinational Bechtel) settling their 
long-festering investment dispute. Under the agreement 
GOB will purchase - for a total of USD 25 cents - eighty 
percent of the shares in Aguas del Tunari 

company selected to manage the Cochabamba water concession 
(and whose assets were allegedly expropriated by the GOB) 
and assume the companys liabilities. The settlement averts 
a possible ruling against the GOB in a case before the 
International Center for the Settlement of Investment 
Disputes (ICSID) and suggests that the threat of arbitration 
is less leverage in Bolivia than it might seem. End summary. 


2. (U) In April 1999 

water and wastewater services for Cochabamba\'s 600 
residents 

sanitation services. Two foreign investors 

Water Limited 

construction multinational Bechtel 

construction company 

venture company called Aguas del Tunari. The two 
international investors owned 55 and 25 percent of the 
shares 

the remaining 20 percent. 


3. (U) Aguas del Tunari won the bid 
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contract negotiations 

percent average hike in unit rates for water and sewerage 
services 

tariff structure 

percent more 

reserved for high-volume users. 


4. (U) Aguas del Tunari began operating Cochabamba\'s water 
and wastewater system in November 1999 

supply by 30 percent in its first two months through repairs 

to the city\'s existing network. Improved supply and 

availability led residents to use significantly more water 

which meant many incurred substantially higher bills. 


5. (U) In mid-January 2000 

opposition to the contract. Several civic groups began 
demonstrating in early February 

across the country. The GOB dispatched military personnel in 
early April to attempt to quell the unrest 

violence erupted. In the course of several protests 

Bolivians were killed. Aguas del Tunari discontinued 
operations 


6. (U) In May 2000 

negotiate an amicable settlement of the companys claims for 
compensation 

expropriated by the GOB at USD 25 million. After 17 months 
of fruitless discussions 

for arbitration with the International Center for the 

Settlement of Investment Disputes (ICSID) 

affiliated body with jurisdiction over the case by virtue of 

a bilateral investment treaty between Bolivia and the 
Netherlands 

International Water Limited 


7. (SBU) Comment: Many see these developments 

referred to as the Cochabamba \"water war 

volley of a gathering popular revolt against Bolivia\'s 
so-called neo-liberal economic model. In this view 

MAS\'s decisive victory in the December elections represents 
the culmination 

this powerful social movement. End comment. 


8. (SBU) While waiting for ICSID to determine whether it 
would reject GOB objections to its jurisdiction and review 
the case 

continued settlement negotiations with GOB officials. 
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Michael Curtin 

consultant to International Water Limited 

agreed in mid-December 2005 to purchase - for a total of two 
bolivianos 

International Water and Abengoa. In so doing 

acquire 80 percent ownership of Aguas del Tunari and avert a 
possible negative arbitral finding in the ICSID case. As 

both defendant and (as Aguas del Tunari\'s new owner) 
claimant 

settlement agreement also freed the two international 
shareholders of any and all liabilities relating to the case. 


9. (SBU) Putting a positive spin on the deal 

Econoff January 10 that all sides win in the agreement: 
President Rodriguez and President-Elect Morales can say they 
avoided arbitration and saved Bolivia a potential USD 25 
million negative arbitral finding 

shareholders can relinquish any remaining liabilities and 
extricate themselves from a longstanding investment dispute. 
Curtin said the investors hope to sign the settlement 
agreement before January 22 

takes office. 


10. (SBU) While resolving a long-festering problem is a 
definite plus for all sides 

investors in Bolivia is ambiguous at best. Aguas del Tunari 
negotiators appear to have decided that accepting a 
settlement now is better than trying to retrieve a USD 25 
million investment in protracted arbitration negotiations 
from a government whose future willingness and ability to pay 
up is in doubt. The case suggests that arbitration is less 
leverage in Bolivia than it might seem - a lesson that 
hydrocarbons companies 

trigger letters to the GOB 
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against the Revolutionary Armed Forces of Colombia (FARC) 
the FARC continues to use the drug trade as its major financing 
source. Over 14 

Defense Forces (AUC) have demobilized 

although the AUC is still involved in the drug trade and 
continues to challenge the Revolutionary Armed Forces of Colombia 
(FARC) for control of key coca and poppy cultivation areas. In 
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addition 

Liberation Army (ELN) deserted in 2005 

intelligence. Colombia is a party to the 1988 UN Drug 
Convention. 


II. Status of Country 


2. Colombia is the source of over 90 percent of the cocaine and 
almost 50 percent of the heroin entering the United States. It is 
also a leading user of precursor chemicals and the focus of 
significant money laundering activity. Developed infrastructure 
such as ports on both the Pacific and the Atlantic 

international airports 

narcotics terrorists with many options. The presence of various 
illegal armed groups in Colombia that are involved in narcotics 
trafficking compounds the normal problems associated with 
narcotics trafficking. These groups include the FARC 

and the ELN. These groups control areas within Colombia with high 
concentrations of coca and opium poppy cultivation 
involvement in narcotics continues to be a major source of 
violence and terrorism in Colombia. Drug use in Colombia is 
increasing 

reduction programs. The judicial system continues the transition 
to an oral accusatorial system 

responsibilities of the judges 

investigators. The system is now functioning in Bogota and three 
municipal areas and is proving to be efficient and effective. 

Six new municipal areas will be added in 2006 

and Cali. Over 17 

investigators received intensive training in the new accusatory 
system by the end of 2005. The GOC plans to have the system 
installed nationwide by 2008. 


III. Country Actions Against Drugs in 2005 


3. Policy Initiatives. The Justice and Peace Law 

July of 2005 

demobilize with certain legal protections and assurances. 
Narcotraffickers 

able to take advantage of this law and will be prosecuted if 
captured. The new law has greatly accelerated the demobilization 
of AUC paramilitary groups 

armed groups enmeshed in narcotrafficking from the field. This 
decrease in armed narcoterrorists in the countryside bodes well 
for our bilateral efforts to battle narcotrafficking 

some supposed paramilitary members will remain narcotraffickers 
outside the law. The GOC also increased the number of Manual 
Eradication Groups (GMEs) to 60 and is planning to implement a 
massive manual eradication operation in one of Colombia\'s largest 
national parks. Lastly 

reform package for the military justice system. This package 
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will improve the long-term functioning of the military 

critical to successful efforts against narcoterrorists. 

4. Demand Reduction. The Colombian government is developing a 
national Demand Reduction Strategy. The Ministry of Social 
Protection completed a comprehensive survey of school age drug 
use that will serve as a baseline for the strategy. Many private 
entities and non-governmental organizations (NGOs) work in the 
area of demand reduction 

program. The USG is currently coordinating with the National 
Directorate on Dangerous Drugs (DNE) to develop a registry of 
NGOs working in demand reduction. Once completed 

to sponsor a national demand reduction NGO conference to 
synchronize efforts across the country 

formation of a demand reduction NGO network. 

5. Culture of Lawfulness. The USG continues to support respect 
for rule of law and civic responsibility. The Culture of 
Lawfulness program has taught over 16 

schools using over 320 teachers who stress the importance of 
lawfulness in society. The program is being integrated into 
Colombian National Police (CNP) basic training programs. Already 
in ten cities 

in 2006 to move the program closer to self-sufficiency. 

6. Port Security. Various USG agencies work with DIRAN and 
private seaport operators to prevent narcotrafficking in 
Colombia\'s ports. DIRAN provides police personnel 

authorities work to improve their own security and provide 
equipment and infrastructure support to the DIRAN units 

the USG provides coordination 

training. In 2005 

of heroin were seized in the four principal Colombian ports with 
38 arrests. The USG works separately with DIRAN and Airport 
Police to prevent Colombia\'s international airports from being 
used as export points for drugs. In 2005 

confiscated 862 kilos of cocaine and 73 kilos of heroin 

making 55 arrests. 

7. Hundreds of Colombian companies participate in a USG Business 
Alliance for Secure Commerce (BASC) program 

increase the effectiveness of law enforcement by deterring 
narcotics smuggling in commercial cargo shipments. All major 
port cities have an active BASC program. 

8. Environmental Safeguards. The illicit crop eradication 
program follows strict environmental safeguards monitored 
permanently by several Government of Colombia agencies. The 
spray program adheres to all GOC laws and regulations 

the Colombian Environmental Management Plan. The USG also 
reviews the program on a yearly basis. The OAS published a 
study in 2005 positively assessing the chemicals and 
methodologies used in the aerial spray program. 

9. Since the tracking of complaints began in 2001 

Government of Colombia has processed approximately 5 
complaints of crop damage by spray planes 
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complaints in 2005 alone. Only 28 complaints of accidental 
spraying of food crops or pastureland have been verified and 
compensation paid. To date 

than $159 

10. All claims of human health damage alleged to have been 
caused by aerial spraying are aggressively investigated by the 
Government of Colombia. Since the spraying began 

National Institute of Health has not verified a single case of 
adverse health effects. 

11. Extradition and Mutual Legal Assistance. The number of 
extraditions from Colombia to the United States has increased 
significantly in recent years. In President Uribe\'s 

administration 

Colombian nationals and 11 non-nationals extradited by the end of 
2005. 

12. In early 2005 

Valderama (aka \"Comandante Sonia\") and other criminal associates 
for drug trafficking and terrorism charges. Colombia also 
extradited Cali Cartel leader Miguel Rodriguez Orejuela in 2005. 
Other high-ranking drug trafficking targets arrested and/or 
extradited include Consolidated Priority Targets and members of 
the North Valley CartelYs Top 10 list 

Parra 

Florez. 

13. There is no bilateral mutual legal assistance treaty between 
the UNITED STATES and Colombia 

well via mutual legal assistance provisions in multilateral 
agreements and conventions 

Legal Assistance. During 2005 

requests were submitted by the UNITED STATES and over 50 
responses received from the GOC. We expect the responses to the 
other requests will be made in 2006. The Colombian government 
also provides extensive cooperation with regard to U.S. 
investigations and prosecutions. Several specialized Colombian 
law enforcement units work closely with U.S. law enforcement 
agencies to investigate drug trafficking organizations as part of 
our bilateral case initiatives 

in the areas of intelligence information 

contraband seizures 

14. Demobilization. Colombia is home to three formally 
designated Foreign Terrorist Organizations. The Justice and 
Peace Law passed in 2005 accelerated the pace of demobilization 
of at least one 

AUC members had demobilized collectively by the end of 2005. 
Diego Murillo Bejarano 

paramilitary commander who was part of the original 
demobilization negotiations with the Colombian government in late 
2002 

arrest. Shortly afterwards 

more than 2 

assistance for the collective demobilization process and is being 
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asked to do more by the Government of Colombia. The ELN with a 
little over 2 

government. 

15. In addition 

FARC 

government forces under a USG-supported MOD program that actively 
promotes desertion via information campaigns. The program trains 
military and police units on the proper handling of deserters; on 
interviewing them for intelligence value; and on certifying them 

for transfer to the Ministry of Interior and Justice program for 
reintegration into civil society. Since August of 2002 

President Uribe took office 

terrorist groups have deserted individually 

the middle-management and rank and file of these organizations. 
The MOD estimates that at least 50 percent of all successful 
military and police operations are based on intelligence 

generated by this program. 

16. Public Security. During 2005 

continued consolidating control in all parts of the country 

building on success in firmly establishing a police presence 
countrywide at the beginning of the Uribe Administration. There 
are now police in all of Colombia\'s 1 

limiting the influence of illegal armed groups and denying their 
sources ofincome. This increased government presence has 
contributed to the increasing desertion rates. Other security 
indicators also were very positive in 2005: homicides down by 13 
percent 

attacks down by 21 percent 

Displaced Persons (IDPs) down by 15 percent. 

17. Law Enforcement Efforts. The CNP 

all interdiction records in 2005 

processed cocaine (HCI) and coca base seized 

laboratories destroyed 

combined public forces (Army 

a record total of 228 metric tons of cocaine and coca base and 
destroyed 200 HCI laboratories. DIRAN also conducted numerous 
joint operations with the military against high-value 

narcoterrorist targets. Asset seizures were up by more than 500 
per cent in 2005. This included the drugstore chain owned by the 
Rodriguez Orjuela brothers valued at several hundred million 
dollars. 

18. The CNP\'s Mobile Rural Police (Carabineros or EMCAR) reported 
impressive final results for 2005. EMCAR squadrons captured 275 
narcotics traffickers and 1 

captured 3 

metric tons of coca base 

142.5 metric tons of solid precursors. A total of 52 EMCAR 
squadrons have now been trained and deployed and their work along 
with the \"Municipio\" or hometown CNP units was largely 
responsible for the continued improvement in public security 
throughout rural Colombia. 
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19. DIRANVs Jungle Commandos (Junglas) also had a great year. 
The Junglas are air mobile units that have received significant 
specialized USG training and are often the unit of choice for 

tough missions. The Junglas primary mission is the destruction 
of HCI labs and interdiction missions. The Junglas were 
responsible for the destruction of over half of the HCI and base 
labs destroyed by the CNP and a significant quantity of the 
seizures. 

20. The Colombian Army Counter Drug (CD) Brigade (BDE) seized 
over 3 metric tons kgs of cocaine and destroyed 14 HCI labs and 
209 base labs. Over 168 tons of liquid precursors and 180 tons 
of solid precursors were destroyed by the CD BDE. They also 
dismantled 22 narco-terrorist base camps and killed or captured 
78 narcoterrorists. 

21. Firewall Program. This program on Colombia\'s north coast was 
quite successful in targeting go-fast boats leaving Colombia for 
the transit zone. While DEA has the lead 

agencies 

contributed to this program\'s success. A small USG-supported 
Colombian Navy unit (GREAS) is now providing targeting 
information on up to 80 percent of all maritime seizures along 

the north coast. The GREAS also received significant training 
equipment 

Operation Firewall contributed to the seizure of over 47 metric 
tons of cocaine. 

22. Kingpin or WCabecillasW Group. The DIRAN permanent task 
force to target the Kingpin (Cabecillas) who are the leadership 

of the narcotics terrorist organizations continues to work 

towards capturing the more than 300 Kingpins. The special police 
teams gather intelligence against the Kingpins and the DIRAN 
intelligence fusion center analyzes the intelligence and 
participates in operational planning. Since the group was 

formed 

resulting in the capture of several leadership targets. 

23. Operation Knockout. In June of 2005 

seized 10.7 METRIC TONS of cocaine 

$142 million dollars worth of properties and currency. This 
intelligence driven operation that attacked the source 

and target zones was successful due to the leveraging of all 
intelligence and operational resources from the USG and the GOC. 
24. High-Value Targets. In 2005 

killed and many other important leaders were either killed or 
captured. In addition 

Cano 

were arrested and are now awaiting extradition to the United 
States. 

25. Corruption. The GOC does not encourage or facilitate illicit 
production or distribution of narcotic or psychotropic drugs or 
other controlled substances or related money laundering. The GOC 
has enacted appropriate legislation to combat money laundering 
and related financial flows associated with narcotics trafficking 
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and has established a unit made up of officials of the Ministries 

of Justice and Finance that tracks the illegal flow of money. 
Allegations of corruption within the Office of the Prosecutor 
General have fallen off sharply in the last year. Widespread use 
of polygraph exams has been a constructive tool in the fight 
against corruption. 

26. A specialized Anti-Corruption Task Force Unit exists to 
investigate and prosecute public corruption crimes. Corruption 
clearly plays a major role in the continued diversion of 

precursor chemicals. Colombia is party to the Inter-American 
Convention Against Corruption. Colombia has signed 

ratified 

27. Agreements and Treaties. Colombia is a party to the 1988 UN 
Drug Convention 

1998 meets the strategic plan requirements of that convention. 
The GOC is generally in line with the other requirements of the 
convention. In September 2000 

signed an agreement formally establishing the Bilateral Narcotics 
Control Program. This effort provides the framework for specific 
counternarcotics project agreements with the various Colombian 
implementing agencies. 

28. Colombia and the UNITED STATES are signatories to the OAS 
Convention on Mutual Legal Assistance. The GOC and the United 
States are also parties to a Maritime Shipboarding Agreement 
signed in 1997 

international waters and setting guidelines for improved 
counternarcotics cooperation between the Colombian Navy and the 
U.S. Coast Guard. Colombia is a party to the UN Convention 
against Transnational Organized Crime 

trafficking in persons. 

29. Cocaine. Based on the most recent CNC cultivation estimates 
along with the DEA coca yield and laboratory efficiency data 
Colombia had the potential in 2004 to produce 430 METRIC TONS of 
100 percent pure cocaine base from locally grown coca plants. 
This put estimated Colombian potential cocaine production below 
the historic levels of 1998. Although the Colombian coca crop 
estimate remained statistically unchanged between 2003 and 2004 
reductions in coca productivity through eradication of mature 
crops resulted in an estimated six percent reduction in cocaine 
production during that timeframe. Based on average purities of 
bulk seizures in the United States 

515 metric tons of export quality\" cocaine. Colombian 
counternarcotics efforts have reduced Colombia\'s capacity to 
produce cocaine by 43 percent since 2001. Export quality cocaine 
production has declined from 905 metric tons in 2001 to 515 
metric tons in 2004. This success is reflected in the February 

to September 2005 19 percent increase in the price of cocaine. 
30. Heroin. According to the latest USG estimates 

the potential to produce 3.8 metric tons of 100 percent pure 
heroin. Eradication has reduced Colombian opium poppy cultivation 
by 68 percent since 2001 
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This marked reduction in opium poppy crop size in Colombia may be 
reflected in the most recent statistics on the price and purity 

of heroin in the United States: DEAYs Domestic Monitoring 
Program Report published in 2005 

heroin samples declined in purity by 22 percent and increased in 
cost per pure gram by 30 percent between 2003 and 2004. Longer- 
term trends demonstrate even greater progress. The Domestic 
Monitoring Program Report shows a 37 percent reduction in purity 
and a 40 percent increase in price per pure gram of South 
American heroin in the United States during the span of 2001 to 
2004. 

31. Synthetic Drugs. Both availability and consumption of 
Ecstasy in Colombia are steadily rising. The majority of Ecstasy 
found in Colombia enters from Europe in powder form and is 
locally pressed into pills. There has been no evidence of 

Ecstasy being smuggled from Colombia to the United States 

is believed that almost all Ecstasy is for local consumption. 
Colombian production of Ecstasy is believed to be limited. The 
Colombian National Police raided one Ecstasy lab and one 
amphetamine pill press facility in 2005. 

32. Drug Flow/Transit. Cocaine and heroin are transported by 
road 

Source Zone to the Colombian Transit Zone north and west of the 
Andes Mountains. Primary transportation nodes include the larger 
airports 

fast vessels can transport cocaine. A smaller 

cocaine smuggling method is to use small civilian aircraft from 
clandestine airstrips in eastern and southeastern Colombia to fly 
cocaine to Brazil 

countries the cocaine is either consumed domestically 

transferred to maritime vessels for shipment to the United States 
or Europe. 

33. Colombia\'s coastal regions are major transshipment points for 
bulk maritime shipments of cocaine. The vast majority of the 
drugs shipped from the coastal regions originate from production 
areas in the south-central portion of the country 

from other less prolific growing areas in the northern third of 
Colombia. Most shipments are organized by well-established 
trafficking organizations based in Cali 

elsewhere. 

34. Go-fast boats are then regularly used to on/off-load drugs 
onto fishing vessels or other mother" ships at sea. Go-fast 
boats also transport drugs to Central American and Caribbean 
transshipment countries 

range. Fishing vessels and commercial cargo ships continue to be 
used to transport large quantities of drugs via both Atlantic and 
Pacific routes. Fishing vessels usually travel to Mexico or 
Guatemala 

or Europe. The drugs are hidden in container cargo 

or hidden compartments built into ships. 

35. Cocaine is also transported from Colombia to the United 
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States and other countries via commercial air cargo or concealed 
aboard commercial aircraft. The use of \"mules\" (couriers) 
traveling as passengers on commercial airlines is frequent 
though the quantities transported in this manner are relatively 
small. 

36. Heroin is often concealed in the lining of clothing or 

luggage. There is also ingestion by airline passengers 
\"swallowers.\" The CNP/Airport Interdiction Group has experienced 
great success in identifying and arresting \"swallowers\" at the 
international airports in Bogota 

also significant quantities of heroin being shipped from 
Colombia\'s Pacific Coast 

trend of heroin shipments being combined with cocaine shipments 
on go-fast boats departing from the Atlantic coast continues. 

37. Colombian heroin transportation organizations use trafficking 
routes through Argentina 

Venezuela to move heroin to the United States. In many cases 
couriers depart from Colombia through the international airports 
in Bogota 

and then transit one or more countries before arriving in Mexico. 
From Mexico 

border into the United States and transported by courier to its 
final destination. 

IV. U.S. Policy Initiatives and Programs 

38. U.S. Policy Initiatives. The aerial eradication spray 

program again set a new record in 2005. The program sprayed some 
138 

surpassing 2004\'s total for illicit crops. The illicit coca 

cultivation eradicated would have yielded over 150 METRIC TONS of 
cocaine with a street value of over $15 billion. Continued 

closer intelligence coordination and more intensive utilization 

of the CD Brigade has kept the number of hostile fire impacts on 
spray aircraft below historic levels 

sprayed more hectares. Maintaining hits below historic levels has 
helped to sustain the operational tempo of aerial eradication 
operations by reducing time lost to repair damaged aircraft. 
During the year 

spray operation 

39. The Plan Colombia Helicopter Program (PCHP) 

1N 

dedicated support to the CD Brigade and 

other support to human rights-certified Colombian military and 
Public Security Forces. In 2005 


hours 

cargo 

civilian personnel. This year the program lost one UH-60 and one 
UH-1H Il. PCHP also participated in a number of high value 

target (HVT) missions. The nationalization of the PCHP continues 
with more than 100 contract American pilots and mechanics leaving 
the program in 2005 to be replaced by Colombian Army (COLAR) 
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personnel. 

40. The interdiction programs set new records in 2005 

228 metric tons of cocaine 

These 228 metric tons are equivalent to 75 percent of the 
estimated amount of cocaine that enters the UNITED STATES and 
would have sold on the streets of the UNITED STATES for almost 
$23 billion. These numbers combined with those from eradication 
mean that our eradication and interdiction efforts kept 378 
METRIC TONS of cocaine off the streets of the UNITED STATES with 
an estimated street value of over $38 billion. 

41. Immigration and Customs Enforcement (ICE) and Customs Border 
Patrol (CBP) continue to provide training and technical 

assistance to improve the ability of border control agencies in 
Colombia to combat money laundering 

commercial fraud. The emphasis has been on seaports and airports. 
The Bureau of Alcohol 

technical assistance and training to numerous GOC entities to 
ensure that they can deal with the threat of explosive devices 

and the Bureau of Prisons (BOP) has a small program that provided 
technical assistance and training to its GOC counterpart. 

42. The USG continues to support DIRANVs aviation unit (ARAVI) 
comprised of 19 fixed-wing and 61 rotary-wing aircraft. In 

addition to counternarcotics missions 

approval 

targeted intelligence gathering 

HVT missions 

nationalization efforts 

more pilots and mechanics within Colombia and perform more 
maintenance and repairs in Colombia. USG funds financed a modern 
state of the art maintenance hangar that allows ARAVI to perform 
depot-level maintenance on the 31 Huey Ils 

to shipment of aircraft back to the United States. In addition 

two of seven American technical advisors have been replaced with 
Colombians. With USG assistance 

Vision Goggle (NVG) use in 2005 after a long hiatus in their 
program due to previous accidents and aircraft losses. Long-term 
work on the fleet to ensure full NVG compatibility is ongoing. 

43. The Air Bridge Denial (ABD) program completed 28 months of 
operations in 2005. ABD operations in 2005 contributed to the 
destruction of two aircraft 

Colombia and three others in Central America 

almost four metric tons of cocaine. 

44. USG and GOC joint efforts are having a major impact on 

illicit agriculture. To encourage farmers to abandon the 

production of drug crops 

cultivation of over 76 

more than 1 

the last five years. More than 64 

have benefited from these programs. 

45. In addition to combating drug production and trafficking 

USG is assisting Colombians in the areas that have been most 
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ravaged by the drug trade. For example 

delivery of public services in 156 municipalities 

delivery of potable water and sewage treatment. To date 

has provided non-emergency support for over two million 
Colombians internally displaced by narcotics terrorism 

aid for over 2 

peaceful-coexistence centers have been created in small 
municipalities to provide onsite administrative and legal 
assistance 

community meetings 

GOC\'s presence in rural areas was expanded by the creation of 40 
Justice Houses 

conflict resolution. 

46. The USG 

of law assistance 

strengihening its criminal justice system. DOJ 

USG agencies have provided training 

equipment to enhance the capacity and capabilities of the 
Colombian system and to make it more transparent to the public. 
In addition to the more than 17 

judges trained in the new accusatorial system 

have been trained in investigative and forensic areas like human 
rights 

counterfeiting 

47. The Road Ahead. Colombia and the United States 
together 

since Plan Colombia began in late 2000. Colombia and its 
President have demonstrated the political will to deal with the 
scourge of narcoterrorism. If this joint effort is sustained 

the trends of decreased cultivation and increased interdictions 
will continue favorably. That 

governance and decreasing criminality 

and desertions 

improvement 

industry and reduce the flow of drugs into the United States 
while diminishing the power and influence of narcoterrorist 
organizations. 

48. Challenges for 2006 include continuing transfer of greater 
responsibilities in counternarcotics funding and operations to 
the GOC 

rapid replanting of coca in areas sprayed by program; dealing 
with increased illicit cultivation in Colombia\'s national parks; 
supporting the GOC\'s efforts to demobilize and reintegrate ex- 
combatants 

processes; increasing the number of police to deal with the power 
vacuum created by the demobilization of the AUC; maintaining 
political will; helping the Colombians gain control of the vast 
Pacific coastal zones; and maintaining an aging air fleet that is 
required to fly more hours every year. 

49. The benefits of USG efforts in Colombia are not limited to 
law enforcement and counternarcotics successes. Democracy 
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economic stability 

and regional security are all enhanced by our bilateral 
counternarcotics programs in Colombia. 

WOOD 
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Canada. For the vast majority of small acquisitions 

well as the establishment of new businesses 

investors need only notify the Canadian government of their 
investment. 


Industry Canada must be notified of any investment by a non- 
Canadian to establish a new business 

acquire direct control of an existing business that has 

assets of at least C$5 million; or to acquire the indirect 

control of an existing Canadian business with assets 
exceeding C$50 million in value. However 

threshold is higher for firms from member countries of the 
World Trade Organization (WTO) 

the review threshold for WTO members is expected to be C$265 
million 

WTO investors. The Canadian government must be notified of 
an indirect acquisition of a Canadian business by firms from 
WTO-member countries 

acquisitions of any size in \"cultural industries\" such as 
publishing 

acquisitions. 


Investment in specific sectors is covered by special 
legislation. For example 

financial sector is administered by the federal Department 
of Finance Investment in an activity that is related to 
Canada\'s cultural heritage or national identity is 
administered by Heritage Canada. Under provisions of 
CanadaWs Telecommunications Act 

transmission facilities is limited to 20 percent direct 
ownership and 33 percent through a holding company 
effective limit of 46.7 percent total foreign ownership. 

The Broadcast Act governs foreign investment in radio and 
television broadcasting. (See below for more detail on 
these restrictions.) 


Canada\'s federal system of government subjects investment to 
provincial as well as national jurisdiction. Restrictions 

on foreign investment differ by province 

confined to the purchase of land and to provincially- 

regulated financial services. Provincial government 

policies 

requirements in Quebec 

and environmental protection 
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investors. 


US foreign direct investment in Canada is subject to 
provisions of the Investment Canada Act 

NAFTA. The basic obligation assumed by the two countries in 
Chapter 11 of the NAFTA is to ensure that future regulation 
of Canadian investors in the United States 

investors in Canada 

that extended to domestic investors within each country -- 
\"national treatment." Both governments are completely free 
to regulate the ongoing operation of business enterprises in 
their respective jurisdictions under 

law 


Existing laws 

except where specific changes were required. The practical 
effect of this was to freeze the various exceptions to 

national treatment provided in Canadian and US law 
restrictions on foreign ownership in the communications and 
transportation industries. The Canadian government retains 
the right to review the acquisition of firms in Canada by US 
investors at the levels applicable to other WTO members and 
has required changes before approving some investments. 


Both governments are free to tax foreign-owned companies on 
a different basis from domestic firms 

not result in arbitrary or unjustifiable discrimination 

to exempt the sale of Crown (government-owned) corporations 
from any national treatment obligations. Finally 

governments retain some flexibility in the application of 
national treatment obligations. They need not extend 

identical treatment 

\"equivalent.\" 


Services Trade 


Bilateral services trade is largely free of restrictions and 

the NAFTA ensures that restrictions will not be applied in 

the future. However 

those in the financial sector 

NAFTA. The NAFTA services agreement is primarily a code of 
principles that establishes national treatment 

establishment 

transparency for a number of service sectors specifically 
enumerated in annexes to the NAFTA. The NAFTA also commits 
both governments to expand the list of covered service 

sectors (except for the financial services covered by NAFTA 
Chapter 14). 


Federal Procurement 
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The NAFTA grants US firms that operate from the United 
States national treatment for most Canadian federal 
procurement opportunities. However 

barriers exist that often exclude US firms established in 
one Canadian province from bidding on another province\'s 
procurement opportunities. As a first step in the ongoing 
and difficult process of reducing trade barriers within 
Canada 

governments negotiated an Internal Trade Agreement that came 
into effect on July 1 

framework for dealing with intra-Canada trade in ten 
specific sectors and establishes a formal process for 
resolving trade disputes. 


Besides the areas described above 

provisions that enhance the ability of US investors to 

enforce their rights through international arbitration; 

prohibit a broad range of performance requirements 
including forced technology transfer; and expand coverage of 
the NAFTA investment chapter to include portfolio and 
intangible investments as well as direct investment. 
Investments In Cultural Industries!" 

Canada defines \"cultural industries to include: 


*the publication 
periodicals or newspapers 
printing or typesetting; 


*the production 
video recordings 


*the publication 

machine-readable form; 

*any radio 

undertakings and any satellite programming and broadcast 
network services. 


The ICA requires that foreign investment in the book 
publishing and distribution sector be compatible with 
Canadian national cultural policies and be of \"net benefit" 
to Canada. Takeovers of Canadian-owned and controlled 
distribution businesses are not allowed. The establishment 
of new film distribution companies in Canada is permitted 
only for importation and distribution of proprietary 
products. (In other words 

world rights or be a major investor). Direct and indirect 
takeovers of foreign distribution businesses operating in 
Canada are permitted only if the investor undertakes to 
reinvest a portion of its Canadian earnings in Canada. 


The Broadcasting Act sets out the policy objectives of 
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enriching and strengthening the cultural 

and economic fabric of Canada. The Canadian Radio- 
television and Telecommunications Commission (CRTC) 
administers broadcasting policy. Under current CRTC policy 
in cases where a Canadian service is licensed in a format 
competitive with that of an authorized non-Canadian service 
the commission can drop the non-Canadian service if a new 
Canadian applicant requests itto do so. Licenses will not 
be granted or renewed to firms that do not have at least 80 
percent Canadian control 

and by representation on the firms\' board of directors. 


All investments in newspapers and periodicals require review 
by the Minister for Canadian Heritage. Under terms of an 
agreement with the US signed in June 1999 

to significantly lower its barriers to foreign magazines. 
Canada has complied with its agreement to permit up to 51 
percent foreign equity in a magazine enterprise 

previous 25 percent 

percent by June 2000. As of June 2002 

exported to Canada are permitted to carry 18 percent of 
total ad space with advertising aimed primarily at the 
Canadian market. Canada also committed to provide non- 
discriminatory tax treatment under Section 19 of the Income 
Tax Act. In this context 

requirement in June 2000 

place ads in any magazine regardless of the nationality of 
the publisher or place of production. Canadian advertisers 
merchants and service providers may now claim a tax 
deduction for one-half of their advertising costs if they 
place ads in foreign magazines with zero to 79 percent 
Canadian editorial content. They may deduct full 
advertising costs if the magazine contains 80 percent or 
more original (specifically for the Canadian market) 
editorial content. 


Investments in the Financial Sector 


Canada is open to foreign investment in the banking 
insurance 

unlike the United States 

foreign access to retail banking. Foreign financial firms 
interested in investing submit their application to the 

Office of the Supervisor of Financial Institutions (OSFI) 

for approval by the Minister of Finance. US firms are 
present in all three sectors 

Canadian banks have been much more aggressive in entering 
the US retail banking market because there are no barriers 
that limit access. Although American and other foreign 
banks have long been able to establish banking subsidiaries 
in Canada 
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banking operations in Canada 

\"saturated\" market. Several US financial institutions have 
established branches in Canada 

lending 

credit card issuance. 

The NAFTA deals specifically with the financial services 
sector. Chapter 14 on financial services eliminates 
discriminatory asset and capital restrictions on US bank 
subsidiaries in Canada. It also exempts US firms and 
investors from the federal "10/25" rule so that they will be 
treated the same as Canadian firms. The \"10/25\" rule 
prevents any single non- NAFTA 

more than ten percent of the shares 

residents in the aggregate from acquiring more than 25 
percent of the shares of a federally regulated 

controlled financial institution. In 2001 

government raised the 10 percent rule to 20 percent for 
single shareholders. 


Both the ten percent and the 25 percent limitations were 
eliminated for American investors in federally chartered 
non-bank financial institutions. Several provinces 
however 

rules for provincially chartered trust and insurance 
companies that were not waived under the FTA. 


Investments In Other Sectors 


Commercial Aviation: Foreigners are limited to 25 percent 
ownership of Canadian air carriers. 


Energy and Mining: Foreigners cannot be majority owners of 
uranium mines. 


Telecommunications: Under provisions of Canada\'s 
Telecommunications Act 

carriers (owners/operators of transmission facilities) are 
limited to 20 percent. Ownership and control rules are more 
flexible for holding companies that wish to invest in 
Canadian carriers. Under these rules 

holding companys equity must be owned and controlled by 
Canadians. 


Fishing: Foreigners can own up to 49 percent of companies 
that hold Canadian commercial fishing licenses. 


Electric Power Generation and Distribution: Regulatory 
reform in electricity continues in Canada 

expectation that increased competition will lower costs of 
electricity supply. The provincially-owned power firms are 
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also interested in gaining greater access to the US power 
market. Since power markets fall under the competency of 
the Canadian provinces 

reform effort. The reforms will also help to integrate the 
US and Canadian electricity markets more closely. 


Real estate: Primary responsibility for property law rests 
with the provinces. Prince Edward Island 

Nova Scotia all limit real estate sales to out-of-province 
parties. There is no constitutional protection for property 
rights in Canada. Consequently 

expropriate property after paying appropriate compensation. 


Privatization: Each privatization (federal or provincial) 

is considered on a case-by-case basis 

overall limitations with regard to foreign ownership. As an 
example 

any limitations in the 1995 privatization of Canadian 
National Railway 

citizens. 


Investment Incentives 


Federal and provincial governments in Canada offer a wide 
array of investment incentives 

the whole 

incentives are specifically aimed at promoting or 
discouraging foreign investment in Canada; rather 
designed to accomplish broader policy goals 

investment in research and development 

regional economies and are available to any qualified 
investor 

for the stated purpose. For example 

Canada can support inbound investment under certain specific 
conditions (e.g. investment must be export-focused; export 
contracts must be in-hand or have a track record or there is 
a world or regional product mandate for the product to be 
produced). 


Provincial incentives tend to be more investor-specific and 
are conditioned on applying the funds to an investment in 
the granting province. Provincial incentives may also be 
restricted to firms established in the province or that 

agree to establish a facility in the province. Government 
officials at both the federal and provincial levels expect 
investors who receive investment incentives to use them for 
the agreed purpose 


Incentives for investment in cultural industries 
the federal and provincial level 
only to Canadian-controlled firms. Incentives may take the 
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form of grants 

tax credits. Incentive programs in Canada generally are not 
oriented toward the promotion of exports. Provincial 
incentive programs for film production in Canada are 
available to foreign filmmakers. 


Protection of Property Rights 


Foreigner investors have full and fair access to Canada\'s 
legal system 

rights of governments to establish monopolies and to 
expropriate for public purposes. Investors from NAFTA 
countries have mechanisms available to them for dispute 
resolution regarding property expropriation by the 
Government of Canada. 


Canada has yet to ratify key treaties that protect copyright 
works on the Internet (the WIPO \"Internet treaties\") that 

the government signed in 1997. U.S. (and many Canadian) 
companies have also complained that Canada\'s enforcement 
regime against counterfeiting and piracy 

and internally 

civil court orders before goods can be formally seized. 


Performance Requirements 


The NAFTA prohibits the United States or Canada from 
imposing export or domestic content performance requirements 
and Canada does not explicitly negotiate performance 
requirements with foreign investors. For investments 
subject to review 

regarding employment 

exports 

examined by the Canadian government. Investment reviews 
often lead to negotiation of a package of specific 
\"undertakings\" such as agreement to promote Canadian 
products. 


Regulatory System: Laws and Procedures 


The transparency of Canada\'s regulatory system is similar to 
that of the United States. Proposed legislation is subject 

to parliamentary debate and public hearings 

are issued in draft form for public comment prior to 
implementation. While federal and/or provincial licenses or 
permits may be needed to engage in economic activities 
regulation is generally for statistical or tax compliance 
reasons. The Bureau of Competition Policy and the 
Competition Tribunal 

Canada\'s antitrust legislation. 
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Labor 


The Federal government and Provincial/territorial 
governments share jurisdiction for labor regulation and 
standards. Federal employees and those employed in the 
railroad 

federally administered the Canada Labor Code 
(http://laws.justice.gc.ca/en/L-2/ ) 

most other sectors come under provincial labor codes. As 
the laws vary somewhat from one jurisdiction to another 

is advisable to contact a federal or provincial labor office 
for specifics such as minimum wage and benefit requirements. 
In 2005 

years and 233 

levels is generally available 

provinces. 


Due in part to the value of the Canadian dollar relative to 

the US dollar 

executive job categories are somewhat lower than levels paid 
in the United States. In 2004 

membership among those in paid employment was 32 percent 
which reflects a 19 percent union membership rate in the 
private sector and a 76 percent union membership rate in the 
public sector. 

Expropriation and Compensation 

Canadian federal and provincial laws recognize both the 

right of the government to expropriate private property for 

a public purpose 

The federal government has not nationalized any foreign firm 
since the nationalization of Axis property during World War 

II. Both the federal and provincial governments have 
assumed control of private firms -- usually financially 
distressed ones -- after reaching agreement with the former 
owners. 


Dispute Settlement 


Canada is a member of the New York Convention of 1958 on the 
Recognition and Enforcement of Foreign Arbitral Awards. The 
Canadian government has made a decision in principle to 
become a member of the International Center for the 
Settlement of Investment Disputes (ICSID). However 

the legal enforcement mechanism for ICSID requires 
provincial legislation 

obtain agreement from the provinces that they will enforce 
ICSID decisions. Although most provinces have endorsed the 
agreement 

future. 


Canada accepts binding arbitration of investment disputes to 
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which it is a party only when it has specifically agreed to 

do so through a bilateral or multilateral agreement 

a Foreign Investment Protection Agreement (see below). The 
provisions of Chapter 11 of the NAFTA guide the resolution 

of investment disputes between the United States and Canada. 
The NAFTA encourages parties to settle disputes through 
consultation or negotiation. It also establishes special 
arbitration procedures for investment disputes separate from 
the NAFTA\'s general dispute settlement provisions. Under 

the NAFTA 

government monopolies and expropriation) between an investor 
from a NAFTA country and a NAFTA government may be settled 
at the investor\'s option 

arbitration. An investor who seeks binding arbitration in a 
dispute with aNAFTA party gives up his right to seek 

redress through the court system of the NAFTA party 

for proceedings seeking non-monetary damages. 


Political Violence 


Political violence occurs in Canada to about the same extent 
as in the US. For example 

Summit of the Americas in Quebec City sparked violent 
confrontations that resulted in some property damage. 


Bilateral Investment Agreements and Tax Treaties 


While the terms of the FTA and the NAFTA guide investment 
relations between Canada and the United States 

also negotiated international investment agreements with non- 
NAFTA parties. These agreements 

Investment Protection Agreements (FIPAs) 

treaties that promote and protect foreign investment through 
a system of legally binding rights and obligations based on 
the same principles found in the NAFTA. Within Canada\'s 
overall foreign investment strategy 

NAFTA. Canada has negotiated FIPAs with countries in 
Central Europe 

100 international tax treaties in force. Please refer to 

the following Internet web site for more information: 
http://www.dfait-maeci.gc.ca/tna-nac/reg-en.a sp . 


Capital Outflow Policy 


The Canadian dollar is fully convertible. The Canadian 
government provides some incentives for Canadian investment 
in developing countries through Canadian International 
Development Agency (CIDA) programs. Like OPIC 

official export credit agency 

Corporation (EDC) provides political risk insurance to 

support Canadian companies with investments in foreign 
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countries and to support lenders who finance transactions 
pursued by Canadian companies abroad. 


Average annual exchange rates: 


2004 .7683 
2005 .8250 
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right-wing American agenda. During the last election 
tactic turned the tide against the Conservatives 

the current media debate is whether or not these ads went 
over the top. One particular ad 

for CanadaWs military 

(and only aired briefly in French) 

had made a copy. lt has become the symbol of both the 
excesses of Liberal negative campaigning and of Liberal 
desperation. 


3. (SBU) The final debates (January 9 & 10 in English and 
French) may have been a turning point. Stephen Harper did 
not score major victories 

message 

candidate. He wasn\'t \'scary.\' Martin 

desperate and grasping for an issue. He caused a stir when 
he announced his intent to sponsor a constitutional amendment 
to remove the federal government\'s ability to use the 
\"Notwithstanding Clause\" to oppose court-ordered social 
policies. This was quickly dismissed by commentators and 
skillfully exposed by the other parties as a poorly construed 
campaign ploy. 


4. (SBU) The New Democratic Party (NDP) 

entered the campaign with some traction as its leader 
Layton 

because the party had real success in promoting social 
policies during the previous minority Parliament. 
Essentially 
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keeping them in power in return for concessions. The NDP 
whose chief consistently ranks as the most \"likeable\" of the 
four major leaders 

June 2004 election when Liberal scare tactics about the 
Conservative Party prompted up to 30 percent of NDP 
sympathizers to vote Liberal to prevent a Conservative 
Government. Layton\'s mantra is that \"progressive\" voters do 
not have to choose between corrupt Liberals and right-leaning 
Conservatives: elect enough NDP members and they will hold 
the balance of power. Layton has campaigned on the 
traditional NDP platform of social justice and support for 
working families. As the campaign concludes 

Party\'s message is lost in increasingly noisy fight between 
the Liberals and Conservatives. 


5. (SBU) The separatist Bloc Quebecois (BQ) has taken 
advantage of the Liberal advertising scandal in the province 
and is on course to hold or perhaps even build upon the 54 
seats they won last time. Interestingly 

first place in Quebec 

the Conservatives make slight gains at their expense. This 
adds credibility to the suggestion that many people support 
the Bloc only to punish the Liberals. If Conservative 
momentum continues to build nationwide 

stand to pick up a very small number of seats in Quebec 
(which until last week seemed impossible). However 
Liberals point out that the rise of the Tories in Quebec may 
only split the federalist vote 

more BQ separatists being elected in Canada\'s first past the 
post system. 


THE ISSUES THAT MATTER 


6. (SBU) For the record 
prominence during the campaign 


--Tax cuts: The parties have very different ideas of what 
constitutes a meaningful tax cut. While they continue to 

fight for the attention of bottom-line minded working 
Canadians 

tax (GST) is the only way to make sure cuts apply to everyone 
equally 

that such a cut would allow the poorest Canadians to save 
only pennies 


--Ethics: Government accountability and ethics have dominated 
the Conservative attack against the Liberals. The decisive 
point in focusing public attention on the issue 

the \"tipping point" in the election came right after 

Christmas when the RCMP announced that it was investigating 
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an advance leak of information on the government\'s income 
trust policy. The Liberals have tried their best to deflect 

the corruption issue and focus instead on \"values 

Martin playing the role of defender of \"true Canadian!" social 
values against the conservative \"American\" values of Stephen 
Harper. 


--Crime and Security: A wave of gang-related homicides in 
Toronto has sharply focused the country on the growing 
problem of urban violence. All parties 

taken up the call to do something" by imposing minimum 
sentencing for gun crimes and trying teenagers as adults. 


--Charter Rights: Charter Rights (abortion 

marriage primarily) surfaced in Liberal Party portrayals of 

Prime Minister Martin as the great defender of the Charter 
against alleged challenges by the Conservatives. Martin\'s 
somewhat confusing debate announcement on a constitutional 
change to do away with the \"Notwithstanding Clause\" never got 
legs and commentators described it as an act of desperation. 


--National Unity: The Quebec advertising scandal (a federal 
Liberal initiative) led to the Bloc Quebecois resurgence in 
the 2004 elections 

themselves as the only party capable of restoring the balance 
of federalism in Quebec. The Conservative Party (until 
recently dormant in Quebec) has begun to make gains at the 
expense of the Bloc and 

indicating their success in raising their profile in the 
province. However 

Tories have no political organization to speak of 

this reason alone will have limited capacity to capitalize on 
their rise in popular support in the province. 


7. (C/NF) Comment: A week in this campaign has often been a 
very long time so there is still a bit of hedging going on 

here. But among the most telling signs that the Tories are 

on their way to 24 Sussex is the increasing soundings we are 
hearing of Liberals who are starting to sort out either their 
next job as they leave power 

return to power. There is even talk that some Liberals see 
their impending loss as an opportunity to change leaders 
retool their message 

perfectly miserable for the Tories for 18 or so months. 

While there is still a chance that the Tories will stumble -- 
today\'s triple headlines about dissing Kyoto 

missile defense 

assistance program was arguably Harper\'s biggest slip of the 
campaign -- the Liberals have fallen so far that it would 

take a good deal more than one headline to retake the lead. 
They could 
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bit. The proximity of the race will be important to watch 

for therein will be the composition of the Opposition and the 
strength of the Conservative mandate 

determine how effective the Tories will be in governing and 
how much room they will have to maneuver. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 
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results. 


5. Meanwhile 

speculated that flooding was due to drainage from the East 
Demerara Water Conservancy (EDWC). The Mahaicony region 
flooded in early 2005 after officials made the eleventh-hour 
decision to open the drainage outlets into the Mahaica River 
to facilitate drainage in Georgetown and ease pressure on 
the EDWC. Others counter that this theory is implausible due 
to the localized nature of the flooding; drainage from the 
EDWC would first flood Mahaica 

the 2005 floods but has been spared to date. Some farmers 
contend that a water storage project in the area has 
channeled excess drainage into the Mahaica Creek 

overrun its banks. Independent television commentator Tony 
Vieira further speculated in his weekend commentary that the 
failure to adequately dredge the Mahaica River\'s mouth has 
led to a build-up of silt that prevents adequate drainage. 

The Consul also reported evidence of trash and poor 
maintenance of canals following a recent trip to the Berbice 
region. NOTE: Post has been tracking the water level in the 
EDWC 

also been receiving data from the Hydromet Office 

this information is of limited use 

rainfall gauges are on the coast and thus do not report 
interior rainfall. END NOTE. 


6. The economic effects of the flooding remain to be seen. 
The flooded areas are primarily used for rice cultivation 

and cattle rearing 

28 

Producers Association 

(US$5.5 million) assuming a price of G$1 

bag and output of 25 bags per acre. Meanwhile 

Jagdeo said in a press conference on January 9 that as many 
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as 300 head of cattle had perished as a result of the flood. 
There have also been spot reports of prices for local 
produce doubling at markets in Parika and Georgetown. 
However 

Saturday 


7. The long-term impact of the flooding is debatable. 
However 

Marketing Corporation 

believes flood loss estimates 

requests for flood relief compensation 

does not yet anticipate a threat to production of produce. 
In addition 

the GoG\'s announcements of flood relief 

to materialize 

flood damages. 


8. The impact on government finances is also an issue. 
President Jagdeo has already pledged at least G$60 million 
(US$299 thousand) in emergency flood relief and has said 
that the GOG may need to spend as much as G$500 million 
(US$2.5 million) to buy equipment to drain the flooded 

areas. The GOG has not made nor received any requests for 
international assistance as of January 10. 


9. The Health Ministry issued a statement on January 8 
warning citizens of the risk of leptospirosis 

disease carried in animal urine. The disease was responsible 
for 15 deaths during the early 2005 floods. The Ministry of 
Health has placed 12 supposed cases on the high index of 
suspicion since November 


10. COMMENT: What is not questionable is the GOG\'s 
mishandling of the flood situation. After initially 

dismissing the media\'s coverage of the flood problem as 
overblown 

of the situation 

scramble to address the matter. This inept response 
presented opposition parties with a golden opportunity to 
score political points with a disaffected Guyanese public in 
an election year 

capitalize. This is the normally rainy season in coastal 
Guyana 

during last years devastating floods. The absence of 
simple factual data about levels of rainfall and status of 
drainage infrastructure combined with the GOG\'s incoherent 
approach suggests that Guyana has learned little from the 
past and remains at the mercy of the rains. END COMMENT. 
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near immediate arrest and preventative detention of three 
individuals. Dominican officials promise to punish the 

guilty without regard to political or military rank. These 

actions appear to be in line with comments made by President 
Fernandez to DAS Patrick Duddy regarding the need to dampen 
tensions on Haitian migration issues. The policy line 
suggests that the authorities will prosecute this case 

swiftly and decisively. End Summary. 


2. (C) The death by suffocation of 24 Haitian illegal 
immigrants in a closed rental transport truck on January 11 
has raised growing indignation among both Dominican and 
Haitian communities in Hispanola. As the truck traveled from 
the border town of Dajabon toward the provincial capital of 
Santiago 

twice to pull out bodies and abandon them alongside the road. 
In the end 

hospital 

Although Director General for Migration Carlos Amarante 
informed emboff that a total of 69 Haitians had been 
trafficked 

whereabouts of the 38 uninjured survivors. 


3. (U) The morning following the discovery 

authorities sought to deliver 22 of the bodies to a cemetery 

in Haiti near the town of Ouanamenthe. Haitians initially 
refused permission for the internment 

when Spanish MINUSTAH troops agreed to provide security. The 
convoy was met by demonstrations 

finally 

that two more Haitians died in the Ouanamenthe confrontation 
and one to four MINUSTAH soldiers were injured. At least one 
Dominican drivers life was reportedly saved by a bulletproof 
vest 

crossing. 


4. (U) Ultimately 

bodies to Dajabon where 

identification purposes) 

Religious rites at the burial were performed by Father 
Rogelio of the Jesuit Service for Migrants. 


5. (C) President Fernandez commented to State Department DAS 
for the Caribbean Patrick Duddy on the evening of January 11 
that military officials were certainly involved in the 

smuggling operation. (Comment: Our knowledge of the border 
suggests to us that the guilty in this case are not limited 

to the military 

region 
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businessmen. End comment.) 


6. (C) The Dominican morning papers today report that on 
January 12 

Government\'s President and Prime Minister letters of 
condolence through diplomatic channels. These letters 
condemned \"the unfortunate events\" referenced above while 
stating that the Dominican government would investigate and 
bring to justice those responsible. The Attorney General has 
promised an exhaustive investigation in which there will be 

no \"sacred cows\" 

by the Assistant Attorney General for Anti-Trafficking and 
Smuggling Frank Soto: \"The guilty will pay the consequences 
without regard to political or military rank.\" Fernandez has 
designated a special investigating commission composed of the 
Attorney General 

the national police 

According to Soto 

Domingo and will travel to Dajabon on January 14. They are 
unlikely to work with Haitian officials 

that Dominican-Haitian cooperation in this case collapsed in 
the immediate aftermath of the Ouanamenthe violence. 


7. (C) While the official investigation has but begun 

initial inquiries by the Attorney General\'s office 

interviews with three survivors 

in question came from various parts of Haiti and had no 
common destination in the Dominican Republic 

planned journey\'s end in Santiago. Soto assumes for the 
moment that this was a typical journey for common laborers 
several of whom were returning to the Dominican Republic 
after previous illegal entries. 


8. (C) The Justice Ministry states that the investigating 
magistrate in the border town of Dajabon has already put 
three individuals into preventive detention based on flight 
risk. They will be charged with homicide 

conspiracy 

of the Penal Code and Law 137-03 on Illegal Trafficking of 
Migrants and Other Persons. The three are the truck\'s renter 
and driver Elvis Rafael Rodriguez Ortiz 

helper Esteban Martinez Rosario 

who had lodged the illegals in Dajabon. According to Soto 
Rodriguez Ortiz has named three additional civilians as 
culpable participants. Meanwhile 

suggests that at least twenty military officers and possibly 

as many as troops have been called in for questioning. Soto 
says that additional arrests are possible within the coming 
days. 


9. (U) The Attorney Generals office stated that the Dajabon 
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border crossing has been temporarily closed as a 
precautionary measure. 
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backtrack\" on obligations under the Fissile Material Cut-off 
Treaty (FMCT) if/when it comes into force. Narayanan and 
his staff listened to Senator Kerry\'s proposals to enhance 
the civil nuclear agreement to secure Congressional and 
Nuclear Suppliers Group 

(NSG) acceptance 

neighbors\" and the need for the deal to \"pass muster in 
Parliament" Additional safeguards on nuclear facilities 
feeding into India\'s strategic program would be unnecessary 
Narayanan argued 

unsafeguarded reactors would diminish as the US-India 
agreement takes effect and as new safeguarded civilian 
reactors come on line and an FMCT enters force. End Summary. 


THE CIVIL NUCLEAR ENERGY AGREEMENT 


2. (C) Senator Kerry opened by telling Narayanan he 
supported the July 18 framework and the civil nuclear 
agreement conceptually. Pointing out CongressY 
Constitutional role in US foreign policy 

mentioned he wanted to help package the civil nuclear 
agreement in a manner that would facilitate a swift and 

strong Congressional approval consistent with the NSG 

and the US Atomic Energy Act. To Narayanan\'s comment that 
the GOI had not yet heard a response to the plan Foreign 
Secretary Saran passed to U/S Burns 


SIPDIS 

answered that the plan as presented did not yet meet USG 
standards in certain areas 

soon as a USG interagency team finishes defining its minimal 
criteria. Senator Kerry underlined that he thinks the 
agreement in principle enjoys bipartisan support and the USG 
is not trying to make the process difficult 

satisfy countries like Japan 

abandoned their military nuclear plans to sign the NPT 

to maintain the moral high ground with prospective 
proliferators like lran. 


3. (C) Referring to the July 18 agreement as a \"crucial 
element\" in transforming US-India relations and 
characterizing the civil nuclear agreement as \"one of the 
mos important 

from the PM\'s meeting with the President on July 18 
Narayanan responded that he thought the plan as presented 
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fulfilled the precepts of being credible 

transparent. He admitted that the Indian and US perceptions 
may differ 

New Delhi. Narayanan added that neither the GOI nor \"any 
reasonable Indian" perceives the US as \"holding back 
adding 

pulling the rug out." The plan Saran presented 

explained 

parties 

non-proliferation is serious 

audience 

proliferation concerns 

pect a quantum jump in safeguarded versus unsafeguarded 
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facilities 
the numbers in upcoming negotiations\" without altering the 
broad contours of the agreement. 


4. (C) Senator Kerry cautioned Narayanan that additional US 
criticism of the civil nuclear deal has not yet surfaced 

he predicted it would 

lobby. To Narayanan\'s remark that nuclear power would move 
India away from coal 

environmental concerns over nuclear waste. 


How Much Deterrent is Enough? 


5. (C) Senator Kerry asked Narayanan how large a nuclear 
deterrent India needs 

satisfied under a regime whereby nuclear fissile material is 
enriched under IAEA supervision. Director (Prime Minister\'s 
Office) DB Venkatesh Verma reported that the GOI estimates 
China possesses 400 deliverable nuclear weapons; Narayanan 
followed by explaining that India\'s nuclear doctrine supports 
a minimally credible deterrent sufficient to counter China 

and Pakistan. (NOTE: The GOI delegation did not offer an 
estimate of Pakistan\'s strategic arsenal. End Note.) 
Narayanan also repeatedly pointed to India\'s no first use 
doctrine and its \"willingness to absorb a first strike\" as 
further evidence that Delhi does not seek a huge stockpile.\" 
\"We have two hostile nuclear neighbors\" 

and India was disrupting approximately one terrorist attack 
against an economic or religious target every day. 


6. (C) Ambassador Mulford noted that the July 18 agreement 
was an agreement on principles 
is suggesting be abandoned. The nature of the challenge is 
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to satisfy standards that the US Congress and the NSG set 
and to ensure that the agreement brings India into the 
non-proliferation system 

to get people to say it strengthens the non-proliferation 
architecture without changing it substantially. Senator 

Kerry emphasized the importance of demonstrating the clear 
distinctions between democratic and responsible India\'s 
nuclear program and those of countries like Iran when 
speaking with critics of the civil nuclear agreement. 


FMCT 


7. (C) Senator Kerry asked Narayanan two questions: (1) 
Knowing the GO! will abide by the FMCT (when in effect) that 

will also limit other countries 

much fissile material it will need for its minimum credible 
deterrence 

Could the GOI consider IAEA involvement on the military side 
strictly as a non-proliferation issue and without limiting 

the amount of material produced or India\'s deterrent? 

Narayanan emphasized that firewalling India\'s civil and 

military nuclear programs was a clear part of the original 
agreement 

takes action on the FMCT 

assurance.\" He also predicted the FMCT would emerge from the 
Committee on Disarmament \"soon.\" Narayanan had no answer to 
Senator Kerry\'s question as to who 

the arbiter of the efficacy of the firewall between the civil 

and military nuclear programs. (NOTE: During this exchange 
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Narayanan al 

so made a passing reference to a Chinese transfer of nuclear 
material to Pakistan \"three weeks ago 

the Financial Times report on a large new reactor deal. End 
Note.) 


8. (C) Narayanan predicted that a proposal such as Senator 
Kerry\'s \"would not pass muster in Parliament" He launched 
into a brief explanation of the precariousness of the UPA\'s 
coalition and of its Parliamentary opposition to illustrate 

the difficulty of pitching new ideas to support the civil 

nuclear agreement. Narayanan forecasted that 

nuclear power base increases 

reactors will drop; within 1-2 years of the FMCT\'s adoption 

he added 

be Wan academic question." Verma mentioned that PM Singh had 
stated that India would not execute a unilateral fissile 
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material cut-off 

Minister\'s Office) Sujata Mehta added that the PM told 
Parliament that he would do nothing that Wamounted to a cap 
on strategic programs." 


NSG 


9. (C) Narayanan reported that he found support for the 
civil nuclear agreement in his meetings with his UK 

and Russian counterparts. His understanding from those 
conversations is that \"if the USG endorses the separation 
plan 

will talk to Australia 

and the French and British will deal with the other 
Europeans 

their opposition is not based on proliferation issues; \"they 
are trying to suck out all the world\'s resources 

copper and oil 

nuclear program small and out of the international mainstream 
so it cannot compete for nuclear feedstock. 


GOI Won\'t Consider Restraints Beyond Future FMCT 


10. (C) Senator Kerry explained that the right time to 
strengthen the GOI case for its exemption from US 
non-proliferation legislation was while the deal had not yet 
taken full shape. Narayanan held to the position that the 

GOI 

would abide by the FMCT when it comes into force 

that restraints beyond that would be difficult to accept. To 
Senator Kerry\'s suggestion of a partial IAEA sequester or 
escrow of military nuclear material 

an arrangement was \"quite unprecedented 

US dismantled Libya\'s nuclear program; Senator Kerry 
countered that an NPT waiver was also unprecedented. Verma 
responded that the escrow idea was \"completely unacceptable 
in India.\" 


11. (C) Picking up Narayanan\'s earlier thread on the 
civil/military nuclear mix 

India\'s thermal capacity is under safeguards. He predicted 
that 

outside safeguards would rise. With the deal in place 
however 

faster 
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12. (U) Codel Kerry cleared this cable. 


List of Participants 


13. (U) GOI Delegation 

National Security Advisor MK Narayanan 

Joint Secretary (Prime Minister\'s Office) Sujata Mehta 
Director (Prime Minister\'s Office) DB Venkatesh Verma 
(notetaker) 


14. (U) USG Delegation 

Senator Kerry 

Ambassador Mulford 

Dr. Nancy Stetson 

Maj. John Ulrich 

Poloff Howard Madnick (notetaker) 


15. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 


5. Eker said the December/January outbreaks of Al in are 
taking place in mostly remote 

household flocks of small numbers of birds (2-5) kept for 
family use and not significantly traded. A visit to any 

rural town will show domestic poultry running freely in 

yards and along roadsides. Given their remote and dispersed 
nature 

more widely among poultry 

measures are difficult. The Minister took pains to 

emphasize that integrated commercial poultry operations are 
not at risk and that meat from these operations is safe. 

(Note: We have observed that the commercial sector has been 
very active in protecting facilities and educating local 

farmers. Many companies are providing training and 

initiating their own surveillance of farms near commercial 
operations. However 
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consumption has decreased by 90 percent in recent weeks and 
according to one private sector representative 
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is losing $40 million a month due to the crisis. End note.) 


Children Particularly at Risk 


6. The Minister noted that government needs to be more 
active in protecting children who are particularly at risk 

to contracting the disease. Children often have close 
contact with their family flocks. Eker had met with the 
Dogubayazit family whose children died from Al in early 
January. The oldest child had slaughtered sick birds and 
the two middle children plucked them. By contrast 
youngest child who had only more casual contact recovered 
and the parents had not become ill at all. Recently the GOT 
had sent home information about the disease attached to 
report cards given to the children. 


Further Steps 


7. The Minister stressed that he believes the government is 
taking effective actions and being fully transparent with 

the public and the international community. He underscored 
the need for the government to take additional steps to help 
educate people and address the economic impact of the 
crisis. On January 14 

with government and private sector officials in all related 
fields to discuss the crisis and ways to address it. (Note: 
The Turkish press is reporting that the meeting will 

actually be chaired by Prime Minister Erdogan. End note.) 


8. Eker claimed the ministry had received informal reports 
among all of Turkey\'s neighbors to the south and east. He 
said Iran has reportedly culled some 50 

another country has worked to vaccinate poultry. When 
pressed 

these countries. 


Request for US Help 


9. Eker and his deputy referred to an assessment and 
proposed package of measures developed in late 2005 as part 
of a World Bank initiative that he said was supported by 

AID. The package identified needed improvements in 
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laboratory capabilities 
for veterinarians 
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culling birds 

expected some help will come to support this work via World 
Bank loans and from bilateral donors 

the US consider supporting this effort as soon as possible 
preferably ahead of World Bank loan approval. (Note: 
Separately 

EU is redirecting 4 million Euros for Turkey\'s Al efforts 

from already planned EU assistance for Turkey. End note.) 


10. Eker also noted that he will be in Beijing for the Al 
conference that begins January 17. He expressed interest in 
meeting with Ambassador Powell. A ministry staffer asked 
for help in changing Eker\'s speaking slot at the conference; 
embassy suggested the Turkish embassy in Beijing may be 
better placed to influence the Al conference program. 


U.S. Support 


11. The Ambassador thanked Eker for the information and 
commended him and the government for their work in 
responding to the crisis. He underscored the concern and 
sympathy in the United States for the situation in Turkey. 
Ambassador informed Eker that two CDC experts will arrive 
shortly to assist with WHO and FAO work 

interagency USG assessment team plans to visit Turkey and 
possibly the Caucasus beginning o/a January 16 to assess the 
situation 

be learned 

Any consideration of the World Bank project would flow from 
that visit 

assessment team and directed his staff to work with the 
embassy on arrangements for it. 


Wilson 
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pleas from other prominent Lebanese he met during an 
impromptu gathering at the Tueni residence 

feared further Syrian-inspired murders. Moussa said the 
Lebanese believed mutual security assurances 
demarcation 

of diplomatic relations were among the priorities for healing 
rifts with Damascus. 


3. (S) Moussa said he took that message to Damascus the 
following day 

with Foreign Minister al SharaVa 

widely believed Syria was behind the spate of killings in 
Lebanon. Moussa shared with Asad the list of lebanese 
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concerns 

assasination targets. Asad reportedly expressed a 

willingness to cooperate to address SyriaWs \"image\" problem. 
Asad was willing to work on border demarcation and conceeded 
that establishing diplomatic relations with Beirut was \"no 
longer taboo.\" He was cautiously willing to \"coordinate\" 
positions with Beirut over Israel 

Lebanese politicians 

concerns. Asad instructed his Foreign Minister to sit with 
Moussa and draft an \"agenda\" to share with the Lebanese on 
moving forward in these areas. Moussa later met with 
Lebanese community leader in Damascus Nasri Khoury who 
pressed for normalization of economic relations between Syria 
and Lebanon. Damascus had committed to full cooperation on 
the Mehlis/UNIIIC investigation with no preconditions 

noted. 


4. (S) On return to Cairo 

and drafted a letter to Lebanese PM Seniora detailing what he 
had heard in Damascus. Nonetheless 

figure Walid Jumblatt vehemently attacked Moussa for 
concocting a \"plot\" - accusations Moussa \"chose to ignore!" - 
but which prompted French President Chirac to call Mubarak 
seeking an explanation. Jumblatt 

himself to be at the top of Syria\'s \"hit list\" and is 
understandably \"disturbed.\" 


5. (S) With former Syrian VP Khaddam\'s recent defection and 
verbal attacks on President Asad 

regime reacted nervously 

promptly to Damascus to arrange a summit between Asad and the 
Saudi King. Moussa interjected his own surprise over the 
Khaddam defection and expressed concerns about Syrian regime 
stability. The Khaddam affair put the Syrians once again on 

the defensive. During the Syrian-Saudi summit 

a 7-point paper was drafted on improving Syrian-Lebanese 
relations (printed accurately 

edition of Al Hayat - ref A). According to Moussa 

Lebanese rejected the initiative: PM Seniora conveyed this 
message to President Mubarak recently in Sharm El Sheikh. 
COMMENT: Ref B (Notal) reports a contrasting slant from the 
GOE 

urged Seniora to do so. END COMMENT. 
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6. (S) The Ambassador made clear US objection to any 
initiative that might undermine implementation of UNSCR 1559 
and others regarding Syria and Lebanon. We especially 
opposed any initiative purporting to legitimize Hizballah as 

a \"resistance movement" Moussa insisted that any discussion 
on Hizballah was premature and could hinder progress in 

other 

Hizballah would \"have to come 

security concerns and the UNIIIC investigation are adequately 
addressed. 


7. (C) Moving briefly to Iraq 

concerns over public comments by Shia political leader Abdel 
Aziz al Hakim 

not permit changes to the constitution. It is up to the 

elected Parliament to decide such issues 

of further amendments will have a negative impact on efforts 
at reconcilation 

to assist with the reconciliation process would await 

official release of election results. 


8. (C) Moussa\'s 5-year term of office as Secretary General 
of the Arab League will expire this May 

League\'s next summit to be held in Khartoum 

he sought another term 

do something else 

President Mubarak and the decisions of heads of state at the 
summit. 
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REF: KUWAIT 93 


1. (U) Summary. Following the return of the Prime Minister 

from an official trip to Oman 

announced the accession to Amir of Crown Prince Shaykh Saad. 
Kuwaiti officials and political analysts have been giving 
interviews on the subject of the January 15 death of the Amir 

of Kuwait 

interviews also have focused on the accomplishments and 
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personal qualities of Shaykh Jaber. Some have also commented 
on succession issues 

and its policies 

of who they expect to fill key positions. End Summary. 


Shaykh Saad Named Amir 


2. (U) Kuwait television news\' morning broadcast announced 
the death of the Amir and noted that there will be 40 days of 
mourning 

closure of all governmental offices. Later broadcasts focused 
on the details of the funeral. It was slightly unusual that 

the accession of Crown Prince Shaykh Saad Al-Abdullah 
Al-Salem Al-Sabah was not announced at the same time. 
However 

hours after the Amir\'s death 

and the government officially announced that the Crown Prince 
Shaykh Saad would succeed as Amir. 


Media Coverage 


3. (U) The five major dailies hit the presses before learning 

of the Amir\'s death. Four of the papers have websites. 
However 

immediately to include the official pronouncement of the 
Amir\'s death on its homepage. In the early afternoon 
Al-Qabas newspaper 

last hours 

but were unable to save him. Al-Qabas also reported that the 
heads of the ruling family will convene an extraordinary 
session of the Council of Ministers in the afternoon. 


Arab Satellite Channels Interview Prominent Kuwaitis 


4. (U) Bahrain-based satellite television station Al-Arabiya 

has been broadcasting almost continuous coverage of the 
Amir\'s death. A number of Cabinet Ministers 

Parliament (MPs) 

political analysts have appeared in interviews 

Minister of Planning Masouma Al-Mubarak; MPs Hassan Johar 
Ahmed al-Mulaifi 

Ashour 

University Fayza Al-Khorafi and political analyst Mohammad 
Al-Rumaihi. Many of their comments have focused on the late 
Amir\'s personal qualities. Many commentators -- especially 
those in government -- used the word \"father\" (Baba in 
Arabic) to describe the late Amir. Liberal MP Anmed 

al-Mulaifi emphasized the Amir\'s qualities as a moderate 
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person. Political analyst Mohammad al-Rumaihi noted that the 
Amir was a humble person. 


5. (U) Most of the commentators highlighted some of the 
Amir\'s accomplishments they appreciated. Many mentioned the 
1999 Amiri decree in support of women\'s political rights 

which the Parliament finally approved in 2005; his 
establishment of investment funds to provide for Kuwait\'s 
welfare after it runs out of energy resources; and his 

leadership through the Iraqi invasion. Al-Rumaihi also 

claimed that the GCC was the Amir\'s brainchild. 


Succession Speculation 


6. (SBU) Although Crown Prince Shaykh Saad has succeeded to 
the position of Amir 

because of his ill-health and Shaykh Sabah will continue to 
function as Kuwait\'s chief executive. Despite months of 
speculation on succession 

issue in their interviews. One of the only people to address 

it was Mohammed Al-Jassem. (Note: Al-Jassem is the former 
editor of one of Kuwait\'s most prominent daily newspapers and 
an outspoken critic of the government. He has a website that 
he uses to launch quite pointed attacks at the government. 

End note.) He noted that the long-term succession issue is 
unclear because of the state of the Crown Prince\'s failing 
health. He expressed hope that one of the younger generation 
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would be elevated to Amir 

septuagenarian. But unfortunately the ruling family did not 
work this out before the Amir\'s death. Al-Jassem expressed 
confidence that the ruling family always manages to work 
things out behind closed doors and that the State\'s policies 
would remain stable. 
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rulers and he appears comfortable exerting effective control 
at least until now. 
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Impact of Succession on Ministerial Portfolios 


3. (C) While the Amiri succession is unlikely to 
significantly affect power at the top 

a greater impact on the distribution of power in the Council 
of Ministers for two reasons. First 

abdicates in favor of Shaykh Sabah 

Crown Prince and the Prime Minister would need to be filled. 
Since the leading candidates for the positions are currently 
top ministers 

least one minister and could result in a shift in ministerial 
portfolios. (Note: lt is possible that the two positions 
separated in 2003 

End note.) 


4. (C) It is unclear 

positions 

serve as PM even if named Crown Prince. The amirship has 
traditionally alternated between the Jaber and Salem branches 
of the Al-Sabah family; however 

is merely an historical coincidence. There are 

potential candidates for either position from the Salem 

branch 

Al-Salem Al-Sabah 

University 

leading figure among the younger generation of Al-Sabah 
considered by many to have the experience and vision 
necessary to lead Kuwait in the twenty-first century. One 
other (unlikely) candidate from the Salem branch is Shaykh 

Ali Salem Al-Ali Al-Salem Al-Sabah 

Chief Shaykh Salem Al-Ali and a former Minister of 
Communications and Minister of Finance; he does not currently 
hold a government position. 
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5. (C) The other leading candidates for the positions of 

Crown Prince and Prime Minister are from the Ahmed line of 
the Jaber branch. One candidate is First Deputy Prime 
Minister and Minister of Interior Shaykh Nawaf Al-Ahmed 
Al-Jaber Al-Sabah 

protect) 

Polfoff recently that Shaykh Nawaf was \"weak\" and was \"not a 
decision maker.\" Al-Shatti noted 

would be acceptable to the Salem branch due to his close 
relationship with Shaykh Saad. Another candidate is Deputy 
Chief of the National Guard Shaykh Mishal Al-Ahmed Al-Jaber 


Column 3 

Al-Sabah 

strong manW behind Shaykh Nawaf if the latter was appointed 
to either position. Energy Minister Shaykh Ahmed Al-Fahd 
Al-Ahmed Al-Jaber Al-Sabah is also rumored to be a potential 
candidate. Shaykh Ahmed has expended considerable effort to 
build support both within the ruling family and among Kuwaiti 
society more broadly; however 

young for either position. Some contacts also question his 
commitment to reform and note that he has been implicated in 
several corruption scandals. 


6. (C) The second reason ministerial portfolios could be 
affected by the Amiri succession is that the Salem branch may 
use Shaykh Saad\'s abdication as a bargaining chip in 
intra-family negotiations over the future distribution of 
power. Shaykh Salem Al-Ali 

member who provoked a public controversy and indirectly 
criticized the Prime Minister by calling for the creation of 

a three-member committee to \"assist the leadership" with 
ruling the country (ref C) 

opposition to the Jabers\' consolidation of political power. 
(Note: Four of the sixteen Cabinet positions are currently 
held by Jabers 

note.) Shaykh Salem Al-Ali and other leading Salems are 
unlikely to quietly acquiesce to Shaykh Saad\'s abdication 
without getting something - most likely ministerial 
portfolios - in return. 


Impact on U.S. Interests 


7. (C) The Amir\'s death is unlikely to significantly affect 

U.S. interests in Kuwait or U.S.-Kuwaiti bilateral relations. 
Even if Shaykh Saad remains as Amir for an extended period 
of time 

the Government of Kuwait\'s policy on important issues. Even 
a shift in key ministerial portfolios is unlikely to have a 

major impact on Kuwait\'s commitment to the primacy of its 
relationship with the U.S. 


Kuwaitis Mourn for Honored Amir 


8. (SBU) Shaykh Jaber Al-Ahmed Al-Jaber Al-Sabah 
Kuwait for nearly 28 years 

its most tumultuous periods 

Kuwait in August 1990. He also presided over an 
unprecedented period of economic prosperity 

contributed to Kuwait\'s emergence as a regional economic 
player. His foresight in investing oil revenues in the 

unique Fund for Future Generations proved critical in his 
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efforts to garner international support for the liberation of 
Kuwait from Iraqi occupation in 1991. Shaykh Jaber was also 
a strong supporter of women\'s suffrage legislation 

introduced by amiri decree to the National Assembly in 1999; 
initially rejected by Parliament 

full political rights in May 2005. 


9. (SBU) Shaykh Jaber reportedly married more than 30 times 
and has an estimated - sources differ - 23 sons and 15 
daughters. He was born in 1928. Kuwaiti contacts remember 
him fondly as a good Amir who led Kuwait through times of 
both feast and famine. Although his death is not unexpected 
Kuwaitis we have spoken with today are deeply saddened and 
moved by the loss of a ruler widely loved and honored for his 
generosity and humility. 
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passed away. Passed away the prince of hearts 

the dear father.\" Attendees at the funeral carried posters 
of the late Amir and some had his picture pinned to their 
dishdashas. 
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Ravinet shared his concerns about neighboring countries\' 
leftward drift and their propensity to use Chile as a straw 
man. Ravinet said Chile\'s military policy is one of 
responsible 

emphasizes strict responsibility 

the poorest sector of society. Ravinet also reaffirmed 
Chile\'s strong commitment to multilateralism; he opined Chile 
would stay the course in Haiti; suggested the U.S. turn 
Iraq\'s reconstruction over to the United Nations; and said 
Chile would soon ratify its accession to the International 
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Criminal Court. Ravinet said the Lagos Administration was 
striving to find an accommodation that would avoid the 
imposition of U.S. sanctions under the American Servicemember 
and Citizen Protection Act. End Summary. 


2. (U) Minister of Defense Ravinet was accompanied by Under 
Secretary of the Navy 


SIPDIS 

(MOD) International Affairs Advisor Maria Inez Ruz; MOD 
International Affairs Director of the Joint Staff Col. 

Guillermo Castro; and Auditor General of the Joint Staff 
Commander Claudio Escudero. Attending for the U.S. were 
Senator Mitch McConnell; Senator Mel Martinez; Senator 
Richard Burr; Senator John Thune; Staff Director 
Appropriations Sub-Committee for Foreign Operations Paul 
Grove; Professional Staff Member 

Sub-Committee for Foreign Operations Tom Hawkins; Staff 
Member 

Physician Admiral John Eisold; Ambassador Craig Kelly; Acting 
Defense Attache Col. Robert Scott; and Political Officer 
Jeffrey Galvin. 


Chile is your most reliable partner... 


3. (C) Senator McConnell noted that for three of the four 
visiting Senators this was a first visit to Chile 

the country gave the appearance of progress and great 
success. Ravinet said Chile still had high levels of 
poverty 

than blaming the “Washington consensus\" for its problems 
Chile had pursued policies of fiscal responsibility and 
tightly focused its social assistance programs on the most 
impoverished sectors of society. This focus and fiscal 
responsibility is the big difference between Chile and its 
neighbors. 


4. (C) Senator McConnell asked what Ravinet saw as Chile\'s 
greatest challenge. Ravinet replied as Minister of Defense 

it was having defense forces with enough deterrent power to 
secure Chile\'s borders. He said Chile had no territorial 
aspirations 

armed forces 

partner in this part of the world.\" Ravinet said that Chile 

was committed to peacekeeping operations; would continue its 
deployment in Haiti through June and hopefully beyond; and 
was considering increasing its commitments in Bosnia and 
other areas. 
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Regional Stress Lines 


5. (C) Noting the election of Evo Morales in Bolivia 

Senator McConnell asked Ravinet what impact this would have 
on relations. Ravinet replied 

northern borders.Y He said Bolivia continued to press for an 
outlet to the sea 

in Chile\'s northern desert as well. Chile is one of the 
primary sources of foreign direct investment in Peru 
essentially extends a \"unilateral FTA\" to Bolivia 

Bolivian goods to transit Chile duty free. Still 

politicians in Peru and Bolivia use anti-Chile sentiment as a 
rallying point 

rhetorical 

deterrent. 


6. (C) Ravinet contrasted the situation in the north to that 

with Argentina 

way to historic cooperation." Chile and Argentina conduct 

joint military exercises and patrols 

ECLAC-developed formula to exchange information on defense 
expenditures. Chile and Argentina plan to create a joint 
combined peacekeeping force 

and Argentine forces in Haiti are going to develop a joint 
command structure. 


Political Developments in Bolivia and Peru 


7. (C) Senator Martinez asked about the broader regional 
issue of Venezuela President Hugo Chavez! irresponsible 
behavior 

Morales\' apparent ties to Chavez and Fidel Castro. Ravinet 
replied that it was impossible to predict the future. 

Morales was a better result for Bolivia than Quiroga would 
have been 

instability. If Morales acted responsibly 

some resources to begin addressing poverty and long-standing 
social issues in Bolivia. Bolivia has suffered from poor 
governance over the last few years. According to Ravinet 
the greatest obstacle to resolving bilateral issues with 
Bolivia has been the lack of a stable negotiating partner. 


8. (C) Ravinet said Peru was a contradiction - economically 
the country is performing well 

healthy rates of investment. However 

institutions are weak and the administration unpopular. 
Ravinet was concerned about Ollanta Humala\'s rise in the 
polls 

instability. According to Ravinet 
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Peru elected relative unknowns from outside the political 
establishment -- current President Toledo and former 
President Fujimori -- and Humala fits that same mold. 

Ravinet noted the instability in Ecuador as well 

\"The changes underway are going to make this a more difficult 
area." 


Bilateral Cooperation and Iraq 


9. (C) Senator Burr noted the excellent military to military 
relations we enjoy 

would like to strengthen relations with Chile across the 
board. Despite our original disagreement about whether to 
intervene in Iraq 

and international community have to stay and finish the job? 
Ravinet said this was a hard question 

with the U.S. on so many of the essentials. (Post Note: 
Although opposing the resolution to use force in Iraq 

on the Security Council Chile supported all subsequent 
resolutions concerning the administration and reconstruction 
of Iraq under the coalition and transitional government. End 
Note.) 


10. (C) Ravinet said the GOC\'s position was that the 
decision to use force 

been taken by the international community. In deciding to 
remove a dictator or restore democracy 

not be taken unilaterally. Contrasting U.S. involvement in 
Iraq with Vietnam 

into Vietnam and had not anticipated its eventual 
entrenchment there. In Iraq the U.S. had taken the decision 
to invade and occupy a sovereign country. The costs for the 
U.S. were very high 

disastrous. Ravinet said the U.S. should consider fully 
turning security and reconstruction efforts over to the UN. 
Senator Burr noted that the EU 3 had referred the Iran 
nuclear issue to the UN 

watched closely as an indicator of the UN\'s willingness and 
capacity to deal with serious security issues. 


The International Criminal Court and Article 98 


11. (C) Senator Thune said the U.S. sees Chile playing a 
critical political and strategic role in the region 

share concerns about increasing instability. As a member of 
the Armed Services Committee 

F-16 sale and wanted the flow of security assistance and 


technology to Chile to remain open. The symbolism of our 
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cooperation is very important in the region. However 

Chile\'s impending ratification of the International Criminal 
Court (ICC) was a sticking point - the American Servicemember 
and Citizen Protection Act (ASPA) has real teeth and the U.S. 
Congress takes this issue seriously. 


12. (C) Ravinet thanked Senator Thune for raising the ICC 
and ASPA. Ravinet noted for Chile the most important aspect 
was not defense materials 

relations the militaries enjoyed. The U.S. and Chile \"have a 
long-standing treaty for military cooperation and the 
cooperation is excellent and important. However 

support for ratifying the ICC spans Chile\'s political 
spectrum 

only a domestic issue 

countries in the region already ICC members 

winning any friends by remaining outside. Ratifying the 
treaty would be an act of regional solidarity. 


13. (C) The same logic applied to an Article 98 agreement. 
Ravinet said 

an Article 98 here.\" Only Colombia in the region had an 
acknowledged agreement with the U.S. It was important to 
find a solution that would save face for Chile while allowing 
the close relationship with the U.S. to continue. Ravinet 
observed 

need to find an imaginative way to solve the problem.\" 
Ravinet noted specifically that ASPA provided for a 
Presidential waiver of sanctions. He said it was important 
to solve the sanctions issue before Chile ratified the ICC 
and the GOC had delayed consideration of the measure in 
Congress to open a space to do so. However 
administration wanted to ratify before leaving office in 
March. \"We have to do this hard and fast 


14. (C) At the end of the meeting 

Ambassador and Senator Martinez aside for a brief discussion 
of options for addressing Article 98. Ravinet said the GOC 
was considering extending SOFA-type protections to a small 
group of \"strategic allies (countries) 

hope that this could be the basis for an agreement that would 
avoid ASPA sanctions. Ravinet added that President Lagos 
wanted to resolve this issue while he was still in office and 

not hand it off to his successor. 
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ourselves out of a job. The sooner local staff can pick up 
the program unaided 
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On the Front Line in Providing Infrastructure 


4. (U) New Zealand support for law enforcement extends to 
bricks and mortar as well. U.S. Army Civil Affairs intended 

to build new police stations throughout Bamyan 

rules prohibited CERP funds from being used to assist the 
ANP. NZ AID picked up the proposal 

million in 2006 to construct police stations in five 

districts in Bamyan. (NOTE: NZ has refrained from making 
any commitments in Bamyan City 

build a police station/training center in 2005. END NOTE) 

The NZ PRT has also funded and built nine police checkpoints 
for the ANP throughout Bamyan Province (one of which began 
the chain of events leading to seizure of 1.9 tons of opium 

ref B) 

(20 

vehicle repair 


5. (U) The Kiwis do not give Bamyan law enforcement a blank 
check 

development of dependencies within the local government. A 
case in point is New Zealand\'s pending donation of seven 
Hilux Toyota pickups 

of a little over USD 500 

one-year maintenance contract 

one ANP officer from each district in basic vehicle 
maintenance. This should hopefully make it possible for the 
ANP to support its new motorpool and thus extend its own 
planning horizon. 


RTC Renovations Give Hint of NZ Training Potential 


6. (U) USG funding (approximately USD 110 
desperately-needed additions to the temporary police 
training center will soon pay dividends. Police training 
center attendees currently sleep on a dirt floor at a local 
mosque 5 km from the RTC 

(NOTE: Construction was slated for completion by the first 
week of January 

and getting authorization to fund O&M for the center have 
delayed final occupancy. END NOTE) Once construction of 
living quarters 

additional classroom are complete 

double the RTC course load 

both new and recurring students and a more comprehensive 
week basic training course. NZ Police also will be able to 
offer live firearms training with the larger compound and 
second classroom. 


Column 3 
Promising First Steps .. . 


7. (SBU) New Zealand\'s efforts with the police appear to be 
gaining traction. Deputy Chief of Police Malik (with 
considerable help) is auditing existing ANP resources in 
Bamyan for the first time. ANP leadership 

inventory exercise 

trucks have been siphoning off between 4 and 500 liters of 
fuel per truckload. More encouraging (and surprising) 

ANP hired nine women police officers for the first time in 
December 

December 29 (the other eight are in Kabul for training). 
Malik told PRTOff at the new officer\'s induction that \"a 
woman governor (HE Habiba Sarabi) has done great good for 
us. Women police will do even more.\" 


... Could be Even More With Additional Infrastructure 


8. (U) NZ Police would like to make these small successes 
the norm 

infrastructure cannot support this. Cases requiring more 
developed investigations and crime scene assessment remain 
beyond the reach of Bamyan\'s law enforcement 

for over-tasked experts from Kabul to conduct basic crime 
scene analysis 

takes time. New Zealand police believe this is easily 
remedied through more comprehensive training 

and prosecutors. Comprehensive training 

permanent facilities. \"The new renovations are a great 
improvement 

jobs we are capable of 


9. (SBU) Another common suggestion of NZ Police is that 
while RTCs across the country provide basic police 
instruction and the CTC and GPPO give advanced training 
there is currently no middle ground. NZ Police argue 
therefore 

developed. \"Not just Bamyan 

even the entire country 

police training and (training at the) CTC. We would like a 
permanent Bamyan RTC to be that bridge.\" Likewise 
Police hope to conduct training for the entire law 
enforcement system 

those areas where their investigation roles parallel. 


Comment: An Opportunity 


10. (SBU) Embassy decision makers are justifiably skeptical 
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about risking funds again in Bamyan after so much GOA 
indecision on previous projects (albeit over the justifiable 
topic of historic preservation). New Zealand 
experiencing similar frustrations in funding other projects 
has no such reservations. New Zealand is committed 
monetary and human resource terms 

enforcement apparatus become self-sufficient. NZ Police 
AID 

smaller (and presumably less expensive) 

focus and scope than current RTCs 

sufficiency. 

11. (SBU) The ANP\'s recent hiring of women police 
largely to NZ efforts 

results. With significant capacity gaps and corruption 
concerns 

remains small. Efforts are moving in the right direction 
but stand little chance of long-term success without U.S. 
support. We owe it to ourselves 

allies to support NZ efforts as fully as possible 

explore ways to fund a smaller 

center. 
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- Vwill be hit with an iron fist". Taking a much tougher 
stance than his predecessor (who the King privately concluded 
was sympathetic to takfiri ideology) 

efforts to engage moderate scholars and Imams 
comprehensive plan to encourage tolerance through 
Ministry-sponsored programs (septel). At Culture 

Tweisi is another of the new team who views one of his key 
roles as fighting radical Islam. He told the Ambassador 
about his desire to promote \"real Islam. He asserted that 
when the takfiri radicals call for the liberation of Iraq and 
Palestine 

The Minister hopes to use the resources of his Ministry 
producing brochures and holding symposia folkloric cultural 
activities 

serve as a counterweight to the takfiri world view. 


4. (C) The new cabinet retains the strong economic bench 
largely drawn from the private sector 

previous government. The principal change is designed to 
give the economic team the leadership it lacked in the Badran 
government in the person of a single Deputy Prime Minister 
Ziad Fariz. He also serves as the Finance Minister. Fariz 
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has a strong background in economics and finance 

a successful Jordanian bank 

Planning Minister and Governor of the Central Bank. He 
represents an older generation than most of his fellow 

ministers on the economic side 

impression with some of being too wedded to outdated concepts 
and the status quo. However 

favorable evolution in his thinking on such matters as the 
necessity of adopting a new anti-money laundering bill. 


5. (C) Fariz stresses the need for a \'prudent\' budget and 
has not made major changes to the draft of his predecessor 
which proposed controls on fiscal spending. Fariz stressed 
to the Ambassador that he sees the budget deficit as still 

too high 

Parliament; failure to do so would \"be a problem 

in a JD 50-55 million (USD 70-77 million) hit to the budget. 
NOTE: The tax law was rejected by the lower house 

become a temporary law if the upper house does not reject it. 
In an aside 

He does not want the government to set aside the democratic 
process 

passed must be transparent. Many of his cabinet colleagues 
do not support the bill 

hour by the former Finance Minister without adequate cabinet 
consultation. Even some of the King\'s most loyal supporters 
in the upper house are considering rejection of the tax law. 
END NOTE. 


6. (C) Fariz is also focused on devising a system for 
advance notice of Finance Ministry bond issuances 
coordination with the Central Bank of Jordan. Fariz faces 
challenges. His dual role ) finance minister and head of 

the economic team ) gives him an edge over the traditionally 
powerful planning minister 

enthusiastic commitment to the full range of economic and 
social reforms that we and Jordan\'s leadership seek. He must 
also take a leadership role in promoting the government\'s 
legislative reform agenda with the Parliament. The 

difficulty with the Tax Law seems to indicate a very short 
honeymoon on an important economic issue. 


7. (C) Abdelelah Al-Khatib is known to many in Washington 
from his previous three stints as Foreign Minister 

the Jordanian Embassy there 

team in the 1990s. As in the past 

his way to establish a close relationship with the Embassy. 
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He is successfully promoting such difficult issues as article 
98 ratification 

al-Muasher. Unlike his two predecessors 

the importance of our common reform agenda for Jordan and 
seeks to participate actively in shaping it. He also seeks 

an early opportunity to establish a relationship with the 
Secretary. He is a thoughtful and constructive influence on 


SIPDIS 
the key regional challenges of Iraq 
Israel-Palestinian peace process. 


8. (C) Like all of Jordan\'s recent governments 

government represents the key pillars of King Abdullah\'s 
support in Jordan. A common theme among several Ministers in 
their initial interactions with Post was their understanding 

that they are charged with counteracting extremist Islamists 

in Jordan 

or indirectly 

This charge was stated explicitly by the King in his message 

to the new government 

Message promoting moderate Islam. 


9. (C) What is also striking about this government is the 
strength of the new economic team. Extensive and successful 
private sector experience is the norm. Based on the 
Ambassador\'s initial courtesy calls on them 

appear eager to move ahead on economic reforms 
understanding that they must show quick results or face the 
fate of earlier governments. The new economic team is very 
knowledgeable about the history and breadth of U.S. 
assistance to Jordan 

the U.S. has done in the past and 

looking forward to the potential presented by further U.S. 

help. The Embassy expects this will be an economic team with 
which it can work well with. 


10. (C) Like its predecessor 

work with a difficult Parliament. The Chamber of Deputies 
has already signaled that it is still asserting itself 

opposing a new tax law proposed by the government (ref B). 
Provided this Parliament remains in place 

this new government will be its ability to move its diverse 
reform agenda through this legislature. 

Hale 
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transit Rafah in recent days with forged documents and 
identities. End summary. 


2. (C) IDF Chief of Staff Major General Dan Halutz met with 
Assistant Secretary Welch 

for National Security Affairs Abrams 

Lt. General Dayton 

discuss the security situation in Israel. Halutz predicted 

that Hamas will win at least 40 percent of the vote in the 
January 25 Palestinian Legislative Council (PLC) elections. 
Halutz said that the figure could be as much as 50 percent of 
the vote 

unimportant because Israel cannot negotiate with Hamas unless 
they declare an end to terrorism. Responding to a question 
from A/S Welch regarding the possibilities for cooperation 
should Hamas continue to keep the calm after elections but 
not disarm 

OK 

ministries.\" 


3. (C) When queried by the Ambassador 

GOI is maintaining and will continue working level 
day-to-day contacts with Palestinians 

contacts have no effect on the stalled political dialogue. 
According to Halutz 

power 

with Hamas through surrogates. Should Hamas capture national 
level offices 

possible to have political dialogue. Halutz admitted that 
there is no political dialogue or ongoing negotiations with 
the current PA leadership 

progress in ruling Gaza 

things. 


4. (C) Halutz suggested that it is possible that Hamas 
participation in the elections will turn them away from 

terror as they become involved in the problems of governance. 
However 

also theorized that Hamas in the West Bank and Gaza may begin 
to split with the Hamas leadership in Damascus after 
elections. \"In some situations 

Halutz cautioned 

relative calm 

again engage in widespread terrorism. A/S Welch told Halutz 
that the USG remains committed to making sure that the 
elections occur as scheduled. 
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5. (C) Halutz said that Abbas has committed to passing 
anti-terror legislation within one month of PLC elections 

but he added that if Abbas were serious about creating calm 
and an end to terrorism 

opportunity over the last few months to act against 
Palestinian Islamic Jihad (PIJ). Halutz said he expects a 
second round of violence to occur after PLC elections 

it is clear that the GOI will not negotiate with Hamas. 
Responding to a question from DAPNSA Abrams on why PA 
security forces are failing to crack down on terror 

said \"they (PA security forces) do not have clear orders from 
the political leadership. It is not a question of 

competency. Look at their enemy (Fatah terrorist 
organizations). The security forces are more competent than 
the terrorists.\" Halutz said that Abbas\'s unwillingness to 
confront Hamas but to \"sink them in honey\" would ultimately 
prove unsuccessful. 


6. (C) Halutz said that the GOI may have to close the Karni 
crossing between Gaza and Israel on January 15 due to 
intelligence reports that a tunnel is being dug in the area 

to be used in a terrorist attack against the terminal itself. 
While Halutz said that the IDF is not sure of the exact 
location of the tunnel 

civilian employees and the Palestinian people who would be 
killed at the crossing if there is an attack.\" 


7. (C) With regard to the November 15 Agreement on Movement 
and Access 

right things 

possible; conducting a weekly assessment of the security 
situation to determine the number of Palestinians who should 
be allowed to work in Israel; and making movement as free as 
possible in the West Bank without endangering Israeli 

citizens living there as long as there is not too much risk 
involved. Halutz said 

of beginning convoys between Gaza and the West Bank until 
after PLC elections. He reasoned that in future negotiations 
Israel would demand that \"each and every letter of every word 
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be negotiated with the Palestinians.\" Halutz said he 
believes it was a mistake for Israel to agree even to the 
concept that Abbas should be allowed more time to begin 
fighting Hamas and PIJ. 


8. (C) Halutz criticized President Siniora\'s decision that 
HizballahWs continued status as an armed militia not be 
considered a violation of UNSC resolution 1559. Halutz 
described what he said is HizballahYs evolving plans to 
kidnap Israeli civilians or military personnel along the 

border as an attempt to deflect attention from internal 
Hizballah political woes. Halutz described President Asad as 
very nervous and very short-sighted in his recent actions. 
Halutz cautioned 

pressure 


Iran 


9. (C) Halutz said that he had heard the Secretary\'s message 
on the Iranian nuclear challenge and that it is positive that 

the USG and EU now share the same message. Halutz said that 
Israel still believes that the matter should urgently be 

referred to the UNSC 

public profile on the issue. 


10. (C) When asked by DAPNSA Abrams about plans for security 
along Israel\'s southern border 

between Israel and Egypt is already being strengthened with 
additional troops (two battalions) and that plans are 
underway to add a brigade-size command post. He also said 
that the GOI plans to invest funds sufficient to physically 

and virtually (through technology) seal the border to prevent 
smuggling. Halutz described Rafah as a \"sad story 
commented that the Egyptians are improving control on their 
side of the border. Halutz said he thinks the Egyptians 
understand the seriousness of the situation after the attacks 
last week that resulted in the deaths of Egyptian security 
personnel. Halutz claimed that Palestinian terrorists who 

are on the \"not authorized!" list have managed to transit 
Rafah in recent days by using forged documents and fake 
identities. 
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11. (U) A/S Welch and DAPNSA Abrams cleared this message. 
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Security Council?\" . 


2. (C) Ambassador responded that the U.S. is not opposed to 
other nations joining the Security Council 

view that expansion of Council numbers should contribute to 
its strength and effectiveness. New permanent members 
continued 

in democratic principles 

counter-terrorism 

operations and to the United Nations. 


3. (C) The Foreign Minister responded 

country will qualify for this 

on the basis of this criteria 

desire for a permanent seat. The Minister responded \"but not 
others.\" The Ambassador told the Foreign Minister that no 
country is excluded from putting forward its desire for 
membership on the Security Council. 

RAGSDALE 
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example 

both Saudi men and women 

concrete example of a highly educated and articulate woman. 
(Ref B) In this starkly segmented society 

where women are in the position of authority is useful. A 
Cultural Connect Envoy artist who could run workshops for 
groups of male and female artists would similarly encourage 
free thought and expression 

schools. 


3. (U) Mission Saudi Arabia has used creative methods of 
making the most of available resources. The public affairs 
office in Jeddah has held musical evenings at the CG\'s 
Residence where the public affairs officer worked with local 
guitarists and talented consulate staff to perform \"Arabian 
Blues.\" The PAO also has hosted an evening jam session of 
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mostly American music with an open-mike. In Dhahran 
hosted an art exhibit displaying the work of local Saudi 

artists 

contacts from throughout the Eastern Province to the opening 
night. These events are inexpensive and create spaces in 
Saudi Arabia to support creativity 

exchanges. They also indicate that parts of Saudi society 

are interested in cultural events 

circumstances. 


4. (U) Within Saudi Arabia 

considerably. Riyadh is generally more conservative than 
Jeddah or the Eastern Province. Working with the minority 
community of Shia is often easier than with the mainstream 
Sunnis 

interests. In all areas 

be time-consuming to organize. As the public affairs 
sections at the three posts in Saudi Arabia slowly move back 
towards full staffing levels it will be possible to do more 
cultural programs. While VIP visits provide excellent public 
diplomacy opportunities 

regularly contribute the necessary time to cultural 

programs. For all of these events 

program prominent Muslim-Americans 

diversity in the United States and also because Muslim- 
Americans are able to access 

range of Saudi society. (Note: Access to Mecca and Medina is 
limited to Muslims. End note.) 


5. (U) While expensive and time consuming in terms of 
recruitment 

exchanges is powerful. One recurring problem has been that 
many women cannot or will not travel without their husbands 
and many have cancelled their scheduled participation in IV 
programs due to the restrictions on accompanying spouses 
even if paying their own way. Visual art programming can 
also be very effective in Saudi Arabia 

approach of holding workshops with specific groups. Many 
arts and cultural groups are desperate for more information 
and trainings/workshops in new techniques 

schools continue to gradually eliminate art from the 
curriculum 

galleries increases visibly 
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and the provinces. In Riyadh 

program has been launched and received a good response. 
Performance arts can be successful 

and with certain audiences of more elite groups. Large-scale 
performances of musical groups can be difficult 

security situation 

in Saudi Arabia 

disapproval. (Ref C) 


6. (U) Film and video programs can be extremely useful in 
targeting audiences with USG policy messages. In Jeddah 
for instance 

Jawed Angels 

women in the United States. A follow-up discussion was 
arranged 

major schools and universities. Such programs are 
inexpensive ways to reach new audiences 

complemented by a visit from an American speaker. While 
sports programming has not been used in the past 

centers for sports exist throughout the country and could be 
excellent venues to reach young Saudi men. Soccer 
basketball handball 

Saudi Arabia. Youth centers are not open to girls or women 
and public schools for girls have been forbidden from 
holding physical education classes. Sports programming for 
women would provide a unique opportunity and post believes 
it could be successful. In Jeddah 

colleges have specifically requested programs that build 
leadership skills 

which could be supported by targeted sports programming. 


7. (U) Culturally 

the lives of people in Saudi Arabia. Indeed 

of the few traditional arts continuing to thrive in modern 
Saudi Arabia. Saudis are avid readers and reciters of 
poetry 

amounts of poetry 

Saudi dialect. Poetry readings can be successful venues for 
creativity 

about Americans. In Jeddah 

an energizing poetry reading in November 2005; audience 
members composed poems during the event. More exploration 
of ways to use poetry in cultural activities would be 

valuable. 


OFFERING UNIQUE OPPORTUNITIES 


Column 3 


8. (U) Cultural and sports activities in Saudi Arabia often 
face many restrictions. Thus 

interested in our programs because they have few 
opportunities to explore art 

elsewhere. The US Mission to Saudi Arabia is in a unique 
position to respond to these interests 

ways that promote our freedom and democracy agenda 
MPP goals 

hard-to-reach groups of Saudis. 


GFOELLER 
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editorial on January 15 under the title \"The Iranian Nuclear 
File\": 


\"Escalating statements between Iranian and Western officials are 
not serving the goals of peace and security in a region that 

needs no additional problems. The Iranian [nuclear] question 
cannot be solved except by dialogue 

weapons should be discussed as one issue for the entire Middle 
East region. The European countries should not pressure Iran 
without also finding a mechanism to pressure the Israeli 
side...Arab countries have to bring the Israeli issue up whenever 
the Iranian issue comes up. They are demanding fairness in 
dealing with such issues.\" 


2. \"Oman\" also carried an op-ed piece by Omani columnist 
Abdullah Al-Ulyian on January 9 entitled \"Defense is for 
Tolerance 


\"A while ago 

researcher in Islamic issues... don\'t find any reason for 
defending a writer who has always been known for his hatred 
towards Islam and Muslims. Lewis tried to explain Islamic 
tolerance by stating that it is only talk with no implementation. 
In other words 

with not actions or principled stances. In his book \"Islamic 
Crisis: Sacred war and Non-Sacred Terrorism 

that Islam is doomed by its historical background and animosity 
towards the West and Christendom. In the same book 
asserts that not all Muslims are fanatics and not all fanatics 
are terrorists. However 
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the terrorists today are Muslims who are proud of being Muslims. 
This demonstrates how prejudiced some orientalists are against 
Islam and Muslims 

are not." 


3. Privately owned Arabic daily \"Al-Watan\" published an editorial 
on January 15 entitled \"Innocent People Are Calling for 
Protection": 


\"Since the start of the American invasion of some Asian countries 
on the pretense of fighting terrorism 

have occurred that have wasted a lot of civilian lives. When the 
so-called Vcollaborators 

government 

locations 

that Arab and Muslim lives are no longer valuable and that there 
is no boundary between an innocent person and a guilty one. 
Everyone is killed without any discrimination. There is an 
urgent need to impose limits and boundaries that will protect the 
lives of the innocents and punish the wrongdoers. Regional 
organizations ought to do something to save the blood of 
innocents and protect human rights 

peace." 


BALTIMORE 
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OF OFFSHORE GAS FIELD SHARED WITH IRAN 


REF: 05 KUWAIT 0943 


1. Local press and online news sources reported in the first 
week of January that Kuwait plans to start exploring for 

natural gas in what it calls the \"undisputed\" parts of the 
offshore Durra gas field (reftel). Ministry of Energy 
Undersecretary Issa Al-Own told a local newspaper on January 
2 that talks with Iran were continuing regarding the 

continental shelf boundary 

with exploration in the undisputed part." 


2. In 1960 

exploration in the Durra field 

(now part of BP) 

significant exploration and or development has been yet 
carried out on the field. Recoverable gas reserves in Durra 
are estimated at 200 billion cubic meters. Kuwait signed an 
agreement with Saudi Arabia in 2000 to divide any oil and gas 
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profits from the offshore Durra field 

to part of the field and objected to any exploration until 

the maritime border is demarcated. Foreign Minister Shaykh 

Dr Mohammed Sabah Al-Salem Al-Sabah has made numerous trips 
to Iran over the past two years to attempt to reach a 

settlement of the offshore border issue but it has yet to be 

resolved. 


3. According to the press reports 

Kuwait would soon invite bids for seismic surveys of the 
Kuwait portion of the Durra field 

fields. He said that he did not expect Iran to object. Iran 
responded by saying that the exploration must be in 
undisputed waters\" 

spokesman Hamid Reza Asefi 
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the country through some of its most tumultuous years. 
Continuous 

addition to those who attended the AmirYs funeral on January 
15 (ref A) 

lead 

Al-Sabah family were: 


-- Austrian Vice Chancellor Hubert Gorbach on behalf of the 
European Union; 

-- Bangladeshi Prime Minister Khaleda Zia; 

-- British Crown Prince Charles and Defense Secretary John 
Reid; 

-- French Defense Minister Michele Alliot-Marie; 

-- Gulf Cooperation Council Secretary General Abdul Rahman 
Al-Attiyah; 

-- Lebanese President Emile Lahoud; 

-- Libyan Special Forces Head Al-Sadi bin Muammar Qadhafi; 
-- Mauritanian President Ali bin Mohammed Fal; 

-- Moroccan Prince Rasheed bin Al-Hassan Il; 

-- Pakistani Prime Minister Shaukat Aziz; 

-- Qatari Amir Shaykh Hamad bin Khalifa Al-Thani; 

-- Saudi Arabian King Abdullah Abdulaziz Al-Saud; 

-- Syrian President Bashar Al-Asad; 

-- Thai Deputy Prime Minister Sathirathai Surakiat; and 

-- Yemeni President Ali Abdullah Saleh. 


Other high-level delegations 
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Minister 


2. Local media carried the Ambassador\'s statement of 
condolence 

expressed \"heartfelt sorrow" for his death. The Ambassador 
celebrated the Amir as \"a great leader during critical 

historical moments 

people for his dedication to a life in service of the 
advancement of Kuwait.\" He also praised the Amir for his 
\"significant role in creating a history of strong and 

steadfast relations between the United States and Kuwait" 
The Amir Vwill be long remembered and the close ties between 
out two countries will be a lasting legacy of his dedication 

to the service of his country 
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Memorandum of Understanding and the Convention 
provisions of the Convention will take precedence. \" 


(2) (C-Rel Kuwait) Clarification on challenge inspection 
bilateral notification procedures 

procedures for notification acknowledgments: Specifically 
the GOK requested additional text that requires the receiving 
party to confirm receipt of a challenge inspection 

notification from the notifying party and addresses what the 
parties should do if confirmation of receipt is not provided. 
The delegations agreed to include the following language in 
Part | of the MOU: 


\"The United States should acknowledge receipt of notification 
of the challenge inspection from Kuwait within two hours of 

the initial notification. The acknowledgment should confirm 

the available information received from Kuwait and will 

provide Kuwait with the name and telephone number of the U.S. 
point of contact for transmission of any additional 

information.\" 


\"In the event that Kuwait does not receive an acknowledgment 
from the United States within the two-hour time period 

Kuwait should proceed with preparations for the challenge 
inspection under the Convention until the United States 
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provides such acknowledgment.\" 


\"Kuwait should acknowledge receipt of notification of the 
challenge inspection from the United States within two hours 
of the initial notification. The acknowledgment should 
confirm the available information received from the United 
States and will provide the United States with the name and 
telephone number of the Kuwait point of contact for 
transmission of any additional information.\" 


\"In the event that the United States does not receive an 
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acknowledgment from Kuwait within the two-hour time period 
the United States should proceed with preparations for the 
challenge inspection under the Convention until Kuwait 
provides such acknowledgment.\" 


(3) (C-Rel Kuwait) The extent of Kuwaiti involvement in 
inspections when no Kuwaiti assets are subject to challenge 
inspection activity: The GOK asked whether there would be 
any problem with a Kuwaiti representative joining the escort 
team in the event of a challenge inspection on the territory 
of Kuwait that involves only U.S. assets. After lengthy 
discussions 

Part 111.2.c. of the MOU: 


\"If it cannot be ruled out that one or more assets of Kuwait 
would be included fully or partially within the inspectable 
area and the United States is designated the inspected State 
Party 

representatives to accompany the inspection team." 


\"If it cannot be ruled out that one or more assets of the 
United States would be included fully or partially within the 
inspectable area and Kuwait is designated the inspected State 
Party 

accompany the inspection team." 


(4) (C-Rel Kuwait) Procedures for terminating or modifying 
the agreement: The GOK asked that the HCA\'s termination 
provisions be changed from requiring 90 days advance notice 
to 180 days advance notice. Kuwait also requested that the 
effective term of the MOU be for one year 

automatically on an annual basis. The U.S. delegation agreed 
to change the provisions in the diplomatic note (dipnote) as 
requested. 


(5) (C-Rel Kuwait) Inclusion of text to facilitate Kuwaiti 
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Parliamentary approval: Kuwait requested that the text 
include a statement explaining why the two parties are 
entering into an HCA so as to facilitate adoption of the MOU 
by Kuwait\'s parliament. The U.S. delegation suggested 
additional text be included in the dipnote; however 

the meeting 

the MOU. 


(6) (C-Rel Kuwait) Clarification regarding challenges to OPCW 
inspected State Party (ISP) designations: Kuwait stated that 
based on the principle of sovereignty 

it should always be designated as the inspected State Party 
for any challenge inspection occurring on its territory. 

Kuwait noted that the current formulation in Part Il 

4. b. and c. were unacceptable as they contemplated instances 
in which the United States could be designated the ISP where 
a challenge inspection occurs on Kuwaiti territory. The U.S. 
explained that there would be some cases 

the U.S. has the predominant interest with respect to the 
asset being inspected 

the United States to be designated as the inspected State 
Party 

requesting State Party and by the OPCW. The parties agreed 
to a revised formulation that would require the parties to 
consult on the issue of ISP designation: 


\"If a Participant is designated as the inspected State Party 
and both Participants agree that the other Participant would 
have the predominant interest and should be the inspected 
State Party 

possibility of informing the Director-General and the 
Executive Council of the Organization for the Prohibition of 
Chemical Weapons to seek a change in designation.\" 


Kuwait requested that the current and proposed language 
remain as bracketed text until Kuwaiti authorities have 
reviewed the new formulation. 


(7) (C-Rel Kuwait) Inclusion of text that the English and 
Arabic language versions are equally authentic: After the 
discussions 

text included stating both versions of the MOU are equally 
authentic. 


(8) (C-Rel Kuwait) Kuwait indicated that the MOU would be 
unclassified and that it would publish the MOU after its 


SIPDIS 
adoption. 


REVISED DIPNOTE AND MOU TEXT 
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5. (C-Rel Kuwait) The following is the agreed (ad 
referendum) version of the dipnote and MOU: 


(begin text of dipnote) 
CONFIDENTIAL / RELEASABLE TO KUWAIT 


SIPDIS 


The Embassy of the United States of America presents its 
compliments to the Ministry of Foreign Affairs of the State 
of Kuwait and has the honor to refer the Ministry to the 
Convention on the Prohibition of the Development 
Stockpiling and Use of Chemical Weapons and on Their 
Destruction 

hereinafter referred to as \"the Convention." 


Recognizing the shared commitment to States Parties 
obligations under the Convention 

need for close cooperation in the event of a challenge 
inspection on the territory of one country that may affect 
any asset of the other country 

the implementation of these obligations 

the arrangements and principles to guide the conduct of 
challenge inspections on the territory of Kuwait as set forth 
in the attached annex. The arrangements and principles 
should apply to the conduct of any challenge inspection 
conducted on the territory of Kuwait in which the assets of 
the United States may be within or in the vicinity of the 
inspection site 

binding obligations. In the event of a challenge inspection 
of any facility of Kuwait located on the territory of the 
United States 

mutatis mutandis. 


If these arrangements and principles are acceptable to the 
Government of the State of Kuwait 

this note 

the Ministry\'s reply 

Understanding 

Government of the United States and the Government of the 
State of Kuwait on the matters referred to therein. The 
arrangements and principles in the Memorandum of 
Understanding may be modified in writing by the United States 
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and Kuwait 

Embassy further suggests that this understanding be effective 
for one year upon the date of the Ministry\'s reply 

renewed on automatically on an annual basis unless terminated 
by either Participant after giving 180 days written notice to 

the other Participant. 


Complimentary Closing 
Attachment: 

Memorandum of Understanding 
(end text of dipnote) 

(begin text of annex) 


Memorandum of Understanding Concerning the Conduct of Certain 
Challenge Inspections Pursuant to the 1993 Convention 

on the Prohibition of the Development 

Stockpiling and Use of Chemical Weapons and on Their 
Destruction 

Between the Government of the United States of America and 

the Government of the State of Kuwait 


Referring to the Convention on the Prohibition of the 
Development 

Weapons and on Their Destruction 

January 13 

America and the Government of the State of Kuwait 
(hereinafter referred to as the \"Participants\") have reached 
the following arrangements and principles to guide the 
conduct of challenge inspections on the territory of Kuwait. 


These arrangements and principles should apply to the conduct 
of any challenge inspection to be conducted on the territory 

of the State of Kuwait (hereinafter \"Kuwait\") in which the 
assets of the United States of America (hereinafter the 

\"United States\") may be within or in the vicinity of the 
inspection site. In the event of a challenge inspection of 

any facility of Kuwait located on the territory of the United 
States 

mutatis mutandis. 
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|. Notification of Challenge Inspections 


1. Kuwait should notify the United States within two hours of 
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receipt of a notification of a challenge inspection on the 
territory of Kuwait or in any other place under the 
jurisdiction or control of Kuwait. Kuwait\'s initial 

notification to the United States should provide all 

available information concerning the inspection 

information set forth in Section B (Paragraphs 4 and 7) of 
Part X and Section D (Paragraph 32) of Part Il of the 
Verification Annex of the Convention (hereinafter referred to 
as \"the Verification Annex\"). Any further information about 
the inspection that becomes available after the initial 
notification should also be provided to the United States 
within two hours. 


2. The point of contact for notifications to the United 
States should be the United States Nuclear Risk Reduction 
Center 


3. The United States should acknowledge receipt of 

notification of the challenge inspection from Kuwait within 

two hours of the initial notification. The acknowledgment 

should confirm the available information received from Kuwait 
and should provide Kuwait with the name and telephone number 
ofthe U.S. point of contact for transmission of any 

additional information. 


4. In the event that Kuwait does not receive an 
acknowledgment from the United States within the two-hour 
time period 

challenge inspection under the Convention until the United 
States provides such acknowledgment. 


5. The United States should notify Kuwait within two hours 

of receipt of a notification of a challenge inspection 

the United States is notified as inspected State Party under 

a challenge inspection concerning assets of the United States 
within the territory of Kuwait 

provide the same information within the same time limits as 
described in paragraph 1 above. 


6 The point of contact for notification to Kuwait should be 

the National Security Committee to Implement the Convention 
on the Prohibition of Chemical Weapons 

965-483-6444. 


7. Kuwait should acknowledge receipt of notification of the 
challenge inspection from the United States within two hours 
of the initial notification. The acknowledgment should 

confirm the available information received from the United 
States and should provide the United States with the name and 
telephone number of the Kuwait point of contact for 
transmission of any additional information. 
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8. In the event that the United States does not receive an 
acknowledgment from Kuwait within the two-hour time period 
the United States should proceed with preparations for the 
challenge inspection under the Convention until Kuwait 
provides such acknowledgment. 


Il. Pre-Inspection Activities 
1. Requesting State Party Observer 


The Participants should consult regarding whether to accept 

an observer designated by the requesting State Party whenever 
assets from both Participants may be within the inspectable 
area. 


2. Host State Party Responsibilities 


For challenge inspections where the United States is the 
inspected State Party 

inspection and should provide for the necessary support to 
enable the inspection team to carry out its tasks in a timely 
and effective manner as set forth in Section C (Paragraph 19) 
of Part Il of the Verification Annex. 


3. Equipment Inspection 


When the Participant that is not the inspected State Party 
may have assets within the inspectable area 

may send representatives to observe and participate in 
pre-inspection activities 

and to assist in the preparation of its assets for inspection. 
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4. Erroneous Identification of Inspected State Party 


a. Itisthe understanding of the Participants with regard 

to the phrase 

Memorandum of Understanding 

expected to retain its full sovereign rights with regard to 

its sovereign vessels and aircraft. Sovereign vessels or 
aircraft refers to vessels (including warships 

under customary international law as reflected in Article 29 
ofthe 1982 United Nations Convention on the Law of the Sea 
or other ships owned or operated by a state and used only for 
government noncommercial service) and state aircraft (as 
referred to in the Convention on International Civil Aviation 

of 1944). If a request for a challenge inspection identifies 
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a Participant as the inspected State Party for a challenge 
inspection solely of a government sovereign vessel or 
aircraft of the other Participant 

advise the Organization for the Prohibition of Chemical 
Weapons (OPCW) that the government sovereign vessel or 
aircraft is solely under the jurisdiction and control of the 
other Participant and that 

both Participants consider that the other Participant is 
properly the inspected State Party. 


(b. When Kuwait is designated as the Inspected State Party 
for inspection of a facility in which the United States would 
have the predominant interest 

should consult concerning the possibility of informing the 
Director-General and Executive Council of the Organization 

for the Prohibition of Chemical Weapons and seeking a change 
in designation. 


c. When the United States is designated as the Inspected 
State Party for inspection of a facility in which Kuwait 

would have the predominant interest 

States should consult concerning the possibility of informing 
the Director-General and Executive Council of the 
Organization for the Prohibition of Chemical Weapons and 
seeking a change in designation.) 


Replaces b. and c. above. 


(b. If a Participant is designated as the inspected State 
Party and both Participants accept that the other Participant 
would have the predominant interest and should be the 
inspected State Party 

concerning the possibility of informing the Director-General 
and the Executive Council of the Organization for the 
Prohibition of Chemical Weapons to seek a change in 
designation.) 


5. Perimeter Negotiations 


If an asset of the other Participant is within the 

inspectable area 

State Party should in all cases consult the other Participant 
regarding the requested and final perimeter. In addition 
the inspected State Party should obtain the concurrence of 
the other Participant before (i) proposing an alternate 
perimeter that would include an asset of the other 
Participant within the inspectable area that would not have 
been so included under the requested perimeter 

accepting a final perimeter that would place an asset of the 
other Participant within the 50-meter band. 
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III. Conduct of Inspections 
1. General 


The Participants should coordinate regarding contacts with 
the inspection team with regard to access or information to 
be given to the inspection team by the inspected State Party 
concerning an asset of the other Participant. The 
representatives of the inspected State Party should not refer 
to 

Participant outside the inspectable area without the consent 
of the other Participant. 


2. Arrangements for Access to United States or Kuwaiti Assets 


a. Whenever one or more assets of the United States would be 
included 

Kuwait is the inspected State Party 

United States to implement the provisions specified in 

Section C of Part X of the Verification Annex with respect to 
assets of the United States. Whenever one or more assets of 
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Kuwait would be included 

inspectable area and the United States is the inspected State 
Party 

the provisions specified in Section C of Part X of the 
Verification Annex with respect to its assets. 


b. In order to facilitate inspection activities 

States intends to send experts from Washington 

necessary equipment 

The mobile laboratory would be used to support on-site 
sampling and analysis. The Participants periodically intend 

to advise each other regarding personnel 

materiel requirements for hosting or participating in 
inspections and to provide appropriate guidance to each other 
on any domestic restrictions or entry requirements that may 
apply. 


c. Ifit cannot be ruled out that one or more assets of 
Kuwait would be included fully or partially within the 
inspectable area and the United States is designated the 
inspected State Party 

Kuwaiti representatives to accompany the inspection team. 


d. If it cannot be ruled out that one or more assets of the 
United States would be included fully or partially within the 
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inspectable area and Kuwait is designated the inspected State 
Party 

accompany the inspection team. 


IV. Additional Provisions 
1. Definitions 


The terms used in this Memorandum of Understanding have the 
same meaning as in the Convention. In addition 

means any equipment 

operated 

and \"inspectable area\" refers to the area within the 

requested or final perimeter or in the vicinity of the 

requested or final perimeter. The United States and Kuwait 

are referred to herein as \"the Participants.\" 


2. Effect On Existing Agreements 


This Memorandum of Understanding should be interpreted 
consistently with the Convention 

between the United States and Kuwait 

entered into between either Participant and the Organization 
for the Prohibition of Chemical Weapons. In the event ofa 
conflict between the terms of this Memorandum of 
Understanding and the Convention 

Convention should take precedence. 


3. Challenge Inspection Exercises 

In order to prepare for the possibility of challenge 

inspections 

challenge inspection exercises. Such exercises should be 
based upon this Memorandum of Understanding. 

4. Revisions to this Memorandum of Understanding 

This Memorandum of Understanding may be modified in writing 
by the United States and Kuwait. 


(end text of annex) 


The Delegations 


6. (U) The Kuwaiti officials included: 


a. Mr. Ghanim Sager Al-Ghanim Director 
Department 
b. Col. Barak Al-Barges 


Column 3 

c. Mr. Hamad Rashed Al-Mari 
Member 

d. Lt. Col. Majed Al-Shatti 
National Authority. 

e. Mr. Faisal Al-Amari 
National Authority. 

f. Ms. Janan Al-Shayji 
Member 

g. Mr. Salem Rashid Al-Shebli 
Member 
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7. (U) The U.S. Delegation included: 


a. Dr. David Cooper 
International Security Policy 
b. COL Rick Smart 
Analyst 

Weapons. 

c. Dr. Deborah Ozga 
d. Ms. Christine Choi 
International Affairs. 

e. Mr. Jay Hanline 
Coordinating Staff 

f. Ms. Natalie E. Brown 
Kuwait. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State Department\'s Classified SIPRNET website 
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activities and lack of discipline\" -- a reference to Islamist 
tendencies seen by the Turkish General Staff (TGS) as a 
threat to Turkey 

and Defense Minister Vecdi Gonul expressed \"reservations\" to 
show they did not endorse the decision 

become routine with the AKP government. 


National Security Council Convenes 


2. (U) Turkey\'s National Security Council held its last 
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meeting of 2005 on December 29. Countering terrorism and the 
Southeast Action Plan (proposing actions in economic 

and cultural fields to find solution for the Kurdish issue) 
were reportedly on the top of the CouncilYs agenda. In an 
official statement released after the meeting 

stressed the importance of Iraqi territorial integrity and 
added that the \"status of Kirkuk\" should be accepted by all 
groups in the region 

the incorporation of Kirkuk into the Kurdish autonomous 
region. 


MFA Denies Land Force Commander Received Instructions from 
Washington 


3. (U) Turkish media speculated about the reason of Land 
Forces Commander GEN Yasar Buyukanit\'s (who is to take over 
as the Chief of TGS in August) visit to Washington on 
December 10 at the invitation of US Army Chief of Staff GEN 
Peter Schoomaker. Underlining the importance of the first 
Turkish Land Forces Commander\'s visit to Washington after an 
eight-year hiatus 

receiving instructions from the US. Defining his visit as 
\"extremely positive 

speculations by saying that Turkish military got its 

authorization only from Ataturk and from law. (See USDAO 
Ankara septel for a readout of the visit.) 


Turkey\'s Security Relations with Other Countries 


4. (U) According to the semi-official Anatolian News Agency 
(ANA) 

and Scientific Cooperation Agreements (framework agreements) 
with 47 countries and Military Training Cooperation 

Agreements with 43 countries. To date 

military personnel from 94 countries in Turkey and another 

93 
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5. (U) Italy: Turkish General Staff (TGS) signed an agreement 
with the Italian Defense Ministry to give health monitoring 
G-LAB 

technical training to pilots from Italian Air Forces. The 

Italian Defense Ministry will pay $637 

trained. 


6. (U) Israel: Israeli CHOD Dan Halutz visited his Turkish 
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counterpart on December 22 at the invitation of TGS Chief GEN 
Hilmi Ozkok. No information on the subject of their meeting 
was made public 

allegations that Israel requested the use of a military base 

in Hakkari 


7. (U) France: French Defense Minister Alliot Marie met 

Turkish Defense Minister Vecdi Gonul 

Ozkok and PM Erdogan on December 19 in Ankara. Prior to the 
meeting 

have cooperation in defense industry worth of 2 billion USD.\" 
Marie said that Turkey and France had a \"strategic 

partnership 

equipment 


8. (U) Albania: Albanian CHOD Lieutenant General Pellumb 
Qazimi visited CHOD GEN Ozkok on December 13 in Ankara. No 
information on the subject of their meeting was released. 


Defense Industry Activity 


9. (U) Turkish missiles: On the floor of the TGNA (Turkish 
Grand National Assembly) on December 19 

building missiles. We build missiles too 

details about the range of our missiles 

In his speech he further indicated that the Ministry of 
National Defense has sponsored 24 

years. 


10. (U) NATO E-3A Upgrade: ANA reported that TUSAS Aerospace 
Industries (TAI) signed an agreement with the NATO for the 
modernization of 16 E-3A jets. TAI will perform repair and 
modification work on the external wings of E-3As in the NATO 

fleet and the modernization work is expected to be completed 

by 2012. 


11. (U) UAVs: Vestel Defense Industries announced that the 
company was developing a new UAV. Reportedly the project is 
designed by Turkish engineers for both civilian and military 
usage (the centrist daily Milliyet). 


12. (U) Maritime Patrol Aircraft: TAl signed an agreement for 
Maritime Policing Aircraft with Naval Observation 
Capabilities (Meltem III) with the Italian Alenia Aeronatica 
Co 


13. (SBU) Attack Helicopter: The Italian Agusta Westland 
French Eurocopter 

Denel Company submitted bids for the attack helicopter tender 
on December 5. No American company participated in the 
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tender. Rumors abound in defense industry circles about the 
bids. An SSM source confirmed to us that both Agusta and 
Eurocopter submitted two bids each -- one compliant with 
SSM\'s (Turkish Undersecretariat for Defense Industries) 
standard terms and conditions and one not. However 

yet to release any information about the proposals. 


14. (U) Milgem Ship Project: SSM extended the deadline in 
its REP (Request for Proposal) for procurement of the main 
propulsion system for Milgem (Patrol and Anti-Submarine 
Warfare Ship) Project. The RFP was extended to January 20 
from December 14. 


Corruption Arrests at Border Crossings 


15. (SBU) AKP government launched a corruption operation at 
Kapikule Border Gate (Turkish-Bulgarian border) that resulted 
in the arrest of 86 customs and police officers in December. 
Within the context of general effort to crack down corruption 
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at the border areas 

Border Gate (Turkish-Iraq border). Only the centrist daily 
Milliyet reported on the Habur arrests. However 

Kapikule 

those arrested at the Habur Border Gate were all Jandarma 
personnel. 


WILSON 
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of treachery\" and acquit the Israeli enemy of the crime that 
claimed the life of Rafik al-Hariri. Another statement 
Lebanese ex-Parliamentarian Najah Wakim 

foreign intervention in Syrian and Lebanese internal affairs. 


Papers also reported that Saudi Arabia and the UAE have declined 
an official French request to grant political asylum to former 
Syrian Vice President Abdul Halim Khaddam. 


End of summary. 


2. Selected Headlines: 

\"Syrian official source strongly criticizes statements in Beirut 
by David Welch 

Affairs. The source stresses that these statements are a 
desperate attempt to boost the morale of anti-Syrian figures in 
Lebanon" (Government-owned Al-Ba\'th 
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\"Lebanese security forces violently curb a Lebanese demonstration 
denouncing US intervention in Lebanon. Over 16 persons injured 
and 3 others arrested during the demonstration\" 

\"Office of Lebanese Presidency: Khaddam\'s statements are 
unacceptable fabrications\" (Government-owned Al-Thawra 

\"John Bolton 

attending solidarity event with Palestinians\" (Government-owned 
Al-Thawra 

\"France looks for another asylum for Khaddam\" (Government-owned 
Al-Thawra 

\"Lebanese ex-Premier Salim al-Hoss: US pressure aims to impose 
the Greater Middle East Project to destroy Arabism and tear the 
region apart to serve Israel. Former Lebanese Minister Suleiman 
Franjia: Syria has brought peace back to Lebanon; Jumblatt dreams 
of fragmenting Lebanon\" (Government-owned Al-Thawra 

\"Iranian President Ahmadi Najad: No concession regarding the 
nuclear issue. Bush: We seek a diplomatic settlement\" (Government- 
owned Al-Thawra 

\"Mubarak discusses developments in Lebanon with Lebanese FM Al- 
Saniora. Lebanese emphasis on maintaining relations with Syria 

and rejecting foreign intervention\" (Government-owned Al-Thawra 
1/13) 

\"Turkish FM Gul: No Cooperation with US and Israel against Syria\" 
(Government-owned Al-Thawra 

\"Disagreements once again over the Iraqi constitution. A US 
General expects increase in attacks in Iraq" (Government-owned Al- 
Thawra 

\"Amal and Hizbollah support healing rift with Syria on the basis 

of the Taif Accord\" (Government-owned Tishreen 

\"Palestinian resentment over Jerusalem siege. Ashrawi calls on 
Washington to deter Israel. Hamas confirms its participation in 
elections\" (Government-owned Tishreen 

\"Iran calls on Europeans to understand the aim of its nuclear 
activities. Iranian President: Iran\'s nuclear activities are for 

peaceful purposes. 

\"Congress threatens to stop loans for reconstruction in Iraq. 
Democrats answer Bush: Our loyalty is to our country not to you\" 
(Government-owned Tishreen 


3. Editorial Block Quotes: 

\"Exhausted Excuses\" 

Muhammad Ali Buzah 

Thawra 

are escalating the situation and maintaining the climate of 
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and oppose aggression and occupation. The source added that 
Welch\'s statement constitutes a new 

the morale of the forces and figures that oppose stability in 
Lebanon and are hostile to Syria at a time when efforts are being 
made to restore stability to this Arab country. 

Papers also cited statements by Lebanese figures emphasizing 
support for the Lebanese resistance and for Syria. One statement 
is by Lebanese ex-Premier Salim al-Hoss 

Lebanese voices that describe the Lebanese resistance as \"weapons 
of treachery\" and acquit the Israeli enemy of the crime that 
claimed the life of Rafik al-Hariri. Another statement 

Lebanese ex-Parliamentarian Najah Wakim 

foreign intervention in Syrian and Lebanese internal affairs. 


tension whenever an attempt is made to heal the rift and 
safeguard Lebanon\'s unity and Arabism and fraternal relations 
with Syria.... These Lebanese 

Lebanon\'s crisis and civil war and with collaboration with 
Lebanon\'s enemies 

the Saudi-Egyptian initiative 

crisis. This group has installed itself as the advocate of the 
devil and the defender of Israel out of spite for Syria 

and the valiant national resistance and its weapons and 
sacrifices.\" 

\"This group risks dragging Lebanon 

the fire and to partition. 

\"Maniac Walid Jumblatt 

humiliating mercenary subservience to the United States and 
Israel 

of hatred against Syria and its positions.... Jumblatt is 

creating sedition in Lebanon and inciting against the resistance 
as part of the conspiracy of Zionization 

and the imposition of the so-called Greater Middle East plan.... 
This hysteria shows that these Lebanese figures are experiencing 
a real crisis 

tools who have sold themselves and their countries 

their excuses that will soon be rejected and sent to their 
natural place in the dustbin of history.\" 


Izz-al-Din al-Darwish 

Tishreen 

Syrian-Lebanese relations return to their normal state of 
brotherly relations based on neighborliness and mutual interests. 
This repulsive and very small minority 

foreigners and which is loyal to them at the expense of the 
homeland 

every effort to solve the problems in Syrian-Lebanese relations 
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and every attempt to heal the rift among the Lebanese themselves. 
This Lebanese group appeared nervous during the Syrian-Saudi and 
Syrian-Egyptian summits on Syrian-Lebanese relations.... They 
directed abuse and accusations at and spread poison among the 
Lebanese 

everyone 

upon the nationalist leaders in Lebanon. And they have made 
utterances that 

Lebanon 

\"The maestro [a reference to Progressive Socialist Party leader 
Walid Jumblatt] and his orchestra are certain that the return of 
Lebanese-Syrian relations to their normal state would mean 
other things 

decline of their leadership. They are certain that the revelation 

of the truth about the Al-Hariri assassination would take from 
their hands the most important cards they use to tamper with 
Lebanon and its relations with Syria. This is why they launch 
media and political attacks 

draw strength from foreigners 

trusteeship. When one of them saw that relations with Syria and 
the investigations of the Al-Hariri assassination were heading in 


and oppose aggression and occupation. The source added that 
Welch\'s statement constitutes a new 

the morale of the forces and figures that oppose stability in 
Lebanon and are hostile to Syria at a time when efforts are being 
made to restore stability to this Arab country. 

Papers also cited statements by Lebanese figures emphasizing 
support for the Lebanese resistance and for Syria. One statement 
is by Lebanese ex-Premier Salim al-Hoss 

Lebanese voices that describe the Lebanese resistance as \"weapons 
of treachery\" and acquit the Israeli enemy of the crime that 
claimed the life of Rafik al-Hariri. Another statement 

Lebanese ex-Parliamentarian Najah Wakim 

foreign intervention in Syrian and Lebanese internal affairs. 


the right direction 

Administration to occupy Syria. He also urged foreign support to 
crush the nationalist political regime in Syria! These people 
know their real size in Lebanon and the Arab world." 


Ahmad Dawwa 
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(1/15): WPalestinians should not be happy that the US has asked 
Israel to allow the residents of Jerusalem to participate in the 
legislative elections 

statements regarding HAMAS\' participation in the polls give no 
reason for joy. The remarks of US Assistant Secretary of State 
David Welch on the need to exclude groups and individuals who 
refuse to condemn terrorism and violence 

Israel\'s right to exist 

encourage optimism.... 

\"Palestinians should be worried because Israel and the US are 
bargaining with the Palestinian Authority over a purely domestic 
issue and a legitimate Palestinian right. Any commitments made by 
the Palestinian Authority as a result of such bargaining 

a pledge to disarm the resistance 

place more obstacles in the way of the Palestinian people as they 
seek to end the occupation and establish their independent 
state.... 

\"The next few days will perhaps disclose details about the 
American talks with the Israelis and the Palestinian Authority. 
But these parties will be wrong if they believe that the 
Palestinian people will agree to bargain over any of their rights 
or to abandon any aspect of their steadfastness in the face of 
the continuous Israeli aggression against them." 


Isam Dari 

(1/11): "The Arab nation will ultimately be able to overcome all 
ordeals 

foreign forces that cause them. Perhaps what we saw in Jeddah and 
Sharm al-Sheikh three days ago [President Al-Asad\'s visits] and 

the preceding activities 

highest levels provide the best proof that Arab leaders 

of hardship 

protecting the nation and safeguarding its borders and existence. 


\"The entire Arab nation is facing major dangers 

accusations and threats are directed at Syria at this stage. All 
Arabs are being burned by the fire of the US theory of 
\constructive instability....\' The war on Iraq and developments 
in Lebanon and the Palestinian territories are part of the 
American Greater Middle East plan.... 


\"All weapons are being used today to subdue the Arab will 
which Syria is the spearhead. The Jeddah and Sharm al-Sheikh 
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and oppose aggression and occupation. The source added that 
Welch\'s statement constitutes a new 

the morale of the forces and figures that oppose stability in 
Lebanon and are hostile to Syria at a time when efforts are being 
made to restore stability to this Arab country. 

Papers also cited statements by Lebanese figures emphasizing 
support for the Lebanese resistance and for Syria. One statement 
is by Lebanese ex-Premier Salim al-Hoss 

Lebanese voices that describe the Lebanese resistance as \"weapons 
of treachery\" and acquit the Israeli enemy of the crime that 
claimed the life of Rafik al-Hariri. Another statement 

Lebanese ex-Parliamentarian Najah Wakim 

foreign intervention in Syrian and Lebanese internal affairs. 


summits call for optimism and restore hope to our troubled souls. 
They are a constructive step on a long road that we hope will 
continue in order to serve the nation and its interests and 

protect its threatened existence." 


Seche 
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door would be opened for the United States to conduct 
intelligence gathering operations against the Kiwis. The 
Star-Times labelled the then Ambassador\'s language \"a clear 
threat\" and \"bully tactics 

made clear that the Ambassador was raising a potential 
concern and did not know whether the aftermath of the 
anti-nuclear flap would result in expulsion of New Zealand 
from the SIGINT community. 


3. (C) Comment: The Star-Times article is an embarrassment 
to the Government and to the Prime Minister personally 

she is the Minister charged with intelligence oversight. It 
raises questions about the Government\'s competence and its 
\"non-aligned\" credentials. The PM values the intelligence 
relationship very highly. It has ensured that New Zealand 

still has some access and influence in Washington while 
allowing Clark to maintain the Labour Party\'s public 
ambivalence about the U.S. at home. Maarten Wevers told 
Charge that Clark has instructed he and Minister Anderton to 
kill the story as quickly as possible 

have to face questions about the U.S.-NZ intelligence 
relationship during CDR PACOM Fallon\'s visit to New Zealand 
later this week. End Comment. 
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4. (C) Embassy will not address the intelligence 
relationship even on background. However 

background select journalists on our view of the former 
Ambassador\'s comments about the importance of trust 
stressing the difference between an honest diplomatic 
exchange on matters of mutual concern and \"bullying.\" A 
fairly accurate and sympathetic two-part docudrama on the 
ANZUS crisis has just aired over the past two weekends 
has created an appetite for discussion of the U.S.-New 
Zealand relationship (and the late David Lange\'s lack of 
veracity) which we would like to exploit while we can. 


5.(U) Fulltext ofthe Sunday Star-Times article can be 
found at: http://www.stuff.co.nz/stuff/sundaystartimes/ 


Burnett 
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replacement 

perspective. China\'s leadership could not afford to let 
Taiwan break away and seek independence. They were 
confident 

greater personal contacts would ensure that Taiwan would 
\"come back" to China in 30-40 years. 


U.S. Trade Deficit 


4. (SBU) MM Lee noted that the United StatesY growing trade 
deficit with China was a concern for both countries. China 
was interested in gaining greater access to high technology 
goods from the United States 

A revaluation of the renminbi of 5-10 percent would have 
little practical impact 

for reducing trade tension. China was still not comfortable 
making these types of monetary policy changes and was moving 
cautiously 

strengthen its currency 

dislocations that would cause and any chance for speculators 
to make a profit 


North Korea 


5. (SBU) Asked about China\'s influence over North Korea 
Lee responded that it was limited. China could deny North 
Korean leader Kim Jong-il the food aid and energy supplies he 
needs 

give up its only leverage -- its nuclear weapons program. 
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Then 

States on the Yalu River." China would like a non-nuclear 
but independent North Korean state. 


6. (SBU) MM Lee lamented that he had been disappointed many 
times in the past with India\'s failure to open up its economy 
to the outside world. China\'s tremendous economic success 
and a fear of being left behind 

to act. Now 

spectrum in India on the need for more reform. The only 
question was how fast India could go. Given India\'s poor 
infrastructure and the difficulty in overcoming old mind 

sets 

rate. Nevertheless 

economically that India couldn\'t do as well 


Islam and Iraq 


7. (SBU) Senator Baucus asked MM Lee about how the West 
should deal with Islam and jihadists. Lee responded that he 
had been concerned about this for many years 

9-11. The Israeli-Palestinian conflict was not the cause of 
Islamic terrorism 

Muslims 

belief that \"their time has come\" and the West has put them 
down for too long. While pan-Arab nationalism failed to 
unite the Muslim world in the 1950s and 1960s 

has become an alternative unifying force. Furthermore 

oil wealth had affected Muslims in Southeast Asia through 
funding for mosques and educational exchanges 

This had led to increased religious fervor among Southeast 
Asia\'s Muslims. 


8. (SBU) The recent wave of terrorism will ebb 

the terrorists don\'t win in Iraq 

win 

\"N\'ll have my Jemaah Islamiya chaps coming from Indonesia to 
blow me up.\" He suggested that the Sunnis faced two choices 
in Iraq. They could work within the framework established by 
the United States of one man 

reduce the power they historically wielded 

willing to accept it if the United States could guarantee 

their access to at least 20 percent of Iraq\'s oil wealth and 
maintain forces in the region to assure compliance. 
Alternatively 

country would be plunged into chaos and warring militias. It 
was important for the United States to prevail in Iraq and 
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leave only once a functioning government was in charge of a 
unified state 
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transfer of the operations from KOC to KGOC. He referred to 
the onshore part of the divided zone as \"maxed out" in terms 
of production 

would have to come from technical expertise provided by IOCs. 
Al-Mejadi was evasive on KGOC\'s role in any drilling and 
exploration in the offshore Durra gas field 

it would be a \"good thing\" if the offshore boundary with Iran 
were to be delineated clearly. End Summary. 


KGOC: A Brief History 


2. (U) Econ Officer met January 8 with Kuwait Gulf Oil 
Company (KGOC) Manager for Fields Development and Planning 
Qasim Al-Mejadi. KGOC is a new company 

and is one of the subsidiaries of the state-owned Kuwait 
Petroleum Corporation (KPC). KGOC is primarily responsible 
for representing Kuwait in the exploration and production 
within the offshore divided zone between Kuwait and Saudi 
Arabia. (For a map of the offshore divided zone showing the 
oilfields 

http://www.state.sgov.gov/p/nea/kuwait/ - and click on the 
\"Oilfield Maps!" link in the \"Picture Galleries\" portlet.) 


Background Of The Offshore Concession 


3. (U) In 1957 

Japan Petroleum Trading Company Ltd signed a concession 
agreement for the Japanese company to operate KSA\'s portion 
of the offshore divided zone. The Arabian Oil Company (AOC) 
was formed out of this agreement in 1958. That same year 

AOC received the concession to operate Kuwait\'s portion of 

the offshore divided zone and commenced a seismic survey of 
the entire offshore concession area. Production from the 

large Khafji offshore oilfield began in 1960. AOC\'s 

concession for the KSA portion of the offshore zone expired 

in 2000 and was not renewed. The Aramco Gulf Operations 
Company (AGOC) was formed to take over AOC\'s operations. In 
anticipation of the 2003 expiration of the AOC concession for 

the Kuwaiti portion of the offshore divided zone 

formed KGOC in 2002. The Kuwaiti AOC concession expired in 
2003 and was not renewed 

AOC\'s operations. The offshore divided zone is now jointly 
operated by KGOC and AGOC. The offshore zone averages about 
270 
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cubic feet of gas production per day. 


KGOC Expands Into Onshore Operations 


4. (U) On March 1 

decided that KGOC should take over the onshore divided zone 
operations from Kuwait Oil Company (KOC) 

subsidiary. KOC had been operating the Kuwaiti portion of 
the onshore zone; the Saudi portion of the onshore zone is 
operated by Saudi Arabian Texaco 

onshore operations 

after the largest field in the zone 

bpd. The assets and responsibilities of KOC for the onshore 
divided zone were transferred to KGOC over the past ten 
months. 


5. (SBU) Al-Mejadi said that KGOC has completely taken over 

the onshore divided zone operations from KOC as of January 1 
and that all of the necessary employees had been transferred 

from KOC to KGOC. He added that KOC would continue to handle 
the crude 

facilities 

and development. He said that most KGOC employees 

himself 

about 900 employees. 


6. (SBU) Asked about the impact of the transfer on Saudi 
Arabian Texaco (SAT) 

operations 

would \"feel any difference and that operations would 
continue as normal. He said that KGOC had to keep all the 
onshore and offshore operations separate 

were different in each one 

technology and people between the two operations. 


Onshore \"Maxed Out" 


7. (SBU) Al-Mejadi said that there are \"more opportunities 
in the offshore zone\" for increasing production capacity 

that the onshore zone is \"maxed out.\" He said that any 
future production increase in the onshore divided zone would 
\"require the expertise of IOCs 

oil.\" He said that getting the heavy oil from the Wafra 

field would continue to be \"a big challenge\" that required 
\"bringing in new technology.\" He did not have any thoughts 
on whether SAT\'s concession with the KSA 

2009 


Durra and Iran 
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8. (SBU) Asked about KGOC\'s role in drilling and exploration 
in the offshore Durra gas field 

said that 

Arabia and Iran 

Durra field. For now 

seismic studies. Later in the conversation 

that it would be a \"good thing!" if the offshore boundary with 
Iran were to be delineated clearly 

KGOC to get on with exploration and drilling in the Durra 

field. 


Kuwait Project 


9. (SBU) Al-Mejadi offered his opinion on other issues 
facing the Kuwaiti oil sector. On the development of the 
northern oilfields (Kuwait Project) 

enabling legislation \"should pass\" through Parliament. He 
said it was important to develop the northern oilfields 
because the oil in this area was \"known oil" and was part of 
what Kuwait was counting on to reach 4 million bpd of 
production by 2020. On privatization 

expected further privatization efforts within a few of the 
KPC subsidiaries 

refineries) 

(petrochemicals) 

arm.) He did not expect any privatization in KGOC or KOC 
Kuwait\'s internal upstream development and production 
companies. 


10. (SBU) Asked about a seeming increase in the number of 
new start-up oilfield service companies that have sprouted 
lately in the local economy 

reasons for the new companies. He said that Kuwaitis like to 
\"follow the leader\" and as soon as one company was started 
number of similar companies would follow. He did not think 
that many of them would make any money but were started for 
the purpose of being able to list on the Kuwait Stock 
Exchange and make money from speculation in their share 
prices. He said that the Kuwait Project and other 

privatization efforts may have provided some motivation for 
the establishment of these new companies 

mostly a \"reaction to high price of oil.\" 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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GuideW Muammar Qadhafi. We received separate readouts on the 
visit from MFA DAS-equivalent for the Maghreb Christian 

Testot and MFA Cabinet Advisor for North Africa Francois 

Thoizy. Testot stressed that Douste-Blazy\'s overriding 

objective was to present a French assistance offer for 
HIV-infected children in Benghazi 

facilitate the release of Bulgarian/Palestinian medics long 
imprisoned by the GOL. Testot explained that Douste-Blazy 

had taken a special interest in the issue due to his medical 
background and long-standing concern on HIV/AIDS issues. The 
visit was spurred by a conversation which Douste-Blazy had 

with Libyan FM Shalgam on the margins of the Barcelona Summit 
last November 

meet the families of the HIV-infected children and explore 
possible French assistance 

wanted to respond quickly 


4. (C) Testot described the Benghazi families as hard-line 
and resolute in the belief that a foreign conspiracy was 
behind their children\'s afflictions and that the foreign 
medics should be executed. In Testot\'s view 

families did not appear to be manipulated by the GOL; on the 
contrary 

with the regime 

\"problem child\" for Tripoli. Testot added that the Benghazi 
families seemed disinterested in potential French assistance 
to the local hospital and instead were focused entirely on 
having their children treated in France -- a potential 
problem 

number of the children in France. The Gof envisioned 
welcoming 25-30 Benghazi children in France for medical 
treatment in coming months; the remainder of French 
assistance would be focused on training doctors 

lab technicians at Benghazi hospital 

treatment for the children in Libya. A MFA/medical team 
would visit Benghazi by late January to assess cases and 
determine which children were most in need of treatment in 
France; Testot commented that of the approximately 450 
infected children 

were undergoing treatment 

unrelated to HIV/AIDS. Cabinet Middle East advisor Francois 
Thoizy 

families in advance 

overjoyed to meet with a visiting foreign minister for the 
first time 

had focused on the medics only. Thoizy added that 

than ask the families outright to support clemency for the 
medics 

the families that it was time to \"end everyone\'s suffering\" 
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in this tragedy. 
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5. (C) Testot described Douste-Blazy\'s meeting with four 
imprisoned Bulgarian nurses (one was too sick to attend) and 
one Palestinian doctor as emotional 

prisoners\' morale. Douste-Blazy delivered the nurses a 
message of solidarity from Bulgarian FM Passy 

had consulted before the visit. The meeting took place in 

the office of the prison warden and included foreign media 
coverage; Testot expressed disappointment that the GOL did 
not allow local press to cover the meeting 

unmentioned in the Libyan media. Testot expressed cautious 
hope that the medics could be released later this year 

their expected retrial. Hhe concluded that the GOL appeared 
to be looking for an exit on the issue 

to sensitize the public to the prospect of the medics\' 

release. 


OTHER TOPICS: AFRICA 


6. (C) Testot described discussions of regional topics during 
the Shalgam and Qadhafi meetings as largely superficial and 
offering no surprises. Testot observed that Shalgam and 
Douste-Blazy had a constructive exchange on Africa 
commented that Libya no longer played the destabilizing role 
on the continent that it had in the past. Testot described 
French and Libyan views on Africa as now more convergent 
noting positively that Libya had not made life difficult for 
Chad President Deby 

(Comment: We heard a divergent view on Libyan support for 
Chadian rebels from the MFA Africa A/S-equivalent January 13 
-- see septel.) The one African country on which the two 
sides differed was Cote d\'Ivoire 

to the President Gbagbo 

progressively soured. 


7. (C) On Middle East issues 

that both Shalgam and Qadhafi criticized U.S.-French policy 
on Lebanon 

Thoizy reported that a cousin of Qadhafi had completed a 
\"secret missionW to Damascus just before the Douste-Blazy 
visit 

even tougher line on Syria than the U.S. 


8. (C) Testot added that Qadhafi asked Douste-Blazy for an 
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update on recent French suburban unrest 

the Libyan leader to call President Chirac last November to 
offer assistance. Testot quipped that Qadhafi saw the 
Islamist menace everywhere 

where such threats did not exist. 


9. (C) Testot concluded discussion by describing the 
haphazard nature of the Qadhafi meeting itself 

in the air until it took place at the end of the day. 
Douste-Blazy had expected to meet with Qadhafi earlier in the 
day and was taken to an empty room where the French 
delegation waited for a half hour 

the building to a ballroom where the Libyan leader was 
holding forth on a stage 

responded boisterously 

diatribe. Qadhafi abruptly departed the stage 
Douste-Blazy\'s delegation still present and relatively 
ignored 

continued the speech. Testot described the scene as a 
bizarre example of \"Libyan democracy in action." 


10. (C) Comment: France is taking a more active and 
constructive role on the imprisoned medics issue 
represents a worthy topic for expanded cooperation with the 
USG. Both Testot and Thoizy stressed the GoF desire to 
coordinate more closely with the U.S. on the issue 
emphasized GoF support for launching the International 
Benghazi Families Support Fund (reftel) 

can help pay for treatment of children in France. Action 
request for Washington: Please provide guidance we can share 
with the GoF on U.S. efforts to help facilitate the release 

of the imprisoned medics. End action request. 


11. (U) Tripoli minimize considered. 


Please visit ParisW Classified Website at: 
http://www. state.sgov.gov/p/eur/paris/index.c fm 
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pledged allegiance to Al-Saad as Amin" 


-- Al-Qabas p. 6 \"Kuwait bid farewell to Jaber Al Khair\" 
[Translation: \"Supporter of Virtue]; \"Shaykh Saad is Amir\" 


-- Al-Qabas p. 8 \"Kuwait cries over Jaber Al-Ahmed 
and the founder of its triumph\" 


-- Al-Qabas p. 11 \"The memory of Jaber Al Khair [Supporter 
of Virtue] remains after his death\" 
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-- Al-Qabas p. 13 \"Al-Kharafi: We will carry on the path of 
our departed Amir\'s directions and will stand as one behind 
our government and constitution!" 


-- Al-Qabas p. 14 \"Saad Al-Abdullah is the 14th Amir of 
Kuwait" 


-- Al-Qabas p. 15 \"Al-Shamlan: His touch is apparent in 
supporting scientists and scientific research\" 


-- Al-Qabas p. 18 \"Sadness overwhelms Kuwait University\" 


-- Al-Qabas p. 24 \"Academics: The departed Amir\'s path 
shines with achievements\" 


-- Al-Qabas p. 108 \"Kuwaiti women: We shall not forget the 
advocate for women and the one who ratified their rights\" 


-- Al-Rai Al-Aam front page \"Shaykh Saad Amir.Al-Kharafi 
assures the unity of Kuwait" 


-- Al-Rai Al-Aam p. 18 Kuwait cried over its Jaber\" 


-- Al-Rai Al-Aam p. 19 Crying 
Time to bid farewell\" 


-- Al-Rai Al-Aam p. 22 Council of Ministers announces His 
Highness Shaykh Saad as Amir of the State; Council of 
Ministers mourned the Amir Shaykh Jaber Al-Ahmed\" 


-- Al-Rai Al-Aam p. 125 \"Kuwait University: We need millions 
of pages written with blood to come close to describing our 
pain of losing His Highness the Amir\" 


-- Al-Rai Al-Aam p. 129 \"He bore the burden of a country 
until he returned Kuwait to its people\" 


-- Al-Rai Al-Aam p. 134 \"Women mourn Jaber Al Khair and 
remember his hands helping women and building the modern 
prosperity\" 

-- Al-Watan front page \"God Bless you and we mourn\" 

-- Al-Watan p. 4 \"Saad of Kuwait bid farewell to Jaber of 


Kuwait 
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-- Al-Watan p. 8 \"Arab and Muslim leaders shared Kuwait\'s 
sorrow for its great loss\" 


-- Al-Watan p. 15 \"The representatives of the people sadly 
mourn ‘Jaber the man\“\" 


-- Al-Watan p. 155 \"The body has died but the soul remains 


-- Al-Seyassah front page \"News of a death of this magnitude 
deserves all this sorrow\" 


-- Al-Seyassah p. 2 \"Saad Al-Abdullah the 14th Amir of 
Kuwait\" 


-- Al-Seyassah p. 16 \"World leaders: Jaber Al-Ahmed is a 
leader and a wise man who dedicated his life to serving his 
people and humankind as a whole\" 


-- Al-Seyassah p. 20 \"Citizens: What words could express our 
sorrow over the death of our father’?\" 


-- Al-Seyassah p. 31 \"Syndicates: He left us comfortable 
that Kuwait has become a cultural beacon\" 


-- Al-Seyassah p. 52 \"Academics: Prince of wisdom led 
Kuwait\'s ship peacefully through rough seas\" 


Block Quotes 


3. Monday 


-- Al-Qabas daily Arabic newspaper editorialized on the 

front page under the title \"God save Kuwait\": \"Yesterday 
Kuwaitis walked behind the coffin of His Highness the Amir 
Shaykh Jaber Al-Ahmed crying over their leader who ruled for 
three decades. At the same time 

to save its Amir His Highness Shaykh Saad Al-Abdullah Al- 
Salem Al-Sabah in order to carry on. God bless our departed 
Amir Jaber Al-Ahmed and help our Amir Saad Al-Abdullah and 
our Prime Minister Sabah Al-Ahmed and may our country remain 
safe 


-- Jasem Boodai 

newspaper wrote on the front page under the title \"Peace be 
upon you Amir\": \"When one writes about Jaber Al-Ahmed one 
cannot use ink 

sadness 

photo on Kuwait\'s walls drawn 

been compiled by daily events that entail pride 

and pain. And how could one write about Jaber Al Khair to 
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start with 


-- Al-Watan staff wrote on the front page under the title 

\"We are sad for your departure\": \"Did the prince of hearts 
really depart? Is it true that we woke up for the first time 
since 1977 to find Shaykh Jaber not amongst us? Did that big 
heart really stop beating after 79 years of loving Kuwait 

its people 

depart? Yes 

death but the great ones although they depart with their 
bodies they never leave our minds 

memories. They stay within us with their wonderful memory." 


-- Ahmed Al-Baghdady wrote in the pro-government daily Al- 
Seyassah under the title \"And the father for rights and 
forgiveness has gone\". \"His era 

him and make heaven his home 

that of his calm nature. His era witnessed what Kuwait never 
witnessed in its ancient or modern history 

assassination attempt on him or the invasion by Iraq. His 
Highness has gone to the final resting place after leaving 
behind him a stable state and a safe society despite all the 
political storms that have hit the country.\" 


-- Faisal Al-Qanaei wrote in the pro-government daily Al- 
Seyassah under the title \"A day for the hearts to mourn\": 

\"It is a sad day in Kuwait\'s history 

hearts of Kuwaitis 

color. How does Kuwait awake without Jaber Al-Ahmed!! How do 
we go through a day when the leader and father 

leaves Dasman Palace never to return!! We loved 
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Kuwaitis 

back with a greater love. We must return the favor to Jaber 
Al-Ahmed by sticking together as members of one Kuwaiti 
family in the face of this great loss 

to the ruling family in all of its decisions.\" 


-- Dr. Shamlan Al-Eisa wrote in the pro-government daily Al- 
Seyassah under the title \"Jaber\'s departure\": \"With the 
death of Kuwait\'s Amir Jaber the country lost a fine 
statesman who played an exceptional role during his reign 
which extended for more than a quarter of a century. We did 
not only lose Jaber as a ruler 

beyond his counterparts of Arab rulers with his humility and 
the simplicity of his life. He excelled with his great 
achievements domestically and internationally. He preferred 
to work quietly and not boast of his own accomplishments. 
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We all remember how he was kind and did not want to make a 
display of Kuwait\'s aid to Arab 

countries in general. Our heartfelt condolences to Al-Sabah 
family and we especially make our offering to the siblings 

and offspring of the departed as we offer our condolences to 
the Kuwaiti people and the Arab nation for losing a great 

Arab leader." 
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front-page news story January 16 headlined: WDPP Chairman 
Elected; [Chen Shui-] Bian 

chang] Form a Golden Triangle. The newspaper also carried 
a banner headline on its page two January 17 that read: \"Su 
[Tseng-chang Takes] up [the Premiership] and Frank Hsieh 
Steps Down; Bian\'s Focus Falls on Implementing [the Policies 
Announced in His] New Year's Day Address. The pro- 
unification \"United Daily News 

front-page news story January 17 with the headline: \"Bian 

Met with [Premier Frank] Hsieh Late Last Night. It Is 

Settled That Hsieh Will Step Down." 


2. Almost all newspapers editorialized on former 

Presidential Office Secretary-General Yu Shyi-kun\'s election 
as the new DPP chairman Sunday. Editorials in the pro- 
independence \"Liberty Times and \"Taipei Times!" (English- 
language paper) both said YuYs major task is to restore the 
DPP members! faith in the party and to carry out the 

policies President Chen announced in his New Years Day 
address. A \"United Daily News" editorial 

cautioned Chen that with only 25 

not deem it as a stamp of approval from DPP members for his 
future political route. An editorial in the limited- 

circulation 

\"China Post\" also predicted that \"with the Chen-Yu team 
politics in Taiwan will continue to be vicious and divisive 

while cross-strait relations will remain tense.\" End 

summary. 


A) \"[We] Expect Chairman Yu [Shyi-kun] to Push for and Help 
Carry out [President Chen Shui-bian\'s] New Year\'s Day 
Address\" 


The pro-independence \"Liberty Times\" [circulation: 600 
wrote in an editorial (1/16): 


\". We hope the newly elected DPP Chairman Yu [Shyi-kun] will 
stick to Taiwan\'s position 

government to carry out [President Chen Shui-bian\'s] New 
Year\'s Day address. All the more 
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on not only the job of reviving the DPP\'s image but also the 
task of ensuring the safety and well-being of the 23 million 
[Taiwan] people.\" 


B) \"Yu\'s Challenge: Restore Faith\" 


The pro-independence 
[circulation: 30 


\"It was sad to see a political party with a glorious past 
such as the Democratic Progressive Party (DPP) register a 
voter turnout of just 19.96 percent in its chairmanship 
election on Sunday. It was an indication of the DPP rank 
and file\'s indifference to the election and the party\'s 
leadership should take note. . 


\"In the face of these challenges 

must transcend factional disputes within the party and 

listen to the grassroots. Only in this way will he be able 

to act as a conduit between ordinary party members and the 
leadership 

also has to rebuild the party\'s image and be willing to 

adopt strict measures against any colleagues who are guilty 
of corruption. .\" 


C) Chen Shui-bian Cannot Possibly Break All the Deadlocks 
with a Victory of 25 


The pro-unification \"United Daily News\" [circulation: 
400 


\"Yu Shyi-kun was elected DPP chairman with only 25 

and a total voter turnout of less than 20 percent. At this 
time when the DPP is facing a severe situation both inside 
and outside the party 

count and voter turnout reflect the strong divisions and 
doubts inside the DPP rather than providing a clear answer 
to the DPP. . 


\"Perhaps Yu\'s victory of 25 

indicator or bargaining chips for Chen Shui-bian to 
determine his future political route after all. The DPP 
chairmanship race will lose its significance if Yu\'s victory 
fails to become a turning point for the party to re-gain its 
past glory.\" 


D) \"Yu to Enhance Chen\'s Rule\" 


The conservative 
Post\" [circulation: 30 
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\". Despite the low turnout 

boost President Chen\'s standing 

dropped to 13 percent. Yu\'s mission is to rally the DPP\'s 
fundamentalist following to back up the president\'s posture 
in resisting power-sharing pressures from within the DPP as 
well as opposition parties. Chen refuses to be a lame duck 
president. .. 


\"In his New Year\'s Day speech 

independence agenda - to write a new Taiwan Constitution 
this year 

implementation in 2008 when his term ends. He also called 
for ‘active management\' and "effective openingW over 
Taiwan\'s investments in the mainland 

proclaimed policy. The agenda was ‘wishful thinking;\' he 
knows he can\'t do it 

won\'t allow it. 


\"With the Chen-Yu team 

be vicious and divisive while cross-strait relations will 
remain tense. And Washington and Beijing will be annoyed 
for two more years. So will be Taiwan\'s people and 
economy.\" 
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perspectives offered in each of the following vignettes will 
give the reader a look into everyday life in Tunisia that may 
not be central to more formal reporting. For more 
information about Tunisia or the Embassy Tunis Entry Level 
Officer Development initiative 


Topic Paragraph 


WSI Setasiun 6 
Why are Muslim Tunisians celebrating 
Christmas?...................... 11 
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2. While Tunisia is developed in many respects 

much less so in others. The roads are paved and well 
maintained 

every corner. One might say there are more road signs 

traffic lights and traffic circles than there are people on 

TunisV roads. Recently these roads were beautified with 
thousands of newly-planted palm trees 

buildings were given a fresh coat of paint in preparation for 

the U.N. World Summit on the Information Society (WSIS) held 
in Tunis in mid-November. 


3. Although Tunisia enjoys good roads 

careless and dangerous. And although it is common to bemoan 
driving practices across the Middle-East 

particular habit unique to Tunisian drivers -- almost all 
Tunisians drive over the line dividing lanes as if not to let 
anyone pass them on either side of the road. One can never 
tell if the driver in front of you is keeping to the left or 
meaning to go right 

All drivers constantly accommodate slower moving mopeds 
cycles 

intersections are supervised by traffic police 

often stands in the middle of the intersection in such a way 
that he or she cannot see the traffic lights. There is no 

thrill like the thrill of hurling down the roadway at 100km/h 
towards a green light only to have to stop short because a 
policeman hidden in the center of the road has raised his 
hand to signal everyone to stop. Clearly with limited 

visibility 

coordinated. 


4. Driving 

Information Society (WSIS) event 

delightful 

Ministry of Interior turned off traffic lights on certain 
roadways 

traffic lanes for vehicles marked for WSIS. This could have 
been the precursor to Tunisia\'s first HOV lane 

as WSIS ended 

which helped lighten road traffic during the summit was the 
closing of schools and government offices. 


5. Driving schools are plentiful in Tunis 

drivers are everywhere 

already difficult driving environment. But Tunisians 

drivers in other countries 

For example 

on the road to vent frustration to some other driver for some 
perceived traffic slight. They are also fond of creating 

extra lanes at traffic lights 
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the front of the line 

one of the lead cars. What cachet the driver acquires for 
being the first to cross the intersection on the first blink 

of green is not clear 

slight honk from rear drivers the second the light turns 
green. And finally 

must include at least one parting shot about the pedestrians 
in the roadways. These are not only the children one must 
constantly watch for 

streets on dark nights in dark clothes. Taken together 

these various elements form a challenging environment for the 
best of drivers. But when coupled with \"middle-of-the-road\" 
driving skills and etiquette 


greater. 


6. Opinions are divided on the artistic merit of the new 
sculpture outside the Le Kram Exposition Center 

where the WSIS summit was held. In early 2005 

decided to set aside 350 

commemorate the summit with a sculpture. In April the GOT 
held a national contest for art students 

engineers to develop an edifice that would symbolize the 
theme 

From a group of around 25 contestants 

chosen to present their ideas to a panel of the COMSI (WSIS 
organizational committee). However 

actually the choice of President Ben Ali. The monument is 
the creation of artist Abdelmajid Jenhani and architect Samir 
Bellagi. 


7. The sculpture is a treated iron structure covered with an 
aluminum casing 

of the exposition center. It is composed of two intersecting 
isosceles triangles supporting a globe in their crux 

the globe 

the civilizations and cultures in the world.\" Bellagi told 
Emboff that the longer triangle represents the North 
shorter triangle 

represents the South. At the very tips of the triangles are 
yellow lights symbolizing \"progress.\" At night 

structure is lit from within 

spotlights around the concrete base. The trianglesY main 
sides have colored stripes 

which represent \"the highways of information 
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transparent slim sides of the triangles represent 
\"transparency.\" An article in Tunisian daily La Presse 
stated that the colors of the stripes represented \"cultural 
diversity 

license on the part of the journalist. In actuality 

he just picked out colored panels that looked good 

to get them close to the colors of the WSIS logo. The panels 
are made from polycarbonate imported from Canada 
remaining materials were sourced from Tunisian suppliers. 


8. After Jenhani and Bellagi won the commission 
\"technically\" commenced work on the project on 05/05/05 at 
5:00pm 

start of the project. However 

to September 

actually begin any physical work on the structure itself. 
During this deliberation period 

to 250 

triangle decreased from 20 meters in length to 11 meters 
current size 

Also gone was a reflecting pool for a base 
\"transparency\" in the original design. 


9. Once approvals were finally secured 

to build the structure 

point 

structure within the budget and time restrictions. Most 
vendors approached by the amiable architect turned down the 
work because of the tight time frame for construction. 
Several also voiced the fear of too much \"presidential 
visibility\" in the case of failure. However 

construction company 

assembled a team of civil engineers 

metallic construction workers 

the initial excavation for the structure\'s base 

to stop briefly when they hit an old road under the traffic 
circle. This road dated back to the French colonization 
period 

However 

bright construction lights 

structure. Work was completed on November 1 
President Ben Ali was present on November 14 
inaugurate the structure 

of the WSIS summit 

There is a marble plaque on the concrete base which 
commemorates the occasion. Ben Ali's comments were that the 
sculpture was \"grandiose 


10. Even with all the challenges 
on time 
construction was 198 
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studies and architect\'s fees were 29 
To date 

the artist and architect. However 
grin 


11. All throughout the month of December in Tunisia 
could truly be said \"it\'s beginning to look a lot like 
Christmas. For westerners 

considering the country is approximately 98% Muslim 
estimated 1% Christian population. Nevertheless 
Christmas could be seen in many places 

evident in 2004. There were store windows decorated with 
Christmas trees 

Christmas lights on traffic circles put up by the GOT. The 
large supermarket in Tunis 

section devoted to Christmas decorations 

in country for the past several years have watched this 
section get larger and larger with each passing year. 


12. Sales of Christmas items are not for the expatriate 
community only. Local Embassy staff 

Tunisian commercial establishments 

decorated offices. Tunisians even put up decorations 
including trees with lights and ornaments in their homes. 
The exchange of small gifts was also welcomed 
expected 

party. And finally 

cards from Tunisians this year 

addresses. This Embassy officer received a card from a 
Tunisian architect 

Christmas ornament in glitter on the cover. Inside 
greeting was for a happy new year 

design on the front of the card was unmistakable. 


13. Where is this influence coming from 

conflict with traditional Muslim beliefs? The Tunisians take 
their western cultural cues from the French 

Americans 

celebration of Christmas. Also appealing are the more 
secular customs of Christmas 

aspects of the holiday. They like the fact that it is a time 
to offer gifts 

offer aid to the less fortunate. Since it is also common for 
Tunisians to secularize even Muslim holidays 

of a moral problem to secularize an occidental holiday. 
Therefore 
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future appearances of Papa Noel" in coming years. 
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SIPDIS 

vote on whether the IAEA should refer Iran to the UNSC 
would do so to prevent another nuclear capable state in the 
region. Aboul Gheit qualified that he believes referral 

would complicate the regional situation because of Iran\'s 
negative reaction to referral. He also observed that the 
public reaction to an Egyptian vote in favor of referral 

would be negative. People will ask 

said. He said more than once \"give me something\" to use in 
response 

zone free of WMD in the Middle East (i.e. a reiteration of OP 
14 of UNSCR 687). Aboul Gheit also stressed that while he 
would say publicly that Iran\'s nuclear program must be 
aborted 

to resolve this issue within the IAEA. Ultimately 

the West is responsible for the current situation because it 
allowed Israel to become a nuclear power. 


2. (C) The A/S stressed the urgency of the Iran matter 

noting that Iran 

Governors. She added that a nuclear capable Iran would 
destabilize the region by provoking an arms race with 
devastating consequences. Aboul Gheit agreed that the result 
would be disastrous and declared Egyptian opposition 
principle 


3. (C) In a follow up discussion with poloff on January 16 
MFA\'s head of the Disarmament Department Dr. Hossam Aly said 
that the decision on referring Iran is being considered at 

the highest level of government. He said that he recommended 
to the Minister that Egypt vote in favor of referral 

noted that the ultimate decision will depend on the text. 

Should the text make it appear that the move for referral is 
based on broader political concerns 

for Egypt to support. But if the text clearly outlines the 

history of IranYs conduct 

nations to develop nuclear programs for peaceful purposes 

and acknowedges the need to create a nuclear free zone 
support would be far easier (Note: Aly did not indicate if 

these suggestions for the text would be \"deal makers"). For 
many in the NAM 

development for peaceful purposes is key. 


4. (U) A/S Silverberg cleared this cable. 


RICCIARDONE 
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even appeared in the press (text below). Lajcak told 
Consulate January 12 that he is focused on \"parliamentary 
and systemic\" solutions 

a national unity government and placing opposition \"co- 
heads\" in police and media bodies. Lajcak says the talks 
will start January 23 

by the end of February 

of April. Lajak\'s confident planning to a referendum is a 
refreshing change from earlier EU hopes to see the vote 
postponed. We should support Lajak\'s efforts not only to 
reach the necessary compromise 

implementation of the referendum. End summary. 


Meetings to Start January 23 on \"Technical\" Issues 


2. (U) Lajcak told Consulate Podgorica January 12 that the 
process of working out the rules for the referendum would 
start January 23. (Discussions about alleged irregularities 
ina December 29 local by-election will occupy Parliament 
the week of January 16.) The talks will start with a focus 
on \"technical\" issues such as access to the media 
conducted in the Parliament building 

initially) shuttling between the government and the 
opposition. Talks will also be held at the party leader 
level. Lajcak expects talks to conclude by the end of 
February 

the legal framework and on non-binding issues 
agreement that MPs will respect the results of the 
referendum vote in any post-vote parliamentary decisions 
(Reftel). 


3. (SBU) Speaker of Parliament Ranko Krivokapic told Lajcak 
he would finesse the issue of the February 7 parliament 
session 

table the President\'s request for an independence 
referendum. The session will be called into order 
immediately adjourned 


4. (SBU) Lajcak has rejected opposition proposals for a 
national unity government 

chairs\" in the police and public media 

acceptance of such proposals would imply that Montenegro\'s 
systems and structures are inadequate and do not meet 
European standards. He said the talks should focus instead 
on \"parliamentary and systemic\" solutions. 


Referendum: Legitimacy of the Vote 
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5. (SBU) Lajcak will defer discussion of qualified 

majorities 

the talks. He observed to our Consulate that there was no 
sense in a \"compromise\" figure between having independence 
approved by 40 percent of registered voters (the GOM 
position) 

position). (Comment: If forced to arbitrate 

do not know that Lajcak would pick 40 percent.) Lajcak is 
also considering a third course 

two alternative questions. The first would ask if the voter 
supported Montenegrin independence 

the voter supported continuation of the State Union. Each 
voter would vote yes on either question one or question 
two. The referendum vote would be valid if 50 percent plus 
one of all registered voters cast a ballot. In that event 
whichever question got a majority of votes cast would win. 
Lajcak observed that this avoids the problem where voters 
who abstain 

votes. 


The Belgrade Angle 


6. Lajcak noted that he met with Serbian PM Kostunica\'s 
advisors Samardzic and Jankovic on January 11. They 
stressed that Serb People\'s Party (SNS) leader Andrija 
Mandic is ready to talk\" to Lajcak. Lajcak added that as 
long as Mandic was abstaining from the parliamentary 
discussions 

observed that in his meetings with the rest of the 
opposition on January 12 

SNS boycott of the talks. To the contrary 

happy to have the SNS sit this one out." 


Post-Referendum Realities 

7. (SBU) SaM President Marovic told Lajcak he was concerned 
that \"no one cares about the day after" the referendum. 
Lajcak told Consulate officers that Serbian PM Kostunica 

was particularly determined not to do any planning for the 
post-referendum period 

does not mean that Kostunica is neutral however 

Lajcak 

media should be asked to follow the code of conduct" 
developed for the Montenegrin media. 


Comment 


8. (SBU) Based on our conversations 
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but not all 

about the day after. Others 

Predrag Bulatovic 

strategies following a potential loss in the referendum. 
Pro-independence politicians are developing detailed 
strategies for either contingency. 

9. (SBU) The number of issues Ambassador Lajcak intends to 
address before a referendum is announced is daunting (para. 
10) 

February. True enough 

there. We have been impressed so far by LajcakYs grasp of 
the issues and his diplomatic skills. His efforts so far 
deserves our support 

compromise and in implementing the referendum itself. 


10. (U) Full text of Ambassador LajcakYs key principles 
follows. 


Begin text: 


KEY PRINCIPLES OF A DEMOCRATIC REFERENDUM PROCESS IN THE 
REPUBLIC OF MONTENEGRO 


Below are some fundamental issues/principles of a 
democratic referendum process 
considered prior to the announcement of a referendum. 


LEGISLATIVE FRAMEWORK 


The legislation applicable to conducting the referendum on 
the state status should be improved in line with OSCE/ODIHR 
and Council of Europe recommendations to ensure that the 
legislative framework is comprehensive 

unambiguous. The current Law on Referendum should be 
either amended or 

referendum on the state status could be adopted. 


Provisions promoting a level playing field in referendum 
campaign should be introduced in the relevant legislation. 


MAJORITY REQUIREMENTS 


Consideration should be given to adoption of some specific 
majority that should be required to decide on the state 
status. 


REFERENDUM QUESTION 
The wording of the referendum question should be clear and 


precise. Procedure for adoption of a referendum question 
should be detailed in the law. Holding of a referendum 
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with two alternative questions (with positive options only) 
could be considered. 


REFERENDUM CAMPAIGN 


Detailed regulations should be introduced to specify all 
aspects of the referendum campaign. In general 
provisions regulating the conduct of the referendum 
campaign should ensure transparency of the process and a 
level playing field. The regulatory framework should 
provide for both sides (YES and NO) to have equitable 
campaign opportunities. 


State and political party functions should be separated. 
Any form of discrimination or political pressure on public 
employees should be clearly prohibited. Police should 
ensure absolute neutrality. 


ACCESS TO MEDIA 


Both sides of the referendum spectrum should have equal 
access to campaigning on public radio 

media. Public media should undertake non-partisan voter 
information activities and grant free airtime to the YES 

and NO campaigns on an equal basis. Coverage of the 
referendum in the public media should be politically 
balanced and unbiased. The private media organizations 
should develop a Code of Conduct on good editorial 
practices to be signed and observed on a voluntary basis. 
Regulatory and self-regulatory bodies should be empowered 
to sufficiently implement the regulatory framework 

and adequately act upon breaches of applicable legislation 
and standards by the media during the referendum campaign. 
Paid political advertising in the media should be clearly 
marked. 


FINANCING OF THE REFERENDUM CAMPAIGN 


Provisions contained in the Law on Financing Political 
Parties regarding campaign expenditure limits and reporting 
requirements should be reviewed to assess their application 
to referendum campaigns. The manner of scrutinising 
campaign accounts should be set out in the legislation 
regulating the referendum 

transparency. 

Imposing limits of individual donations for referendum 
campaigns should be considered. Political parties 

will choose not to participate in the referendum 

not receive public funds for the referendum campaign. 


ADMINISTRATION OF THE REFERENDUM 
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Plurality of political interests should be guaranteed in 

the membership of the referendum administration bodies at 
all levels (republic 

political party should be in a position to dominate the 
administration of the referendum. 


The legislation should ensure that all eligible citizens 

are granted the opportunity to vote 

persons and voters serving the military on the territory of 
the Republic. 


The referendum results should be published promptly after 
the holding of the referendum. Consideration should be 
given to measures 

the tabulation (and recounting) of the results. 


OBSERVATION OF THE REFERENDUM PROCESS 


The authorities calling for a referendum should invite 

a timely manner 

observer organizations 

of Europe and the European Parliament. In addition 
domestic monitoring organizations should be accredited to 
observe the entire referendum process. 


End text. 
POLT 


49826 
for what happens to the hostages. 


2. (SBU) Shell received another letter from the group 
calling itself Movement for the Emancipation of the Niger 
Delta (MEND). The letter was sent through Reuters and 
threatens \"to carry out an attack that will set Nigeria back 
15yrs and cause incalculable losses.\" Shell is taking the 
letter seriously because it gives some accurate though vague 
and previously unreported details of the January 11 attack on 
Liberty Service. This letter 

communication 

their primary demands but they are committed to destroying 
the capacity of nigeria to export oil or its products." Post 

will report any further contact with Reuters. 


3. (SBU) British consular officer Maurice Harper met with 
the Deputy Governor of Bayelsa State and the head of the 
Bayelsa State Security Service (SSS) on January 16. The 
Deputy Governor said he was in continuing contact with 
representatives of the kidnappers and felt that a two-day 
timeframe for their release was realistic. He said the 
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kidnappers considered the release of Dokubo Asari their most 
urgent demand and that 

they would allow a representative from the Joint Task Force 
(JTF) to see and speak with the hostages. The hostages were 
uninjured but were being continuously relocated and so 
attempts to find them would be futile. 


4. (C) A military intelligence officer also said the 

kidnappers had 

of money and food. (Note: the Bayelsa Chief of Police 
commented that the JTF had already spent considerable sums of 
money trying to effect the release of the hostages.) The 

GON 

militarily and concentrate on negotiations. 


5. (SBU) The latest engagement occurred on January 15 at 
6:30 

flowstation. One Shell employee 

fray 

Attackers suffered an unknown number of casualties. 
Reinforcements sent to the area were ambushed and eight were 
killed. A Shell official stated one naval OIC had been fired 
as a result of losses suffered in the engagement. A warden 
based in Warri reported as of January 16 in the morning 
ambulances were continuing to bring injured people to 
hospitals from the airport 

fighting in the area continues 

not available. 


6. (SBU) Shell reports the thirty or so expats remaining on 
the FPSO Sea Eagle are upset and demanding to be taken off 
the vessel. Shell has identifed a group from their Bonga 

deep sea field to replace the Sea Eagle crew if necessary but 
hopes to be able to negotiate a \"sweeter deal" for the 
present crew to continue working. 


7. (SBU) Shell will keep workers only at their deep sea 
sites and at their Forcados terminal 

approximately 100 employees 

army 

for security. 


8. (SBU) Shell's Emergency Response Team identified an 
ex-commissioner of Bayelsa State 

go-between who linked the JTF with the kidnappers. They 
continue to track his identity and role. 


9. (SBU) ConGen Lagos plans to strengthen the Consular 
Travel Warning. The British have done likewise but limited 

their strengthened warnings to specific areas of the Delta. 

Peter Wadsworth at the DHC said the warning would be specific 
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so that oil companies and other interests in the area would 
not suffer globally for conflicts occurring in limited areas. 
HOWE 
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description of the gradual approach the U.S. had in mind in 
the non-paper. Charge noted that Iran has applied pressure 
to some of the key countries in response to their joining 

IAEA consensus resolutions in the past. We should be aware 
of this practice by Iran and would welcome information from 
the GoS if they learn of similar tactics being applied now. 

The U.S. shared the views of Sweden on the importance of 
working with India 

the success of our efforts to press Iran will depend on our 
success in mobilizing the P-5 

act in concert. The Charge said we agree and look forward to 
GoS support to this end. Skoog agreed that each time we 
apply pressure on Iran to comply with its outstanding 
obligations 

on how it should comply. 
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Comment 

5. (c) Sweden shares our underlying concerns and endorses an 
extraordinary session of the IAEA Board. The Swedish 
approach is very much oriented toward consensus-building in 
recognition of the fact that we need the P-5 and key 

influential non-aligned states to prevail in the IAEA Board 

of Governors and the UNSC. As a nuclear-capable country that 
made the decision prior to 1960 not to pursue nuclear arms 
Sweden is committed to preventing the proliferation of 

nuclear arms 

occasions 

EU-3 on Iran. 

NOBLE 
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description of the gradual approach the U.S. had in mind in 
the non-paper. Charge noted that Iran has applied pressure 
to some of the key countries in response to their joining 
IAEA consensus resolutions in the past. We should be aware 
of this practice by Iran and would welcome information from 
the GoS if they learn of similar tactics being applied now. 
The U.S. shared the views of Sweden on the importance of 
working with India 

the success of our efforts to press Iran will depend on our 
success in mobilizing the P-5 
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GoS support to this end. Skoog agreed that each time we 
apply pressure on Iran to comply with its outstanding 
obligations 

on how it should comply. 
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Comment 

5. (c) Sweden shares our underlying concerns and endorses an 
extraordinary session of the IAEA Board. The Swedish 
approach is very much oriented toward consensus-building in 
recognition of the fact that we need the P-5 and key 

influential non-aligned states to prevail in the IAEA Board 

of Governors and the UNSC. As a nuclear-capable country that 
made the decision prior to 1960 not to pursue nuclear arms 
Sweden is committed to preventing the proliferation of 

nuclear arms 

occasions 

EU-3 on Iran. 
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for the first time ever 
parliament at work. 


MODEST LIFESTYLE 


7. (U) Jordanovski was born in Stip 

February 13 

wife works for the Ministry of Environment. In addition to 

his studies at the University of Southern California 
Jordanovski received a masters degree in electrical 
engineering from the University of Zagreb. He speaks English 
well 

smoker and moderate drinker (beer is his beverage of choice) 
he enjoys fishing as a hobby and regularly attends opera 
ballet 
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political leaders 

is unassuming and possesses a dry sense of humor -- he once 
started the practice of playing MPs\' favorite musical tunes 
during parliamentary sessions to celebrate their birthdays 
practice that was widely-lampooned and eventually 
discontinued. 
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IMPACT OF JORDANOVSKIVS DEPARTURE ON REFORM AGENDA LIKELY TO 
BE MINIMAL 


8. (SBU) Jordanovski\'s departure from parliament is not 
expected to result in significant delays in passing 

legislation related to MacedoniaYs EU and NATO membership 
reform agenda 

consensus-building skills. Upon his resignation as speaker 
the SDSM-led coalition\'s comfortable majority will allow it 

to elect a successor who will concentrate on getting the 

reform agenda passed before the upcoming parliamentary 
elections in summer 2006. Media speculation centers around 
SDSM Secretary General Nikola Kjurkciev or SDSM Parliamentary 
Whip Jani Makraduli as possible successors. Both candidates 
are loyal to PM Buckovski and can be expected to support the 
governmentVs legislative agenda. 


COMMENT 


9. (SBU) Jordanovski is an excellent successor to Dimitrov 
who 

VMRO-DPMNE party 

Jordanovski\'s experience in dealing with numerous foreign 
parliamentary and diplomatic delegations 

consensus-building approach 

with USG counterparts and the U.S. Congress to make 
Macedonia\'s case for NATO accession. It will also come in 
handy as he works to cut through the Gordian knot of the name 
dispute with Greece in ongoing talks under UN auspices in New 
York. If the current coalition loses the 2006 elections 

however 

shorten his tenure in Macedonia\'s most important diplomatic 
posting. 

MILOVANOVIC 
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results of the chairman election were that President Chen 
regained ground in efforts to stabilize his power 

Su and Yu won over Lu and Hsieh in their battle for position 
heading toward the 2008 election. 


4. (C) The outcome of the party chairman election has set 

the stage for further developments in the power game within 

the DPP. On January 17 Frank Hsieh announced his resignation 
as premier. One of the leading candidates to take Hsieh\'s 
position is Su Tseng-chang. (See septel). 


5. (C) During her brief tenure as acting chair 
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President Lu Hsiu-lien has come under strong criticism for 
taking an activist rather than a caretaker approach to her 
temporary position and for not maintaining neutrality on the 
party chairman election. Just before the election 

public statement that was clearly intended to favor Chai and 
during the first of two televised debates between the 
candidates 

China\'s offer to give two pandas to Taiwan. Yu and Lu make 
no pretense of cooperation. In response to Lu\'s statement 
that she intended to remain acting chairman until February 8 
Yu quickly announced plans to take office prior to the 
Chinese New Year holiday 


6. (C) Yu 

Chen in a variety of positions since the time Chen was mayor 
of Taipei 

be the DPP presidential nominee in 2008 
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far ahead of Yu and other potential candidates in public 
opinion polls. As party chairman Yu says he will try to 

restore unity to a party divided by the defeat in December 3 
local elections 

between the party and President Chen. Yu\'s main task will be 
to organize preparations for an important series of upcoming 
elections 

year 

election in March 2008. 

PAAL 
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Premier as soon as possible to ensure political stability and 
hopes the transfer to a new cabinet will be completed before 
the January 29 Lunar New Year. 


4. (C) Hsieh\'s resignation ends weeks of speculation that he 
would depart following the fall legislative session 

ended January 13. Hsieh had offered to resign following the 
December 3 local elections to take responsibility for the 
DPP\'s defeat 

presidential office and \"poor government performance.\" 
President Chen did not accept Hsieh\'s resignation at that 
time 

Chen announced a new more restrictive policy on cross-Strait 
relations that differed from the moderate policies being 
pursued by Hsieh. Then 

Office Secretary General Yu Shyi-kun 

candidate 

the president\'s weakened hand and setting the stage for 
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Hsieh\'s resignation. 


5. (C) Hsieh is one of the so-called \"four princes 

potential candidates for the DPP nomination for president in 
2008 

DPP Chairman Su Tseng-chang 

(Hsiu-lien). Su 

opinion polls 

DPP Chair election 

would work together well on party and government affairs and 
perhaps on the 2008 presidential election. Hsieh\'s prospects 
to win nomination are now viewed as poor because he was 
previously mayor of Kaohsiung and is therefore politically 
vulnerable on Taiwan\'s major corruption scandal 

involves construction of a rapid transit system in Kaohsiung. 
In addition 

political rivalry. 


6. (C) Many observers here suggest President Chen may 
appoint former DPP Chairman Su Tseng-chang as the next 
premier. Some believe this would add government leadership 
experience to Su\'s resume 

presidential election 
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the popular KMT Chairman and Taipei Mayor Ma Ying-jeou. Some 
supporters of Su 

Vreduce Su\'s stature 

leader Hung Chi-chang 

attack by the opposition 

of confrontation in the Legislative Yuan. In addition 

argue 

President Chen. Su will have to decide whether he feels 
lucky. Every DPP premier under Chen has been subject to 
Chen\'s public scorn 

Su will have to decide if he is willing to gamble that he can 
succeed as premier and boost his current front-runner status 
for the DPP presidential nomination to likely face Ma 
Ying-jeou in 2008. The odds are not in his favor. 

PAAL 
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any United States personnel over whom the Philippines is to 
exercise jurisdiction shall immediately reside with United 
States military authorities 

commission of the offense until completion of all judicial 
proceedings.\" 


The U.S. Government has decided that it will retain custody 
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of the four U.S. Marines accused of the crime of rape 
allowed under this provision. The U.S. Embassy officially 
conveyed this decision to the Department of Foreign Affairs 
on January 16 


The U.S. will continue to cooperate with the Philippine 
authorities as this case moves to trial under Philippine 
jurisdiction 

Agreement. The U.S. remains committed to seeing that justice 
is served 

that can provide for a just outcome. 


END TEXT 
Jones 
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Chamber 

be given at least 54 percent of Chamber seats. However 
system does not achieve the same effect in the Senate. 
Majority premiums in the Senate are granted on a regional 
basis so that the winning coalition in Lazio receives 55 
percent of the Lazio seats and the winning coalition in 
Puglia receives 55 percent of the Puglia seats. Majority 
premiums won in different regions might cancel each other 
out. Referring to the Senate system 

manager said it \"is relatively easy to see that the new 
electoral system will create a situation of difficult 
governability\" in the Senate. 


5. (SBU) For comparative purposes 

applied to the U.S. 

would receive 54 percent of the seats in the House of 
Representatives. The Senate would be voted in a system more 
analogous to the U.S. Electoral College. Each party would 
run to win individual states. For example 

party/coalition winning California would win 55 percent of 

the seats for California and the party/coalition winning 
Montana would win 55 percent of Montana\'s seats. Since 
California is more populous than Montana and the number of 
seats assigned to each state is apportioned based on 
population 


6. (SBU) As experience has shown 
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party to win the popular vote but not win the Electoral 
College. Translated back into the Italian system 
party/coalition could win the Chamber of Deputies by virtue 
of winning the plurality of votes and another party could win 
the Senate based on a success in key regions. 

7.(C) A Forza Italia campaign manager described several 
scenarios to Poloff. He said it is relatively certain that 

the Center-Right will win Lombardy 

that the Center-Left will win in Emilia-Romagna 

Marche 

the winning coalition will receive at least 55 percent of the 
seats for each region. In one scenario 

Center-Left wins all the remaining regions. Under that 
scenario 

Senate seats (165 of 315). In a scenario in which the 
Center-Right wins all the marginal districts 

161 seats 

situation becomes worse if we consider the more realistic 
situation in which neither the Union (Center-Left) nor the 
Casa de la Liberta (Center-Right) wins in all the marginal 
districts.\" He stated that the Center-Right has a fair chance 
of winning in Lazio 

in a \"situation in which a majority would not be certain 
without taking into account the results of seats assigned to 
Italians abroad." 


8. (C) A well-placed Forza Italia official in Palazzo Chigi 

told Poloff that Italian politics does not share the American 
tradition of political compromise and that a divided 
government would not work well in Italy. She predicted there 
is a fair likelinood 

Center-Left will win the national vote and obtain a 54 
percent majority in the Chamber of Deputies. She continued 
that it is very possible that the Center-Right wins a 

majority in the Senate. 


9. (C) According to this official 

would yield two unattractive governing options: (1) a Grand 
Coalition like the one currently in Germany 

leads an extremely weak Center-Left government that falls 
after less than a year. She said Italy\'s political tradition 
would not naturally support a Grand Coalition so the second 
option is more likely. After the Prodi government falls 
either new elections would be called or the parties of the 
center will try to piece together a coalition of the center. 


10. (C) COMMENT: Italian national elections remain three 
months away 
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winner of the national vote 

to be maintaining a slight lead. However 

Italy\'s electoral reform legislation have created the 
possibility that the true winner will remain unclear even 
after the votes are tallied. We agree that a split outcome 
could result in a protracted period of unstable government. 
END COMMENT. 


11. (U) Following are the mechanics of Italy\'s new voting 
system. 


Voters receive two ballots 

the Chamber of Deputies. The ballots show only symbols 
representing single political parties 

parties grouped together under one symbol. The candidates 
per party for that voting district are listed on posters 

outside the voting booth. 


-Italy is divided into 20 electoral districts 

to Italy\'s 20 regions 

the Chamber of Deputies. Each district has a predefined 
number of Parliamentarians according to the population. 


-Seats are assigned in proportion to votes received with an 
extra number of seats (governing premium) assigned to the 
winning coalition. 


-In the Chamber 

national vote to qualify for seats. Independent parties need 
4 percent 

percent. An exception is made for the best of the 
non-qualifying parties 

that gets the highest percentage participates in the 
proportional distribution. 


-In the Senate 
independent parties 8 percent and coalition parties 3 percent 
to get seats assigned in the region. 


-The new law also awards a governing premium to ensure that 
the winning coalition has a working majority of seats. 

Different calculation systems are used in the Chamber and 
Senate. 

-In the Chamber the winning coalition is guaranteed a minimum 
of 340 seats (54 percent) 

obtained nationally. (If the winning coalition obtains that 
number of seats 

governing premium.) 


-In the Senate the governing premium (for a total minimum of 
55 percent) will be assigned on a region-by-region basis 
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the coalition with most votes in each of the regions. 


-The above does nat include 12 seats in the Chamber of 
Deputies 

\"overseas districts\" 

will be able to vote for their preferred candidates from 
their regional countries (outside of Italy). 


-Parties must register 
indicating at the same time the name of the person they 
choose as Prime Minister candidate. 


-In the case of a government crisis 

impossible to put together a governing majority 
is dismissed and early elections are held. 
SPOGLI 
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\"training.\" The details of the program are much less 
foreboding than the labels involved 

counter-productive. While the RTG search for a less 

hard-line strategy in the South is to be commended 

design and execution of this program could result in 

increased support for anti-government violence. End Summary. 


2. (C) Following domestic and international backlash over 
heavy-handed Thai security forces actions in the South 

as the Tak Bai incident 

demonstrable progress in reducing the level of violence in 

the South while still respecting the rights of its citizens 

there. Given Prime Minister Thaksin\'s particular emphasis on 
new 

Minister and Justice Minister Chidchai Vanasatidya unveiled 

in December 2005 a new program designed to quell the conflict 
by publicly identifying suspects (thus \"shaming\" them and 
sending the message that the government knows who they are) 
and sending them to \"reeducation\" camps. 


MAKING A LIST AND CHECKING IT THRICE 


3. (C) According to the Acting Narathiwat Provincial Defense 
Chief 

(SBPPBC) administers the program with help from the 
Ministries of Interior (MOI) and Justice (MOJ). People 
suspected of involvement in the violence are divided into 
four groups: 

--people with arrest warrants--who are prosecuted \"without 
compromise\" 

--core members of the violence 

--people who commit the \"disturbances\" 
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--people closely associated with and supportive of the 
previous groups. 


4. (C) The District Chief (an MOI official) 

military commander and the local police chief for a given 
locale meet regularly to discuss the names of the latter 
three categories. Each representative brings their own list 
of names for inclusion. All three must agree on the name for 
it to be placed on the list. If any one of the three 

officials disagrees 

The latter three categories of people are then summoned to 
district/police office under the July 2005 Emergency Decree. 
Those who fail to report may be issued arrest warrants 
(presumably putting them into category one). 


5. (C) From there 

sent off to \"school.\" People in categories two and three are 
placed in the 30-day military \"peace-building\" school. (Note 
there are at least 11 of these \"schools\" spread throughout 

the country. End Note) Members of group four attend the 
MOI-MOJ 7-day course in Yala. After \"graduating\" they return 
to their village (with the new title \"co-peace builders\"). 
According to the District Chief 

600 people on it. 


6. (C) Col. Thanet from the Civilian Affairs Division 
SBPPBC 

session includes up to 5 days of interrogation. The 
Emergency Decree allows authorities to hold suspects for 
\"only\" 30 days anyway. Education sessions in the program 
include \"Rights and Liberties of the Thai People 

Muslim Way for Peace 

and Experience Building 

Building and Exercise\" and \"Sight Seeing.\" 


7. (C) According to Thanet 

each day. Instructors are both military and civilian 

personnel. The main school for people in the 30-day program 
is in an Army camp at Lopburi (home to several installations 
including the Special Forces). Since the Emergency Decree 
was announced in July 

people from groups two and three 

four 


ARE THEY INSANE? 

8. (C) Critics of the program 

the wrong direction. Kitcha Ali-Ishak and Withaya Buranasil 
Chair and Deputy Chair of the Muslim Lawyers group strongly 
criticized this program in a January 11 meeting. Both seemed 
very skeptical of the process that produces the lists and the 
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cultural and historical implications of government lists. 

Noted Muslim lawyer Somchai Neelapaijit who \"disappeared\" in 
2004 was a friend of Kitcha 

was the first on a less-public \"blacklist\" compiled by the 
government. Southern Muslims 

of government \"hitlists\" and \"blacklists\" are unlikely to 

look on a new 


9. (C) Moreover 

impact of \"listing\" large numbers of innocent people. Those 
people listed in error immediately fall under broader 
suspicion within their village. For those who have to attend 
the \"training 

their family without a bread-winner or lead them to lose 

their jobs. Those who refuse to undertake the \"training\" 
face arrest and might flee into the jungle or neighboring 
villages 

authorities. In the worst case 

person who is neutral in the conflict and turned them against 
the government. In Kitcha\'s opinion 

severely misguided. Chidchai publicly suggested that people 
in the South who are not listed will be sad to miss out on 
such an \"opportunity.\" 


COMMENT 


10. (C) Our Muslim lawyer contacts have good reason to be 
concerned about the impact of the \"listing.\" It is not a 

huge leap from publicly listing suspected insurgents to 

direct extra-judicial methods. People here remember that 
Thaksin\'s 2003 \"War on Drugs\" started with lists of suspected 
dealers and ended up with over 1 

the same time 

from Muslim groups and human rights organizations center on 
real but less lethal complaints--lack of due process 

loss of income during the \"training 

public identification as a terrorist sympathizer. Also 

have not (yet) heard any complaints about mistreatment while 
in the camps. Nonetheless 

the mark--the process undoubtedly catches up completely 
innocent people and forces them to surrender to government 
custody for up to a month without due process. 


11. (C) Besides the human rights concerns that this program 
raises 

security forces have struggled to put a face to the 
insurgency and arrest and prosecute its leaders 

part to poor police work and a lack of intelligence. That 

this same system can now identify local suspects outside of 
the traditional justice system seems a far stretch. The 
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\"reeducation\" content seems strikingly poor to us as well. 
Rather than learning about the Y Rights of the Thai People 

the ethnically Malay Muslims of the Thai South are likely to 
come away with confirmation that they are indeed second-class 
citizens denied the rights of their ethnic-Thai countrymen. 

It is this feeling itself which has been at the root of the 

violence in the South for decades already. 

BOYCE 
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frequency and efficiency" of ICRC prison visits and 
jeopardize the organization\'s overall detainee program. ICRC 
officials 

negotiations with the GOB will succeed in removing these 
obstacles and they do not want us to intervene on their 

behalf at this time. End Summary. 


2. (C) On January 13 P/E Chief and visiting USAID/Bangkok 
officers met with outgoing ICRC deputy head of delegation 
Samuel Bon (STRICTLY PROTECT) to discuss his organization\'s 
programs in Burma. According to Bon 

months the Government of Burma (GOB) has seriously hampered 
ICRC\'s most important activities in this country 

related to access to 

gulag of prison detention facilities and labor camps. 


Make Way for the GONGOs 


3. (C) Bon said that in recent months the Ministry of Home 

Affairs requested that ICRC cooperate more closely with 

several GOB entities and government-controlled NGOs (GONGOs). 
ICRC readily complied in the case of the GOB\'s Ministry of 

Health 

Department\" (Prisons) 

that ICRC already cooperated with these organizations and was 
keen to integrate them into prison-related activities in 

order to improve overall standards at detention facilities. 


4. (C) ICRC 

cooperating with more politically motivated GONGOs 

the Myanmar Maternal and Child Welfare Association (MMCWA) 
and Myanmar Women\'s Affairs Federation (MWAF). The wives of 
senior regime officials manage these two organizations 

the GOB has significant influence over their activities. 

Both GONGOs operate prisoner welfare programs 

ICRC is willing to train MMCWA and MWAF workers as long it 
does not take place inside prison facilities and does not 

impinge upon ICRC\'s confidential and private access to 
prisoners. 
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5. (C) In the case of Burma\'s most notorious GONGO 
mass-member Union Solidarity and Development Association 
(USDA) 

or bow to pressure to accommodate USDA interference in ICRC 
programs. Bon said that the Ministry of Home Affairs gave 
ICRC assurances that the GOB would not require cooperation 
with the USDA 

officials have insisted that they accompany ICRC staff on 
prison visits. In November 

officials demanded that they join ICRC on a visit to 
Tharawaddy prison (two hours north of Rangoon). ICRC 
declined and cut short their inspection of the facility. 


Overall Program in Jeopardy 


6. (C) Bon said that the GOB has also restricted ICRC from 
access to \"certain categories" of prisoners and detainees 
(Note: Bon did not elaborate or identify which categories 

but ICRC\'s overall agreement with the GOB provides for access 
to all Wdetainees of concern 

detainees\"--political prisoners 

arrest 

detainees such as women and youth 

Note.) 
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7. (C) The GOB\'s new restrictions 

ICRC\'s ongoing problems with the USDA 

considerably the frequency and efficiency" of ICRC visits to 
detention facilities. He added that the GOB now prohibits 

the ICRC 

operating in some border areas in eastern and southern Shan 
State. As a result 

staff in Burma (to less than 50 full-time employees) and cut 
its 2006 budget from $14 million to under $12 million. 


8. (C) According to Bon 

persist for another month or two 

program could be in jeopardy. He emphasized 

negotiations with the GOB are active and he requested that 
the USG treat ICRC information on the latest restrictions as 
strictly confidential. \"We are cautiously optimistic that we 
can get back on track 

negotiate with the GOB through the press or other avenues.\" 


Comment: One Organization That Won\'t Give Up Easily 
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9. (C) ICRC\'s experience is not unique. Since the October 
2004 ouster of former PM Khin Nyunt 

variety of restrictions on many UN agencies and international 
NGOs. Some INGOs 

such onerous treatment in the past 

survive. Other INGOs 

MSF-France 

result of restricted access to its malaria project sites 

will depart Burma in February. ICRC is the only independent 
organization that has access to the country\'s 3 

\"detainees of concern\" (including over 1 

prisoners) and has a much deeper investment in Burma 
undertaken arduous efforts as early as the 1980s to penetrate 
the prison gulag. We don\'t expect the organization will give 
up easily. End Comment. 

VILLAROSA 
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ally." FM Stoere is keen to promote even closer cooperation 
on High NorthW issues and hopes that the Secretary will 
accept his invitation to visit Norway\'s north 

conjunction with her trip to the Sofia NATO Ministerial. 


2. (C) FM Stoere brought up the unfortunate comments of 
Finance Minister Halvorsen (leader of the Socialist Left 
party) regarding boycotting Israel 

effort to set the record straight -- hence his letter to the 
Secretary making it clear that there was no change in 


SIPDIS 

Norway\'s policy towards Israel 

Stoere said he will meet El Baradei on January 17 and that 
while he understood the need for the IAEA to refer the matter 
to the UNSC 

action and that we will have another situation like North 
Korea. Finally 

while it is an issue of concern for most Norwegians 

not want to be confrontational. Stoere said that Norway\'s 
position is not/not that we should close Guantanamo but 
rather that detainees should be afforded the same rights as 
POWs under the Geneva Convention. End Summary. 


FM Stoere Stresses Importance of Relationship with U.S. 


3. (C) The Ambassador had a pleasant 

first meeting with Foreign Minister Stoere January 13 

one day after presenting his credentials to the King. FM 
Stoere said he wants to maintain close ties with the United 
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States and stressed we are \"Norway\'s most important ally.\" 
The Foreign Minister noted that while most choose to focus on 
political issues 

including the vibrant cultural 

that keeps our nations bonded together. 


4. (C) The Foreign Minister noted that it is a change for 

the far left Socialist Left party to be included in 

government but that one needs to understand that the 

Socialist Left party has come a long way as it now accepts 
NATO and the Transatlantic link as an pillar of Norwegian 
foreign policy. \"We have come a long way since the 1950s 
when SV was founded in protest to the Alliance 

remarked. That said 

moments of heartburn 

Minister Halvorsen\'s comment 

that she supports a boycott of Israel. The Foreign Minister 
emphasized that he worked immediately and intensively as soon 
as he heard the remark to set the record straight -- hence 

the letters to Secretary Rice and FM Shalom. The Ambassador 
noted that we appreciated the Minister\'s quick response and 
unequivocal reaffirmation that Norway does not 

support a boycott of Israel. Additionally 

expressed appreciation for the Foreign Minister\'s commitment 
to preserving strong bilateral ties and pledged to do his 

part to work to advance common objectives. 


5. (C) The Ambassador took the opportunity to thank the 
Minister for his support on the Embassy\'s efforts to relocate 
to a new 

council vote to approve the move was indeed dramatic but \"all 
is well that ends well.\" The FM encouraged the Embassy to 
reach out to the community in Huseby (site of the NEC) and 
ensure that it feels that the Embassy will be a good neighbor. 


FM Keen to have the Secretary Visit Norway\'s High North 


6. (C) FM Stoere suggested that the U.S. and Norway could 
further strengthen their cooperation by engaging in a 
meaningful dialogue about High North (i.e. 

including energy 

hoped that the Secretary would soon accept his invitation to 
visit northern Norway. The FM thought that perhaps the 
Secretary could visit in connection with her upcoming trip to 
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the NATO Ministerial in April and he will be putting together 
some concrete dates and thoughts on a possible program for 
the Secretary. The Foreign Minister also mentioned that he 
had discussed with U/S Burns the possibility of a high-level 
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session on the high north in Washington sometime in the next 
few months. The Ambassador noted that the United States is 
also interested in deepening the dialogue on the high north. 

In fact 


to visit the Norway\'s northernmost region at the end of this 
month. 


Guantanamo - Under Pressure 


7. (C) With the Socialist Left party and local chapter of 
Amnesty International calling for the government to urge us 
to close down Guantanamo 

concerns about the limited rights afforded detainees. The FM 
made clear that while this is a hot-button issue for most 
Norwegians 

Guantanamo\'s closure. \"The U.S. has a right to hold people 
who are terrorists and a threat to its national security 

the FM said 

served if the detainees were treated as POWs under the Geneva 
convention. \"No one is outside the law 

Stoere then said that he plans to present us with the legal 
and political arguments for why this is the case. 


Referring Iran to the UNSC - Norway Open 


8. (C) Per reftel 

an emergency IAEA Board of Governors\' meeting to vote 
affirmatively to report Iran to the UNSC. The Minister noted 
that they had called in the Iranian Ambassador prior to the 
EU-3 announcement and made clear Norway\'s deep concerns about 
Iran\'s resumption of its uranium enrichment research. The FM 
has publicly acknowledged that while Norway supports efforts 
to find a diplomatic solution 

this more difficult and brings the matter one step closer to 

the UNSC.\" Stoere 

find a diplomatic solution and worried that if the matter is 
referred to the UNSC it will meet the same fate as North 

Korea -- and \"simply sit in the UNSC\'s in-box.\" Stoere also 
expressed concern that the current devolving situation could 
lead to a military option and that therefore it was 

imperative that this be managed wisely. Stoere said he will 

be meeting with DG ElBaradei in Vienna on January 17. The 
Ambassador stressed that it was essential that the 

international community continue to press Iran. 


Comment 
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9. (C) Foreign Minister Stoere was engaging and keen to 
highlight the premium he places on the bilateral relationship 
with the U.S. 

words. He was quick and aggressive in making Norway\'s 
position on Israel clear and his efforts resulted in getting 
Finance Minister Halvorsen to apologize for her statement. 
Stoere also supported the EmbassyYs move with a timely letter 
to the City Council 

do so. And 

presented his credentials 

eager to develop a close partnership with the United States. 
Stoere is the one shining light in the Stoltenberg cabinet 

and the more we can do to enhance his standing within the 
government 

the ultimate feather in his cap; we hope it becomes possible. 


Visit Oslo\'s Classified website: 
http://www .state.sgov.gov/p/eur/oslo/index.cf m 


WHITNEY 
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nuclear weapons on the Korean Peninsula. Neither Wu 
nor Ma would comment on whether Kim Jong-il is 
currently in China. With Wu and Vice Foreign Minister 
Qiao Zonghuai 

energy cooperation and urged further bilateral 
discussion concerning energy technology 

and expertise. Wu said China is prepared to work with 
the United States on more issues of common interest. 
He expressed appreciation for the United States\' 
consistent Taiwan policy 

continuing concerns about Chen Shui-bian\'s Taiwan 
independence agenda. Qiao in turn shared Chinese 
concerns about Japanese visits to the Yasukuni shrine. 
Senator Murkowski reviewed plans for continued inter- 
parliamentary exchanges and expressed interest in 
returning to China to deepen her relationships and 
understanding in discussions with Wu and NPC Vice 
Chairman Sheng Huaren. End Summary. 


Meeting with NPC Chairman 


2. (SBU) NPC Chairman Wu Bangguo emphasized the 
importance of strengthening ongoing exchanges between 
the NPC and U.S. Congress in a January 13 meeting with 
Senator Lisa Murkowski 
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Jintao had instructed him to \"meet with more U.S. 
Congressional representatives.\" The Ambassador 
accompanied the Senator. Noting recent Summit 
meetings between President Bush and President Hu 
pointed to their agreement to develop constructive 
cooperative relations for the 21st century as a firm 
basis for deepening bilateral relations. The United 
States and China maintain close cooperation on \"hot 
issues\" in the world such as counterterrorism 
nonproliferation 

and UN reform 


3. (SBU) Turning to the issue of Taiwan 

cross-Strait situation has become more relaxed 
recently. In 2005 

Government cross-Strait initiatives: passage of the 
anti-secession law and more active promotion of 
people-to-people and economic ties. There has also 
been a change in popular will on Taiwan and a shift 
away from support for Taiwan independence 
evidenced in the results of the December mayoral 
elections. He noted 

cross-Strait tensions remains and that Chen Shui-bian 
is intent on pursuing his Taiwan independence agenda. 
The key to maintaining stability is to check Taiwan 
independence moves. China is grateful to the USG for 
maintaining its one-China policy 

to Taiwan independence and to unilateral changes to 
the status quo in the Taiwan Strait. Senator 
Murkowski replied that the United States interest was 
in a resolution that maintained peace and stability in 
the region. 


4. (SBU) Noting that the United States appreciated 
and relied on Chinese efforts to make progress on the 
DPRK nuclear issue 

ideas on moving the Six-Party Talks forward. Wu 
responded that China\'s position supporting the 
denuclearization of the Korean Peninsula through 
dialogue is consistent and that China sees eye-to-eye 
with the United States on the need to start the next 
phase of the talks as early as possible. There is a 

big gap in confidence between the United States and 
DPRK 

are further complicated by other issues 

recent financial sanctions imposed on the DPRK by the 
United States. Wu urged patience on the part of the 
United States 

would be extremely difficult. He hoped that the issue 
of sanctions 

the DPRK 
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that the issue of counterfeiting is extremely 
sensitive in the United States and could not be 
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treated lightly. Wu noted that Macau authorities had 
launched an independent investigation into the case 
which he hoped would provide a clearer picture of the 
situation. In response to Senator Murkowski\'s comment 
about DPRK leader Kim Jong-il possibly being in China 
Wu only noted that China\'s leadership raises the 
nuclear issue with Kim Jong-il at every opportunity. 


5. (SBU) Senator Murkowski expressed interest in 
bilateral cooperation on energy development and 
detailed U.S. efforts in exploration and development 
of energy and in conservation. Wu said that 90 
percent of China\'s energy comes from coal and that 
Chinese annual oil imports decreased by 5.6 percent in 
2005. He welcomed future bilateral energy 
cooperation 

to develop nuclear 

Government is subsidizing development of household 
methane gas in the countryside 

with considerable success. 


Meeting with CPC Vice Minister 


6. (SBU) At a meeting with Senator Murkowski on 
January 12 

Minister of the Central Committee International 
Department Ma Wenpu lauded the steady and sound 
development of Sino-American ties. President Hu 
Jintao had very successful meetings with President 
Bush in New York and Beijing last year 

consensus on the comprehensive promotion of bilateral 
relations in the 21st Century. 


7. (SBU) Noting this was her first trip to China 
Senator Murkowski said she discussed North Korea and 
the Six-Party Talks with leaders in South Korea and 
Japan prior to her Beijing stop and asked for Ma\'s 
views on prospects for progress. Ma stated that China 
seeks peace 

Korean Peninsula. The last thing China would want to 
see is nuclear weapons on the Korean Peninsula. 
China\'s most important diplomatic relations are with 
the United States and there is bilateral cooperation 
and consensus on the North Korean nuclear question. 
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At the same time 

relations with the DPRK. China is working to persuade 
North Korea to return to the Six-Party Talks 

wishes for the Parties to avoid any actions that 

incite or add complexity to the issue. 


8. (SBU) The previous four Rounds of the Talks have 
brought about good results 

September 2005 joint agreement was a hard-won success. 
Future Talks must resolve implementation of the 
September agreement in concrete detail 

Party Talks have become more complex and difficult. 

The United States should trust China\'s good offices as 
China works officially and privately to bring the Six- 

Party Talks back on track. But it is hard to say when 

the next round of Talks will begin. 


9. (SBU) Senator Murkowski pressed Ma with the lack 
of optimism she heard in Korea and Japan and the 
importance of the five consensus Parties speaking with 
one voice on denuclearization of North Korea. Ma said 
that he shares the same view 

China could not see its neighbor develop nuclear 
weapons. 


Meeting with Vice Foreign Minister 


10. (SBU) On January 13 

Foreign Minister Qiao exchanged views about bilateral 
cooperation 

relations with Japan 

expressed appreciation for the Senator\'s visit as an 
important way to begin 2006 and continue the pattern 
of important bilateral exchanges established during 
2005. Senator Murkowski agreed 

forward to continuing involvement in parliamentary 
exchange. 


11. (SBU) Responding to the Senator\'s question about 
the Six-Party Talks 

the nuclear issue can be resolved 

ranging from financial sanctions and counterfeiting to 
the abduction issue 

Japan 

visits to the Yasukuni Shrine and Japan\'s refusal to 
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acknowledge responsibility for WWII remains 
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unacceptable. Developing good relations with Japan 
however 


12. (SBU) Senator Murkowski raised energy cooperation 
and urged further bilateral discussion concerning 

energy technology 

raised Taiwan 

for Taiwanese political leaders to visit 

tariff it applied to Taiwanese fruit and the decision 

last week to send two pandas to Taiwan illustrate the 
Mainland\'s goodwill and desire to resolve the Taiwan 
issue peacefully. 


Meeting with National People\'s Congress Vice Chairman 


13. (SBU) During a dinner meeting January 12 

People\'s Congress (NPC) Standing Committee Vice 
Chairman and Secretary General Sheng Huaren told 
Senator Murkowski that friendships forged through the 
NPC-Congress Interparliamentary Group increase mutual 
understanding and trust between the United States and 
China. Noting that he met Senators Stevens and Inouye 
(co-chairmen of the U.S. Senate-China NPC 
Parliamentary Group) in Hawaii January 4-5 

reported that they had decided to hold the next 

official round of NPC-Congress exchange meetings 
August 6-11 in China 

followed by August 10-11 meetings in Beijing with PRC 
leadership. They agreed that the topics for 

discussion would be energy 

issues including the nuclear issue on the Korean 
peninsula 

trade and China\'s peaceful development. Sheng said he 
anticipates the 2007 round to be held in Alaska in 
response to Senator Stevens\' invitation. 


14. (SBU) Senator Murkowski thanked Sheng for his 
hospitality and remarked that as the East Asia 
Subcommittee Chair she anticipates returning to China 
again to build on friendships and continue dialogue to 
gain better understanding of the relationship between 
China 

that she is eager to learn about China\'s growing 
energy needs and its leadership role in the Six-Party 
Talks 

as an export market for timber and remarked that a 
trade delegation would visit in March to promote 
Alaska wild salmon exports. 


15. CODEL did not clear this cable. 
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major cities on January 16. Citing possible Maoist 

infiltration into political parties\' activities 

Ministry also issued a statement on January 16 banning 
demonstrations and gatherings in major cities 

Kathmandu Valley 

government\'s ban on rallies \"the height of autocratic 
attitude 

would proceed with their mass rally scheduled for January 20 
in Kathmandu. Smaller pro-palace parties that had previously 
stated that they would participate in the municipal elections 
threatened not to do so unless the security situation 
improved. End Summary. 


Maoists Attack Police Posts in Kathmandu Valley 


2. (C) On the evening of January 14 

simultaneously detonated at least three bombs and raided two 
police posts in the Kathmandu Valley 

policemen. These were the first ever simultaneous Maoist 
attacks in the Valley and the largest inside the Valley in 

over a year. Maoists stormed the Thankot Check Post 

the main entry route into the Kathmandu Valley from the west 
at about 1730 local time on January 14 

looted weapons 

About 100 insurgents in army combat gear reportedly entered 
the police post just minutes after it went dark due to load 
shedding. Eyewitnesses told the media that the rebels were 
armed with M-16s 

also threw socket bombs at the police checkpost. A total of 
about forty-two policemen were manning the post. The press 
reported that Maoists boarded a bus after a security 
check-point to bring them to Thankot. A former Royal 
Nepalese Army Valley commander told us that he had concerns 
about the security preparations undertaken by the current 
unified command in the Valley. Also 

Force officer criticized the civil police for not following 

proper procedure and allowing security lapses 

Emboff 


3. (U) In their second raid at roughly the same time on 

January 14 

Dadhikot in Bhaktapur 

seven others and one civilian. The Maoists also detonated 
bombs in municipal ward offices in Lalitpur 

Durbar Square and in Kathmandu near Bouddha Buddhist stupa 
both popular tourist destinations 

Chief of Army Staff\'s father. No injuries were reported as a 
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result of the bombs. 


Government Institutes Night Curfew... 


4. (C) On January 16 

District Officers of Kathmandu and Lalitpur Districts 

announced the imposition of curfew orders within the Ring 
Road area of the Kathmandu Valley from 2300 to 0400 daily for 
an indefinite period. The notices said that security 

personnel had been given a shoot on sight" order if anyone 
was found \"violating the orders or doing other prohibited 
things." This was the first time that the government had 
imposed a curfew in the capital since the King\'s February 1 
move last year. New curfews were announced for eleven 
cities 

highways. Curfews already in place in the district 

headquarters of at least nine other districts were 

lengthened. For example the government will enforce a curfew 
beginning at 2100 hours in Bhairawa 

hours starting time in place for the past two years. (Note: 
Police gave the Embassy a number of curfew passes to use by 
our roving security patrols or if other night travel was 
necessary. End Note.) 


... And Bans Demonstrations 


5. (U) In response to the Maoists\' increased activities in 

the Valley 

political parties activities 

statement on January 16 banning demonstrations and gatherings 
in major cities 

indefinite period. The statement also encouraged the Parties 
to bridge differences with the government through \"dialogue 
and consensus. The statement came in the wake of the 
PartiesY mass meeting on January 12 in Janakpur which drew 
thousands of people and days before a long-scheduled January 
20 seven-party gathering in Kathmandu. The statement called 
on the parties to call off activities: \"Taking into 

consideration the possibility of the terrorists creating 

anarchy in the rally said to be held on January 20 

government requests the Parties to withdraw the rally 
immediately.\" It continued 

spread violence in Kathmandu and other parts of the country 
under the cover of their 12-point understanding with the 
seven-party alliance reached on November 22 

Ministry called on people not to attend any such rallies and 
demonstrations 


Seven-Party Alliance to Defy Ban 
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6. (C) Terming the government\'s ban on rallies \"the height of 
autocratic attitude 

January 16 stressed they would defy such bans and hold 
peaceful rallies as previously scheduled. They claimed the 
ban was aimed at curbing their democratic rights and was a 
\"conspiracy by the government to make the proposed rally 
violent.\" The leaders said they planned to meet immediately 
to discuss the situation and vowed to continue their 
door-to-door campaign to disrupt municipal elections 

February 8. Arjun Narsingh K.C. 

the Nepali Congress Party 

go ahead with their planned mass meeting on January 20 
\"definitely defying the ban 

peaceful rally. He commented that the politicos were not 
afraid of being arrested. He added that he personally 
condemned the Maoists for attacking the Thankot and Dadhikot 
police posts. Kashinath Adhikari 

of the United Marxist Leninist Party 

seven-party alliance would go ahead with their planned mass 
meeting. He noted that the major political parties would 

take action against those local leaders who contested 
municipal elections 

to the cadre and local leaders of the party. Anil Jha 

General Secretary of the Nepal Sadbhavana Party (Anandi Devi 
faction 

elections) 

imposed on the political activities negatively and would 
discuss with other seven-party coalition members how to carry 
out their activities. 


Fringe Parties May Boycott Elections 


7. (U) On January 15 

that had said they would participate in the municipal 
elections expressed doubt over the possibility of municipal 
elections being held in light of the deteriorating security 
conditions. They also demanded Home Minister Kamal Thapa\'s 
resignation for failing to provide security. Balaram Thapa 
General Secretary of Democratic Nepal 

Keshar Bahadur Bista is in the current government 
reporters Your party will not participate in the polls until 
and unless the seven-party alliance and the Maoists forge 
understanding (for elections) and improve the situation." 
Speaking at the Reporter\'s Club Nepal 

General Secretary of Nepal Sadbhavana Party 

previously stated it would participate in the elections 
explained that his party workers were frightened to contest 
the polls due to the deteriorating security situation. 
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According to Mishra 

in the elections if the government fails to improve the 
security situation before nominations are filed.\" Rastabadi 
Milan Kendra Party chairman Ganesh Bahadur Gurung and 
Socialist Democratic People\'s Party chairman Prem Bahadur 
Singh 

elections 

security situation and demanded the resignation of Home 
Minister Thapa if he could not provide security for the 

polls. 


Comment 


8. (C) The Maoists\' January 14 attacks in the Kathmandu 
Valley were not unexpected: Maoist deputy Baburam Bhattari 
had set forth the Maoist plan (reftel) to use armed struggle 

in conjunction with the Parties\' unarmed struggle to get rid 

of the \"autocratic monarchy.\" Predictably 

provided His Majesty\'s Government of Nepal (HMGN) with 
justification to ban all demonstrations 

that the Maoists would infiltrate those demonstrations. 
HMGN\'s simultaneous call for dialogue with the Parties was 
poorly timed and understandably laughed off by the Parties. 

It is unlikely that HMGN will make more sincere efforts to 
reach out to the political parties 

as a Party-government confrontation. (Posts January 17 EAC 
meeting to review our security preparedness reported septel.) 
MORIARTY 
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2 

gunpowder 

detonators. On September 14 

carrying the explosives and handed him over to police. Sumon 
confessed to police that he had placed a bomb at a bus stop 
in Kishoreganj on August 17 as part of the 500 nearly 
simultaneous mini-bombs set off that day that killed two 
people and wounded 100 throughout Bangladesh. 


2. (SBU) In response to the August 17 and subsequent JMB 
attacks 

however 

for his role in the JMB campaign of violence. 


3. (C) BNP MP Ziaur Rahman Khan told us that the 15-year 
sentence might deter future JMB attackers 

be effective \"we should target the ring leaders.\" He cited 
Sumon\'s sentence as \"overboard\" for the actual crime 
committed and an example of the judiciary bowing to societal 
and political pressures to demonstrate \"toughness.\" He 
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opined that Wat least half" of the 800 suspects may not be 
guilty of anything and that many of the others have only a 
loose connection to JMB. 

CHAMMAS 


49843 

49844 

than Greek Cypriot rhetoric about the \"military occupation 
regime\" would suggest. The north\'s lack of outside political 
recognition 

dependence on Turkish trade and financial largesse combine to 
render the Turkish Cypriots particularly susceptible to 
pressure from Ankara. While the Lilliputian Turkish Cypriots 
harbor no illusions about ever being truly independent 
current leaders clearly resent the extent of Turkish 

influence. As a result 

moderate success to carve out greater autonomy by pushing the 
envelope in areas of less importance to Ankara 

the gaps\" between various actors inside the GOT 
cultivating their democratic legitimacy and status as a 
\"national causeW for Turkey. The Turkish Cypriot leadership 
-- whose pro-settlement rhetoric distinguish them from \"Mr. 
Deep State\" Rauf Denktash -- view their ability to make 
trouble for Erdogan as a one-time trump card 

certain amount of influence (and perhaps even an \"in 
extremisW veto) over Turkey\'s Cyprus policy. As a result 
relations between Lefkosa and Ankara are often more 
complicated and tense than they appear on the surface -- 
especially when it comes to issues such as property or 
deployment along the Green Line 

\"red lines\" for the mainland\'s civilian and military 
leadership 

any Cyprus-related initiative from Turkey (including 
long-term settlement proposals but also intermediate steps 
like the opening of ports) could be difficult to pull off. 

END SUMMARY. 


NOT A REAL BOY... 


2. (C) In his introductory meeting with the Ambassador (ref 
a) 

candid observation that his most difficult problem was the 
excessive influence Turkey had over the north. While Talat 
quickly added that he enjoyed a good relationship with the 
GOT 

something we have heard before. In previous off-the-record 
conversations with poloff 

also made reference to the \"limits\" placed by Turkey in key 
policy areas -- something the current Turkish Cypriot 
leadership clearly resents. 
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3. (C) From the Greek Cypriot perspective 

Cypriot administration is a \"pseudo-state\" entirely 

controlled by the occupying Turkish military. Putting this 

spin on the facts is partly a tactical maneuver designed to 
reduce pressure on Nicosia to meet or negotiate with the 
Turkish Cypriots. If Talat is a puppet of the Turks 

reasoning goes 

through direct talks between Nicosia and Ankara -- preferably 
linking Turkey\'s EU accession to concessions on the Cyprus 
problem. 


4. (C) But dissing the Turkish Cypriots is also critical to 

the Greek Cypriot strategy of portraying themselves as 
righteous victims. Casting the Cyprus problem solely as the 
result of Turkish aggression 

leaders have dodged awkward questions about a decade of 
pre-invasion intercommunal violence 

the Greek Cypriots who threw the first punch. UNSC 
resolutions condemning the secessionist entity in the north 
as well as more recent ECHR rulings that classify the \"TRNC\" 
as an administration entirely \"subordinate\" to Turkey 

legal sheen to Greek Cypriot claims that the Turkish Cypriot 
administration is a wholly-owned subsidiary of Ankara. 


5. (C) On the face of it 

this interpretation of the \"TRNC.\" Denktash-era declarations 
of sovereignty notwithstanding 

influence in the north. The \"TRNC\" flag is never flown 
without the flag of Turkey 

emotionally attached to other symbols of their \"Turkishness\" 
and ties to the motherland. Statues of Ataturk are 
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everywhere 

Cypriot bankers quietly reject as \"impossible\" economically 
sound arguments that the \"TRNC\" should ditch the Turkish lira 
in favor of the euro. 


6. (C) On a more practical level 

Turkish troops stationed in the north (ref b) is an 800-pound 
gorilla on the northern political scene 

of open meddling in Turkish Cypriot elections. Although 
Turkish troops largely kept to themselves during the 2004 
Annan Referendum and subsequent elections 

more subtle levers of influence over the Turkish Cypriot 
community. The \"TRNC\'s\" police 

fire brigade remain under the command of the ranking mainland 
general on the island -- while the army has reportedly used 
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its financial clout to reward politically friendly 

businessmen with generous contracts. According to Talat\'s 
private secretary 

his shoulder and calculating the military\'s possible reaction 
to practically every decision he makes. 


7. (C) Finally 

overwhelmingly dependent on the mainland. The vast majority 
of the north\'s trade 

tourists 

time 

the GOT to pay for up to a third of its roughly $1 billion 

annual budget. This aid pays for salaries and other 
day-to-day expenses 

for specific infrastructure projects. The Turkish Embassy 
here is remarkably tight-lipped about the amount and shape of 
its assistance to the Turkish Cypriots 

Talat have suggested the Turks attach certain conditions to 
their aid -- most recently demanding the reluctant 

center-left CTP take a more aggressive approach to 
privatization of \"TRNC\"-owned enterprises 

its traditional trade union allies. 


... BUT WHO PULLS THE STRINGS? 


8. (C) Talat\'s complaints of interference notwithstanding 
the Turkish Cypriots enjoy a wider autonomy -- at least in 
certain policy areas -- than outside observers might think. 
Even under the dictatorial rule of Rauf Denktash 

reliably danced to the nationalist tune set by successive 
mainland governments and military leaders 

Cypriots (or at least Denktash) had a certain amount of 
influence both over their own affairs and in Turkey itself. 

As a living icon personifying one of the Motherland\'s 
do-or-die national causes 

successive Turkish ambassadors and local force commanders. 
He accumulated significant personal wealth locally and 
developed a loyal fan base inside the \"deep state\" -- which 
he reportedly used over the years to influence military 
promotions 

policy on the Cyprus question. And because Denktash was 
trusted to be more nationalist than Ataturk 

left him to run the \"TRNC\" as his own fiefdom. 


9. (C) The consolidation of Talat\'s pro-settlement leadership 
in 2003-2004 has changed this dynamic significantly. Talat 
and his former-communist CTP party are said to be widely 
mistrusted by the Turkish military 

Talat received when he called on President Sezer in 2005 
shows that the mainland\'s civilian nationalists are none too 
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keen on him either. Talat and his entourage lack the 
nationalist legitimacy to exercise the kind of quiet 
influence exerted by Denktash. 


10. (C) CTP heavyweight and Famagusta \"mayor\" Oktay Kayalp 
notes 

balance of power\" in Ankara 

sitting largely on the political sidelines (for the moment) 

and a wobbly-but- dominant AKP still officially committed to 
democratic reform and EU membership. This he believes not 
only allowed the CTP to come to power in the first place 

now gives the Turkish Cypriots greater Wautonomy.Y Nicosia 
mayor and Talat confidante Kutlay Erk agrees 

Turkey cannot afford to be seen leaning too hard on a 
democratically-elected community leader. 


11. (C) As a result 

\"sings a more European song\" than he did when he previously 
served in Cyprus in the early 90s. According to Erk 

Turkish Embassy has sat largely silent as Talat pressed 
forward with \"radical changes" such as the reform of the 
Education \"Ministry\'s\" previously ultra-nationalist history 
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curriculum 

crackdown on undocumented Turkish immigrants (ref c) 
opening of Orthodox churches in the north to Greek Cypriot 
worshippers. As long as the army \"stays in the barracks\" on 
the mainland 

room to run their own affairs and take certain 
confidence-building steps. 


12. (C) Atthe same time 

that there are areas where Turkey perceives its vital 
interests to be at stake 

narrow limits. Turkey\'s sensitivities seem centered on a few 
key issues such as military control of the Green Line and 
core settlement-related questions like property. The recent 
debacle over a Green Line crossing at Ledra Street (ref d) 
was a case in which Talat\'s desire to open the checkpoint 
foundered on the army\'s demand for continued access to its 
checkpoints in the area. Meanwhile 

legislation was the result of considerable Turkish 
arm-twisting on a Turkish Cypriot public and parliament 
fearful of seeing their homes and businesses \"restituted\" out 
from underneath them (refs e and f). 


SELECTIVELY PUSHING THE ENVELOPE 
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13. (C) According to his private secretary 

the best strategy to strengthen the Turkish Cypriot position 
on issues like this is to bolster his own image both here and 
on the mainland -- nibbling away at the constraints and 
pressures placed on him by Ankara. By traveling to Turkey at 
least once a month 

Denktash-smitten media there 

to stride on his own across the world stage (such as his 
recent visit to Washington or an upcoming trip to London) 
Talat seeks to reinforce the perception that he is the 
legitimate leader of his community. 


14. (C) In some cases Talat pushes the envelope 

ire of the local brass 

U.S.-trained Turkish Cypriot academic) \"that he 

else 

decision to host Bayram holiday receptions without the 
participation of the Turkish Ambassador or force commander 
who traditionally co-hosted the event in the Denktash years 
caused quite a stir. The military and Ambassador are 
reportedly still sulking over the perceived slight 

publicly held their tongues. 


ERDOGAN \"NEEDS\" TALAT 


15. (C) Talat\'s ultimate trump card in Ankara 

his private secretary 

example 

implementing) a new property scheme is an indispensable part 
of the GOT\'s strategy of countering the increasingly costly 
and embarrassing raft of ECHR law suits against it. The 
Turkish Cypriot leadership feels that this gives it a certain 
amount of influence in Ankara -- despite TalatVs lack of 
deep-state \"street cred.\" By cooperating to a greater or 
lesser degree with the AKP on matters such as property 
Turkish Cypriots can bargain for a greater or lesser degree 
of freedom on issues like settler immigration. 


TURKISH CYPRIOTS TAKE A HARD LINE ON PORTS 


16. (C) The big kahuna on the Turkish Cypriot agenda today 
however 

ports to ROC-flagged planes and ships -- a question Talat has 
characterized as a do-or-die issue for his community. If 
Ankara accepts EU demands to open its ports without a 
reciprocal \"lifting of isolation 

north\'s economy would be slowly choked to death by trade 
diversion. And the door would be open to Turkey abandoning 
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the \"TRNC\" in favor of recognizing the ROC. 


17. (C) Mayor Erk 

insiders have all told us that this was an issue over which 
Talat would willingly risk an open falling-out with Erodogan 

if necessary. They insist Talat could seriously damage the 
AKP\'s domestic political fortunes by using his bully pulpit 

to condemn Erdogan loudly and publicly for any \"selling out" 
of Cyprus. Talat advisors are quick to point out that the 

AKP has given them every assurance that no unilateral 
sell-out deal is in the works 

an open break with the AKP would probably be disastrous for 
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their own tenure in office. But they quietly hope that the 
implicit threat of \"mutually assured destruction" (and the 
possibility that the army would come to Talat\'s rescue if he 
took up Denktash\'s nationalist mantle) will keep the GOT from 
bargaining away vital Turkish Cypriot interests. 


COMMENT 


18. (C) It is an open question whether Talat would pick such 

a fight 

knock-down-drag-out over ports 

Turkish Cypriot autonomy and Ankara\'s equities and influence 
is dynamic 

north\'s decision-making process works at any given time. On 
one hand 

resupply Turkish troops in the area 

allow Talat to tear down the bridge at Ledra Street -- 

although whether he could swallow his own pride and back down 
in front of Papadopoulos is another issue. On the other 

hand 

persuaded Ankara to deliver on Talat\'s offer to return 

Varosha in exchange for the \"lifting of isolation 

Greek Cypriots accepted the deal during last year\'s 
Luxembourg-sponsored talks in Brussels (ref g). 


19. (C) As we engage the Turks and Turkish Cypriots on issues 
related to EU accession 

building measures 

the Ankara-Lefkosa axis. The interests and goals of the two 
sides do not always overlap -- and one party may be unable to 
deliver without buy-in from the other. END COMMENT. 
SCHLICHER 
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writing what many Somalis believe to be impossible: that the 
institution with the broadest legitimacy -- the Transitional 
Federal Parliament (TFP) -- convenes inside Somalia 
February 4. 


2. (C) That these two men could meet 

anything could well be the clearest indication that they are 
both now completely marginalized within the constituencies 
they have been seen to lead. Should the TFP in fact convene 
inside Somalia the USG will be able to tailor its response 

to the results of the parliamentary session(s). But if TFP 
members fail to convene 

sufficient to constitute a voting quorum 

themselves will conclude that the TFls are dead. Meanwhile 
famine looms across the country 

confluence of hunger 

create a \"perfect storm" of humanitarian disaster and armed 
conflict. END SUMMARY. 


THE ADEN DECLARATION 


3. (C) After 8 months of a mutual boycott on meeting 
together 

Speaker Sharif Hassan Sheikh Aden met in Aden 

3-5. Media hype around the meeting had generated high 
expectations of a major breakthrough 

rumored to have resolved the question of the seat of the 
government (TFG) 

ministers and MPs located at his \"interim capital\" of Jowhar 
to relocate to Mogadishu. 


4. (C) Thus the final declaration came as a letdown to many 
observers and Somalis. Although full of conciliatory 
language and commitments to work together 

proposed only one concrete action -- that the Parliament 
which has not met since March 2004 

should convene within 30 days inside Somalia 

to be named later. Somalia Watcher conducted a series of 
meetings with TFP MPs located in Nairobi 

international observers and the Speaker of the TFP to gauge 
reactions to the accord. 


SOMALI REACTIONS 


4. (C) The consensus among Somali politicians and NGO 
members was that the challenge of finding a town anywhere in 
Somalia where a quorum of the TFP members would be safe to 
meet might well be insurmountable. The southern coastal 
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town of Kismayo 

(AKA \"Bare Hirale\" -- warlord/MP/Minister for Reconstruction 
Bare and \"Chairman\" ofthe Jubba Valley Alliance 
Darood/Marehan/Rer Dini clan) 

Bay Region in South Somalia 

control of warlord Mohamed Ibrahim Habsade 
(Rahanweyn/Mirifle/sideed/Leysan clan) 

front-runners in the venue speculation game. President 
Yusuf had in early 2005 proposed to make his interim capital 
in Baidoa; the Speaker hails from Rahanweyn clan that 
inhabits Bay Region. Bare Hirale has been conducting an 
initiative with the Speaker\'s support to bring the Jowhar 

and Mogadishu factions together in Kismayo; President Yusuf 
pushed his Jowhar-based MPs to accept on November 27 
convening a meeting of representatives in Kismayo to hash 
out the details of a parliamentary session in Jowhar. 
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5. (C) Somali MPs point out that it may be possible to 
convene a voting quorum of MPs (at least 139 of 275) in one 
of these towns -- or even in Jowhar 

problem is that the security situation in each location 

would define which 139 MPs would be safe to meet there. 
Somalis express the concern that the discussion has 
immediately centered on picking a venue where one or another 
faction or clan can bring the largest number of allied MPs. 


6. (C) Beyond the critical question of venue 

NGO staff question whether either Yusuf or Sharif Hassan can 
in fact \"deliver\" the MPs supposed to be allied with them. 
Although some 45 MPs in Mogadishu met on January 7 and 
strongly endorsed the Aden Declaration 

the Mogadishu MPs\" have brought together up to 109 members. 
Subsequent press reports lauded the MPs\' expressed 
willingness to begin parliament\'s work anywhere in the 
country 

reaction in the capital 

favor of the accord. Notably absent from the January 7 
meeting 

warlord/MP/Ministers Mohamed Qanyare Afrah 

Yalahow 

Hassan Ali (AKA \"Atto\"). As for those MPs and Ministers in 
Jowhar presumed to be loyal to President Yusuf 

the Prime Minister 

met and issued a statement on January 8 endorsing the Aden 
Declaration. The Prime Minister has been personally silent 
however. 


Column 3 
THE OPTIMISTIC SPEAKER 


7. (C) Somalia Watcher met with the TFP Speaker on January 
13. The Speaker was ebullient over the Aden Declaration -- 
but not because he thought it would necessarily result in a 
session of the parliament. This would be the last chance 

for the MPs on both sides to either unite 

their towns to wait however long it would take for the next 
conference designed to try to bring governance to Somalia 
the Speaker stated. He pointed out that any MP who refused 
to join the Aden initiative would be out of the game. If 

the Mogadishu warlord-Ministers were to refuse to join 

find a series of excuses to avoid deciding on a venue for 

the session 

truly dead. 


8. (C) The Speaker suggested that of the various sites 
available for the session of parliament 

easiest for him to sell. He noted that it was an area where 
he has considerable personal influence; it is currently 
under control of a fellow Mirifle clansman 

Habsade 

President Yusuf had sought to name the town his interim 
capital the year before. The Speaker expressed the view 
that 

warlords since June 2005 

trust to him. (NOTE: As of January 17 

off the table 

January 15 between forces loyal to Bare Hirale and those of 
a fellow Marehan clansman and JVA advisor 

reason for the fighting is unclear -- most observers believe 
itto be a leadership struggle within the JVA 

others point to control over a port town like Kismayo as 
being a profitable venture when large-scale food aid 
deliveries are expected. END NOTE.) 


9. (C) Sharif Hassan asked that the USG consider a concrete 
diplomatic contribution to the process of convening a 

session of parliament. The Speaker speculated that the 
Mogadishu warlord-Ministers\' point of objection would be a 
perceived threat of outside military intervention -- either 
covert or overt -- from Ethiopia 

chosen as the venue. Noting his full understanding that the 
USG could not provide a guarantee of any sort 

nonetheless stated that an indication from Washington of our 
desire to see a successful session of parliament free of 
interference would be a valuable card for him to play with 
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the Mogadishu \"heavyweights\". 


NGOS -- HUNGER IS A FACTOR 


10. (C) Somalia Watcher met with USAID\'s principal 
implementing partner for food deliveries into Somalia 

Intl 

disastrous food deficits now expected to last through at 

least July. CARE staff pointed out that Baidoa is located 
directly in one of the hungriest areas of Somalia 

the specter of conducting politics in the middle of famine. 
CARE staff also pointed out that the mercurial 
warlord/Governor of Middle Shabelle and Jowhar 

Habeb (AKA \"Dheere\") 

region. Dheere might seek to challenge the established food 
shippers who would seek to move stocks into deficit areas if 
the demand-driven inflation becomes sufficient for him to 
see profit in the risk. Although CARE staff believed the 
Somali contractor they have long relied upon for deliveries 

-- the \"businessman\" Mohamed Deylaf of Al-Towfig Shipping -- 
is militarily strong enough to face down most rivals 
combination of hunger and price rises could be a challenge 
even for him. 


11. (C) CARE\'s staff 

agreed that some elements of a \"perfect storm\" -- hunger 
disputed political authority 

mismanagement 

place that brought fears of a repeat of the famine and civil 
war of the early 1990s. However 

moment 

of food transporters made a significant difference from the 
situation 15 years ago 

Somali partners on which to call for food deliveries 

leaving convoys at the mercy of marauding militias and 
warlords 

protect assistance deliveries. 


COMMENT: 


12. (C) The Speaker\'s rather bizarre optimism was striking 
given that it was based on the assumption that the situation 

is moving toward an end game -- either the TFls would begin 

to function 

move on with their lives. He clearly preferred the former 

but was as clearly preparing himself for the latter. Sharif 

Hassan has never had any illusions as to his relative power 
among the \"heavyweight\" MPs and warlords -- he knows he has 
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only his personal credibility as a tool to influence others 

as opposed to arms in the hands of warlords 

the hands of the Jowhar politicians. He seemed oddly 
saddened when he suggested that the only reason President 
Yusuf would finally agree to meet with him was because the 
President\'s former patrons in Rome had joined with the PM to 
push him to the margins. (REFTEL noted Italy\'s decision to 
pursue policy objectives through the PM 

\"yesterday\'s man\".) 


13. (C) The \"perfect storm\" scenario that would lead to 
fighting on a scale not seen since the early 1990s seems 
somewhat overblown at this point in the humanitarian crisis. 
That private Somali transporters are militarily strong and 
independent of the current TFl political wrangling bodes 
relatively well for the probability that food stocks 

already in very short supply and at risk of piracy 

not be vulnerable to the kind of attack 

and/or destruction that turned a similar drought in 1991 
into a full-blown famine. We urge caution 

on the seriousness of the drought become more complete 
additional fact learned points to a humanitarian situation 
worse 
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center Le FigaroWs headline). Le Monde\'s front page also hails 
the victories of Bachelet and Johnson-Sirleaf and adds Tarja 
Halonen who won the first round of the presidential election 

in Finland. (See Part C) 


Iran continued to elicit reports and commentaries over the 
weekend particularly in light of Russia\'s proposal that 
Teheran enrich uranium on Russian soil. Le Figaro\'s headline 
in the Saturday-Sunday edition of the paper: The U.S. and 
Europe Together Against Iran.\" (See Part C) 


The American raid in the Bajaur tribal zone on January 13 was 
widely noted in the print and electronic press on Monday. Le 
Figaro\'s New York correspondent commented on \"The U.S.\'s 
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Embarrassed Silence." WFrom the White House to the Pentagon to 
the State Department or the CIA 

to the press appeared to be "no comment.\'\" 


The Sunday weekly paper le Journal du Dimanche carries a full- 
page report entitled: \"A Prisoner of the CIA in Baghdad. The 
article tells the story of Abdul Jabbar al-Kubaysi 

head of the Iraqi Patriotic Alliance who today lives in France 
and who was arrested in 2004. Of his time in jail al-Kubaysi 
says: \"the only thing that it taught me is the true nature of 
American democracy.\" 


In the Monday edition of economic right-of-center Les Echos 
foreign affairs specialist Jacques Hubert-Rodier pens an op-ed 
entitled: New Strategy for the Middle East.\" \"The American 
president is going to have to reformulate his strategy for the 
Middle East with Ariel Sharon\'s successors. This redefinition 

is going to be necessary within a broad context because beyond 
the Middle East 

of democracy for the rest of the region that President Bush 

had hoped for.\" 


Le Figaro\'s Washington correspondent Philippe Gelie comments 
on First Lady Laura Bush\'s position within the Administration: 
\"The First Lady is increasingly on the front line to defend 

the President or represent him abroad. During George Bush\'s 
first term she would leave the White House only to inaugurate 
libraries and to visit kindergartens. Yesterday she was the 

U.S.\'s official representative at the swearing in ceremony of 
Ellen Johnson-Sirleaf in Liberia. In the galaxy of political 

women who surround the American President 

winning back her place 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
New Chilean President 


\"Moving to the Left\" 

In regional La Nouvelle Republique du Centre Ouest 
editorialist Herve Cannet writes (01/17): "From Santiago to 
Brasilia 

is veering left. A moderate left maybe. that has nothing to do 
with the "barbudos\' who called for armed revolution against 
the Yankees in the 1960s. But after decades of exaggerated 
conservatism encouraged by the Pentagon that was implementing 
to the letter the Monroe Doctrine making South America 
Washington\'s own backyard 

progressive leaders marks a definite change.\" 


\"The New Map of the World\" 
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Pierre Rousselin\'s editorial in right-of-center Le Figaro 
(01/14): "Iraq is no longer dictating the map of the world. 
Today 

nuclear program presents. Angela Merkel\'s meeting at the White 
House unofficially designates her as reunited Europe\'s voice 
in the U.S. with regard to Iran. This marks a radical shift 
from the Europe\'s position during the Iraqi crisis. The 
transatlantic reconciliation is rather spectacular. It is not 

the fruit of chance but the result of hard work on both sides 
over the last few months. In Iran 

counting on EuropeYs weakness and on George W. Bush\'s 
difficulties in Iraq. This calculation could be wrong and 
because of his repeated provocations he is only isolating 
himself further.\" 


\"Iran\'s Well Thought Out Nuclear Strategy" 

Renaud Girard 

Figaro 

He argues that (01/14): \"The U.S. is not a concern for Iran 
because it is bogged down in Iraq. The Mullahs know that 
Washington\'s priority is troop withdrawal in the region. The 
Europeans are not much of a concern either because the Mullahs 
know that the Europeans 

are morally weak. They are also militarily weak 

drastically reduced their armed forces since the fall of the 
Berlin wall. As for the Israelis 

striking nuclear sites in Iran 

the battle on the Lebanese border 

Hezbollah 

Governors of the AIEA is going to have to deal with this 
issue 

turn take its time to reflect on the possibility of economic 
sanctions. Nothing to worry about..." 
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that the Election Commission should meet immediately to 
address the issue 

the majority view of its commissioners. Until the 
commissioners were appointed and amidst the controversy over 
the interpretation and implementation of the court\'s ruling 

CEC Aziz had been lying low and avoiding his office on the 
pretext of illness. 


3. (SBU) According to Bangladesh\'s constitution 

be an election commission and a Chief Election Commissioner 
but it does not define the size of the EC. Prior to the new 
appointments 

in 2005 and two commissioners whose appointments during the 
last AL government will expire in April 2006. 
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4. (C) Comment: While both the BNP and AL have claimed 
victory on the court ruling on whether the EC should update 
or create a new voter\'s list 

political ramification: The AL will cite the background of 

the new commissioners 

as further evidence that the BNP is out to fix the election. 
CEC Aziz 

opposition because of his reputation as a good judge 
demonstrated much leadership or backbone in his first serious 
political test as CEC. 

CHAMMAS 
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must be disabled or de-installed 
and sound card 
of transport. 


8. Official visitors are required to receive a security briefing 
from the RSO shortly after arrival at post. 


BULLEN 


49851 

49852 

argued the LTTE had not 

\"The latest warning 

come from the United States Ambassador to Sri Lanka Jeffery 
Lunstead... The U.S. Ambassador\'s assurance about training 
provided to the Sri Lankan armed forces may give some 
satisfaction to those harboring doubts about the capability 

or preparedness of the Sri Lankan security forces to face up 
to the tactics and the vast fire power of the LTTE 

is a small comfort in the current context." 

Rajakarunanayake contended repeated LTTE attacks following 
tough statements by the international community are \"a 
bloody reminder of the contempt the LTTE attaches to such 
warnings.\" 


3. (U) Similarly 

(1/15) an op-ed titled Government withstands provocative 
attacks 

argued the LTTE attack on a Naval bus on January 12 \"looks 
like a tit for tat act against the United States warning the 
LTTE on the previous day... Prabhakaran\'s decisions in 
defiance of America\'s warning are the best evidence for the 
international community to judge the LTTE\'s terrorism and 
non-commitment towards peace through negotiation... [The 
attack] would no doubt open the eyes of the Co-Chairs 
including the United States to understand that the LTTE\'s 
sole aim is not freedom for the Tamils 
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4. (U) Mainstream independent English media drew attention 
to the seeming Tiger contempt for the international 
community\'s warnings against continued violence. Daily 
Mirror (01/17) columnist Thanuka expressed concern about an 
editorial appearing on an unspecified pro-LTTE website that 
argued in response to Ambassador Lunstead\'s statement 
LTTE cannot be threatened by words or deeds. The LTTE 
fought the Indians 18 years ago. Just stop and think how 

far the LTTE has militarily progressed and what progress the 
Sinhalese have made in that period.\" Thanuka contended not 
only would the LTTE ignore U.S. warnings 

express spite against them. 


5. (U) The Sinhala nationalist press ranted against the LTTE 
but also chastised the United States and the international 
community for not doing more to pressure the Tigers. The 
editors of the independent Island (01/14) 

titled \"Slapping Uncle Sam 

an opportunity in Sri Lanka\'s conflict for them to pursue 
their hidden agendas in the region. The defiance of the 
LTTE stems not from its capability to take on the US or any 
of its allies. Instead it stems from the [LTTE\'s] 

confidence that whatever it does 

extent of helping Sri Lanka militarily." The editorial 
continued 

training terrorists in other countries like the Maoist 

guerillas in Nepal. The way it is running rough shod over 
the US and other foreign powers must be inspiring to the 
terror-minded in the world. Even bin Laden must think he 
has a lesson to learn from the LTTE... It is time for the Co- 
Chairs to tell the world whether they are for the sovereign 
state of Sri Lanka or the LTTE. President Bush told the 
world after the 9/11 attacks 

with them [terrorists]!\ Now that the LTTE has asked the US 
to go to hell 

to do with the LTTE.\" The Sinhala-language Diviana 

paper to the Island 

\"Mr. Ambassador 

respond only with bullets and Claymore mines. Don\'t waste 
your words on their behalf.\" 


6. (U) The independent Sinhala press exaggerated the United 
States\' intention to provide resources and engagement to the 
Sri Lankan forces if the LTTE decides to return to war. 
Independent Sinhala Sunday Lakbima (01/15) quoted political 
affairs analyst Mohan Samaranayake contending \"The U.S. has 
shown the Tigers that if they won\'t cease their violence the 

US is ready to control them.\" Independent Sinhala Sunday 
Lankadeepa (sister paper to the mainstream Sunday Times and 
Daily Mirror) claimed: \"America\'s warning sets example to 


Column 3 

other countries too. We salute the American Ambassador who 
emphasized the US is not prepared to mollycoddle the Tigers. 
Now the other countries also should speak up for peace. All 
should realize the LTTE poses a danger to the region and the 
world." 


7. (U) Independent Tamil media harped on the Sinhala press\'s 
emphasis on U.S. military assistance against the Tigers. 
Independent Tamil daily Thinakkural (1/14) carried a 
statement by the Buddhist monk-led 

Jathika Hela Urumaya (JHU) stating: \"The U.S. must assist 
Sri Lanka with arms and training of our military.\" In the 
Sunday Thinakkural (1/15) 

(pseudonym) contended: \"At a time the country\'s security 
situation is weak 

statement raises doubts whether the chances for peace talks 
are fading. By implying the United States would support the 
Sri Lanka Military in a war against the LTTE 

may not have realized his words could jeopardize chances for 
peace talks and cripple Norway\'s efforts. America has 

failed to realize that Tamil civilians are killed everyday 

in the North and East by the security forces in retaliation 

to the grenade attacks on them. The Sinhala and English 
media give maximum publicity to attacks on the security 
forces [and] try to pin the killings of innocent Tamils onto 

the LTTE.\" Flagship Tamil paper 

emphasized the promise of U.S. military support in an op-ed 
arguing: \"U.S. Ambassador Jeffrey Lunstead\'s speech has made 
the government and the Sinhala extremists happy. He has 
confirmed the U.S. government would provide training and 
military assistance to the Sri Lankan forces but has said 

very little about the peace process." 


8. (U) Pro-LTTE media emphasized Foreign Minister Managala 
Samaraweera\'s alleged failure in Washington to blacklist the 
Tigers and misconstrued the Ambassadon\'s strongly worded 
speech. In an op-ed titled 

to stop the resumption of war 

Oli (1/16) political analyst M. Thirunavukarasu argued: \"The 
U.S. did not promise anything big when Sri Lankan Foreign 
Minister Mangala Samaraweera visited the U.S. Then 

U.S. Ambassador made a speech the day after the attack on 
the SL Navy boat that killed 13 soldiers. The Ambassador 
made three important contentions in his speech 

Sinhala and English media prioritized only one issue out of 

the three. That is that the LTTE would have to face stronger 
Lankan forces. But the Ambassador also mentioned ‘what kind 
of leaders are those who oppose the rights and aspirations 

of its people\' and aiming his comments at President Mahinda 
Rajapakse.\" (Note: In the speech 
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the leadership of the LTTE. End note) 


9. (SBU) Comment: As in previous commentary 

Sinhala media argued the AmbassadorYs warnings to the Tigers 
were toothless in the face of the organization\'s 

intransigence. Sinhala and Sinhala nationalist media over- 
emphasized the promise of U.S. military support. Tamil and 
pro-LTTE media decried this misrepresentation by sections of 
the pro-Sinhala press 

distortions 

criticism of the LTTE\'s lack of responsible leadership to 
President Rajapaksa. Among the Tamil press 

generated defensive Op-Ed\'s and letters to the editor 
arguing the U.S. statement 

violence 

population. The enduring and sharp reaction to the 
Ambassador\'s speech is interesting given that the address 
contained nothing new in terms of U.S. policy or attitudes. 
However 

heated up the war of words as well 

looking closely at what the U.S. says and does. End 
Comment. 
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January 17 

the unconfirmed visit of Kim Jong-Il to China. Kong 
refused to be drawn into specific comment about a 
possible Kim visit 

information to share. China seeks a peaceful 
resolution of the Iran nuclear crisis. As one of the 
\"London Six 

and urges Iran to return to the negotiating table. 

Kong would not specifically respond to questions about 
referring Iran to the UNSC. The United States and 
China have begun discussing the agenda for President 
Hu Jintao\'s 2006 visit to the United States. The Six- 
Party Talks should not be held up by complicating 
factors and China is in contact with all the Parties. 

The investigation of the Banco Delta Asia 

\"one country 

responsibility of Macau authorities. King Abdullah of 
Saudi Arabia will visit China January 22-24. Bahamas 
Foreign Minister Frederick Mitchell will visit China 
January 19-22. Luxembourg Deputy Premier and Foreign 
Minister Jean Asselborn will visit China January 22- 

24. Chinese Justice Minister Wu Aiying will visit La 
Paz 

inauguration of Evo Morales on January 22. Chinese 
Deputy Premier Zeng Peiyan will attend the World 
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Economic Forum in Davos 
End Summary. 


A Foreign Leader Visits Beijing 


2. Asked if by NHK Japanese TV if President Hu Jintao 
was meeting any foreign leaders today 

Kong Quan affirmed at the regular January 17 MFA Press 
Briefing that Hu \"will meet a foreign leader today." 

Kong brushed aside numerous media requests for 
specific confirmation of the much-reported Kim Jong-Il 
visit to China 

information to share." 


Iran Nuclear Crisis 


3. Asked about China\'s position on the Iran nuclear 
crisis 

issue diplomatically and peacefully while respecting 

the interests of all parties. Kong did not 

specifically respond to questions about whether China 
would support referring Iran to the UNSC. He said 
China would make the utmost effort for talks to resume 
at an early date and reach a proper solution. China\'s 
UN Ambassador Wang Guangya\'s remarks proposed ways to 
address the problem and urged parties to restart 
negotiations. Regarding the latest Russian proposal 

to provide enriched uranium to Iran 

is for Iran to resume negotiations with the EU 3. 

China had \"very interestingW contact and consultations 
during Iranian Deputy Foreign Minister Mehdi Safari\'s 
January 9-10 visit to Beijing 

with Foreign Minister Li Zhaoxing. 


Hu Jintao\'s U.S. Visit in Planning Stages 


4. Kong stated that President Hu Jintao will visit 

the United States early this year. China and the 
United States are holding consultations on the timing 
and agenda for the visit. 


The Six-Party Talks: Complicated 


5. Asked about the status of the Six-Party Talks 
Kong said that the Talks should not be held up by 
complicating factors. China is in contact with the 
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Parties and hopes all countries will make efforts to 
resume the Talks. 


Banco Delta Asia 


6. Asked how China views the U.S. sanctions on Banco 
Delta Asia 

two systems!" policy 

the responsibility of Macau authorities. 


7. King Abdullah of Saudi Arabia will visit China 
January 22-24. This is the first visit by a Saudi 
monarch to China since the countries established 
relations in 1991. Kong noted that this will be King 
Abdullah\'s first foreign visit since assuming the 
throne. Political and energy cooperation will be 
among topics discussed. China-Saudi trade volume in 
2005 totaled 14 billion USD 

over the previous year\'s trade volume. 


Other Visits To China 


8. Bahamas Minister of Foreign Affairs and Public 
Service Frederick Mitchell will visit China January 

19-22. Luxembourg Deputy Premier and Foreign Minister 
Jean Asselborn will visit China January 22-24. 


Chinese Visits Abroad 


9. Chinese Justice Minister Wu Aiying will visit La 
Paz 

inauguration of Evo Morales on January 22. Chinese 
Deputy Premier Zeng Peiyan will attend the World 
Economic Forum in Davos 

Zeng will speak about China\'s economic and social 
development at the Forum. 

Randt 


49854 

warning 

Al-Noaimi told a press conference that the GCC had Wa 
legitimate fear" of Iran\'s nuclear program 
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on environmental concerns. \"The GCC states are very close to 
the Iranian nuclear reactor in Bushehr and don\'t have the 
necessary protection in case of radioactive leakage 

al-Noaimi said. 


The Press and Other Reactions to Iran Nuclear Issue 


3. (C) Iran\'s likely referral to the UNSC has received 
different treatment in the Arabic and English press 

latter highlighting the crisis with large front-page 

headlines. The Arabic press has been more subdued on the 
issue 

contacts 

expressed worries about Iran 

the potential for military confrontation between Iran and the 
West )- in which case they have told us they are afraid the 
whole region could become a war zone. 

SISON 
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Global War on Terrorism 
counter-terrorism operations with the U.S. 


6. (C) The U.S. responded to JammehYs moves 

Sanctions\" imposed following the coup 

eligibility 

economic assistance (the latter channeled largely through 
USAID\'s Acra-based West Africa Regional Program due to the 
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mid-1990\'s closure of the bilateral USAID mission here). 
Meanwhile 

the \"508 Sanctions 

channeled through the UN\'s World Food program and a NGO 
Catholic Relief Services 

areas as combatting HIV/AIDS and promoting respect for human 
rights and democratic norms. Most recently 

Challenge Corporation\'s decision in November 2005 to grant 
The Gambia eligibility for the MCA program underscored the 
progress in restoring links. 


PROSPECTS FOR 2006: FOCUS ON HUMAN RIGHTS 


7. (C) In our 2005 forecast (reftel) 
maintaining the overall positive trend in the U.S./Gambian 
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relationship as good. Our forecast for 2006 is more guarded; 
continued expansion of bilateral ties cannot be taken for 
granted. The reason: promotion of respect for human rights 
and democratic norms remains the top U.S. interest in The 
Gambia 

performance in this area. In November 

prominent opposition politicians detained on what appear to 

be trumped-up charges. The trio was subsequently released on 
bail 

behind-the-scenes arrangement for the dropping of the charges 
has yetto materialize. Meanwhile 

the GOTG and the media remains strained 

little secret of his distaste for the country\'s several 

private journals and their frequent attacks on him and his 
government. 


8. (C) The current malaise in The GambiaYs human rights and 
political arenas has reinforced the Gambian leader\'s 
reputation for erratic behavior and overshadowed his 
government\'s achievements in promoting stability and 
socio-economic reform and development. Among these 
achievements 

Assembly\'s passage in June 2005 of the progressive 
\"Children\'s Act" In this predominantly Muslim country 
President has fostered harmony with the Christian and animist 
minorities and made clear that propagation of radical Islamic 
views will not be tolerated. The GOTG 

relegation to the Category Two Watchlist in our 2005 TIP 
report 

past months. The Gambia\'s status as a country on the path of 
reform and development seemed borne out in the relatively 
high rankings that it received in the MCA eligibility review 
process last fall in the \"Investing in People\" and 
\"Encouraging Economic Freedom" categories. (NOTE: The 
Gambia\'s relatively positive 2005 rankings in the \"Ruling 
Justly\" category are at considerable risk of sharp decline 
unless the current slippage in the GOTG\'s human 
rights/democracy record is halted. END NOTE.) 


9. (C) The Presidential and National Assembly elections 
scheduled for 2006-7 are potentially crucial milestones in 
The Gambia\'s still-fragile democratization process. These 
contests will serve as an important test of Jammeh\'s 
professed commitment to democratic values; his actions of 
late against the opposition have generated new doubts about 
the depth of that commitment. On a positive note 
representatives of the respected NGO 

Foundation for Electoral Systems (IFES) 

Gambia\'s National Assembly by-elections in September 2005 and 
judged them to be credible. Given our interest in promoting 
good elections in 2006-7 here 
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robust U.S. contribution to donor assistance for 
election-related preparations and will submit an ESF proposal 
via septel; our proposal will be based on that submitted to 

us by IFES 

Gambia\'s election preparations. 
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DEVELOPMENT ASSISTANCE: MCA AND OTHER PROGRAMS 


10. (C) The Millenium Challenge Corporation\'s (MCC) selection 
of The Gambia for MCA eligibility in November 2005 raised the 
prospect of a major expansion of our efforts on behalf of 
another key U.S.objective in The Gambia: promoting economic 
growth and development. At present 

MCA process -- in particular 

MCC delegation -- are on hold 

GOTG\'s record on human rights and democracy. We will 
continue to use MCA eligibility as leverage with the 

Gambians 

well as retention of MCA eligibility itself are contingent on 
efforts by the GOTG to reverse the current negative human 
rights trend. 


11. (SBU) Meanwhile 

volunteers deployed throughout the country 

component of U.S. grassroots-level development and 
humanitarian assistance to The Gambia. Other efforts range 
from the Ambassador\'s funds for Self-Help projects and 
combating HIV/AIDS to a program fostering girls\' school 
enrollment (Ambassadors\' Girls Scholarship program) to DOD\'s 
Humanitarian Assistance and HIV/AIDS programs. In the past 
the U.S. was a major donor of food aid 

the World Food Program and a prominent 

Catholic Relief Services; over the past year or so 

aid has virtually ended due to growing emergency aid needs in 
other countries. A major British medical research 

institution 

of a multi-year 

National Institutes of Health (NIH). Apart from the NIH 

grant 

million annually 

our Peace Corps program. 


COMMERCIAL LINKS 


12. (SBU) The modest growth in bilateral trade and investment 
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links in recent years is likely to continue this year. In 

2005 there were new U.S. investments here estimated at 
several million dollars 

the Seaboard companys construction of a flour mill. U.S. 
investors also started work on a hotel and casino complex and 
finalized arrangements to take over a local fishing company. 
Another U.S. company 

Supply 

Housing Finance Corporation 

first phase of a project to construct over 200 pre-fabricated 
houses in The Gambia. Indicative of The growing USG effort 
to promote commercial links 

and Development Agency\'s (USTDA) signing of its first 
agreement in The Gambia 

400 

facility. While prospects for implementation of the 
agreement are fading 

firm contracted to do the study 

second agreement for a feasibility study 

entrepreneur\'s proposal for construction of a coal-fired 
power plant. Following the GOTG\'s December 2005 signing of a 
preliminary agreement with a Canadian firm for oil 
exploration 

elicit the interest of American firms as well. However 

oil companies have so far been reluctant to pursue an 
exploration license due to uncertainty as to whether The 
Gambia\'s oil deposits are sufficent to make production 
commercially viable. 


13. (SBU) The Gambia has yet to take much advantage of its 
AGOA eligibility (renewed for 2006); the annual value of its 
AGOA-qualified exports to the U.S. remains under dols 
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USAID support to organize seminars for the Gambian government 
and business community on AGOAVs \"rules of the road\" and 
prospects for increasing exports to the U.S. We will also 
continue to assist the GOTG in obtaining the AGOA-related 
\"textile visa.\" The current lack of direct air and sea 
transport links between the two countries hampers the 
expansion of trade 

airlines\' possible interest in establishing direct flights. 

The Gambian Civil Aviation Authority\'s (GCAA) progress to 
date in meeting relevant FAA requirements raises the 
possibility of Gambian-registered aircraft being authorized 
for direct flights to the U.S. in 2006. 


COUNTER-TERRORISM 
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14. (S/NF) The global war on terrorism (GWOT) is an area in 
which bilateral cooperation is particularly strong and is 

likely to continue. Jammeh takes a close personal interest 
in this dossier and personally authorized the two 
counter-terrorism (CT) operations jointly conducted with the 
U.S. in recent years. Both operations 

other in October 2005 

detaining and questioning Al-Qaida-linked elements at U.S. 
behest. The GOTG has been equally responsive in other 
CT-related activities; Gambian intelligence and security 
officials show no hesitancy in sharing even the most 
sensitive information with us and have indicated openness to 
whatever forms of cooperation we wish to pursue with them. 
(NOTE: Following the joint CT operation in 2005 

evidence that Al-Qaida or other terrorist elements are 
currently active in The Gambia 

well be present but maintaining a low profile. While the 
country's Lebanese community includes sympathizers of 
Hizballah 

terrorist operations here 

they are presumably engaged in such activities as 
fund-raising on Hizballah\'s behalf. END NOTE.) 


15. (S/NF) The head of the GOTGVs National Intelligence 
Agency (NIA) 

in-depth knowledge of the liaison activities involving NIA 

and SIMO/DAKAR testifies to the Gambian Presidents abiding 
interest in those activities. SIMO/DAKAR continues to assume 
the lead role in the USG\'s CT-related cooperation with the 
Gambians; its initiatives include 

NIA in the training and equipping of an elite CT unit -- a 
personal priority of Jammeh. 


MILITARY COOPERATION 


16. (C) 2005 witnessed some growth in our modest military 
cooperation programs 

military-to-military contacts in areas ranging from combating 
HIV/AIDS to riverine operations 

military\'s small officer corps 

himself -- have participated in IMET training programs in 
the U.S. 

the increased IMET funding in 2005-6. Jammeh himself has 
repeatedly appealed for expeditious action on the U.S. Navy\'s 
long-standing project 

technical assistance for the refurbishment of a U.S-supplied 
patrol boat. (NOTE: The Gambia\'s miniscule navy consists 
largely of several non-operational patrol boats. END NOTE.) 
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17. (C) Jammeh and his military aides make clear their 
desire for further expansion of our military cooperation 
viewing the U.S. as an indispensable partner in their efforts 
to expand the capabilities of their tiny 


BANJUL 00000031 005.2 OF 006 


particularly in the area of international peacekeeping. When 
Jammeh contributed a company of troops to the AMIS operation 
in Darfur in December 2004 

failure to adequately support the deployment by providing 
APC\'s 

commitment to do so. We continue to impress upon the GOTG 
leadership that U.S. policy remains to channel assistance to 
troop contributing countries through the AU 

with other donors. The Gambian military has an established 
record of effective service in an array of international and 
regional peacekeeping operations 

(company-level) size of its peacekeeping contingents has so 

far ruled out its inclusion in the ACOTA Partnership program. 
GOTG officials have indicated a willingness to increase 

their Darfur contingent to a battalion in 2007. (NOTE: We are 
told that furnishing a battalion is not feasible in 2006 due 

to the armed forces\' domestic security duties 

the country\'s police force 

July 


PUBLIC DIPLOMACY: PRO-U.S. ENVIRONMENT 


18. (SBU) The Gambia is fertile ground for the expanded 
public diplomacy outreach that the Embassy envisions in 
2006. It is amoderate Muslim country in a turbulent region 
and there is a discernible pro-U.S. feeling in the society 
that is striking -- and notably warmer than that vis-a-vis 

the former colonial power 

of life 

of their admiration of America\'s democracy 

technological prowess 

change. While the country\'s free-wheeling press does not 
shrink from criticizing U.S. policies (e.g. 

editorials taking issue with our Mideast policies) 

overall view of the U.S. is favorable. 


19. (SBU) Moreover 
large number of Gambians have extensive experience in the 
U.S. Numerous senior GOTG officials have pursued university 
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studies in the U.S. As noted above 

with officers that received training in the U.S. under IMET. 
The upshot is that 

U.S. are based 

reality of daily life in America. As for Gambians without 
experience in the U.S. 

know more about American society and to visit -- an 
eagerness that accounts in part for the high demand for 
visas 

Of course 

among Gambians 

immigration 


CONCLUDING OBSERVATIONS 


20. (C) With its population of 1.5 million 

income of $350 

The Gambia has limited capability to influence U.S. 
interests 

compelling reasons to maintain -- indeed 

engagement with this country. One is the USG\'s universal 
commitment to foster democracy and human rights 
sustainable development 

Another reason centers on the U.S.-led Global War on 
Terrorism; despite its exceedingly meager resources 

has shown that it is capable of serving as an effective 
partner in that War. A third reason relates to the key U.S. 
interest in promoting regional peace and stability; the GOTG 
helps advance that interest by contributing to peacekeeping 
operations 

to that 

of pro-U.S. feeling here -- a resource to draw upon in our 


BANJUL 00000031 006.2 OF 006 


efforts to build popular support for our initiatives 
targetting African and Muslim audiences. To be sure 
managing our Gambian relationship requires taking into 
account Jammeh\'s rough-hewn 

to keep his expectations for our bilateral ties realistic. 
STAFFORD 
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whose main tactic is to block the road). In Buenos 
Aires 

often end up at the Plaza de Mayo 

Congress 

generally come from labor unions 
unemployed/underemployed/landless movements 
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groups 

peaceful 

periodically show up to fight the police and engage in 
vandalism. The Police are generally restrained unless 
attacked by hooligans. In addition to the organized 
demonstrations 

protests by groups of displaced workers 

depositors 


Despite the poor perception of various USG policies 
Argentines are friendly to Americans and visitors are 
unlikely to experience any anti-American sentiment. 


In recent years 

incendiary attacks. During the past year 

targets have been bank branches 

utility offices 

Blockbuster Video stores. These incidents usually 
occur in the middle of the night and appear intended 
to cause only property damage. A string of such 
attacks occurred shortly before the November 2005 
Summit of the Americas to protest the visit of 
President Bush. 


There is no known operational terrorist activity in 
Argentina 

border area generate considerable interest. The tri- 
border area is considered porous 

activity consists of fund raising and money laundering 
on the other sides of the border. 


III. POST-SPECIFIC CONCERNS: 


Argentina experiences occasional flooding along the 
coast 

lying parts of the interior 

Province. Western/northwestern provinces 
Mendoza 

periodic earthquakes. 


Road conditions are good 

throughout the country and heavy in the big cities. 
Drivers are aggressive and the accident rate involving 
pedestrians is very high. 


IV. POLICE RESPONSE: 


Expatriates can generally expect better response and 
less harassment than in many other Latin American 
countries. Individuals detained by the police should 
ask to contact their Embassy or consulate. 


Column 3 

Checkpoints are common 

Aires 

including passport or Argentine ID card 
license 

liability insurance. 

POLICE EMERGENCY NUMBERS: 


CAPITAL FEDERAL POLICE: 101 or 4383-1111 through 1119 
Fire: 100 or 4951-2222 


BUENOS AIRES PROVINCIAL POLICE (suburbs): 9-1-1 
V. MEDICAL EMERGENCIES: 
CAPITAL FEDERAL (City of Buenos Aires): 


SAME: 107 or 4923-1051/9 
(Municipal Emergency Medical Service) 


HOSPITAL ADDRESS PHONE 
Hospital Fernandez Cervino 3356 4808-2600 
Hospital Aleman Pueyrredon 1640 4821-1700 
Sanatorio Trinidad Cervino 4720 4127-5555 


BUENOS AIRES PROVINCE (suburbs): 


HOSPITAL ADDRESS PHONE 
San Isidro JJ Diaz 818 
San Lucas Belgrano 369 


Sanatorio Trinidad Fleming 590 


VI. SECURITY TIPS: 


CARRY CASH: 100-200 US$ or 300-400 pesos. The people 
most likely to be beaten are those without enough 

worth stealing. If confronted 

and immediately hand over everything demanded. 


NO ROLEXES. 
Stay in the well lit 
after dark. Be alert to pick pocketing in tourist and 


shopping areas. 


Do not flash large amounts of cash 
looking bags 
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Do not carry all of your important documents in your 
wallet or purse. Carry a photocopy of your passport. 


Use ATM machines located in public places like the 
hotel 
has a door 


If you are in a restaurant or other business that gets 
robbed 
hand over valuables on demand. 


MUSTARD ON THE BACK SCAM: Unknown to you 
squirted on your back. After a few steps 

often a middle-aged woman 

have something on your back and offer to help clean it 
off. Meanwhile 

common in tourist areas such as San Telmo 

de Julio 

this is one of the least confrontational crimes 

say \"NO\" and walk away. 


Pay with exact change as much as possible. If you pay 
for a small item with a large bill 

shortchanged or getting counterfeit in change. Only 
take pesos as change. 


Use credit cards only at the hotel and major stores 
and restaurants. Watch your bills carefully for 
fraudulent charges. 


TRANSPORTATION 


Remises (hired car and driver) are the best public 
transportation. They charge by the kilometer and are 


reasonably priced. Hotels 
shopping centers can call one from an established 
service. 


Radio taxis are also OK. Taxis are black and yellow 
in the Capital 
Province. 


Avoid black and yellow taxis with the word MANDATARIA 
on the door 
on the street or outside an airport. 


In order of preference: a) Call for a taxi 
one from an established stand 
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street (but not in front of a bank). 


USE the seatbelts 
up. 


Subways 
pickpockets and be ready for work stoppages. 


Watch your bags at airports 
DEMONSTRATIONS 


Demonstrations are a daily occurrence in Buenos Aires 
and other large cities and towns. 


In Buenos Aires 

downtown plazas 

buildings. Roadblocks (pickets) on major roads 
leading into the larger cities are also common. 


Protests range in size from dozens to thousands of 
participants. 


Most protests are peaceful 
sound systems 
effigies and flags is routine. 


There are hooligan groups that will sometimes 
infiltrate protests in order to fight the police and 
engage in vandalism. 


At soccer games 
wear the colors of 


Vil: FOR FURTHER INFORMATION: 


Buenos Aires OSAC meets the second Tuesday of every 
month 

Embassy in downtown Buenos Aires. The Regional 
Security Office can provide more information. 


AMERICAN EMBASSY: (54)(11) 5777-4533 
Regional Security Office 5777-4298 
Marine Post 1 (24 hrs) 5777-4873 
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operation. The PSC will meet again in Addis at the foreign 
ministers level in March 2006 to make a final decision on the 
transition. In the interim 

consultations with the UN and other partners on the 
modalities of transition. The AU will expect to work closely 
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with the USG to ensure transition modalities are mutually 
acceptable 

and that AMIS receives necessary funding in the interim. 
Demonstrating concrete action to that effect will contribute 

to a positive and definitive PSC decision in March 

as facilitate continued close cooperation with the AU to 
enhance African peacekeeping capabilities. The AU\'s Darfur 
Integrated Task Force (DITF) is working with partners to 
implement December assessment mission recommendations to 
improve AMIS capability. The AU also wants continued partner 
pressure on the Sudanese parties to achieve a political 
settlement. End summary. 


2. (SBU) The AU Commission\'s report to the PSC reflected 
points made in the December joint assessment mission report 
and in coordinated partner demarches to the AU and member 
states in January. The Commission\'s report noted that an 
international presence must be sustained in Darfur for some 
time 

transition to the UN 

the groundwork for a political settlement though stabilizing 

the situation in Darfur 

is not without limit 

in the interim period before a transition. Peace and 

Security Director Geofrey Mugumya told Poloff January 11 
that 

transition 

communique paragraph on transition reflects compromise 
language circulated the morning following the PSC meeting. 
PSC member states authorized an extension of AMIS only until 
March 31 

that point. 


3. (SBU) On January 11 

Security Amb. Said Djinnit told Poloff that he is personally 
convinced of the need for a transition to the UN 

to focus on building AU capacity to fulfill a policy of 
\"non-indifference\" when it comes to African conflicts. He 
expressed firm belief that 

like AMIS 

to provide the AU with the necessary tools to conduct peace 
support operations. Djinnit said that it is important the AU 
retain the lead on the Darfur political talks 

AU wants to work with the USG and other partners to 
reinvigorate the process. 


4. (SBU) Director for Peace and Security Mugumya told Poloff 
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later on January 11 that the AU expects close consultations 
with the USG further to commitments to maintain the African 
character of a military mission in Darfur (Note: Mugumya was 
referring to Ref A \"selling points\" regarding U.S. pursuit of 
re-hatting as many AMIS troops as practicable 

African Force Commander for a UN mission 

training and equipment for African troops. AU Peace and 
Security Council (PSC) members attending a January 11 lunch 
sponsored by Ambassador expressed interest in working with 
partners on the mandate for a UN mission to ensure that 
re-hatting brings added value. These PSC members and other 
African Ambassadors also appeared intrigued by the 

possibility of retaining an African character to the mission 

in Darfur. Djinnit and AU Commission Chairperson Konare\'s 
Bureau Director Mamadou Lamine Diallo both state the need for 
partners to ensure AMIS can fill its funding gap. 


5. (SBU) DITF Head Amb. Ki Doulaye told the partners liaison 
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group (which meets twice-weekly with the AU to discuss Darfur 
support) on January 16 that the AU is open to discussion on 
the way forward for AMIS. According to Amb. Ki 

Commission Chairperson Konare intends to begin discussions 
with UNSYG Annan on the margins of the January 23-24 AU 
Summit in Khartoum. The UN Assistance Cell to the AU in 
Addis Ababa is already beginning a checklist of logistical 
issues that must be settled to facilitate a transition from 

AMIS to a UN operation 

UN must soon conduct a comprehensive Technical Evaluation in 
Darfur before heading to Addis to discuss equipment 
disposition 

according to UN representatives 

convene a donor conference on AMIS to facilitate a greater UN 
and other partner role in assisting AMIS throughout the 

interim period. The UN expects that PAE services will remain 
in place for some period of time after transition. The DITF 

has created a technical committee to develop a roadmap to 
implement December assessment mission recommendations to 
improve AMIS capability. The AU welcomes partner input in 
this process 

enhancing NATO\'s support role to AMIS. 


6. (SBU) Comment: With the PSC\'s January 12 decision to 
accept 
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operation 

negotiate modalities with the UN and other partners 

will look to the USG to consult closely on next steps and to 
muster financial and technical support necessary to sustain 
AMIS in the interim 

peacekeeping capacity. Post recommends that the USG engage 
the AU early-on to reassure the Commission and member states 
that steps are being taken to ensure that AMIS receives 
funding necessary to sustain the mission until the UN is 
prepared to take over. The U.S. should also work in close 
consultation with the AU as mandate and modalities for a UN 
mission are being developed. Part of the USG effort will 
entail ensuring AMIS troops are at an appropriate standard to 
facilitate blue-hatting. Firm signals that AMIS funding will 

be sustained for an interim period 

character to the Darfur military mission will be retained 

and that partners can deliver on training and equipping both 
AMIS and African troops in a UN mission will help contribute 
to a definitive and positive PSC decision in March 

as to a continued productive relationship with the AU to 

build African peacekeeping capacity. End comment. 


8. (U) Begin text. 


The Peace and Security Council (PSC) of the African Union 
(AU) 
the following decision on the situation in Darfur: 


Council 


1. Takes note of the Report of the Chairperson of the 
Commission on the situation in Darfur (PSC/PR/2/(XLV)) and 
the pertinent observations contained therein; 


2. Expresses satisfaction at the very significant progress 
made in the deployment of the African Mission in the Sudan 
(AMIS) 

financial 

Mission 

of the civilian population and the improvement of the 
security and humanitarian situation in Darfur; 


3. Stresses the importance of the ongoing Inter-Sudanese 
Peace Talks on the Conflict in Darfur 

the need for their speedy conclusion. In this respect 

Council expresses concern at the very slow progress made so 
far in the 7th Round of the Inter-Sudanese Peace Talks on the 
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Conflict in Darfur and urges the parties to demonstrate more 
flexibility so as to allow compromise on the issues involved. 
Council stresses the need for continued and increased 
pressure by African leaders and other stakeholders on the 
Sudanese parties 

and negotiate in good faith with a view to ending violence in 
Darfur and concluding a comprehensive peace agreement; 


4. Stresses that 
stabilization phase of Darfur and the ongoing efforts to 
conclude a comprehensive peace agreement 
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taken to sustain the peace support operation in Darfur in 
2006 and beyond 

increased integration of the different aspects of the peace 
efforts; 


5. Expresses its support 

AMIS to a UN operation 

partnership between the AU and the United Nations in the 
promotion of peace 

decides to convene a meeting of the Peace and Security 
Council at ministerial level 

of March 2006 

decision on the issue of the transition towards a UN 
operation in Darfur and its modalities. In this respect 
Council requests the Chairperson of the Commission to 
initiate appropriate consultations with the United Nations 
and other stakeholders 

meeting of the Peace and Security Council at ministerial 
level with all relevant additional information 

the modalities for a transition towards a UN operation and 
the financial aspects of the ongoing operation in Darfur; 


6. Decides 
until 31 March 2006; 


7. Decides to remain actively seized of the matter. 


8. (U) End text. 


HUDDLESTON 
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render to the CAR\" further to paragraphs five and six of the 
December 29 PSC decision on the situation in the Central 
African Republic. The AU also asks that partners inform the 
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AU of any steps taken in that respect. 


4. Text of paragraphs five and six of the PSC communique (the 
full communique and accompanying report was emailed to AF/RSA 
and AF/C): 


-- (The PSC) appeals to Member States and the Partners of the 
AU to provide FOMUC with the necessary means to strengthen 
its capacity and facilitate the smooth execution of its 

mandate 

African Armed Forces (FACA) 

building of the necessary infrastructures 

concerned neighbouring countries in their efforts to address 
transboundary insecurity. To that end 

Commission 

Secretariat of CEMAC and the United Nations 


SIPDIS 

the sensitisation of the international community and to 
actively involve itself in the on-going initiatives of the 
neighbouring countries to address the prevailing insecurity; 


-- Reiterates its appeal to all the bilateral and 

multilateral partners of the CAR and to the Member States to 
provide to the CAR all the necessary economic and financial 
assistance 

account the particularly difficult situation in the CAR. In 

that regard 

Commission 

including the African Development Bank (ADB) and the United 
Nations Economic Commission for Africa (UNECA) 
multi-disciplinary mission of expert to assess the situation 

and make recommendations on the assistance which the Member 
States and the AU could give to the CAR 

of a comprehensive post-conflict reconstruction programme 
covering both socio-economic and security aspects as well as 
other matters. In this respect 

important role that could be played by the Lake Chad Basin 
Commission (LCBC). 


5. Action Request: Post requests Washington feedback 
pursuant to the AU\'s request. End action request. 
HUDDLESTON 
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Once this tripwire is met 

immediate Embassy activities (as listed under tripwires five 
and six below). The medical experts on the AIWG advised 
that if an efficient and sustained human-to-human 
transmission should emerge 

within one or two weeks 
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influenza 
patients. 


7. (U) Other tripwires warrant attention 
indicate a change in the nature of the virus 
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extent of an efficient and sustained human-to-human 
transmission. These tripwires are the following: WA spike 

in the number and/or broadening geographic spread of animal 

to human cases\" and \"Sustained human-to-human transmission 
through close 

have been discussed and actions recommended below 

within the context of the broader tripwires. 


8. (U) The AIWG agreed that the location of a tripwire event 

- in a neighboring country 

of the home country 

Embassy or other USG facility is located - is an important 
factor to consider. Parts of Peru 

accessible only by air or river boat. Iquitos has a 

substantial USG presence (NMRCD staff and frequent visitors 
from other agencies); other towns east of the Andes such a 
Pucallpa have fairly constant USG official presence. 
Communications regarding Al would include the Consular Agent 
in Cuzco as appropriate. Our Peace Corps volunteers (PCV) 
are grouped in certain areas 


9. (U) These tripwires are based on assumptions that should 
sustained human-to-human transmission become a reality: 
- The disease could spread rapidly 

country and internationally. 

- Once the World Health Organization has declared that a 
human pandemic has started 

will become limited as countries react to control the spread 
of the disease. 

- An effective human vaccine will still not be available. 

- Availability of effective therapy will be limited. 

- Public reaction to an outbreak 

could be fueled by sensational media reporting and a 
proclivity for mass demonstrations 

reaction out of proportion to the situation and making GOP 
and the Embassy\'s response more difficult. 

- Embassy personnel and dependants will want to return to 
the U.S. unless there is a significant Pl outbreak there. 

- lt may nevertheless be medically safer for personnel to 
remain in Peru. 

- Avoiding a double standard for non-official Americans 

to what extent to include LES in Al/PI preparations 
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require careful navigation. 

- NMRCD-Iquitos 

will be the only laboratory in northern Peru capable of 
effecting testing for avian flu; it will probably remain 
operating where a peripheral USG facility might otherwise be 
closed so that employees could relocate to Lima. 

- Timely and appropriate communications with the Mission\'s 
FSN staff will be key for an organized response to a 
pandemic. 


10. (U) Any of the tripwires discussed below could occur 
independently of each other. It is also possible that two 
or more tripwires could occur sequentially or 
simultaneously. In the course of discussions 

apparent that certain actions need to take place now 
any tripwires are met 

advance. 


11. (U) These tripwires are designed to stimulate maximum 
advance planning 

rapid response to protect Post personnel and facilities 

to describe the (foreseeable) scope of issues that will need 
to be addressed under specific scenarios. At the same time 
Post recognizes that real-time judgments will need to be 
based on actual data and factors present in the situation -- 
which may not be anticipated in this document. 


12. (U) This report lists (A) actions that require immediate 
attention 
scenarios. 


13. (U) (A) Actions to be taken immediately in preparation 
for an Avian Influenza (Al) outbreak in humans (Pandemic 
Influenza - PI): 


- Provide Mission fact sheets for staff (American and FSN) 
and dependents in Lima and in Iquitos and other cities where 
Narcotics Affairs Section (NAS) or other Mission employees 
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are located. (Already done as part of EAP.) 


- Mission prepares a drawdown list and a list of minimum 
emergency personnel. (Note: Emergency personnel in the 
context of an Al outbreak likely will be different from the 
usual list compiled by the EAC for other types of 
emergencies. The Mission will plan to retain more NURCD 
FAS 

list 
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be essential for an Al outbreak.) (In Progress) 


- Conduct inventory of supplies of Tamiflu and protective 
equipment 
alcohol-based cleansers 


- Determine what more is needed and procure the additional 
needed supplies. Decide how to allocate Tamiflu 

other equipment between Embassy Lima and NMRCD-Iquitos. (In 
progress) 


- Advise family members to keep at least a 2-week supply of 
food and water at this time 

any unforeseen emergency occurring overseas. (Already done 
as part of EAP and Embassy community outreach.) 


- Offices should evaluate mechanisms for conducting work 
from home or other locations under conditions of a pandemic 
requiring limiting access to Mission offices. (In progress.) 


- Develop a contingency plan of action for directly 

supporting potential embassy evacuees from neighboring posts 
with limited medical resources. (Already done as part of EAP 
for dealing with political unrest causing evacuation from 
neighboring posts. Note: this is a low priority as Lima 

would not be an advisable evacuation point for neighboring 
country U.S. Missions.) 


- Prepare pre-planned packets - including travel orders to 

the extent possible - for potential Mission evacuees under 

an authorized departure 

(Travel order requests are already on file for mission 
members per EAC SOP; Mission is working on preparation of 
draft travel orders.) 


- Continue to monitor GOP ability to detect 
treat Al cases in birds and humans. (ECON 
FAS are doing this.) 


- Meet with Roche Peru medical director to assess 
availability of Tamiflu in Lima. (ECON - in Progress) 


- Involve Commissary Board in developing plan to stock 
appropriate items and how to transfer to members (and non- 
members 

integrity. (In progress) 


- GSO to develop authorization for Embassy community to have 
increased number of filled water containers on hand. (In 
progress) 
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- Confirm secure location of Tamiflu and other essential 
materials. (Done) 


- Hold Town Hall meeting 
to inform AmCit community. (Scheduled) 


14. (U) (B) TRIPWIRES AND RESPONSES: 
TRIPWIRE ZERO 


Any human case of H5N1 influenza appearing in Peru 

case of H7N7 (or other avian 

transmitted from birds or other animals 

without evidence of sustained human-to-human transmission. 
(Note: despite lack of clear danger of Pl 

Peruvian public concern will be high.) 


- AIWG meets to confirm tripwire. NMRCD-Iquitos 
participates by telephone. 


LIMA 00000176 004 OF 012 


- Restrict official and unofficial travel to affected areas 
bird markets and similar facilities. (exception below) 


- Release a warning announcement to Mission personnel and 
warden message to private American citizens 

warning announcement on the Embassy website. Prepare talking 
points for domestic and international press. 


- Provide detailed briefing to Embassy staff. Communicate 
pertinent information to the Embassy community by way of 
venues such as town hall meetings 

newsletter articles. AIWG meets with FSN committee 
representatives. 


- Consider sending NMRCD or USAID expert to area to verify 
situation. 


- ECON 
situation. These agencies include: 


- SENASA (Min. of Ag. Animal Inspection Service) (FAS 
- Min. of Health (NMRCD 
- INDECI (Disaster/Civil Defense Agency)(MAAG 


- Defense Ministry (MAAG 
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Interior) (RSO) 


15. (U) TRIPWIRE ONE 


A spike in the number and/or broadening geographic spread of 
animal to human cases or sustained human-to-human 
transmission through close 

neighboring country in South America (Colombia 

Bolivia 

tripwire if situation occurs in an Asian country with which 
Peru has extensive trade 

particularly significant if there are multiple 
geographically diverse clusters 

major transit hub. (No efficient and sustained human-to- 
human cases.) 


- AIWG meets to confirm tripwire. NMRCD-Iquitos 
participates by telephone. 


- Restrict travel to the affected country or affected areas 
within the country 

personnel involved in possible investigation/containment 
efforts. (No restrictions on these personnel returning to 
Lima.) 


- Coordinate with U.S. Mission in the affected country 
regarding that Mission\'s plans for possible public 
announcements 

personnel. 


- Provide Mission fact sheet or briefings for staff 
(American and FSN) and dependents in Lima and in other USG 
facilities as appropriate. 


- AIWG meets with FSN committee representatives. 


- Ensure that any public announcements or travel warnings 
issued by neighboring posts are transmitted to American 
citizens (AmCits) in Peru; publish the updates on the 

Consular Section\'s web site. Consider a public announcement 
to private American citizens. 


- Consider requesting authorized departure of U.S. family 
members and non-emergency personnel. Have evacuation plans 
for both the well and ill. 


- Institute screening practices for all visitors to U.S. 
Government facilities and consider limiting visitor numbers. 


- Consider mandatory sick leave for any employee who shows 
any influenza (flu)-like symptoms or has a family member 


Column 3 
with flu-like symptoms. Information will be disseminated 
regarding the details of flu symptoms. Monitoring by the 


LIMA 00000176 005 OF 012 


Health Unit. 


- Consider use of prophylactic oseltamivir (Tamiflu) by U.S. 
and LES staff in positions that require frequent contact 
with the public. 


16. (U) TRIPWIRE TWO 


A spike in the number and/or broadening geographic spread of 
animal to human cases or sustained human-to-human 
transmission through close 

or in an isolated section of Peru 

efficient human-to-human cases.) 


- AIWG meets to confirm that tripwire has been met. NMRCD- 
Iquitos participates. 


- Restrict travel to the affected region(s) of the country 
except for NMRCD 

possible investigation/containment efforts. (No 
restrictions on these personnel returning to Lima.) 


- In coordination with the Dept 

warden message 

cautioning American citizens against nonessential travel to 
the affected region(s). Provide press guidance for the 
potential use of the Mission 

Department and concerned government agencies. 


- Provide Mission fact sheet and schedule briefings for 

staff (American and FSN) and dependents in Lima and other 
USG facilities as appropriate. Fact sheet would detail the 
episode(s) and suggest means of disease prevention. The 
notice will also be posted on the Embassy website. AIWG 
meets with FSN committee representatives. 


- Consider reduction to emergency consular services only. 


- Consider requesting authorized departure. Consider 
requesting ordered departure. Consider implementing 
selective administrative leave for those Americans who 
remain at post 

for minimizing workplace exposure 


- Order mandatory sick leave for any employee who shows any 
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flu-like symptoms or has a family member with flu-like 
symptoms. 


- Consider home quarantine and limiting venues of human-to- 
human contact 


- Consider screening of all visitors to the chancery and 
other USG facilities 

especially surgical masks 

with visitors. (Note: Due to limited supply of N95 masks and 
lack of necessity for their use at this time 

not be required.) 


- Health Unit to initiate appropriate use of prophylactic 
oseltamivir (Tamiflu) by minimal U.S. and LES staff 
remaining on the job. 


17. (U) TRIPWIRE THREE 


A spike in the number and/or broadening geographic spread of 
animal to human cases or sustained human-to-human 
transmission through close 

Iquitos 


- AIWG meets to confirm that tripwire has been met. NMRCD- 
Iquitos participates. 


- Town meetings are held and fact sheets distributed. AIWG 
meets with FSN committee representatives. 


- Restrict travel to affected areas except for NMRCD 

or other personnel involved in possible 
investigation/containment efforts. (No restrictions on these 
personnel returning to Lima.) 
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- In coordination with the State Department 

announcement 

website advising American citizens to defer all non- 
emergency travel to affected areas. Prepare press guidance 
and issue press release outlining the new guidance. 
Coordinate public affairs and media activities with NMRCD- 
Iquitos. 


- Implement home quarantine of any staff or dependents that 
have been in contact with a person confirmed to have an Al 
infection. 
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- Embassy Lima maintains operations 
monitoring. 


- Emergency Action Committee meets regularly and coordinates 
closely with NMRCD-Iquitos and other USG facilities to 
determine next steps as tripwire circumstances develop. 

Next steps could include the following: 


- Close NAS or other USG facilities outside of Lima 
NMRCD-Iquitos to minimal staff 

operations to emergency Consular services and other 
designated services and operations. 


- Consider authorized departure of dependents. Authorized 
departure of non-emergency staff. (Note: In deciding whether 
to authorize departure 

only the medical risk 

perceived risk by employees and family members.) 


- Ensure that staff purchase additional supplies of food and 
water. 


- Depending on level of public inquiries 
establishes a call center for inquiries from American public 
and the press. 


18. (U) TRIPWIRE FOUR 


A spike in the number and/or broadening geographic spread of 
animal to human cases or sustained human-to-human 
transmission through close 

Lima. (still no efficient human-to-human transmission.) 


- AIWG meets to confirm that tripwire has been met. NMRCD- 
Iquitos participates. 


- Town meetings held and fact sheets distributed. AIWG 
meets with FSN committee representatives. 


- Cancel (deny Country Clearance for) incoming official 
travel to Peru 

investigative/containment efforts 

necessary by COM. 


- In coordination with the State Department 

warden message 

all American citizens to defer all non-emergency travel to 
Peru. (Prepare press guidance and issue press release 
outlining the new guidance.) Coordinate public affairs and 
media activities with NMRCD-Iquitos. 
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- Implement home quarantine of any staff or dependents that 
have been in contact with a person confirmed to have an Al 
infection. 


- Embassy Lima maintains full service operations 
maintains close monitoring. 


- Consular Section reduces visa appointments to a minimum to 
reduce risk of spreading disease within the Embassy and to 
make more staff available to provide emergency assistance to 
American citizens. 


- Emergency Action Committee meets regularly and coordinates 
closely with NMRCD-Iquitos and other USG facilities to 
determine next steps as tripwire circumstances develop. 

Next steps could include the following: 


LIMA 00000176 007 OF 012 


- Close USG facilities outside of Lima 

to appropriate staffing level 

staff 

services and other designated services and operations. 


- Consider requesting authorized departure of dependents and 
non-emergency staff. (Note: In deciding whether to request 
authorized departure 

only the medical risk 

perceived risk by employees and family members.) 


- Except for designated emergency American and FSN staff 
all others remain home (administrative leave) or on 
authorized departure. 


- HU and designated EAC members meet with school 
administrators to review advisability of closing the 
schools. 


- Ensure that staff purchase additional supplies of food and 
water. 


- Social restrictions (restrict movements of all personnel 
in the city 
participating in sporting events 


- Depending on level of public inquiries 
establishes a call center for inquiries from American public 
and the press. 
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19. (U) TRIPWIRE FIVE 


Efficient and sustained human-to-human transmission in a 
neighboring country in South America 

which Peru has substantial trade in avian products 

China. 


- AIWG meets to confirm that tripwire has been met. NMRCD- 
Iquitos participates. 


- Restrict travel to the affected country 

FAS 

investigation/containment efforts. (Note: Need to determine 
what type of quarantine/restrictions by GOP authorities may 
be placed on these personnel returning to Peru.) 


- Coordinate with U.S. Mission in the affected country 
regarding that Mission\'s plans for possible evacuation of 
personnel to Lima. (Note: See Scenario One below.) 


- Provide Mission briefings for staff (American and FSN) and 
dependents in Lima and in USG facilities outside of Lima. 
AIWG meets with FSN committee representatives. 


- MED and designated EAC members meet with school 
administrators to review advisability of closing the 
schools. 


- Embassy staffs and equips a situation room. Uses cleared 
press guidance. 


- Maintain normal Consulate and Embassy operations 
maintain close monitoring. 


- Embassy Emergency Action Committee meets regularly and 
coordinates closely with NMRCD-Iquitos and other USG 
facilities to determine next steps as tripwire circumstances 
develop. Next steps could include: 


- Reduction to emergency CON services; suspension of some 
services. 


- Close USG facilities outside of Lima 

and/or Embassy to appropriate staffing 

and operations to emergency Consular services and other 
designated services and operations. 


- Consider requesting authorized departure for dependents 
and non- emergency personnel. (Note: Authorized departure 
will be dependent on possible Government of Peru 
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restrictions on outgoing travel and on possible U.S. 
restrictions on incoming travel.) 


- Except for designated emergency American and FSN staff 
all others remain home (administrative leave) or on 
authorized departure; children remain home from school or 
on authorized departure. 


- Ensure that staff purchases additional supplies of food 
and water. 


- Social restrictions (restrict movements of all personnel 
in the city 
participating in sporting events 


20. (U) TRIPWIRE SIX 


Efficient and sustained human-to-human transmission in an 
isolated section of Peru. 


- AIWG meets to confirm that tripwire has been met. NMRCD- 
Iquitos participates in person or by telephone. 


- Issue revised travel warning and update website advising 
American citizens to defer all non-emergency travel to Peru. 


- Consider requesting authorized or ordered departure of 
dependents and non- emergency personnel. (Note: Authorized 
departure will be dependent on possible Government of Peru 
restrictions on outgoing travel and on possible U.S. 

restrictions on incoming travel.) 


- Cancel all incoming official travel 
involved in investigative/containment efforts 
otherwise deemed necessary by COM. 


- Provide Mission briefings for staff (American and FSN) and 
dependents and to school administrators at schools used by 
American staff in Lima; recommend 

schools close. AIWG meets with FSN committee 
representatives. 


- Embassy and NMRCD-Iquitos at minimal staff 

emergency Consular services 

services and operations. Closure of other USG facilities 

such as NAS-supported bases. PCV are pulled back to Lima 
and stay with volunteer host families from Embassy 
Community. 
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- Except for designated emergency American and FSN staff 
all others remain home (administrative leave) or on 
authorized departure; children remain home from school or on 
authorized departure. 


- Ensure that staff purchase additional supplies of food and 
water. 


- Social restrictions (restrict movements of all personnel 
in the city 
participating in sporting events 


- Split the Marine Security Guard detachment into two 
separate and independent units. (In the event individuals 
in one unit acquire the disease 

ensure proper coverage of classified materials.) 


- Restrict visitor access to Mission buildings. If entry 

into Mission buildings is necessary to conduct business 
visitors must go through screening procedures to include 
temperature monitoring and/or questionnaire related to 
symptoms/exposure. (Note: There are no studies that provide 
verification regarding effectiveness of these procedures. 

They also will not identify people who are contagious but 
asymptomatic or have minimal symptoms. The level of 
restrictions on access to Mission facilities should depend 

on the particular circumstances at that moment.) 


- Embassy staffs and equips a situation room and a call 
center for inquiries from American public and the press. 
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- Establish a database listing details of any American 
citizen 


- HU closely monitors availability of medical/hospital 
facilities in Lima. 


- MAO closely monitors availability of outgoing commercial 
flights. 


- Embassy EAC meets regularly and coordinates closely with 
NMRCD-Iquitos to determine next steps as tripwire 
circumstances develop. Next steps could include: 


- Restrict/prohibit visitor access to internal Mission 
facility offices. 
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- Reduction of staff at NMRCD-Iquitos to those performing Al- 
related duties. 


- Consider ordered departure of non-emergency personnel and 
dependents with authorized departure of designated emergency 
personnel on a case-by-case basis. (Note: Ordered or 
authorized departure will be dependent on possible 
Government of Peru restrictions on outgoing travel and on 
possible U.S. restrictions on incoming travel.) 


- Suspension of additional Embassy services and operations. 


- In coordination with the State Department 
Warning to add message advising Americans to leave Peru. 


- Update website and issue public announcements as 
necessary. 


- Per State 183776 (10/05/2005) 
Tamiflu will be considered only for staff that are required 
to be in direct contact with potentially infected persons. 


- Assist in evacuation of private American nationals. (Note: 
Significant evacuation from Lima may not be 
feasible/advisable for a variety of reasons including the 
size of the post 

potential and added risk of acquiring influenza at crowded 
airports or on long international flights during a true 
pandemic 

measures. Therefore 

personnel and closure of Embassy Lima is not/not 
anticipated.) 


21. (U) TRIPWIRE SEVEN 

Efficient and Sustained human-to-human transmission 
evidenced by clusters of cases in Lima. This is particularly 
significant if there are multiple diverse clusters 


cluster is not safely isolated. 


- AIWG meets to confirm that tripwire has been met. NMRCD- 
Iquitos participates in person or by telephone. 


- AIWG meets with FSN committee representatives. 


- Order mandatory reduction to emergency consular services. 
Consider closing consular section. 


- Implement ordered departure 
servicing Lima. 
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- Implement administrative leave for non-emergency LES 
(FSNs). Consider other options for minimizing workplace 
exposure 

- Order mandatory sick leave for any employee who shows any 
flu-like symptoms or has a family member with flu-like 
symptoms. 

- Screen all visitors to chancery and USG facilities 

use of protective gear 

employees with significant contact with the public. 


- Initiate appropriate prophylactic use of oseltamivir 

LIMA 00000176 010 OF 012 

(Tamiflu) by LES staff remaining on the job and by American 
employees and family members remaining at post. 

- Issue public announcement to private American community. 


- Consider shelter in place order by COM. Use Embassy 
warden system to maintain contact with employees. 


- Implement drawdown of Embassy staff to Al/PI drawdown 
list; rest of Amcit staff are on administrative leave. 


22. (U) TRIPWIRE EIGHT 

Efficient and sustained human-to-human transmission anywhere 
in the world. (Note: due to frequency of air travel between 

Lima and North America 


consider spread to Lima as probable.) 


- AIWG meets to confirm that tripwire has been met. NMRCD- 
Iquitos participates. 


- AIWG meets with FSN committee representatives. 

- Restrict travel to the affected country. 

- Provide Mission fact sheet and town meeting for staff 
(American and FSN) and dependents in Lima and in USG 


facilities outside of Lima. 


- Maintain normal Consulate and Embassy operations 
maintain close monitoring. 


- Embassy Emergency Action Committee meets regularly and 
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coordinates closely with NMRCD-Iquitos and other USG 
facilities to determine next steps as tripwires develop. 


- Request authorized departure for dependents and non- 
emergency personnel. (Note: Authorized departure will be 
dependent on possible Government of Peru restrictions on 
outgoing travel and on possible U.S. restrictions on 
incoming travel.) Prioritize departure for persons at high 
risk for medical complications of influenza. 


- Ensure that staff purchases additional supplies of food 
and water. 


23. (U) C. SPECIFIC SCENARIOS: 
SCENARIO ONE 


A neighboring post evacuates personnel to Lima. (Note: this 
scenario is unlikely as Lima is not an appropriate recipient 
of evacuees in the event of a Pl.) 


- If scenario occurs outside of the context of Tripwire Six 
(above) 
sections will implement the following procedures: 


- Identify suitable temporary lodging arrangements for the 
evacuees. 


- Establish procedures for the evacuees to receive 
administrative services such as cashing checks 
commissary 

vouchers 


- Designate sponsors for the evacuees. 

- Assist school age children to enroll into temporary 
classes in appropriate school if the evacuation period is 
extended beyond two weeks. 

- If scenario occurs within the context of Tripwire Six 
(above) 

points. Incoming personnel who have already arrived in 
Peru will be placed on ordered departure. 

24. (U) SCENARIO TWO 


Reported saturation of available medical facilities in 
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Lima/Peru. 


- Response assumes Scenario Two takes place within the 
context of Pl outbreak in Lima or outside Lima with cases 
transported to Lima. Many dependents and staff likely will 
have already been evacuated. Emergency Action Committee 
meets to discuss next steps 


- Staff reduction at NMRCD-Iquitos and NMRCD-Callao. Recall 
to Lima of PCV and NAS employees. 


- Request ordered departure of non-emergency personnel and 
dependents with authorized departure of designated emergency 
staff on a case-by-case basis. (Note: Ordered or authorized 
departure will be dependent on possible Government of Peru 
restrictions on outgoing travel and on possible U.S. 

restrictions on incoming travel.) 


25. (U) SCENARIO THREE 


International commercial flights departing Peru are severely 
curtailed or halted or are fully booked. 


- Emergency Action Committee meets to discuss next steps 
which could include: 


- Except for designated emergency American and FSN staff 
all others remain home (administrative leave). 


- HU and designated EAC members meet with school 
administrators to review advisability of closing the 
schools. 


- Ensure that staff purchase additional supplies of food and 
water. 


- Consider social restrictions (restricting social 
events/gatherings 


- Evacuation of non-emergency personnel and dependents out 
of Peru via commercial airlift 

out through Lima 

viable methods for conducting an evacuation of non- 
combatants. Military assets 

positioned or \"waiting\" to execute; they would have to be 
diverted from support of combat operations in Iraq. Once 

the COM or SECSTATE requests assistance from the SECDEF or 
CDR USSOUTHCOM 

evacuation will be decided by military mission planners once 
the requirements are actually known - response time 

of personnel to be evacuated 
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availability of resources 

evacuation 

have to be conducted. The most likely choice would be 
the Southern United States 

restricted 

personnel and dependents by sea is outlined in the Emergency 
Action Plan. Any evacuation related to avian influenza 
however 

restrictions on outgoing travel and on possible Chilean 
and/or U.S. restrictions on incoming travel. 


26. (U) SCENARIO FOUR 


A Mission staff member 
at a school used by Mission families is suspected of having 
contracted avian influenza. 


- At the request of the HU 

Mission personnel and family members. All samples would be 
sent to the U.S. for confirmation 

reliable although non-FDA approved result within a few hours 
of receiving the sample. 


- If patient is a Mission staff member or dependent 
begins therapeutic treatment of the patient with Tamiflu. 


- Home quarantine of patient and anyone who has had direct 
contact with patient. 
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- Per State 183776 (10/05/2005) The HU will consider 
prophylactic Tamiflu treatment only for persons required to 
be in direct contact with potentially infected persons. In 
general 

who become ill rather than for prevention in persons without 
symptoms. \"This strategy includes withholding medication 
from asymptomatic close contacts of those with known 
illness 

appear.\" In addition 

DOS medical program benefits 

those outside the official community will not have access to 
these Tamiflu stockpiles. 


POC AND DOD PERSONNEL 


27. (U) All DOD personnel are under COM authority. The 
individuals with Top Secret clearances who will update the 
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Tripwire Reporting and Integrated Planning System (TRIPS) 
are ARSO Kory Hammond and ECONoff Howell Howard. 


STRUBLE 
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financing of domestic political activity in Russia." 


4. (U) Merkel reportedly said that the discussion had 

included mention of many objections to the bill. She 

stressed that her government would work to ensure that German 
foundations and NGOs could carry out their work. Merkel is 
quoted as saying: \"There were many objections to the bill. 
Some were taken into account. But we will watch how they 

will be carried out in practice. Merkel met with members of 
Russian civil society following her meeting with Putin. 

(Septel will address MerkelYs Moscow visit.) 


5. (SBU) As noted reftel 

Justice Ministry 

\"normative regulations" laying out details of implementation. 
Yuriy Dzhibladze of the Center for the Development of 
Democracy and Human Rights told us January 13 that this 
process would likely take about three months. He noted the 
importance of closely analyzing those regulations given that 
apparently small details could have a huge impact on 
implementation. 


LAVROV ON LEGISLATION 


6. (C) The Ambassador discussed the NGO bill in a January 13 
meeting with FM Lavrov. The Ambassador underscored our 
concerns about the bill 

Lavrov said he understood those concerns; the MFA had helped 
improve the original draft bill to accommodate some concerns 
especially related to foreign foundations 

important to keep a close eye on implementation. 


NGO REACTIONS 


7. (C) NGO activists with whom we spoke said they were not 
surprised that Putin had approved the bill. Indeed 

said they had believed Putin had signed it even before the 
new year. Our contacts were not hopeful about the bill\'s 
consequences. Some 

Lev Ponomarev 

concerns and implement the bill harshly 
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MOSCOW 00000306 002 OF 002 


acknowledged that might not occur immediately. Others felt 
that it was essential for the West 

keep stressing our concerns in order to have some bearing on 
implementing legislation and 

the legislation is carried out. Visiting A/S Lowenkron and 

DAS Kramer will join the Ambassador for a discussion of this 
issue with NGO activists in a January 17 meeting. 


COMMENT 


8. (C) Putin\'s signing of the bill came as no surprise 

the way it was announced is curious. Although any lingering 
questions about whether Putin would sign have now been 
resolved 

presumably to be addressed initially in preparation of 
\"normative regulations." For this reason 

stressing our concerns about the bill's implementation 

the visit of A/S Lowenkron and DAS Kramer offers an 
opportunity to reinforce that message. 

BURNS 
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allow Duvalier into the Dominican Republic. To further 

Haiti 

in the Dominican Republic a conference of Haitian business 
leaders or a government summit. He suggested that the 
Haitian diaspora could be called to make a more significant 
contribution. Describing his own visit to Haiti 

that though protesters had attacked his motorcade and 
attempted to kill him 

publicly downplayed the incident so as not to inflame 
Dominican emotions to retaliate. Fernandez viewed the 
USG-produced assessment of the Haitian-Dominican border as 
thorough 

of trafficking. He asked the Embassy to arrange a detailed 
briefing for his government on the contents of the 

assessment. The Ambassador used the occasion to present a 
USAID-fundedmulti-volume study of new trade opportunities for 
the Dominican Republic under CAFTA. Pleased 

suggested that his think-tank Funglode and the Embassy host a 
seminar to disseminate the information. Fernandez appeared 
to appreciate Duddy 

indicate he shares the USG view of the importance of the 
elections and of economic development as essential for a 
resolution of the crisis. Both his views on Duvalier and his 
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prudent management of Dominican public opinion suggest he 
will offer support for shared goals on Haiti. End SUMMARY 
AND COMMENT. 


(U) Dept of State Deputy Assistant Secretary Patrick Duddy 
called on President Fernandez during the evening of January 
11 

including the Defense Attach. DAS Duddy explained that he 
had just arrived from Haiti. President Fernandez asked for 
his impressions. 


(SBU) DAS Duddy explained that the Department of State is 
very involved in Haiti and described his previous experiences 
with that country. During his January 10-11 visit 

talking with MINUSTAH 

American States 

(IGOH) 

elections would be successful. President Fernandez asked why 
they would be successful this time. DAS Duddy noted that 
there was better preparation. The directors of the voting 
centers were trained and they in turn were training staff for 
the 800 voting centers. Many national identification cards 
also used for voter registration 

Voter lists are being formed and in many cases already exist. 
Both the IGOH and the Elections Board appear committed to 
the current election date of February 7 

acknowledged that there were difficulties to overcome but 


said that given the context he was optimistic. 


(SBU) DAS Duddy considered the security situation to be the 
most worrisome aspect. \"Haiti is what it is.\" A secure 
environment is difficult to achieve 

to establish the level of security necessary to hold 
successful elections 

world has the impression that the international community has 
not maintained its commitment in the past 

but successful elections can reverse that view. \"The 
elections are not an exit strategy; rather 

entry.\" A successful election process in Haiti will benefit 

the Dominican Republic. 


(SBU) \"The security situation in Haiti is dire 

Fernandez. \"It is good to have a plan 

| sensed the despair and the strong feeling of hopelessness 
prevalent in the society." 
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(SBU) DAS Duddy maintained that optimism is possible 
pointing out the strong international character of the 

efforts to support Haitian development. He noted the number 
of MINUSTAH troops (7500) 

participation in this mission 

commitment of the Southern Cone countries. 


(S) Fernandez inquired about the circumstances surrounding 
the death of Brazilian Army General Urano Teixeira da Matta 
Bacellar. DAS Duddy confirmed that all indications pointed to 
suicide. Fernandez expressed skepticism. He had met 
General Bacellar; to him 

professional of Bacellar\'s caliber. Fernandez said he 
believes that there is a small group in Haiti dedicated to 
disrupting the elections and creating chaos; that this group 
had killed MINUSTAH members in the past (a Canadian and a 
Jordanian 

would be more violence against MINUSTAH forces as the 
election date approaches. The President said he knew of a 
case in which a Brazilian MINUSTAH member had killed a 
sniper. Although he allowed that Bacellar\'s death might be 
due to an accidentally self-inflicted wound 

the Brazilian government is calling the death a suicide in 
order to protect the mission from domestic criticism. A 
confirmed assassination would result in calls from the 
Brazilian populace for withdrawal from Haiti. Success in 

this mission is vital for President Lula of Brazil 

it is part of his master plan to obtain a permanent seat on 
the U.N. Security Council. 


(SBU) DAS Duddy restated his understanding that the evidence 
pointed to suicide and that the specific circumstances of the 
other assassinations in all likelinood ruled out a conspiracy. 


(S) Fernandez elaborated further on his hypothesis: there was 
a cover-up of an assassination and that more attacks would 
occur. He was firm in this view and repeated the warning. 


(S) The Ambassador asked who might be behind such an attack. 
Fernandez said he did not know. He commented that in the case 
of the demonstrations against his visit to Port au Prince in 
December 2005 

the effort. Fernandez said that Philippe had people working 

for him inside the National Palace. 


Fernandez\'s Visit to Haiti 


(U) DAS Duddy praised Fernandez on his handling of the 
aftermath of the Port au Prince demonstrations. 
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(SBU) Fernandez retrieved from his desk a book of photos from 


the visit. He described his visit to the National Palace in 

Port au Prince: the growing crowd 

of security 

leaving 

helicopters and MINUSTAH troops in rescuing the motorcade. 


(S) He said that entities within Haiti had killed MINUSTAH 
troops via sniper attack on previous occasions 

believed they would do so again. Their goal was chaos. 
\"Imagine 

they had killed me in Haiti. There would have been wholesale 
persecution of Haitians in the Dominican Republic.\" For this 
reason he had downplayed the incident to the press 

truth was that it had been very serious. 


No Visa for \"Baby Doc\" 


(C) DAS Duddy agreed that there are those who want to disrupt 
the elections. He was not convinced that this was part of a 
planned effort to assassinate MINUSTAH members. Duddy 
stressed that the next few weeks were vitally important for 

Haiti 

remained committed to a successful outcome. He advised the 
President that Baby Doc Claude Duvalier was trying to 
return to Haiti and urged Fernandez not to allow Duvalier to 
obtain a visa for the Dominican Republic so as to pass 

through en route to Haiti. Fernandez agreed that the arrival 

of Duvalier would be detrimental to the process and said that 
Duvalier would not be permitted into the Dominican Republic. 
(Note: Foreign Minister Carlos Morales Troncoso told Duddy on 
January 12 that strict instructions to this effect had 

already been issued to all Dominican diplomatic missions.) 


Border Assessment 


(SBU) DAS Duddy inquired about the USG interagency Border 
Assessment delivered to the President in mid-December. 
Fernandez called it Wa good report" and commented on its 
thoroughness. He raised the reports that day of deaths of 24 
Haitian migrants who had suffocated inside the locked freight 
container of truck while being smuggled across the Dominican 
Republic. Improved security on the border would help to 
prevent such events 

indications that that there had been military and official 
complicity in this event. 


(SBU) Fernandez stressed the importance to him of a formal 
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presentation to the Dominican government of the interagency 
border assessment. This could be part of a day-long workshop 
during which members of the assessment team would present 
(Wvia PowerPoint") the results of the assessment. Such a 
presentation would be necessary in order to convince the 
Dominican people of the importance of improving border 
security. The Ambassador commented that Embassy staff might 
be able to make the presentation 

team were not available. 


(U) The President asked if the public presentation of the 
border assessment report could take place \"next week!" 
(January 17-20) 

without this taking place. \"This is a priority 


\"State Building 


(C) Fernandez asked ifthere was any prospect of stability in 
Haiti after the elections. He had been the first Dominican 
president to visit the country in 65 years 

\"and perhaps the last for the next 100.\" He described his 


impression from the visit of a pervasive feeling of 
hopelessness 

in the streets showed no reaction to the passing presidential 
motorcade. This contrasted with his experience elsewhere in 
the world 

of being beaten down by dictatorships and bad governments. 
Duddy replied that the international community had an 
opportunity to turn this around now. Real improvement is 
possible. 


(SBU) Fernandez said the mission in Haiti wasn\'t 
\"peacekeeping\" 

the Dominican Republic had successfully incorporated the 
contributions of expatriate Dominicans into the development 

of a successful Dominican democracy. He thought Haiti should 
call in similar fashion on its expatriate community. DAS 

Duddy agreed that this could be a very useful approach. 


(SBU) When asked by the Ambassador if he could assist in the 
organization of the Haitian expatriate community. Fernandez 
offered to hold a conference in the Dominican republic of 
Haitian business leaders 

Such an event could not take place in Haiti 

experiences with poor security there. 


Narcotics 
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(SBU) The Ambassador raised U.S. concerns about narcotics 
trafficking. Fernandez stated that the purpose of the border 
assessment had been to identify ways to stop all kinds of 
trafficking: drugs 

implementation of the border assessment recommendations 
("development of a modern borden") would achieve this. 


(C) The Ambassador mentioned that Secretary of the Armed 
Forces Admiral Pared Perez had told journalists about a plan 

to develop a separate border force under armed forces command 
and control. Fernandez downplayed those comments 

that they were not part of any developed strategic plan. The 
implication was that the approach was an idea only of Pared 
Perez. 


(SBU) Fernandez spoke about the success of the \"Barrios 
Seguros" program 

neighborhoods of the capital to cut down on crime. In one 
particular neighborhood there had only been one murder in the 
past five months. He described plans to hire university 
students to patrol 


CAFTA-DR Best Prospects 


(SBU) The Ambassador closed the encountering by presenting to 
Fernandez copies of a USAID-financed study that identified 

the products that offered the best export prospects under 
CAFTA-DR. Accepting the five thick binders and a CD with a 
related application 

a date for public presentation of these materials. 


(U) Departure conversation turned to the film \"The Good 
Shepherd 

Domingo and Santiago. Fernandez spoke of the need to promote 
the country as a site for movie production. This would be 

another way for the country to become a showcase for Latin 
American democracy. 


2. (U) Drafted by Defense Attach Lt. Col William Tucker. 


3. (U) This piece and others in our series can be consulted 


at our SIPRNET web site 
(http://www.state.sgov.gov/p/wha/santodomingo) along with 
extensive other material. 
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Development (JAED)\" that was just getting off the 
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ground at the end of 2005. These developments will 
likely lead to expanded investment opportunities in 
Jordan for U.S. investors. 


Jordan\'s investment laws treat foreign and local 
investors equally 

per regulation No. 54 of 2000 

Investments Promotion Regulation\"): 


-- Under the terms of the U.S.-Jordan FTA 
periodical publications is restricted to Jordanian 
natural persons or Jordanian juridical entities wholly 
owned by Jordanians. 


-- Under the same agreement 

limited to 60 percent ownership in printing/publishing 
and in aircraft or vessel maintenance and repair 
services. 


-- Also under the FTA 
50 percent ownership in the following businesses and 
services: 


Architectural services 
Engineering Services 
Urban planning and landscape architectural services 
Leasing or rental services relating to other machinery 
and 

equipment(excluding engines and turbines) 
Advertising Services 
Geo-technical testing 
Placement and supply services of personnel 
Related scientific and technical consulting services 
(part of CPC 

8675) 
exploration 

Exploitation and map making. 
Motion picture and video- tape production and 
distribution 

services 
Motion pictures projection services 
Sound recording 
General Construction Work for Buildings 
General Construction Work for Civil Engineering 
Installation and Assembly work 
Building Completion and Finishing Work 

excluding site preparation work for mining 
Wholesale Trade (Except wholesale trade of firearms or 
pharmaceuticals) 
Retailing Services (Except retail trade of 
pharmaceuticals) 


Column 3 
Franchising 
Refuse Disposal Services: Collection and treatment of 
solid waste 
services (part of CPC 9402) excluding collection and 
treatment 
of hazardous waste. 
Agency services 
Hotel and Motel Lodging services 
Meal serving services with full restaurant services 
Meal serving services in Self-serving facilities 
(cafeterias) 
Beverage serving services for consumption on the 
premises 
excluding casinos 
Air catering services 
Travel agencies and tour operators 
Passenger transportation 
Freight transportation 
Rental services of sea-going vessels with operator 
Storage and warehousing services 
Shipping agents 
Maritime freight forwarding services 
Food supply catering 
Rental of vessels with crew 
Maintenance and repair of vessels 
Pushing and towing services 
Computer reservations systems 
Freight forwarding services 
Packing 
Freight inspection services 
inspection for 
customs valuation purposes on imports 


The FTA Annex 3.1 has a complete listing of limitations 
on investments and may be found at the following 

internet address: 
http://www.ustr.gov/Trade_Agreements/Bilatera l/Jordan/S 
ection_Index.html 


Foreign investors may not have whole or partial 
ownership of: 


-- Investigation and security services; 

-- Sports clubs (except for health clubs); 

-- Stone quarrying for construction purposes; 
-- Customs clearance services; and 


-- Land transportation of passengers and cargo using 
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trucks 


A minimum capital requirement of JD 50 

is set for foreign investors. This requirement does not 
apply to participation in public shareholding 
companies. 


There is no formal screening or host government 
selection process for foreign investment. However 
investors in large projects find that the informal 
approval of local and central government officials 
helps to ensure governmental cooperation in project 
implementation. 


The law stipulates that expropriation is prohibited 
unless deemed in the public interest. lt provides for 
fair compensation to the investor in convertible 
currency. 


The government plans to accelerate and broaden the 
privatization program. As regards the power sector 
Jordanian Government has created separate generation 
transmission 

and EDCO) and has established an effective regulatory 
body for the industry. A new electricity law has been 
passed paving the way for the privatization of the 

sector through a new regulatory and tariff regime. 


The GOJ sold its remaining 14.3% stake of the Jordan 
Cement Factories Company to the social security 
corporation in February 2002. In 2000 

of Jordan Telecom shares to JITCO 

Telecom owned company. The GOJ sold an additional 10.5% 
of Jordan Telecom shares via an initial public offering 
(IPO) in October 2002. In October 2003 

half of its 52% stake in the Arab Potash Company to a 
strategic Canadian partner. The Government is committed 
to hold its remaining 26% in the company until the end 
of 2006 

shares. The government continues to consider its 
options in the privatization of Royal Jordanian (RJ) 
Airline\'s operating division. The government concluded 
the sale of 80 percent of RJVs aircraft maintenance 
division. RJ\'s engine overhaul facility is also for 

sale. In addition 

ofthe Jordan Civil Aviation Authority with the goal of 
privatizing all but its core regulatory functions. Non- 
core areas likely to be sold off or put under private 
management in the medium term include all three civil 
airports 

airport hotel. 
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Jordan has also announced that it intends to sell a 

majority stake as well as management control in the 

Jordan Phosphate Mines Company. A management contract 
for the handling of the container terminal in the port 

of Aqaba was signed with a Danish company in March 2004 
and a tender for a 25-year contract is under review. An 
international consortium has arranged to develop a 400 

km gas-pipeline from Agaba to Syria on a BOO basis 

be completed in early 2006. The postal service has been 
transformed into a public shareholding company pending 

its eventual privatization. The Government expects to 
conclude major privatization deals in 2006 in the 

electricity generation and distribution sectors and the 
Phosphate company. The government also expects to sell 
its remaining shares in Jordan Telecom (about 42% of 

the company) in early 2006 

managed by Jordan Investment Corporation. 


While these efforts have combined to make Jordan\'s 
investment climate more welcoming 

investors have reported \"hidden costs when investing 
in Jordan due to bureaucracy 

regulations and conflicting jurisdictions. As they 

would in other countries 

diligence in exploring investment opportunities and 
concluding purchases. 


Conversion and Transfer Policies 


Jordan\'s liberal foreign exchange law entitles foreign 
investors to remit abroad 

foreign currency 

all returns 

liquidation of investment projects. Non-Jordanian 
administrative and technical employees are permitted to 
transfer their salaries and compensation abroad. 


The Jordanian Dinar is fully convertible for all 
commercial and capital transactions. The JD is pegged 
to the U.S. dollar at an exchange rate of approximately 
1 JD to US $1.41. 


Licensed money-exchangers are supervised by the central 
bank 

depending on market conditions. Unlike banks 

not pay the central bank commissions for exchange 
transactions 

banks. 
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Other foreign exchange regulations include: 


--Non-residents are allowed to open bank accounts in 
foreign currencies. These accounts are exempted from 
all transfer-related commission fees charged by the 
central bank. 


-- Banks are permitted to purchase an unlimited amount 
of foreign currency from their clients in exchange for 

JD on a forward basis. Banks are permitted to engage in 
reverse operations involving the selling of foreign 
currency in exchange for JD on a forward deal basis for 
the purpose of covering the value of imports. 


-- There are no restrictions on the amount of foreign 
currency that residents may hold in bank accounts 
there are no ceilings on the amount residents are 
permitted to transfer abroad. 


-- Banks do not require prior central bank approval for 
the transfer of funds 

transfers 

to monitor bank wire transfers to boost Jordan\'s 
ability to participate in the global fight against 

illicit financial flows. 


Expropriation and Compensation 


There are no known cases where the government has 
expropriated the private property of an investor. 
Dispute Settlement 


Under Jordanian law 

party arbitration or an internationally recognized 
settlement of disputes. The Jordanian government 
recognizes decisions issued by the International Center 
for the Settlement of Investment Disputes (ICSID) 
which it is a member. Jordan is also a member of the 
New York Convention of 1958 on the recognition and 
enforcement of foreign arbitral awards. In cases where 
the government (or its agencies) is a party to the 
dispute 

courts if an out-of-court settlement is not 

forthcoming. Jordan abides by WTO dispute settlement 
mechanisms. Dispute settlement mechanisms under the FTA 
are consistent with WTO commitments. 


Article IX of the Bilateral Investment Treaty (BIT) 
establishes procedures for dispute settlement. 
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A dispute between a U.S. investor and the Jordanian 
government that was brought before an ICSID tribunal in 
2002 was settled in May 2004. 


In another instance 

joint venture with a state-owned Jordanian corporation 
found that the management contract for that Jordanian 
SOE partner had been given to a rival without prior 
consultation. With substantial support from the 
Embassy 

of the foreign investor. 


Jordan\'s Legal System 


In the legislative process 

various ministries are then submitted to the cabinet 
and subsequently presented to the lower house of 
parliament for consideration. Once passed by the lower 
house 

laws require royal assent and must be published in the 
Official Gazette before they come into force. 


According to the constitution 

independent of other branches of the government. In 
some cases 

interference by the executive. 


The constitution classifies the judiciary into three 
categories: religious courts 

Military court 

regular courts. Verdicts rendered by the Jordanian 
judiciary are based on decisions made by a judge or a 
panel of judges. 


General legal provisions are incorporated within the 
Civil Code 
governs the nature of the specific relationship. 


Commercial activities are governed by the Commercial 
Code. Business contracts 

commission agency contracts 

provisions. Financial papers such as checks and 
promissory notes are also dealt with under the 
Commercial Code. 


Various provisions in the Commercial Code 

Code 

insolvency. A temporary Bankruptcy Law came into force 
in 2002. 
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Performance Requirements/Incentives 


Following Jordan\'s accession to the WTO 

Related Investment Measures (TRIMS) agreement came into 
force. Investment and commercial laws do not contain 

any trade-restrictive investment measures and have 
generally been in compliance with TRIMS. 

Investment incentives take the form of income tax and 
custom-duties exemptions 

Jordanian and foreign investors. 


The country is divided into three development areas: 
Zones A 

developed areas of Jordan 

exemptions. 

However 

railway investments are classified as Zone C 
irrespective of location. Hotel and tourism-related 
projects set up along the Dead Sea coastal area 
leisure and recreational compounds 

exhibition centers receive Zone A designations. 
Qualifying industrial zones (QIZs) are zoned according 
to their geographical location 

an exemption. The three-zone classification scheme does 
not apply to nature reserves and environmental 
protection areas 

consideration. 


Specifically 


-- Exemptions from income and social services taxes of 
up to ten years for projects approved by the Investment 
Promotion Committee (which includes senior officials 
from the Ministry of Industry and Trade 

Department 

the Director General of the Jordan Investment Board) 
in accordance with the designated zone scheme: 


-- 25 percent tax exemption for Zone A 
-- 50 percent tax exemptions for Zone B 
-- 75 percent tax exemptions for Zone C 


An additional year of these tax exemptions is granted 
to projects each time they undergo expansion 
modernization 

increase in their production capacity for a maximum of 
four years. 


-- Capital goods are exempt from duties and taxes if 
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delivered within three years from the date of the 
investment promotion committee\'s approval. The 
committee may extend the three-year period if 
necessary. 


-- Imported spare parts related to a specific project 

are exempt from duties and taxes 

value does not exceed 15 percent of the value of fixed 
assets requiring spare parts. They should be imported 
within ten years from a projects commencement date. 


-- Capital goods used for expansion and modernization 
of a project are exempt from duties and taxes 

they result in at least a 25 percent increase in 
production capacity. 


-- Hotel and hospital projects receive exemptions from 
duties and taxes on furniture and supply purchases 
which are required for modernization and renewal once 
every seven years. 


-- Increases in the value of imported capital goods are 
exempt from duties and taxes if the increases result 
from higher freight charges or changes in the exchange 
rate. 


--In addition to the Investment Promotion Law 
additional exemptions are granted to investments within 
industrial estates designated as Special Industrial 
Zones. 


-- Industrial projects are granted exemptions on income 
and social services taxes for a two-year period. 
Established industrial facilities that relocate to an 
industrial estate also receive this benefit. 


-- Industrial projects are granted property tax 
exemptions throughout their lifetime. 


-- Industrial projects are granted partial or full 
exemptions from most municipality and planning fees. 


To promote exports 
following incentives: 


-- Net profits generated from most export revenues are 
fully exempt from income tax. Exceptions include 
fertilizer 

to exports governed by specific trade protocols and 
foreign debt repayment schemes. Under the WTO 
exemption is extended until the end of 2005 and is 
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expected to be extended again 

the end of 2007. 

-- Foreign inputs used in the production of exports are 
exempt from custom duties and all additional import 
fees on a reimbursable or drawback basis. 

In addition 

be eligible for further incentives and exemptions. For 
example 

guarantees and guest workers\' work fees in all QIZ 
factories. Recommendations are being considered to ease 
and speed up the transport of QIZ production input and 
output materials. 


Foreign investors can bid for government-commissioned 
research and development programs that are slated for 
international or mixed bidders. Otherwise 

find a Jordanian partner. This qualification will be 
dropped if Jordan accedes to the WTO\'S Government 
Procurement Agreement (GPA) 

entities offer in 2004. 


Investors have been hampered by a performance 
requirement related to imports -- the so-called DAMAN 
program -- a product conformity standards measure that 
has been enforced through pre-shipment inspections. The 
program has not been implemented in a transparent 
manner and appears to be inconsistent with WTO 
principles of national treatment and non- 

discrimination. The government in 2005 exempted from 
DAMAN procedures certain imports from specified \"low 
risk\" countries (including those from the United 

States) and was looking into means to reduce further 
the problems with DAMAN at the end of the year. 


Right to Private Ownership and Establishment 


In general 

ownership permit domestic and foreign entities to 

establish and own businesses and engage in remunerative 
activities. However 

and national security are subject to different 

provisions and procedures. 


Foreign companies may open representative (regional) 
and branch offices; branch offices may carry out full 
business activities 

as liaisons between head offices and Jordanian or 
regional clients. The Ministry of Industry and Trade 
manages the government\'s policy on setting up regional 
and branch offices. 
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No foreign firm may import goods without appointing an 
agent registered in Jordan; the agent may be a branch 
office or a wholly owned subsidiary of the foreign 

firm 

ownership in certain sectors. The agents connection to 
the foreign company must be direct 

or intermediary. A Commercial Agents and Intermediaries 
Law governs the contract between foreign firms and 
commercial agents. It clearly delineates the 

distinction between commercial agency and distribution 
contracts relationships. Private foreign entities 

whether licensed under sole foreign ownership or as a 
joint venture 

companies. 


Foreign nationals and firms are permitted to own or 
lease property in Jordan for investment purposes and 
personal use 

reciprocal property ownership rights for Jordanians; 
property intended for investment should be developed 
within five years from the date of approval. Depending 
on the size and location of the property 

Surveys Department 

of Finance or the Cabinet are the authorities that 
approve foreign ownership of land and property. Foreign 
companies holding a majority share in a Jordanian 
company 

automatically obtain national treatment with respect to 
ownership of land where the companys business 
objectives require (e.g. 

ownership of land or real estate. 

Protection of Property Rights 


Interest in property (moveable and real) is recognized 
enforced and recorded through reliable legal processes. 
The legal system facilitates and protects the 

acquisition and disposition of all property rights. 


Prior to its accession to the WTO 

several new laws to improve protection of intellectual 
property rights (IPR) 

trademarks. TRIPS (Trade Related Aspects of 
Intellectual Property Rights)-consistent laws now 
protect trade secrets 

semiconductor chip designs. The law requires 
registration of copyrights 

Copyrights must be registered at the National Library 
part of the Ministry of Culture. Patents must be 
registered with the Registrar of Patents and trademarks 
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at the Ministry of Industry and Trade. Jordan has 
signed the Patent Cooperation Treaty and to the 
protocol relating to the Madrid Agreement Concerning 
the Registration of Marks but ratification was still 
pending at the end of 2005. Jordan\'s pharmaceutical 
industry generally abides by the new TRIPS-consistent 
Patent Law. In addition 

committed to even stronger enforcement of IPR 
particularly in the pharmaceutical sector. lt acceded 

to the World Intellectual Property Organization (WIPO) 
treaties on copyrights (WCT) and performances and 
phonographs (WPPT). Jordanian firms are now seeking 
joint ventures and licensing agreements with 
multinational partners. 


Jordan\'s record on IPR enforcement has improved. 
However 

procedures are still not completed and are in need of 
further refinement. As a result 

record on IPR protection remains mixed. A sizeable 
portion of videos and software sold in the marketplace 
continues to be pirated. Enforcement action against 
audio/video and software piracy is growing in quantity 
and improving in its targeting capability 

successful prosecution of piracy cases remains spotty. 
Government committees convened in 2005 are examining 
means to provide more comprehensive protections to IPR 
including through more stringent enforcement of 

existing laws. 


Transparency of the Regulatory System 


The government is slowly implementing policies to 
improve competition and foster transparency. These 
reforms aim to change an existing system that can be 
influenced greatly by family affiliations and business 
ties. Although in many instances bureaucratic 
procedures have been streamlined 

procedures still present problems for foreign and 
domestic investors. The arbitrary application of 
customs 

regulations 

government 


In 2005 

strategy to promote e-government. The government has 
pledged to make its services 

procurement procedures more accessible and transparent 
via e-government. 
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Efficient Capital Markets and Portfolio Investment 


Jordan\'s capital market capitalization reached US $41 
billion at the end of Nov 2005 (around 356 percent of 
GDP) 

established in 1978. 


The Amman Financial Market (AFM) is divided among the 
Jordan Securities Commission (JSC) 

Exchange (ASE) and the Securities Depository Center 
(SDC). The SDC is the custodian for all transaction 
contracts 

established as the government\'s supervisory and 
monitoring agency for the capital market in Jordan. The 
government passed the Securities Law in 2002 

brought it more in line with international best 

practices. 


There are 47 brokerage firms and 200 listed public- 
shareholding companies on the ASE that cover the First 
and Second markets. At the end of November 2005 
owned by non-Jordanians represented 45.3 percent of the 
ASE market capitalization 

36.4 percent and other foreigners own 8.9 percent. 


The ASE also suffers from intermittent liquidity 
problems 

prone to speculative movements. Structural problems 
(such as lack of transparency 

and the dearth of mutual funds) have been exacerbated 
by the insufficiency of institutional buying and 

wavering investor confidence. 

The Central Bank 

conducts regular auctions of six-month treasury bills 
and three-year treasury bonds. Treasury bonds and bills 
and development bonds (equivalent to Treasury Bonds) 
are listed on the ASE. . Trading volume for the first 

11 month of 2005 was JD 2.2 million (US $3.1 million). 
New issues for the same period reached JD 614 million 
(US $866 million). The Ministry of Finance has been 
issuing bonds of differing maturities since 2002. The 
Central Bank also introduced a primary dealer plan 
designed to increase liquidity in the secondary market 
though the program has to this point been unsuccessful 
in achieving this goal. A Public Debt Law allows for an 
increase in the volume of bond and bill issuance by the 
Treasury. 


Government bond and bill ownership is registered in 
book-entry form at the Central Bank. Commercial banks 
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maintain sub-registries. Foreign investors are welcome 
to participate in auctions and to purchase government 
securities. 


The corporate bond market remains under-developed 
continues to be over-shadowed by traditional direct 
lending. One reason is rigid interest rates; another 

relates to the absence of a secondary market for such 
issues. Increasingly 

introducing new products and corporate bond issues. New 
bond issues for the first 11 months of 2005 totaled JD 
50.6 million (US $70.4 million) 

million (US $244 million) in 2004. 


One flaw in the credit market is the lack of long-term 
credit 

deposit structure. On average 

are extended for periods of 1-3 years 

loans may reach up to 7 years. Long-term financing had 
been stymied by the Ottoman-era law stipulating that 
total interest payments over the life of a bond could 

not be greater than the principal amount 

effectively impeding the development of longer-maturity 
fixed-income instruments. However 

scrapped this requirement 

maturities and increased volumes. 


The absence of long-term credit discourages projects 
requiring long development periods. As a consequence 
large investment projects often resort to foreign 
markets to raise capital. 


The Central Bank of Jordan (CBJ) is the banking 
system\'s regulatory authority. Jordanian banks have 
recovered from an economic slow-down of the late-1990s 
and in 2005 the CBJ estimated that non-performing loans 
totaled less than 20 percent of all loans. 


A banking law 

efficiency 

depositors\' interests 

guards against the concentration of lending 

includes articles on new banking practices (e-commerce 
and e-banking) and money laundering. The CBJ has issued 
a number of circulars throughout 2003-2005 to implement 
money-laundering regulations that are consistent with 

the recommendations of the OECD\'s Financial Action Task 
Force 

regulations. Toward this end 

Financial Intelligence Unit (FIU). It also allows 

market forces greater influence to encourage the 
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development of financial markets. In addition 

set up a separate and independent Deposit Insurance 
Corporation in late 2000 that ensures deposits of up to 
JD 10 

the liquidator of banks as directed by the CBJ. 


The CBJ established a credit bureau for bounced checks 
in 2001. The bureau requires banks to report on a 

timely basis the names of account holders with bounced 
checks. Following a third report of a bounced check 

the CBJ circulates the names of the account holders to 
all banks with instructions to withhold check-books and 
any other facilities for a certain period of time. 

As of the end of 2004 

Bank were the two largest banks in Jordan 

assets of US $27.34 Billion and US $3.53 billion 
respectively. The difference between their asset bases 
owes to the vast difference in their scope of 

operations; the Arab Bank has a worldwide presence 
while the Housing Bank\'s prime focus is the local 
market. Although the Central Bank distinguishes between 
\"investment banks" and commercial banks!" 
significant differences in the operations of the two. 


Banks offer loans 

facilities. Investment banks are not permitted to 
extend overdraft facilities. The Central Bank permits 
banks to extend loans and credit facilities in foreign 
currency. In such cases 

be in the denominated foreign currency. 


A number of banks have established mutual funds. New 
capital instruments such as commercial paper and 
convertible bonds are under consideration. In addition 
to long-term instruments 

selling 

some banks. 


Two individuals were convicted and sentenced to long 
jail terms for the embezzlement of around US $120 
million in February 2002 

Jordanians and loans drawn from three banks. The 
Central Bank took adequate action to reassure 
depositors and restore calm to the market. In addition 
the sector did not suffer any significant shocks during 
the 2003 war in Iraq either due to significant exposure 
to trade with Iraq or to runs on bank deposits at the 
outbreak of the conflict. As a result 

the banking system and its resilience are not in 
question. Iraqi Government assets in Jordanian banks 
were frozen in early 2003 and US $250 million was 
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returned to the Development Fund for Iraq. 


With respect to ownership and participation in the 
major economic sectors in Jordan 

discrimination against foreign participation. In fact 
many Jordanian businesses seek foreign partners 

are perceived as the key to increased competitiveness 
and easier entry into international markets. 


There are a number of internationally recognized 
accounting and auditing firms in Jordan. The 
government\'s accounting and auditing regulations are 
consistent with international standards and are 
internationally recognized. 


Political Violence 


Some incidents of political violence and terrorist 
activities have occurred in Jordan 

November 9 

August rocket attack in Agaba. The hotel bombings 
targeted foreign business interests 

were limited to the hotel industry. Other industries 
with foreign business interests have remained 
unaffected by political violence. While Jordan enjoys 
political stability 

in the West Bank and Gaza or Iraq 

demonstrations of anti-U.S. hostility. 


The government of Jordan is proactive in maintaining 
public security 

preventing terrorist attacks 

efforts since the November 9 attacks. The potential for 
politically motivated violence 

Visitors should consult current State Department public 
announcements. 


Corruption 


Corruption is a crime in Jordan. The General 
Intelligence Directorate (GID) has an anti-corruption 
department that is responsible for combating bribery 
extortion 

establish similar 

security service so far have not been successful. A 
draft financial disclosure law requiring public office 
holders and specified government officials to declare 
their assets is under consideration in parliament. 


Column 3 

Influence peddling and a lack of transparency have been 
alleged in government procurement and dispute 
settlement. \"Wasta\" 

other personal connections to advance personal business 
interests 


Bilateral Trade/Investment Agreements 


A Free Trade Agreement (FTA) between the U.S. and 
Jordan entered into force in December 2001. The 
agreement mandates that a free trade area between the 
two countries will be attained following a gradual 
phasing out of import duties and other trade barriers 
over ten years. The agreement incorporates labor 
environmental 

provisions. 


A Bilateral Investment Treaty between Jordan and the 
United States entered into force in 2003. The agreement 
provides reciprocal protection of Jordanian and U.S. 
individual and corporate investments. 


Jordan is a member of a pan-Arab accord on facilitating 
the movement of capital between Arab countries. 
Countries that have signed the accord include Jordan 
UAE 

Kuwait 

Lebanon. 


An economic association agreement between Jordan and 
the European Union that establishes free trade over a 
twelve-year period entered into force in 2002. This 
agreement calls for the free movement of capital 

well as cooperation on development and political 

issues. 


In 2004 

Singapore. In the same year 

Agadir trade agreement with Egypt 

and upgraded its trade agreement with Israel to take 
advantage of accumulation of content provisions in the 
EU\'s Pan-Euro-Mediterranean trade rules of origin. 


OPIC and Other Investment Insurance Programs 


Investments in Jordan are eligible for Overseas Private 
Investment Corporation (OPIC) insurance and private 
financing. 
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Jordan is also a member of the Multilateral Investment 
Guarantee Agency (MIGA) 

guarantees investment against non-commercial risks such 
as civil war 

program covers investments in Jordan irrespective of 

the investor\'s nationality 

Jordanian investments abroad. 


Several European countries have official debt-for- 
equity swap programs that are open to investors of all 
nationalities. 


The rate of population growth (births minus deaths and 
factoring in migration) is about 2.5 percent a year. 

50% of the population is under the age of 20. In 
general 

rates approach 95.2 percent for men and 86.7 percent 
for women. Jordan has a labor force of 1.47 million and 
an unemployment rate of approximately 13.4 percent. 


The officially estimated 218 

Jordan work primarily in unskilled sectors 
construction 

constitute around 15 percent of the labor force. The 
Ministry of Labor regulates foreign worker licensing 
licensing fees 

liability. Among its responsibilities 

approves the hiring of professional foreign workers by 
private businesses. Non-citizens are not permitted by 
law to join unions 

Trade maintains that such workers enjoy any benefits 
and protections that unions obtain. 


Labor unions serve primarily as intermediaries between 
workers and the Ministry of Labor 

collective bargaining on behalf of workers. In order to 
strike 

government. Currently 

in Jordan 

Jordanian Trade Unions. Estimates put union membership 
at 10 percent of the labor force. In addition to the 17 
unions 

active in Jordan 

membership. While these associations occasionally take 
on characteristics of traditional unions 

primarily political bodies. About 30 percent of the 

total labor force 

belongs to either a union or a professional 
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association. 


Article 28 of the Labor Law specifies the conditions 
under which an employer can discharge a worker without 
notice. Article 31 allows employers to lay off 
employees if economic or technical circumstances 
necessitate reorganization. The law does not require 
employers to include retirement plans in their 
employment package. However 

provide retirement benefits when the worker was 
contracted 

commitment. The Social Security Law stipulates that if 
the employer has more than five employees 

enrolled in the social security system. The Labor Law 
also addresses worker compensation and outlines 
compensatory categories for work-related injuries. 
Article 67 provides unpaid maternity leave for a 
maximum of one year for mothers working in firms 
employing 10 or more workers 

full pay for 10 weeks of maternity leave. The law 
provides for 14 calendar days of annual leave for 
employees during the first five years with the 
employer 

successive service. This law places Jordan in 
compliance with international and Arab labor 
agreements. 


Foreign Trade Zones/Free Trade Zones 


The Zarga Free Zone is Jordan\'s major free zone area. 
Other areas include the Sahab Industrial Estate Free 
Zone 

the Gateway Qualifying Industrial Zone. 


In May 2001 

and surrounding area into a special economic zone (SEZ) 
with streamlined bureaucracy 

facilitated customs handling. 


Both Jordanian and foreign investors are permitted to 
invest with few restrictions in trade 

industrial projects in free zones. Industrial projects 
must fulfill one of the following conditions: 


-- New industries which depend on advanced technology; 


-- Industries requiring raw material and/or locally 
manufactured parts that are locally available; 


-- Industries that complement domestic industries; 
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-- Industries that enhance labor skills and promote 
technical know-how; 


-- Industries providing consumer goods 
contribute to reducing market dependency on imported 
goods. 


The following incentives are granted to investors in 
the designated free zones: 


-- Profits are exempt from income and social services 
taxes for a period of twelve years 

of profits generated from storage services that involve 
goods released to the domestic market. 


-- Salaries and allowances payable TO non-Jordanian 
employees are exempt from income and social services 
taxes. 


-- Goods imported to and/or exported from free zones 
are exempt from import taxes and customs duties 
the exception of goods released to the domestic market. 


-- Industrial goods manufactured in free zones enjoy 
partial customs duties exemption once released to the 
domestic market 

value of local inputs and locally incurred production 
costs. 

-- Construction projects are exempt from licensing fees 
and urban property taxes. 


-- Free transfer of capital invested in free zones 
including profits. 


Qualifying Industrial Zones (QIZs) 


Approved goods produced in a \"Qualifying Industrial 
Zone\" (QIZ) can be imported into the United States free 
of duty if they involve economic cooperation between 
Jordan and Israel 

content comes from the QIZ 

Bank/Gaza. This makes investment in a QIZ particularly 
attractive to industries whose products are assessed 
with high tariffs when they are imported into the U.S. 
There are currently 13 QIZs 

publicly owned; the remaining ten are privately owned. 
As of December 2005 

been concentrating on garment exports. Since 1999 
QIZs have attracted US $450 million in capital 
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investments 
the U.S. 


Foreign Direct Investment Statistics 


Official statistics on foreign direct investment (FDI) 
are not publicly available. 


The UNCTAD\'s World Investment Report 2005 estimates FDI 
inflows into Jordan at US $64 million 

$620 million for 2002 

Jordan Investment Board approved foreign investment 
projects worth about US $118 million 

$381 million for the years 2003 

respectively. The following statistics should be 

interpreted as indicating trends rather than exact 

figures. Note that figures may differ from previous 

years due to revisions in the data series. 


Total Registered Capital by Economic Sector 


(USD 
2003 2004 
2005 
Sector 
USD USD USD 

Industry 1 
1 

28.5% 27.2% 
27.7% 
Trade 1 
2 

20.8% 21.5% 
22.6% 
Agriculture 132 
159 

17.6% 20.4% 
25.0% 
Construction 319 
361 

2.4% 2.4% 
4.6% 
Services 1 
2 

43.5% 39.3% 


38.7% 
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Total 5 
7 

29.5% 28.3% 
29.4% 


Annual Registered Capital Inflows by Economic Sector 
(USD) 
2003 2004 2005 

Sector 

USD USD USD 
Industry 28 
93 
foreign 32.5% 12.9% 
35.4% 
Trade 246 
145 
foreign 63.8% 32.1% 
37.9% 
Agriculture 2 
19 
foreign 29.0% 70.1% 
58.0% 


Construction 9 

30 

foreign 1.9% 2.3% 
27.5% 


Services 43 

603 

foreign 16.9% 8.4% 
36.8% 


Total 330 

892 

foreign 52.8% 15.9% 
37.0% 


(* The Percentage Figure Reflects the Size of Foreign 
Capital to Total Capital) 


(Source: Ministry of Industry and Trade) 
According to these measurements 
Inflows as a percentage of GDP at current market prices 


are: 


2003 2004 2005 
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(Projected) 

Nominal GDP (JD million) 7 

9 

Nominal GDP (USD million) 10 

12 

FDI Stock 16.2% 15.1% 
16.2% 

FDI Inflows 2.3% 3.3% 
5.0% 


Total Foreign Registered Capital by Country of Origin 
(USD) 

2003 2004 
2005 


Country of Origin 


1 Jordanian 3 

4 

2 Saudi 297 
413 

3 Iraqi 236 
383 

4 Egyptian 214 
230 

5 Kuwaiti 147 
173 

6 UAE 144 
168 

7 Syrian 152 
166 

8 Libyan 61 
61 

9 British 45 
57 

10 Qatari 47 
48 

11 American 31 
38 

12 Indian 35 
36 

13 Lebanese 31 
35 

14 Palestinian 18 
25 

15 Sudanese 24 
25 

16 Japanese 14 
16 


Column 3 

17 Chinese 8 

16 

Total 5 

7 

(Source: Ministry of Industry and Trade) 


NOTE ON PREVIOUSLY LISTED DANISH FDI: 


Registration statistics issued by the Ministry of 

Industry and Trade include all companies with the 
exception of publicly listed companies. The statistics 

on FDI differ each year because some privately held 
companies are subsequently listed on the Amman Stock 
Exchange. An important example is Jordan Telecom - 
France Telecom invested in Jordan Telecom through a 
Danish subsidiary 

FDI is now classified as portfolio investment and not 
included in the above FDI statistics. 


END TEXT OF INVESTMENT CLIMATE STATEMENT 
HALE 
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changes to Pertamina 

audits 

over distribution of 10 percent of the proceeds of the 
prospective Cepu agreement to the provinces of West and 
Central Java had been resolved. The Ambassador noted that 
Exxon-Mobil had offered a quite generous approach for an 
\"integrated leadership\" and that any settlement that put 
Pertamina rather than Exxon-Mobil in the lead would allow 
Pertamina to follow its old ways with no positive movement 
forward. 


PASCOE 


49869 

on January 14 

for abuse of authority (reftel). According to the OSCE 
approximately 30 observers attended the hearing 

held at the Shidertiy settlement colony. All were granted 
access to the proceedings without delay. 


3. (U) Zhakiyanov and his wife Karlygash returned to Almaty 
by train on January 15 

station by a crowd of 300-600 supporters. \"For a Just 
Kazakhstan\" (FJK) leaders Zharmakhan Tuyakbay 
Sarsenbaiuly 

Zhakiyanov. 
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4. (SBU) In a January 17 press conference in Almaty 
Zhakiyanov appeared to try to strike a constructive and open- 
minded tone with regard to the GOK and prospects for 
political reform. He announced that he would remain 
involved in politics. Other than to say that he still 

supports the DCK platform as outlined in fall 2001 

including the need to decentralize power 

authority of Parliament 

reform the electoral and judicial systems 

not offer any specific proposals. He stressed that he had 
been cut off from the public for almost four years and 
therefore needed time to meet with people and discuss their 
priorities. 


5. (SBU) Zhakiyanov chose his words carefully when asked 
about President Nazarbayev. He said that given everything 
that had happened 

Nazarbayev. On the other hand 

president. Zhakiyanov added that he believed Nazarbayev 
probably felt he was doing the right thing by prosecuting 

him (Zhakiyanov). Zhakiyanov expressed hope that Nazarbayev 
will fulfill his numerous pre-electoral promises to move 
forward with political reform. At one point he challenged a 
reporter\'s implication that the opposition supported reform 
and the GOK was fundamentally opposed. Zhakiyanov said 
several times 

willing and able to move forward with real democratic 
reforms as promised." He stressed that he started from the 
assumption that Nazarbayev intended to honor his promises 
and that both the opposition and the authorities must make 
reform a priority. 


6. (U) Zhakiyanov dodged a question on the current situation 
of DCK 

organization to support. He added that he will remain a 
member of FJK. He also stated that it is not relevant at 

the moment to discuss the creation of new political parties 
as it is so difficult to register and operate them in the 

current environment. 


7. (U) When asked about his views of U.S. policy on human 
rights in the region 

a superpower that promotes democratic values around the 
world 

contradiction between the USG\'s words and actions. 
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8. (U) Zhakiyanov explained that the terms of his release 
allow him to engage in political activity. He cannot hold 
any government position 

three years after the expiration of his entire seven-year 
term 

state agency. Should he be convicted of any other 
administrative violations 

the remaining three and a half years of his term. 


9. (SBU) In a brief conversation with POEC chief following 

the press conference 

gratitude to the U.S. government for its unwavering support 
during his trial and imprisonment. He said he looks forward 
to meeting with Embassy and USG representatives as soon as 
the dust settles. 

10. (SBU) Comment: Zhakiyanov\'s first press conference left 
open as many questions as it answered. He appeared alone 
giving no hint as to how he will fit into the new 

architecture of the opposition movement that has evolved 
since he was jailed and DCK was legally dissolved in early 
2005. He is clearly eager to get off on the right foot with 

the GOK 

however 

opposition movement may not share 

presidential campaign. End comment. 


ASQUINO 


49870 

49871 

from students at Belarusian State University describing 
instances where university officials strongly encouraged 
students to sign nomination forms in support of Lukashenko 
before they were allowed to take their exams. Students were 
not required to present their passports as proof of citizenship 
because the dean\'s office has all students personal data. On 
January 9 

occurrences at the private Belarusian Institute for Legal 
Science. University officials interrupted an exam to announce 
that if the students want to receive good marks 

nomination forms in support of Lukashenko. Post has separately 
heard this from several students as well. 


4. Signature Collectors Barred from Passageways 


On January 5 
Zenon Poznyak claimed that they were chased out of underground 
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passageways by police and barred from entering student 
dormitories. The signature collectors claimed the police cited 
a law banning collection of signatures in underground 
passageways 

to a statement by Central Election Commission secretary Nikolai 
Lozovik 

obstructs the work of businesses or organizations. Lozovik 
promised to handle any complaints received from collectors 
within twenty-four hours 

to obtain permits from the authorities for signature gathering 
in order to avoid problems in the future. 


5. Voitovich Drops Out of the Presidential Race 


On January 9 

Voitovich withdrew from the presidential election race. 
Voitovich accused Lukashenko of deceiving the people and 
stated 

give the impression of the legality of the third term for 
President Lukashenko....| don\'t want to enable the creation of 
[that] illusion for the electorate.\" Voitovich also described 
unfair campaign practices committed by Lukashenko including 
closing independent media sources and denying opposition 
candidates access to state-run media. 


6. Opposition Leaders Encourage Use of \"Popular Vote\" Tactic 
to Reveal Election Fraud 


On Janaury 11 

Voitovich endorsed presidential hopeful Zenon Poznyak\'s idea of 
using a \"popular vote\" to reveal vote rigging. The plan 
encourages opposition voters to submit a fake ballot on 

election day with their chosen candidate\'s name written on it 

and to take the original ballot with them. The opposition 

voters should then fill out the original ballots and submit 

them to an independent agency who will then accurately reveal 
the number of votes for the opposition members. [Note: Removing 
the original ballot on election day means that actual votes for 

the opposition will not be included in the GOB\'s elections 

results 

towards a Lukashenko victory. Likewise 

voters would participate 

verifying the official vote.] 


7. Election Officials Warn PoznyakYs Nomination Group 


On January 12 
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official warning to Poznyak\'s nomination group for violating 
\"early campaigning\" laws. The CEC cited the distribution of 
campaign leaflets by signature collectors as the basis for the 
warning. Poznyak protested the warning 

leaflets detailed Poznyak\'s proposal against vote rigging and 
not campaign information about the candidate. 


8. MoD Explains Electoral Process to Servicemen 


On January 6 

creation of a working group to support the electoral process 

and to increase awareness about the presidential campaign among 
members of the Armed Forces. The group will ensure the 

integrity of servicemen\'s voting practices as well as explain 

voting rights and the electoral code to members of the armed 
services and their family members. 


9. Skrebets\' Nomination Group Denied Access to Candidate 


On January 5 

head of Sergey Skrebets\' campaign team 

imprisoned opposition leader in person or talk to him over the 
phone. [Note: Skrebets has been in jail since May for charges 
of bribery 

According to Belarusian law 

talk with people held in custody. Galagonyuk plans to appeal 
to Lukashenko for help. 


10. Police Seize 10 


On January 6 

Coalition candidate Aleksandr Milinkevich\'s picture on them from 
Belarusian Communist Party activist Valery Rybchenko in the Gomel 
region. Police stopped Rybchenko\'s car and took the calendars 
claiming that the calendars did not have the proper publication 

data printed on them. Rybchenko claimed that the search was 
illegal. Two weeks earlier 

57 


11. Milinkevich\'s Team Faces Threats and Searches 


On January 6 

Vladimir Hundar\'s apartment in Baranovichy and confiscated computer 
equipment they claim is connected to a criminal case from 2000 
involving Hundar. On January 12 

Sergei Kalyakin estimated that approximately 60 percent of the 
group\'s members have already been questioned by authorities or 
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threatened with dismissal or expulsion from their educational 
institutions if they continue to collect signatures. Kalyakin 

reported that already 40 people have resigned their membership. 
Conversely on the same day 

Sergey Gaidukevich announced that his signature collection process 
was proceeding smoothly and without serious interference or 
violations by the authorities. 


12. Kozulin\'s Campaign Team Reports Numerous Problems 


On January 11 

complaint with the Central Election Commission. The complaint 
alleges that the deputy head of the Slutsk city government 
pressured a collector to quit when the collector submitted 
signatures for verification. The complaint also described 
instances where employees at government run kindergartens were 
threatened with dismissal if they did not sign a nomination 

form in support of Lukashenko. Kozulin\'s group claims that 
they have been denied access to student dormitories. 
Separately on January 12 

Social Democratic Party \"Hramada\" (BSDP) lost its office after 
state authorities cancelled the lease due to dangerous floor 
conditions. The leasing authorities refused to rent BSDP 
another room in the building. 


13. The following is a brief exchange on January 11 between 
deputy head of the presidential administration 

Petkevich 

reasons behind the resignation of Victor Sheiman: 


Petkevich: \"After the elections 
government work and resume an active role as the secretary of 
the Security Council." 


Voice from the audience: \"Are you sure that he [Sheiman] will 
want to work for Aleksandr Milinkevich?\" 


KROL 
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agree to such a deal that would emphasize his health over 
justice. He would only leave the annex if the government 
\"issued him release papers. Duddy asked Neptune what he 
thought would happen to him after the elections. Neptune 
said he felt that the election of a new government would have 
no impact on his situation at all. 
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6. (C) Comment: The PM\'s initial presentation of the cases of 
Neptune and Jean-Juste is another example of his diplomatic 
skills with visitors. Now that Jean-Juste\'s diagnosis has 
been confirmed by a local doctor 

government\'s court and that of the judiciary. In follow up 
conversations with Charges on January 11 

agreed to move forward on the transfer. Sustained USG 
pressure will continue in order to get Jean Juste to 

life-saving treatments. Despite best efforts 

though any creative solutions for resolving Neptune\'s case 
have been exhausted 

then 

TCARNEY 
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securing Route National One 

Soleil 

Valdes added that he also plans to strengthen and increase 
the number of MINUSTAH/HNP joint patrols throughout 
Port-au-Prince 

MINUSTAH military and police forces and the HNP. With 
control of Route National One and Cite Soleil secured by 
MINUSTAH 

something!" to act against the gangs 

Director Mario Andresol had assisted in developing this plan. 


4. (C) Reporting on a recent meeting with Andresol regarding 
kidnappings 

former Lavalas senator and presidential candidate Dany 
Toussaint was behind half of the kidnappings in December 
which had risen from 69 the previous month to 240. According 
to Andresol 

policemen who wear police uniforms 

speak English and operate with precision. Thus 

emphasized 

Soleil. 


5. (C) DAS Duddy requested that MINUSTAH provide security for 
election observers deployed to the more volatile parts of 

Haiti. Valdes said MINUSTAH forces would be stretched to 

the limit in securing voting centers 

re-examine the issue 
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necessary to ensure the credibly of the elections.8 At that 
moment 

Aldunate shook his head no 

for international observers would not be possible. Valdes 
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however 
difficult areas would have to be considered. 


Meeting with Political Parties 


6. (C) DAS Duddy met with Victor Benoit 

FUSION 

Chavannes Jean Baptiste 

Charles Henri Baker; and Robert Manuel 

Rene Preval 

reassured everyone that the IGOH and the CEP had determined 
the new electoral calendar; the international community had 
not imposed the new dates. He went on to characterize the 
current atmosphere of high-level international attention 
focused on Haiti as Wunprecedented 

countries expect elections to take place on schedule. He 
urged parties to participate to fully support the process 

help ensure that the elections were free and fare 

behave democratically in accepting the results. 


7. (C) All present expressed serious concern about the 
location of voting centers and the absence of clear 
communication from election authorities about electoral 
procedures. Blot related stories of candidates not being 
able to vote for themselves due to registration mistakes and 
a lack of voting centers in rural communities. Baptiste 
highlighted the lack of communication from the government: 
parties and voters had too little information about the 
location of voting centers and transport arrangements. 
Manuel 

all the parties to work together and support the process 
agreed with his colleagues that better communication is 
necessary on the part of the CEP and IGOH. The group 
expressed serious concern regarding MINUSTAH\'s failure to 
take visible actions to reassure voters that security would 
be in place. 


Meeting with PM Gerard Latortue 


8. (C) DAS Duddy opened his January 10 meeting with the PM by 
congratulating him on the government\'s announcement of the 
electoral calendar. Latortue reiterated that his government 

had chosen the new dates based on the consensus reached by 
the CEP. He provided DAS Duddy with a copy of the 
government\'s official &Moniteur8 publication legalizing the 

new calendar (septel). The PM noted that the Canadians and 
French had congratulated the government in the press 

that the USG had said nothing publicly. He requested that 

the Department issue a public statement welcoming and 
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supporting the new calendar. DAS Duddy accepted that a 
statement would give greater weight to respect for the dates 
among Haitians and agreed to pass the request to the 
Department. 


9. (C) The PM said that he is aware that some political 
parties and even members of his cabinet are trying to further 
delay elections because of their opposition to Rene Preval. 
Latortue stressed that if elections did not take place on 
February 7 he would resign to spare himself from further 
international embarrassment. He hoped that election results 
would be a true reflection of the electorate\'s will and 

stated that those who truly want to see democracy in Haiti 
need to support the current dates rather than interfere with 
the process on the basis of polling results. Latortue 

pledged full cooperation in addressing the medical conditions 
of Yvon Neptune and Gerald Jean-Juste (septel). 


Meeting with CEP 


10. (C) DAS Daddy met over lunch on January 11 with UN 
elections Chief Gerard LeChevallier 

Elizabeth Spehar 

lauding their efforts to meet the new deadlines and overcome 
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technical obstacles. Bernard stated that his team had nearly 
completed logistical preparations 

final decisions in the coming days on issues such as voting 
centers and transportation. Spehar confirmed that all 

national ID cards are in the country and that OAS staff had 
distributed over 2.2 million cards. The OAS would issue cards 
at distribution centers until January 21 

OAS would transfer cards to BEDs and BECs for further pickup. 
While the number of registrants seeking IDs had slackened 
she expected that the announcement of this deadline and an 
increased public information campaign would lead to an 
increase in card distribution. 


11. (C) Bernard said he would begin holding regular press 
conferences in the coming days to better inform the public of 
these and other CEP arrangements 

able to provide the kind of detailed information necessary to 
reassure the public. Asked about key challenges remaining 
Spehar suggested that many actors are prepared to challenge 
the results if they do not approve of the outcome. 
LeChevallier claimed that there are not enough partisan poll 
watchers 
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to the parties for this purpose. Bernard questioned whether 
security arrangements were sufficient 

international community had subjected him to intense scrutiny 
over logistical preparations 

same attention devoted to security matters. The DCM 
explained that the international community and the IGOH 
address security issues in other fora 

continued to press MINUSTAH to take more action to ensure a 
more stable environment generally 

on election-day security. 


Comment 


12. (C) DAS Duddy\'s meetings provided reassurance that 
elections organizers have nearly completed organizational 
tasks and are on schedule to hold the first round on February 
7. Atthe same time 

inadequacy of efforts to inform and reassure both the public 
and the political parties that elections preparations are on 
track. Bernard\'s decision to take on primary responsibility 
for informing the public is welcome news. Since coming on 
board in November 

and will be the best possible spokesperson for the electoral 
process. 


13. (C) The continued wave of violence and kidnapping in 
Port-au-Prince stems principally from criminals exploiting 
the lawless atmosphere 

motives. Regardless of its root causes 

nevertheless sowing uncertainty among the electorate 
regarding their safety on election day. MINUSTAH and the HNP 
must immediately take visible measures to establish more 
control. We agree that current and former police officers 
are behind many of the kidnappings 

level than can be attributed to Danny Toussaint. In any 
case 

crime emanate 

commitments made to DAS Duddy. 
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inclination\" to attend the February 15-17 user coordination 
meeting in California. In light of the upcoming 
Parliamentary budget session 

Rao indicated that he would need to check on who will be 
available to attend 

note of our suggestion for India to lead on Training and 
Exercise. 


2. (U) Visit New Delhi\'s Classified Website: 
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(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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government\'s regular non-proliferation procedures. He 
suggested that since Sabero is cooperating with the GOI 
exchanges of information should be done through the existing 
bilateral government mechanism\" instead of the current 
dialogue between ConGen Mumbai and Sabero. PolCouns agreed 
to relay this message and asked Rao for further clarification 
on the best way forward. In a subsequent conversation 
Jaishankar clarified that MEA is uncomfortable with our 
\"tactics\" in the case but agrees with the objective of 
identifying a mechanism to allow a legal review of the Sabero 
case. 


Request to Lift Unjustified Sanctions 


3. (S) Rao commented that the Sabero company is cooperating 
and has agreed to suspend any further shipments 

GOl\'s view 

control laws. Therefore 

against the company as \"unjustified\" and asked for further 
USG assistance in lifting the sanctions. Rao predicted that 
India\'s new non-proliferation law would catch any future 

cases of this kind. He also repeated his request for further 
information on the end users in Iran. 


Comment: Same Objective 


4. (S) This request for bilateral government communication 

on a unilateral sanction against a company is the GON's way 
of staying in the loop on these cases. Although this is a 

less effective way of getting information 

(Americas) S. Jaishankar stressed that New Delhi is committed 
to making sure that the Sabero company is not engaged in any 
illegal transactions and working with the USG to eventually 

lift the sanctions. In addition to the added complication of 
requesting all information about a sanctioned company through 
the government bureaucracy 
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cumbersome template for working through all future sanctions 
against Indian companies. However it does serve to 


de-conflict/harmonize our messages with the GOI. 


5. (U) Visit New Delhi\'s Classified Website: 
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(http://www.state.sgov.gov/p/sa/newdelhi/) 
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genocide. In its written charges 

the 131 defendants are responsible for 34 deaths 

167 people 

billion birr -- or approximately 116 million USD. END NOTE.) 
Frehiwot noted that while the commission is to consider 
Ethiopian 

Ethiopia\'s constitution refers to the Universal Declaration 

of Human Rights. 


4. (U) Parliament\'s legal and administrative committee had 
determined that it was the role of the court 

commission 

November anti-government demonstrations 

contrast 

established to investigate alleged human rights abuses 
committed in December 2003 by the military in Ethiopia\'s 
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western Gambella region 

specific individuals who were responsible for abuses 

were instigators 

That commission had presented ¡ts report to Parliament 
attributing blame to \"military persons 

know whether any had subsequently faced prosecution 

(NOTE: The commission investigating December 2003 incidents 
in Gambella issued ¡ts report in late 2004. END NOTE.) 


5. (U) The commission of inquiry will submit its report 
directly to Parliament 

yet determined whether the report would be public or 
confidential. Frehiwot said he preferred that the report be 
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public. He lamented that the three months given to the 
commission to produce its report was \"quite short 

building public trust in the commission would likely require 
several weeks. French ambassador noted that gaining the 
trust of the public was key 

difficult to establish the facts without implying that one 

side or the other (i.e. 
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6. (U) Frehiwot said he had only met with six of the 
commission\'s 11 members 

Vall arrangements\" had been completed. He explained that the 
commission did not have any office: Parliament had not yet 
provided any funding for the commission 

do so soon. Frehiwot also said that he was scheduled to meet 
with parliamentary speaker Teshome Toga 

so. 


7. (U) While Parliament had established the commission 
was up to the chairman to establish its procedures 

said. The proclamation establishing the commission stated 
that no witnesses would be forced to testify 

added that the commission had the right to summon witnesses 
from \"around the world\" as well as to issue arrest warrants 
but that doing so would be \"the worst way\" of obtaining 
information. Asked whether the commission would grant 
immunity from prosecution to those who testified before it 
Frehiwot only said that he felt strongly that witnesses 

should not be harassed: he said he would establish a 
telephone hotline for witnesses to report harassment 

as issue special identification cards to witnesses 

to testify under oath. The commission needed to hire its own 
expert staff 


8. (U) Commenting on the composition of the 11-member 
commission 

selected: none had legal experience 

himself and Wold-Michael Meshesa (Vice President of the 
Federal Court of First Instance). He said that other 
commission members included four clergy (a Roman Catholic 
priest 

national Muslim council 

Addis Ababa University professor who formerly served as the 
university\'s vice president; a Somali political scientist; an 
advisor to a pastoralist NGO; and one woman: an accountant 
from Harari regional state (the country\'s smallest). 

Frehiwot said that the commission\'s vice chairman 

Jamo 

reign of Emperor Haile Selassie and the Derg regime 

served as an advisor to the Ministry of Capacity Building on 
civil service reform. 


9. (U) BIO-NOTE: A government legal expert 

his career as a legal advisor to the president and parliament 

of the Southern Nations 

state. He has been a supreme court judge for the last eight 
years 

court of constitutional inquiry. He previously worked on a 

World Bank project on civil service reform and currently 

serves on several GOE working groups addressing legal reform. 


Column 3 

In his capacity as member of the national steering committee 

on legal education 

December 27 to visit Georgetown Law School in Washington (he 
also plans to visit McGill University in Canada). 


10. (SBU) COMMENT: Frehiwot appears to be a career technocrat 
with extensive experience in Ethiopian law. However 
commission he chairs faces the politically sensitive task of 
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producing a credible report on events for which government 
prosecutors have charged 131 opposition party members 
independent journalists 

NGOs with capital crimes. The commission\'s findings 
March 

leaders and others is underway. END COMMENT. 
HUDDLESTON 
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(basically manufacturing and tourism enterprises) 
property rights 

permits for foreign managerial and technical staff. 
The Decree also provides a constitutional guarantee 
against unilateral changes in the terms of a foreign 
investor\'s agreement with the Greek Government 
the guarantee does not cover changes in the tax 
regime. 


-Law 3299/2004 

provides grants to cover up to 55 percent of 

qualifying investments (generally those made in less- 
developed regions of Greece). Through a combination 
of incentives and corporate tax breaks 

attempts to boost entrepreneurship 

technological change 

convergence throughout Greece. As well 

intended to simplify procedures for the evaluation of 
investment projects. 


-Law 3389/2005 on Public Private Partnerships (PPP) 
lays the foundations for the wide provision of 
services and the undertaking of construction work of 
public benefit in collaboration with and co-funded by 
the private sector. This law is designed to 

facilitate public-private partnerships by creating a 
market-friendly regulatory environment. 


-Laws 89/67 as amended in November 2005 
27/75 and 814/78 provide special tax treatment for 
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offshore operations of foreign companies established 
in Greece. 

-Law 468/76 governs oil exploration and development 
in Greece. Law 2289/95 

allows private participation in oil exploration and 
development. 


-Law 2773/99 opened up 34 percent of the Greek energy 
market in compliance with EU Directive 96/92 
concerning the regulation of the internal electricity 
market. Law 3175/2003 is also a major step towards 
the deregulation of Greece\'s electricity market since 

it harmonizes Greek legislation with the requirements 
ofthe EU\'s Directive 2003/54/EC on common rules for 
the internal market in electricity. The Greek 
government passed new legislation in November 2005 
which completes Greece\'s harmonization with EU 
Directive 2003/54/EC and provides for the gradual 
deregulation of the electricity market by 2007. 


-Law 2364/95 as amended by Laws 2528/97 
3175/03 governs the natural gas market in Greece. 


-Law 2246/94 and supporting amendments have opened 
Greece\'s telecommunications market to foreign 
investment. 


When Greece joined the European Monetary Union 
(\"Eurozone\") on January 1 

serious structural reforms to meet EMU convergence 
criteria. To this end 

opened the telecommunications market and the energy 
market has undergone some deregulation. Since 
February 19 

consumers of middle and high-tension voltage have had 
the choice to obtain their electricity from producers 
other than the state monopoly 

Corporation (PPC). To this end 

electricity generation plant (a 120MW power plant by 
the Terna-GEK contracting company) was put in 
operation in July 2005 

power plant by Hellenic Petroleum) in January 2006. 
Two other private 400MW power plants should be 
integrated into the system by 2007 and another one by 
2008. The electricity market in Greece will have to 

be completely deregulated by 2007. However 
questions exist regarding the efficacy of the GoG 
privatization efforts 

level of government ownership in many 

reformed enterprises. 
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The New Democracy government 

March 2004 

structural reforms to enhance the competitiveness of 
the Greek economy. The new administration has been 
gradually adopting an economic policy mix designed to 
achieve fiscal consolidation 

reduce red tape in business transactions and expedite 
market deregulation. One of the government\'s 
immediate goals is to privatize several state-owned 
enterprises 

Bank and the Athens International Airport in the 
Athens Stock Exchange 

ownership of ports and port service facilities. The 
plans also include the further reduction of the 

state\'s share in the Agricultural Bank and the 
Emboriki Bank. The government has not yet finalized 
its plans on the future exploitation of the venues 

for the 2004 Olympic Games 

to lease some of them to private concerns. Foreign 
and domestic investor participation in privatization 
programs is not subject to restrictions. 

International consultants are usually hired to act as 
advisors to the Greek government on the sale of state 
entities 

internationally accepted norms. 


A.2. Conversion and Transfer Policies 


Greece\'s foreign exchange market is in line with EU 
rules on free movement of capital. Receipts from 
productive investments can be repatriated freely at 
market exchange rates. Remittance of investment 
returns is made without delays or limitations. As of 
January 1 

Monetary Union. 


A.3. Expropriation and Compensation 


Private property may be expropriated for public 
purposes 

with prompt 

Due process and transparency are mandatory 
investors and lenders receive compensation in 
accordance with international norms. There have been 
no expropriation actions involving the real property 

of foreign investments in recent history. 
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A.4. Dispute Settlement 


Greece accepts binding international arbitration of 
investment disputes between foreign investors and the 
Greek State 

satisfaction through this arbitration. International 
arbitration as well as European Court of Justice 
judgments supersedes local court decisions. Greece 
has an independent judiciary. Unfortunately 

court system is a highly time-consuming means for 
enforcing property and contractual rights. Foreign 
companies report that Greek courts do not always 
provide unbiased and effective recourse. The Greek 
judicial system provides for civil court arbitration 
proceedings for investment and trade disputes. 
Although an investment agreement could be made 
subject to foreign legal jurisdiction 

uncommon 

parties is the Greek State. Foreign court judgments 
are accepted and enforced 

local courts. Although there are some problems with 
corruption in the judiciary 

energetically prosecuting corrupt judges and 
attorneys. 


Commercial and bankruptcy laws in Greece are in 
accordance with international norms. Under Greek 
bankruptcy law 

compensation after claims from the state and 
insurance funds have been satisfied. Monetary 
judgments are usually made in the country's currency 
(euro) unless explicitly stipulated otherwise. 

Greece has a reliable system of recording security 
interests in property. 


Greece is a member of both the International Center 
for the Settlement of Investment Disputes and the New 
York Convention of 1958 on the Recognition and 
Enforcement of Foreign Arbitral Awards. 


A.5. Performance Requirements/Incentives 


Greece is in compliance with WTO TRIMS requirements. 
Investment incentives are available on an equal basis 
for both foreign and domestic investors in productive 
enterprises. The monetary value of an incentive is 
inversely proportional to the level of development of 

a given region; in other words 

the region where the investment will occur 
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generous the incentive. The new Investment 
Incentives Law 

investments made by older or newly established 
companies. The incentives provided are combinations 
of grants 

creation of new jobs as well as for leasing 
equipment 

Additional tax incentives are extended to foreign 
investors if they establish export-oriented 
businesses 

import substitution (Law 2687/53). The Hellenic 
Center for Investment (ELKE) 

established as a one-stop shop for assisting 
investors 

valued over 8.8 million euros ($11.1 million) 
million euros ($3.8 million) if there is at least 50 
percent foreign participation 

incentives are sought. 


There are no performance requirements for 
establishing 

investment. However 

into play when an investor wants to take advantage of 
tax and/or investment incentives. Local content 
import substitution 

new jobs 

protection and technology transfers are considered by 
the Greek authorities in evaluating applications for 
investment incentives. Companies that fail to meet 
the specified performance requirements may be forced 
to give up the incentives they were initially 

granted. All information transmitted to the 
government for the approval process is treated 
confidentially. Offset agreements 


SIPDIS 
technology transfers are commonplace in Greece\'s 
procurement of defense items. 


U.S. and other foreign firms may participate in 
government-financed and/or subsidized research and 
development programs. Foreign investors do not face 
discriminatory or other de jure inhibiting 

requirements. However 

foreign investors assert that the complexity of Greek 
regulations 

bureaucracy 

government agencies discourage investment. 


Foreigners from EU countries may freely work in 
Greece. Foreigners from non-EU countries may work in 
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Greece after receiving residence and work permits. 
There are no discriminatory or preferential 
export/import policies affecting foreign investors 

as EU regulations govern import and export policy 
and increasingly 

Greece. 


A.6. Right to Private Ownership and Establishment 


Foreign and domestic private entities have the right 
to establish and own business enterprises. They may 
engage in all forms of remunerative activity 

including the right to establish 

dispose of interests in businesses. 


Private enterprises enjoy the same treatment as 
public enterprises with respect to access to markets 
and other business operations 

supplies. Access to credit has traditionally been 
easier for public enterprises 

easily from state-controlled banks. Liberalization 

of the banking system and increased compliance with 
EU norms 

to operate in a more market-oriented fashion 

it easier for the private sector to obtain credit. 


A.7. Protection of Property Rights 


Greek laws extend protection of property rights to 
both foreign and Greek nationals. The Greek legal 
system protects and facilitates acquisition and 
disposition of all property rights. As for 

intellectual property 

Paris Convention for the Protection of Industrial 
Property 

Intellectual Property Organization 

Patent Cooperation Treaty 

Convention. As a member of the EU 

harmonized its legislation with EU rules and 
regulations. The WTO-TRIPS agreement has been 
incorporated into Greek legislation as of February 
28 

signed and ratified the WIPO Internet treaties 
were incorporated into Greek legislation in 2003 
(Laws 3183 and 3184/2003) 


Greece\'s legal framework for copyright protection is 
contained in Law 2121 of 1993 on copyrights and Law 
2328 of 1995 on media. Implementation and 
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enforcement of these provisions however 

deficient and intellectual property problems have 

long plagued Greece 

Special 301 Watch List from 1994 until 2003. Despite 
the significant progress 

removal from the Special 301 Watch List in May 2003 
enforcement of IPR laws remains a concern. Greek 
legislation provides for heavy civil and criminal 
penalties against pirates 

spotty. Getting an IPR violator sanctioned 

criminally or civilly 

difficult. The courts continue to treat IPR 

violations as nuisance crimes and rarely impose 
punishments severe enough to act as a deterrent. 
Additionally 

population as a whole is low. 


The music and software industries bear the brunt of 
IPR violations in Greece 

also occurs. Unlicensed sharing of a licensed copy 
among multiple computers is the largest problem for 
the software industry. For optical media 

not believed to be the source of the majority of 
pirated CDs 

but rather a link in the chain of an increasingly 
regional copying and distribution network. Although 
the Business Software Alliance (BSA) has publicly 
acknowledged the Greek government\'s 2002 achievements 
in combating software piracy 

Greece still has the highest rate of software piracy 
inthe EU 

use. 


Trademark violations 

industry 

Greek trademark legislation is fully harmonized with 
that ofthe EU 

importation and sale of counterfeit products is 
increasing. U.S. companies have reported 
difficulties in procuring Greek law enforcement and 
customs support in combating this problem. 


Intellectual property appears to be adequately 
protected in the field of patents. Patents are 

available for all areas of technology. Compulsory 
licensing is not used. The law protects patents and 
trade secrets for a period of twenty years. There is 

a potential problem concerning the protection of test 
data relating to non-patented products. Violations 

of trade secrets and semiconductor chip layout design 
are not problems in Greece. 
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A.8. Transparency of the Regulatory System 


As an EU member 

transparent policies and laws for fostering 
competition. Foreign companies 

they have encountered cases where there are multiple 
laws covering the same issue 

over which law applies in which situation. Foreign 
companies consider the complexity of government 
regulations and procedures -- and the perceived 
inconsistent implementation by the Greek civil 
administration -- to be the greatest impediment to 
investing and operating in Greece. 


In order to simplify and expedite the investment 
process 

the Hellenic Center for Investment (ELKE) 
established in 1996. ELKE functions as a one-stop 
shop for assisting investors in cutting through red 
tape and acquiring the numerous permits needed to 
proceed with investments. It also advises the 
government on ways to streamline the investment 
process and to generally improve investment climate 
in Greece. Also the new investment incentives law 
3299/2004 simplifies procedures for the evaluation of 
investment projects. 


Greek labor laws limit working hours 

overtime 

restrictive regarding the dismissal of personnel. A 
new labor law (3385/2005) passed in July 2005 gives 
greater flexibility to employers to ask employees to 
work without overtime during peak times 

for compensatory time off during non-peak times. 
Under current regulations 

companies are prohibited from firing or laying-off 
more than 2 percent of their total workforce per 
month without government authorization. 


Greece\'s tax regime lacks stability 

and transparency. The government often makes small 
adjustments to tax levels and has not hesitated to 
impose retroactive taxation. Foreign investors 

object to the frequent changes in tax policies 

foreign firms are not subject to discriminatory 

taxation. The New Democracy government 

assumed power in March 2004 

adopting an economic policy mix designed to achieve 
fiscal consolidation 
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the competitiveness of the economy. Tax reforms 
approved by Parliament in December 2004 provide for 
lower tax rates on corporations\' profits (from 35 
percent to 25 percent by 2007) and on partnerships 
and personal companies (from 25 to 20 percent). 
There are also provisions to reduce red tape and 
other sundry obstacles that affect business activity. 
New legislation gave the Financial Crimes Unit (which 
has been restructured and renamed the Special Audits 
Service) sweeping power to combat money laundering 
and financial crimes. 


Generally 

foreign investment is not prohibited or restricted 
either by law or regulation or by private sector 
efforts or practices. Proposed laws and regulations 
are usually published in draft form for public 
comment before being debated in Parliament. 
Unfortunately 

inexpensive by international standards 
cumbersome 

for enforcing property and contractual rights. The 
International Financial Reporting Standards (IFRS) 
for listed companies has been introduced as of fiscal 
year 2005 

new rules should improve the transparency and 
accountability of publicly traded companies. 


A.9. Efficient Capital Markets and Portfolio 
Investment 


Greece has a reasonably efficient capital market that 
offers the private sector a wide variety of credit 
instruments. Credit is allocated by public and 

private banks on market terms prevailing in the 
Eurozone and credits are equally accessible by 
private Greek and foreign investors. Three American 
banks operate in Greece (Citibank 

and Bank of America) 

international business communities. 


An independent regulatory body 

Committee 

encourages and facilitates portfolio investments. 

Both owner-registered and bearer bonds and shares are 
traded on the Athens Stock Exchange which was 
promoted in 2001 from emerging market" to developed 
country" status by key western investment firms. It 
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is mandatory for the shares of banking 

public utility companies to be registered. Greek 
corporations listed on the Athens Stock Exchange that 
are also state contractors are required to have all 

their shares registered. 


A few state-controlled banks dominate the Greek 
banking industry. Private Greek and foreign banks do 
however 

generally profitable private sector 

percent of the banking system\'s assets. Private 
banks in Greece are in good financial health and are 
expanding their market share. State banks have a 
large exposure to public enterprises of questionable 
financial health. Total combined assets of the five 
largest banks are estimated at 158 billion dollars. 


There are a limited number of cross-shareholding 
arrangements in the Greek market. To date 
objective of such arrangements has not been to 
restrict foreign investment. The same applies to 
hostile takeovers (a practice which has been recently 
introduced in the Greek market). 


A.10. Political Violence 


Greece is a stable parliamentary democracy currently 
governed by a pro-EU 

Several terrorist groups have been active in Greece 
since the restoration of democracy in 1974 

the \"17 November\" and the \"ELA\" organizations. U.S. 
and western government and commercial interests 

well as prominent Greek businessmen 

politicians have at times been targeted by these 

groups. In June 2002 

suspected members of the \"17 November\" group and 4 
suspected members of \"ELA\". Most of the members of 
the \"17 November\" and the \"ELA\" terrorist groups were 
convicted and sentenced to 20-years jail terms or 

life sentences. It is still too early to assess 

whether or not the potential for terrorist activities 

against U.S. commercial interests appears to have 
eased since these convictions. There has been a 
significant upswing in anarchist attacks against 

Greek and occasionally US 

bombing attacks 

Greek targets 

months 

successful staging of the August 2004 Olympic Games 
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with the concurrent increase in experience and 
technical capabilities of the Greek police 

provided cause for optimism 

soon to declare the eradication of domestic terrorism 
in Greece. 


A.11.a. Corruption 


Bribery is considered a criminal act and the law 
provides severe penalties for infractions. The law is 
impartially applied; diligent implementation and 
enforcement of the law remains an issue. The problem 
is most acute in the area of government procurement. 
Political influence and other considerations 

loyalty to old suppliers are widely believed to play 

a significant role in the evaluation of bids. 

Bribery cannot be deducted from taxes. As a signatory 
of the OECD Convention on Combating Bribery of 
Foreign Government Officials and all relevant EU- 
mandated anti-corruption agreements 

Government is committed to penalizing those who 
commit bribery in Greece or abroad. The OECD 
Convention was ratified by the Greek Parliament on 
November 5 

February 15 


The Greek Government has tried to fight corruption in 
public administration. A number of inspection bodies 
have been established to check out complaints and 
investigate cases of corruption in the entire 
spectrum of public administration 

authorities. The main authority for these 
inspections is the Public Administration\'s Inspectors 
and Auditors Unit 

Ministry of Interior. Besides this main body of 
general inspectors 

exist at various Ministries and in the Greek Police 
and the Hellenic Coast Guard. Investigation 
procedures and preliminary inquiries on financial 
crimes come under the jurisdiction of a special unit 
in the Ministry of Economy and Finance 

Audits Service (Greek acronym: YPEE). The 
responsibility for the prosecution of bribery cases 
lies with the Ministry of Justice. In cases where 
politicians are involved 

decides whether parliamentary immunity should be 
lifted to allow a special court action to follow. In 
recent years 

investigations of alleged corruption; there was even 
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a special court action against politicians 

the then Prime Minister 

of Transparency International closely follows 
developments to press for investigation and 
prosecution of corruption cases. Greece was in the 
47th position on the Transparency International 
Corruption Perception Index in 2005 (Greece ranked 
22nd among the 25 country-members of the EU). 


The fight against corruption and the promotion of 
transparency in all government and business 
transactions is high on the agenda of the new 
government (elected in March 2004). In autumn 2004 
the Greek parliament started investigating a number 
of corruption cases relevant to defense equipment 
purchases and the Ministry of Defense put all pending 
contracts on hold until they could be reviewed. Since 
mid-2004 

corruption investigation. At year-end 2005 

justices had been dismissed 

suspended from duty 

money laundering and receiving bribes and were in 
prison 

been initiated against 40 for charges related to 
corruption. The Greek Parliament decided in November 
2005 to lift the immunity of three of its members who 
have been accused of involvement in court bribery and 
other criminal cases. 


A.11.b. Bilateral Investment Agreements 


Greece has bilateral investment protection agreements 
with Albania 

Azerbaijan 

Cuba 

Georgia 

Lithuania 

Russia 

Tunisia 

Investments by EU member states are governed and 
protected by EU regulations. 


Greece and the United States signed the 1954 Treaty 
of Friendship 

a few investment protection issues 

acquisition and protection of property and impairment 
of legally acquired rights or interests. Also 

Greece and the United States signed the 1950 Treaty 
for the Avoidance of Double Taxation and the 
Prevention of Fiscal Evasion with Respect to Taxes on 
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Income. 


A.11.c. OPIC and other Investment Insurance Programs 


Full OPIC insurance coverage for U.S. investment in 
Greece is currently available only on an exceptional 
basis. OPIC and the Greek Export Credit Insurance 
Organization signed an agreement in April 1994 to 
exchange information relating to private investment 
particularly in the Balkans. Other insurance 
programs that also offer coverage for investments in 
Greece include the German investment guarantee 
program HERMES 

Export Credits Guarantee Board (EKN) 

Export Credits Guarantee Facility (ECGF) 

Austrian Kontrollbank (OKB). Greece became a member 
of the Multilateral Investment Guarantee Agency 
(MIGA) in 1989. 


For the purposes of OPIC Currency Inconvertibility 
insurance 

drachma was included in the European Union\'s Exchange 
Rate Mechanism (ERM) on March 16 

inconvertibility is no longer an issue. Greece is 

part of the eurozone as of January 1 


A.11.d. Labor 


There is an adequate supply of skilled 

and unskilled labor in Greece 

technical skills may be lacking. Illegal immigrants 
predominate in the unskilled labor sector in many 
urban areas. The total number of immigrants is 
estimated as high as one million 

the work force. About fifty percent of them are 
undocumented or hold residence permits that have 
expired. Greece has started a process to regularize 
the status of these immigrants 

integrate them into society 

marred due to serious bureaucratic problems. 
Approximately half of the estimated one million 
aliens in the country are from neighboring Albania. 


Overall 

around 10 percent. The Greek government is currently 
planning to continue labor law reform in an effort to 
introduce a more flexible labor regime. Labor- 
management relations in the private sector are 
generally good 
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sector 

labor stoppages 
sector employees. 


Greece has ratified ILO Conventions protecting 
workersV rights. Specific legislation provides for 

the right of association and the rights to strike 
organize 

prohibit forced or compulsory labor 

age (15) for the employment of children and determine 
acceptable work conditions and minimum occupational 
health and safety standards. 


A.11.e. Foreign Trade Zones/Free Ports 


Greece has three free-trade zones 

Piraeus 

and foreign-owned firms enjoy the same advantages in 
these areas. Goods of foreign origin may be brought 
into these zones without payment of customs duties or 
other taxes and remain free of all duties and taxes 

if subsequently transshipped or re-exported. 

Similarly 

storage 

free from stamp taxes. 


Handling operations are carried out according to EU 
regulations 2504/88 and 2562/90. Transit goods may 
be held in the zones free of bond. The zones also 
may be used for repackaging 

operations. Assembly and manufacture of goods are 
carried out on a small scale in the Thessaloniki Free 
Zone. Storage time is unlimited 

warehouse charges are promptly paid every six months. 
A.11.f. Foreign Direct Investment Statistics 

Statistics on foreign direct investment are not 
collected systematically. Hence there is a wide 
variation in estimated data on investment levels 
which in any case are the lowest in the EU. Greek 
statistical data were previously based on records of 
investment approvals kept by the Ministry of National 
Economy or the Bank of Greece. The lifting of 
foreign exchange restrictions resulted in less 
monitoring of investment inflows and the Ministry of 
National Economy now keeps records of only the 
investments that seek government assistance. Bank of 
Greece records of capital inflows do not distinguish 
among greenfield investments 

borrowing by Greek companies 
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transfers. The Greek Government has claimed for 
several years now that a new data system based on 
surveys is being set up. 


According to UNVs trade and development 
organization\'s World Investment Report (which is 
based on Bank of Greece records 

limitations as mentioned above) 

Greece in 2004 were 1.35 billion dollars (2.6 percent 
of GDP) 

percent of GDP) in 2003. Outflows for direct 
investment abroad were 607 million dollars in 2004 
(1.2 percent of GDP) and 47 million dollars (0.1 
percent of GDP) in 2003. 


Although there is no official estimate of total 
foreign investment in Greece 

foreign investment is estimated at around $12 
billion 

Until the Greek Government provides more reliable 
data 

Again highlighting the absence of reliable data 
U.S. Embassy estimates the total stock of U.S. 
investment to be about $4.5 billion 

third of the total stock of foreign investment. U.S. 
firms employ about 11 


GreeceWs investment abroad is mainly directed to the 
Balkans. According to the Greek Ministry of Foreign 
Affairs 

estimated at 7.2 billion dollars 

is invested in Serbia 

remaining one third in the Republic of Macedonia 
Bulgaria and Albania. 


Major U.S. investments in Greece: 
(Based on 2008 total assets as reported by the 
companies. Source: 2005 ICAP - Greek Financial 


Directory) 


NAME OF AMERICAN COMPANY TOTAL ASSETS 
(NAME OF GREEK COMPANY) (2003 


Apax Partners & Texas Pacific 


Group (TIM Hellas) 1 

Coca Cola Hellas Bottling 799.7 * 
Philip Morris Group 419.1 
(Papastratos) 


(Kraft Hellas) 
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Cinergy (Attiki Gas Supply) 
First Data (Delta Singular) 


Searle (Vianex) 
Crown Cork and Seal 


387.7 
207.8 
182.0 
172.7 


(Hellas Can Packaging Mfrs) 


Abbott Laboratories 
Johnson & Johnson 
Schering-Plough 
Pepsico 

Procter & Gamble 
Bristol-Myers Squibb 
Hewlett-Packard 
Colgate Palmolive 
IBM 

S.C. Johnson and Son 
Heinz (Copais) 
McDonald\'s 

Dow Chemicals 
Georgia-Pacific 
Marriott (Asty) 

Xerox 

3M 

Ideal Standard 

Mobil Oil 

TOTAL 


125.5 
116.7 
99.0 
94.8 
83.6 
77.6 
66.3 
63.1 
52.1 
42.1 
33.8 
33.8 
31.7 
30.8 
29.3 
29.0 
28.3 
22.6 
20.2 
4 


* amount represents 23.81 percent US ownership of the 
Greek subsidiary\'s total assets 


Major non-U.S. foreign investments in Greece are: 


NAME OF FOREIGN COMPANY 
(NAME OF GREEK COMPANY) 


BRITISH 


Vodafone 


Dixons Overseas Limited 


(Kotsovolos) 


BC Partners (Hyatt Hotels Corp.) 
British American Tobacco 


Knorr 
TOTAL 


FRENCH 


Carrefour 
Lafarge 


TOTAL ASSETS 
(2003 


320.0 


276.0 
72.5 
21.7 
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(Heracles General Cement) 


LVOreal 81.2 

Alcatel (Nexans Hellas) 59.3 
Air Liquide 52.0 

Pernod Ricard 37.9 
TOTAL 1 

GERMAN 

Thyssen Krupp (Hellenic Shipyards) 537.6 
Siemens Tele Industrie A.G. 318.8 
Praktiker 97.0 

Bayer 65.4 
Beiersdorf 40.8 
TOTAL 1 

DUTCH 

Shell 369.8 
Amstel-Heineken 335.5 
(Athenian Brewery) 

Unilever 274.3 


(Elais Oleaginous Products) 
(Unilever Hellas) 

Friesland 59.4 
TOTAL 1 


ITALIAN 


Italcimenti 150.4 
(Halyps Building Materials) 
Fulgorcavi Halia 119.1 
(Fulgor Greek Electric Cables) 
Barilla (Misko) 68.8 
TOTAL 338.3 


RIES 
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Ooni 

his farming and military background. The Ooni also said that 
a national meeting of traditional rulers will be held soon to 
discuss the way forward. 


PRESIDENTIAL THUMBS DOWN TO BABANGIDA 


Column 3 


4. (C) When the Consul General asked who the leading 
successor candidate might be 

of the popularly-perceived contenders. Former military ruler 
Ibrahim Babangida is a non-starter. While he is a close 
friend of President Obasanjo 

he is a suitable candidate to succeed him and maintain the 
reforms started during this administration. 


5. (C) Governor Donald Duke of Cross River State has done a 
good job 

producing state. Rivers State Governor Peter Odili 

close to the President 

state 

\"Give them one chance and they will take ten.\" The Ooni also 
discounted Abia State governor Orji Kalu\'s suitability. 

\"That man...\" chuckled the Ooni 


6. (C) The Ooni went on to describe the leading candidate. 
This man has the desired military background along with 
demonstrated ability to govern. The Ooni said this candidate 
is a northerner who 

President Carter and later delivered a letter to Sani Abacha 
interceding on then-General Obasanjo\'s behalf. (Comment: 
The candidate the Ooni described 

name 


7. (C) Following the Ooni\'s lead 

prospects for retired General Buba Marwa. The Ooni cagily 
continued that Marwa had a good record as governor of Borno 
and Lagos States and had the desired military background. He 
is also popular in the north and his election would fulfill 

the purported deal made at Obasanjo\'s re-election in 2003 to 
shift power back to a northerner in 2007 

This would quiet the clamor in the northeast 

Marwa is not perceived as beholden to the Sokoto / Kano 
group 

elite. However 

his Vice President would have to fill that gap 

Ooni. Governor Odili 

oil-producing state 

northern background 

Obasanjo 

Marwa. (Comment: Interestingly 

apparently suitable for a vice presidential role. End 
comment.) 
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7. (C) The Ooni granted that Marwa\'s recent detention and 
ongoing investigation by the EFCC appeared troublesome 
said because the investigation was not directed by President 
Obasanjo but was instead probably engineered by some of 
Marwa\'s rivals 

unscathed and still a viable candidate. 


8. (C) Consul General then asked how this proposed 2007 
ticket would fly given the clamor from two recent summits of 
southern leaders held in Lagos and Enugu calling for rotating 
the Presidency among the six geo-political zones 

with southeast or south south in 2007. The Ooni downplayed 
the difficulty of obtaining support from southern leaders. 
\"Most of them are my subjects 

follow his direction. The Ooni also said he has a personal 
stake in fulfilling the 2003 deal to return the Presidency to 
the north 

arrangement. 


9. (C) The Ooni has close ties to the President and other 
traditional and political elites 

November audience with him 

landscape. The Ooni\'s statement that the President is 
leaning against a third term tracks with the messages we have 
received from other informed sources. Additionally 

Marwa / Odili combination is indeed a strong one 

reasons the Ooni listed. The outcome of the upcoming meeting 
of traditional rulers 

own subjects as well as politically 

However 

different from that he described just two months ago 

picture of two months from now will most probably differ from 
today\'s. Although the Ooni is very influential 

southern leaders are in fact not his subjects 

their acceptance to his direction will be more difficult than 

he describes. End comment. 

HOWE 
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www.dti.gov.za (see \"publications\"). 


Over the past decade 

strong 

consistently positive rate of economic growth. Since 
1994 

enhance international competitiveness by lowering 
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tariffs 

some privatization 

environment. The government would have liked to have 
experienced more foreign direct investment during this 
time 

acquisitions in the banking and telecommunications 
sectors promise to change this for 2006 and beyond 
are not likely to add much to the government\'s primary 
goal of increasing employment. In January 2005 
Moody\'s assigned South Africa a sovereign debt rating 
of Baal 

and Poor\'s and Fitch also rank South Africa at 
investment grade. 


To alleviate very high unemployment (26.5%) 
government has focused on quickening the pace of 
economic growth and job creation. Given steady 
domestic investment and the relative lack of foreign 
direct investment 

that the public sector must take the lead by investing 
in the nation\'s deteriorating infrastructure. State 
owned enterprises plan to invest more than $25 billion 
mainly on transportation infrastructure and energy 
over the next three years. Other key elements of the 
government\'s new Accelerated and Shared Growth 
Initiative (ASGI) 

include labor market reform 

public services 

industrial policy 


A 2005 survey of South African business sponsored by 
the World Bank and the Department of Trade and Industry 
queried domestic and foreign firms about South Africa\'s 
investment climate. Constraints most often mentioned 
were the lack of skilled labor 

limiting exports 

survey conducted by the American Chamber of Commerce in 
South Africa re-enforced these views. While supporting 
the need for affirmative action 

acknowledge that the lack of clarity surrounding the 
application of Black Economic Empowerment has had a 
dampening effect on their plans to further invest in 

South Africa. 
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Black Economic Empowerment has been at the center of 
business-government relations for the past several 
years. In January 2004 
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law the Broad-Based Black Economic Empowerment Act of 
2003 

Empowerment (BEE) strategy 

participation in the economy of previously 
disadvantaged South Africans. The Act directed the 
Minister of Trade and Industry to develop a national 
strategy for BEE 

form of Codes of Good Practice 

development of industry specific BEE charters 
establish a National BEE Advisory Council to review 
progress on BEE. While firms are not legally required 
to meet BEE criteria 

competitive if they do not. 


On November 1 

Industry released the final version of the Framework 
for Measurement" and the first two \"Codes of Good 
Practice" The first two Codes of Good Practice deal 
with how firms can comply with targets for BEE equity 
ownership and BEE management. The Framework identified 
seven criteria to be measured by means of a scorecard 
with specific targets and scoring rules. These 

included the percentage to which blacks own 

and work in an enterprise as well as targets for 

training black South Africans 

BEE compliant firms 

black-owned business. 


All firms must have their BEE compliance audited 
annually by an accredited verification agency 

assigned a BEE compliance status based upon its BEE 
performance. A firmVs BEE status will factor into the 
award of government contracts 

BEE compliance status of a firm\'s customers. 


On December 20 2005 

remaining codes for public comment. These codes deal 
with employment equity 

development 

sized enterprises 

transfer of equity to BEE firms/individuals for 
multinationals. Only after all the Codes of Good 
Practice are in final form will the Minister of Trade 

and Industry promulgate them together in the government 
Gazette according to Section 9(1) of the BEE Act 53 of 
2003. BEE Codes of Good Practice and other pertinent 
BEE legislation may be found on DTI\'s website: 
www.dti.gov.za. 


Poor or unclear regulations in key sectors 
telecommunications 
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disincentive to investment. In instances where the 
regulator is weak and unable to enforce its own 
regulations 

disadvantage to domestic companies. Costs associated 
with pursuing legal action to resolve disputes can cut 
into the bottom line. 


Following national elections in April 2004 

government unveiled plans to restructure most remaining 
state owned enterprises rather than proceed with plans 
for privatization. Nevertheless 

medium-term 

non-core businesses owned by Transnet (transportation) 
such as the Airports Company South Africa (ACSA) 
manages South Africa\'s nine principal airports. 
Transnet also expects to enter into a concession for 

the operation of a container terminal at the Port of 
Durban. The planned privatization of smaller 
parastatals 

Safcol (forestry) and 

a hoped-for partial buy-in by foreign suitors may also 
afford opportunities for foreign participation in the 
medium-term. 


6.2 Conversion and Transfer Policies 
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The Exchange Control Department at the South African 
Reserve Bank (SARB) administers foreign exchange 
policy. Authorized foreign exchange dealers 

one of the large commercial banks 

international commercial transactions and report every 
purchase of foreign exchange 

amount 

companies. As a rule 

the conversion and transfer of funds. 


Foreign investors may purchase local securities without 
restriction. To facilitate repatriation of capital and 
profits 

authorized dealer endorses their share certificates as 
\"non-resident.\" Foreign investors should also be sure 
to maintain an accurate record of investment. 


For South African residents and companies 
government has made significant progress in 
liberalizing the foreign exchange regime. Since 2004 
South African companies may invest in other countries 
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without restriction (although SARB 

approval/notification is still required) and South 

African individuals may freely invest in foreign firms 
listed on South African stock exchanges. Individual 
South African taxpayers in good standing may invest up 
to R750 

October 2005 

African banks would be able to commit up to 40 percent 
of their domestic capital in other countries 

20 percent outside Africa. In addition 

other investment funds may now invest up to 25 percent 
of their retail assets in other countries. Pension 

plans and insurance funds may invest 15 percent of 
their retail assets in other countries. 


Before accepting or repaying a foreign loan 

African residents must obtain SARB approval. The SARB 
must also approve the payment of royalties and license 
fees to non-residents when no local manufacturing is 
involved. When local manufacturing is involved 

DTI must approve the payment of royalties related to 
patents on manufacturing processes and products. Upon 
proof of invoice 

for foreign management and other services provided such 
fees are not calculated as a percentage of sales 

profits 


Further questions on exchange control may be addressed 
to: 


South African Reserve Bank 

Exchange Control Department 

P.O. Box 427 

Tel: +27 (0) 12 313-3911; Fax: +27 (0) 12 313-3197 
Website: www.reservebank.co.za 


6.3 Expropriation and Compensation 


Under the Expropriation Act of 1975 and the 
Expropriation Act Amendment of 1992 

entitled to expropriate private property for reasons of 
public necessity or utility. The decision is an 
administrative one. Compensation should be the price 
that the property would have realized in an open market 
transaction. There is no record 

of an expropriation or nationalization of an American 
investment in South Africa. 


Racially discriminatory property laws during apartheid 
resulted in highly disproportionate patterns of land 
ownership in South Africa. As a result 
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apartheid government has committed to redistributing 30 
percent of the country\'s farm land to black South 
Africans by 2014. Thus far 

farm land has been redistributed under the government\'s 
land reform program. The government has embarked on 
market-based land reform 

redistribution. In 2005 

it was willing to use its power to expropriate land 

should farm owners refuse court approved purchase 
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prices. Shortly thereafter 

proceedings to expropriate a white owned farm after the 
owner refused the court approved purchase price. The 
owner has appealed to the courts. 


6.4 Dispute Settlement 


South Africa is a member of the New York Convention of 
1958 on the recognition and enforcement of foreign 
arbitration awards 

International Center for the Settlement of Investment 
Disputes. South Africa recognizes the International 
Chamber of Commerce 

transnational disputes. South Africa applies its 
commercial and bankruptcy laws with consistency and has 
an independent 

property and contractual rights. 


6.5 Performance Requirements and Incentives 


DTI offers six investment incentives for manufacturing. 
Foreign Investment Grants may provide up to 15 percent 
of the value of new machinery and equipment to a 
maximum of R3 million (app. $500 

relocation to South Africa. Industrial Development 
Zones provide duty-free import of production-related 
materials and zero VAT on materials sourced from South 
Africa 

upon payment of normal imported duties on finished 
goods. The Skills Support Program provides up to 50 
percent of training costs and 30 percent of worker 
salaries for a maximum of three years to encourage the 
introduction of advanced skills. The Strategic 
Investment Project program offers a tax allowance of up 
to 100 percent (a maximum allowance of R600 million 
(app. $100 million) per project) on the cost of 

buildings 

investments of at least R50 million (app. $85 million). 
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The Critical Infrastructure Facility supplements funds 
up to 30 percent of the development costs of qualifying 
infrastructure projects. The Small and Medium 
Enterprise Development Program offers a tax free grant 
of up to R3.05 million (app. $500 

with assets less than R100 million (app. $15 million) 
for a maximum of three years. The first two years the 
grant is based on the investment in operating assets 
and the third year on the level of employment 
generated. 


In July 2004 

investment 

film industry. It established the Film and Television 
Production Rebate Scheme that allows eligible 
applicants to receive a rebate of 15 percent of the 
production expenditures for foreign productions and up 
to 25 percent for qualifying South African productions. 
Film projects must have begun after April 1 

must reach a threshold of R25 million (app. $4 million) 
to qualify for the rebate. Other requirements include 
50 percent completion of the principal photography in 
South Africa and a minimum of four weeks photography 
time. Eligible productions include movies 

movies 

maximum rebate for any project will be R10 million 
(app. $1.5 million). Details on the entire scheme are 
available at the DTI website at www.dti.gov.za. 


To encourage investors to establish or relocate 

industry to areas throughout South Africa 

country's various provinces have development agencies 
that offer incentives. These vary from province to 
province and may include reduced interest rates 
reduced rental cost for land and buildings 

for the relocation of plant and employees 

rates for basic facilities 

transport rebates 

housing. 


The Industrial Development Corporation 
financing 

that reports to DTI 
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to support investment in target sectors. It also 


provides credit facilities for South African exporters. 


Several government-supported bodies provide technical 
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assistance to industry. The Council for Scientific and 
Industrial Research provides multi-disciplinary 
research and development for industrial application. 
Technifin is a government-owned corporation which 
finances the commercialization of new technology and 
products. MINTEK develops mining and mineral 
processing technology for company application. The 
Council for Geoscience undertakes geological surveys 
and services related to minerals exploration. 


Under the National Industrial Participation Program 
foreign companies winning large tenders must invest at 
least 30 percent of the value of the imported content 

of the tender. The Department of Defense and the 
Armaments Corporation of South Africa impose an 
obligation of up to 50 percent on all defense purchases 
exceeding US$2 million 

50 percent on purchases exceeding US$10 million. 


The government initiated the Motor Industry Development 
Program (MIDP) in 1995 to restructure the South African 
automotive industry over a period of twelve years. The 
program was deigned to encourage local manufacturing by 
means of a duty rebate scheme on imported vehicles and 
component parts 

program. In 2002 

extended the program from 2007 to 2012. Import duties 
and duty rebates will continue to decline over this 
extended period. The import duty on built-up light 
vehicles will fall to 25 percent and the import duty on 
original equipment components will fall to 20 percent by 
2012. 


6.6 Right to Private Ownership and Establishment 


The right to private property is protected under South 
African law. All foreign and domestic private entities 
may freely establish 

commercial interests. The securities regulation code 
requires that an offer to minority shareholders be made 
when 30 percent shareholding has been acquired in a 
public company that has at least 10 shareholders and 
net equity in excess of R5 million. 


State owned enterprises dominate a number of key 
sectors in South Africa. Eskom supplies 94 percent of 
South Africa\'s electricity. Transnet operates the bulk 
of the nation\'s rail 

The South African Post Office is a legislated monopoly. 
Telkom 

sole fixed-line telephone operator (a second operator 
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was licensed in December 2005). 


The Competition Act of 1998 and subsequent amendments 
address anticompetitive practices in both the private 

and public sectors. The Competition Commission has 
demonstrated increasing capacity to implement 
competition policy effectively. There have been more 
frequent challenges against state owned enterprises 

that compete unfairly in recent years. 


6.7 Protection of Property Rights 


The South African legal system protects and facilitates 
the acquisition and disposition of all property rights 
e.g. 

registered at the Deeds Office. Banks usually provide 
finance for the purchase of property by registering the 
mortgage as security. 


Owners of patents and trademarks may license them 
locally 

of royalties to a non-resident licensor 

approve the royalty agreement. Patents are granted for 
twenty years - usually with no option to renew. 
Trademarks are valid for an initial period of ten years 
and thereafter renewable for ten-year periods. The 
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holder of a patent or trademark must pay an annual fee 
to preserve ownership rights. All agreements relating 
to payment for the right to use know-how 

trademarks 

subject to approval by exchange control authorities. 
For consumer goods 

factory selling price is standard. For intermediate 

and finished capital goods 

to six percent will be approved. 


Literary 

cinematographic films and sound recordings are eligible 
for copyright under the Copyright Act of 1978. New 
designs may be registered under the Designs Act of 
1967 


The Counterfeit Goods Act of 1997 provides additional 
protection to owners of trademarks 

certain marks under the Merchandise Marks Act of 1941. 
The Intellectual Property Laws Amendment Act amended 
the Merchandise Marks Act of 1941 
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Protection Act of 1967 

Copyright Act of 1978 

the Designs Act of 1993 to bring South African 
intellectual property legislation fully into line with 

the WTO\'s Trade-Related Aspects of Intellectual 
Property Rights Agreement. Amendments to the Patents 
Act of 1978 were also intended to bring South Africa 
into line with TRIPS 

party in 1999 

the Patent Cooperation Treaty. 


The International Intellectual Property Alliance 
reported an increase in border seizures of pirated 
goods 

disc market during 2005. A local watchdog 

African Federation Against Copyright Theft reported on 
its website (www.safact.co.za) statistics on seizures 

of counterfeit DVDs as well as a number of successful 
criminal court cases against pirates in 2005 
demonstrating the government\'s commitment to IPR 
enforcement. 


6.8 Transparency of the Regulatory System 


In general 

transparent regulations concerning the establishment 

and operation of businesses. Under the Act 

businesses employing more than 20 persons must register 
as a company within 21 days. The same rules apply to 
foreign companies 

companies may elect to operate as an \"external company 
(with no limit on legal liabilities). In general 

businesses must also register with the local Regional 
Services Council 

Compensation Commissioner 

council 

addition 

license from local authorities. The validity of an 

operating license is indefinite unless a business is 

sold or relocated. Forms to be filled out by investors 

are straightforward. The process takes six months on 
average 

Investment South Africa 


Virtually all business activities are open to foreign 
investors. The government does not prohibit or 
officially discourage a foreign-owned business from 
locating in a particular region of the country. 
Restrictions that apply to a particular industry apply 
to both domestic and international investors. 
Exceptions exist in the areas of banking and defense. 
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For example 

to employ a certain number of South Africans and 
locally maintain a minimum capital base to obtain a 
banking license. In addition 

register as an external company before immovable 
property can be registered in their names. 


6.9 Efficient Capital Markets and Portfolio 
Investment 
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South Africa\'s banks are well-capitalized and comply 
with international banking standards. Non-performing 
loans as a percentage of total loans and advances was 
1.6 percent as of June 2005. Six of the thirty-five 
banks in South Africa are foreign owned and fifteen are 
branches of foreign banks. The \"Big Four" (Standard 
ABSA 

accounting for almost 85 percent of the country\'s 
banking assets 

2005 

ABSA 

owned. (Technically it is the second. Old Mutual 
which moved its primary listing from the Johannesburg 
to the London Stock Exchange in 1999 


The SARB regulates the sector according to the Bank Act 
of 1990. There are three alternatives for foreign 
banks to establish local operations 

require SARB approval: 1) a separate company 
branch 

for the registration of a bank are the same as for 
domestic banks. Foreign banks 

additional information 

approval 

the holding company 

the foreign bank\'s home regulatory authority. More 
information on the banking industry may be obtained 
from the Banking Association at the following website: 
www.banking.org.za. 


The Financial Services Board (FSB) governs South 
Africa\'s non-bank financial services industry (see 
website: www.fsb.co.za). The FSB regulates insurance 
pension funds 

participation bond schemes 

the financial markets. The JSE Securities Exchange is 
the sixteenth largest exchange measured by market 
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capitalization in the world. As of November 2005 
market capitalization stood at $514 billion with a 

total of 364 firms listed. The Bond Exchange of South 
Africa (BESA) is licensed under the Financial Markets 
Control Act. Membership includes banks 

investors 

intermediaries. The exchange consists principally of 
bonds issued by government 

and increasingly private corporations. More 
information on financial markets may be obtained from 
the JSE Securities Exchange SA (website: www.jse.co.za) 
and the Bond Exchange (website: 
www.bondexchange.co.za). 


Foreign investors deemed \"affected persons\" must obtain 
SARB approval to borrow amounts greater than R20 
(app. $3 

companies or other bodies in which (1) 75 percent or 
more of the capital assets or earnings may be used for 
payment to 

(2) 75 percent or more of the voting securities 

power 

are vested in 

person in South Africa may provide credit to a non- 
resident or \"affected person\" without an exchange 
control exemption. Non-residents and \"affected 
persons 

South African Rand value of funds introduced from 
abroad and invested locally. Additionally 

to borrow locally increases if both residents and non- 
residents own the local enterprise. 


6.10 Political Violence 


Political violence is no longer a serious issue in 
South Africa 

National and provincial governments have pursued a 
number of programs to control criminal violence and 
levels of most violent crimes have stabilized or fallen 
in recent years. 


6.11 Corruption 
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South African law provides for prosecution of 
government officials who solicit or accept bribes. 
Penalties for offering or accepting bribes include 
criminal prosecution 


Column 3 

employees) 

The South African Prevention and Combating of Corrupt 
Activities Act of 2004 clarified what should be 
considered as corruption and allows for the 

investigation and seizure of \"unexplained wealth. The 
act also obliges public officials to report corrupt 
activities 

possibility of life imprisonment 

National Treasury to create a register of corrupt 
individuals and firms that will not be allowed to 

submit bids on government tenders. One shortcoming of 
the Act is the provision of protection for 

whistleblowers. 


New laws 

Information Act signed into law in February 2000 
helped to increase transparency in government in the 
last few years. The Public Finance Management Act 
which became effective on April 1 

raise the level of oversight and control over public 
funds and improved the transparency of government 
spending 

and parastatals. 


At least ten agencies are engaged in fighting 
corruption. Some 

(PSC) 

Auditor-General are constitutionally mandated. The 
South African Police Anti-Corruption Unit and the 
Directorate for Special Operations (popularly known as 
the Scorpions) have dedicated units to combat 
corruption. Ina much celebrated case 

Prosecuting Authority indicted former Deputy President 
Jacob Zuma on charges of corruption in 2005. The trial 
is set to take place in 2006. 


According to the 2004 Institute for Security Studies\' 
\"National Victims of Crime Survey 

nationally representative sampling of South African 
households 

second-most experienced crime in South Africa after 
burglary. According to Transparency International\'s 2005 
Corruption Perceptions Index 

of 158 and was third least corrupt in Africa. 


South Africa is not a signatory of the OECD Convention 
on Combating Bribery 

Convention against Corruption. Transparency 
International maintains an office in South Africa. 


6.12 Bilateral Investment Agreements 
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South Africa has bilateral investment agreements with 
Argentina 

Republic 

the Netherlands 

Switzerland 

Development 

between South Africa and the European Union on January 
4 


In 2003 

negotiations with the Southern African Customs Union 
(including South Africa 

and Swaziland) with the goal of concluding an agreement 
that would include a chapter on investment. Seven 
negotiating rounds have been held 

remains. 


Agreements regarding mutual assistance between the 
customs administrations of the United States and South 
Africa became effective on August 1 

South Africa bilateral tax treaty eliminating double- 
taxation became effective on January 1 


6.13 OPIC and Other Investment Insurance Programs 
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In 1993 

agreement with the United States to facilitate Overseas 
Private Investment Corporation (OPIC) programs. To 
date 

supporting sub-Saharan Africa development 

the Africa Growth Fund ($25 million) 

Growth and Investment Fund ($105 million) 

Investment Fund ($120 million). OPIC also established 
the $350 million Sub-Saharan Africa Infrastructure Fund 
(SAIF) to fund infrastructure projects in sub-Saharan 
Africa. OPIC helped the National Urban Reconstruction 
and Housing Agency (NURCHA) to establish a $31 million 
scheme to lend to small contractors for the 

construction of affordable houses. In 2004 

entered into an agreement with the Homeloan Guarantee 
Company (HLGC) to fund low-income home loans for HIV- 
positive South Africans. The pilot program for this 

project was initiated in 2005. Additional information 

on OPIC programs that involve South Africa may be found 
on OPIC\'s website: www.opic.gov. 
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South Africa is also a member of the World Bank\'s 
Multilateral Investment Guarantee Agency. 


6.14 Labor 


The right to strike is protected under South African 

labor law. Although labor militancy has declined since 
1994 

to 2.2 million as of September 2005. As of 2003 

trade union membership was approximately 3.3 million 
persons 

population employed in the formal sector. Most union 
members belong to affiliates of the three major union 
federations: the Congress of South African Trade Unions 
(COSATU) 

(FEDUSA) or the National Council of Trade Unions (NACTU). 
Although COSATU 

allied with the African National Congress (ANC) and the 
South African Communist Party (SACP) 

the government on issues of economic and health policy. 
COSATU is opposed to efforts to privatize government 
services and state-owned corporations. 


According the March 2005 Labor Force Survey (LFS) 
official unemployment rate is 26.5 percent. This rate 

uses the International Labor Organization (ILO) 

definition of unemployment 

have not actively sought employment during the previous 
four weeks. To help counter unemployment and contribute 
to economic growth 

substantial resources to skills development 

undertaken a growth and employment policy. 


South Africa has no country-wide minimum wage 
Minister of Labor has issued determinations that set a 
minimum wage for certain occupations where collective 
bargaining is not common. These include domestic 
workers 

employees. In addition 

collective bargaining agreements to firms that did not 
participate in negotiations. 


Since 1994 

sought to remove all vestiges of apartheid labor 
legislation. In its place 

install a labor market characterized by employment 
security 

conditions. Under the aegis of the National Economic 
Development and Labor Council (NEDLAC) 

business 

with the exception of laws pertaining to occupational 
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health and safety. NEDLAC negotiations placed a high 
value on worker rights and collective bargaining. 


Major labor legislation includes the following: 


-- The Labor Relations Act 

1996 

management to lock out workers. The Act created the 
Commission on Conciliation 
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(CCMA) which can conciliate 

cases of labor dispute 

bargaining council negotiation before a strike can be 
legally called. The CCMA currently has a caseload in 
excess of what was anticipated. 


-- The Basic Conditions of Employment Act 
December 1998 

minimum standards for overtime pay 
notice of termination. 


-- The Employment Equity Act prohibits unfair employment 
discrimination and requires large and medium-sized 
employers to prepare affirmative action plans to ensure 
that black African 

adequately represented on the workforce. 


-- Occupational Health and Safety Act 

1993 

standards and gives the Department of Labor the right to 
inspect the workplace. For the mining industry 
Inspector of Mines provides regulatory oversight under 
the Mine Health and Safety Act. 


-- The Skills Development Act imposes a levy on employers 
equal to one percent of the payroll that is to be used 

for training programs devised by industry-specific 

training authorities. Employers who provide job skills 
training can claim back much of their contribution from 
government. 


Companies have complained about the introduction 
through a regulation in early 2003 

training levy on the salaries of expatriates in order 

to enter the country under an expedited visa procedure. 
The levy does not apply to expatriates already resident 
in the country or to inter-company transfers. 

Expatriates who enter the country under the normal visa 
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procedure are exempt from the levy 

process is complex and time consuming. The 
government\'s decision to implement the levy-based 
system through regulation rather than legislation has 
also been controversial. A legal challenge to the 
regulations further delayed the implementation of the 
new immigration legislation and this created more 
uncertainty about the effective handling of 
applications for visas. 


Despite amendments to some of the above labor laws passed 
in 2002 

labor market has constrained employment and contributed 
to the rise in unemployment. On the other side 

unions argue that employers evade labor legislation 
through the use of labor brokers who supply casual 
workers. Other areas of contention revolve around the 
application of wage structures to all firms in an 

industry 

negotiations 

procedures for the dismissal of workers. 


6.15 Foreign Trade Zones/Free Ports 


South Africa designated its first Industrial 

Development Zone (IDZ) in 2001. IDZs offer duty-free 
import of production-related materials and zero VAT on 
materials sourced from South Africa 

right to sell into South Africa upon payment of normal 
imported duties on finished goods. Expedited services 
and other logistical arrangements may be provided for 
small to medium-sized enterprises 

direct investment. Co-funding for infrastructure 
development is available. There are no exemptions from 
other laws or regulations 

labor laws. The Manufacturing Development Board 
licenses IDZ enterprises in collaboration with the 

South African Revenue Service (SARS) 

customs matters. IDZ\'s operators may be public 
private 

located near Port Elizabeth at Coega 

Richards Bay 

Airport. 
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6.16 Foreign Direct Investment Statistics 


Foreign direct investment (FDI) data is readily 
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available in South Africa 

vary depending on their source and definition. Among 
the numerous institutions that provide foreign 
investment data 

relies mostly on the SARB. SARB statistics conform to 
the IMF definition of FDI (i.e. 

defined as ownership of at least 10 percent of the 
voting rights in an organization by a foreign resident 

or several affiliated foreign residents 

equity capital 

capital.) and represent actual investment 

announced but not completed \"intended\" investment. 
However 

figures that distinguish between actual investment 
flows and changes in investment stocks caused by asset 
swaps 

acquisitions. This makes it difficult to track the 

United States\' and other countries\' FDI position in 
South Africa on an annual basis. 


Because SARB statistics only provide an annual total 

for all the countries flows combined 

often consult more updated information obtained from 
the South Africa-based firm \"Business Map (BM). The 
latter offers fee-based services for a wide range of 
investor-related data and analysis (website: 
www.businessmap.co.za). 


The following FDI statistics were drawn from the SARB\'s 
December 2005 Quarterly Bulletin. The conversion 
exchange rate used was that of the average for each 
year cited. 


Table A: Average Exchange Rates 


2000 2001 2002 2003 2004 
Rand/US$ 6.94 8.83 10.52 7.56 6.45 


Table B: Year-end Stock of Foreign Direct Investment in 
South Africa 


2000 2001 2002 2003 2004 
Rand (billion) 328.86 370.70 255.84 303.55 355.09 
US$ (billion) 47.42 41.96 24.33 40.14 55.05 


Table C: Year-end Stock of South African Direct 
Investment Abroad 


2000 2001 2002 2003 2004 
Rand (billion) 244.65 213.18 189.91 180.51 216.66 
US$ (billion) 35.28 24.13 18.06 23.87 33.59 
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Table D: GDP (in billion rands at current prices) and 
Year-end FDI Stock as a percentage of GDP 


2000 2001 2002 2003 2004 
GDP 922.1 1 
FDI(%) 35.7 363 219 241 25.6 


Table E: Year-end stock of FDI in South Africa 
by region/country (billions) 


REGION/COUNTRY RAND RAND US$ US$ 
2003 2004 2003 2004 

EUROPE - Total 245.8 301.0 32.5 46.7 

UNITED KINGDOM 188.4 228.0 24.9 35.3 


GERMANY 22.9 258 3.0 4.0 
SWITZERLAND 61 64 08 1.0 
NETHERLANDS 161 162 21 25 
FRANCE 41 65 05 1.0 
ITALY 20 21 03 03 

N&S AMERICA (total) 32.1 34.1 42 5.3 
USA 295 31.2 3.9 48 


AFRICA (total) 4.7 4.2 0.6 0.7 
ASIA (total) 20.5 15.2 2.7 2.4 
MALAYSIA 10.0 24 13 04 
JAPAN 71 74 09 11 
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OCEANIA (total) 04 0.5 0.1 0.1 


TOTAL 303.4 355.1 40.1 55.1 


Table F: Year-end Stock of South African Direct 
Investment Abroad by Region/Country 
(billions) 


REGION/COUNTRY RAND RAND US$ US$ 

2003 2004 2003 2004 
EUROPE - Total 137.4 165.5 18.2 25.7 
UNITED KINGDOM 44.1 65.0 5.8 10.1 
LUXEMBURG 43.7 51.1 58 79 
AUSTRIA 11.2 167 15 26 
OTHER 38.4 22 51 04 
N&S AMERICA (total) 17.0 17.5 23 27 
USA 149 153 20 24 
AFRICA (total) 15.8 23.6 2.1 3.7 
ASIA (total) 35 32 05 05 
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OCEANIA (total) 68 68 09 1.1 


Table G: Year-end Stock of FDI in South Africa 
by Industry Sector (billions) 


INDUSTRY RAND RAND US$ US$ 
2003 2004 2003 2004 

Agriculture 

Forestry 8 Fishing 0.5 0.7 0.1 0.1 

Mining 103.1 111.6 13.6 17.3 


Manufacturing 75.4 111.4 10.0 17.3 
Construction 19 20 03 03 
Trade 

& Accommodation 

Transport 

& Communication 

Finance 

Real Estate & 

Business Services 

Social services 04 05 041 0.1 


TOTAL 303.4 355.1 40.1 55.1 


Table H: FDI Flows into South Africa: 


Investment by foreigners in undertakings in South Africa 
in which they have at least 10% of the voting rights: 


2000 6.2 
2001* 58.4 
2002 8.0 
2003 5.6 
2004 5.2 


*The high inflow in 2001 was due to the Anglo 
American/DeBeers transaction. 


Table I: FDI Flows out of South Africa: 


Investment by South Africans in undertakings abroad in 
which they have at least 10% of the voting rights: 


2000 1.9 
2001 -27.4 (inflow - decrease in investment abroad) 
2002 -4.2 (inflow - decrease of investment abroad) 
2003 4.3 
2004 8.7 
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*2001 De Beers/ Anglo American transaction resulted in 
the return of capital 
South Africa. 


Since 1994 many foreign firms have opened or re-opened 
offices in South Africa. There are an estimated 700 
American companies (including subsidiaries 

ventures 
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representative offices) doing business in South Africa. 
The second and third highest numbers of companies per 
country are from Germany and the U.K. 


Key Investment Industries in South Africa: 


South Africa is a food self-sufficient country. The bulk 

of the population\'s food needs are supplied locally. In 
certain instances 

companies have become global players. Major 
international agro-processing companies with a presence 
in South Africa include Unilever 

Danone 

Virgin Cola 


The chemical industry is the largest manufacturing sector 
in the South African economy 

GDP. The country is a world leader in the manufacture of 
synthetic fuel from coal. In addition to Sasol and 

PetroSA Fischer-Tropsch based synthetic fuel operations 
four oil refineries dominate the petroleum and 
petrochemical industry. The rest of the chemical 
manufacturing sector consists mainly of AECI 

and fertilizer plants. 


Four major commercial banking groups that provide retail 
and investment banking services dominate the South 
African banking industry. The European 

U.S. banks with banking licenses have so far concentrated 
on corporate rather than retail banking. Foreign banks 
have gained market share by offering competitive lending 
rates. 


The South African automotive and components industry 
includes Ford 

Works 

benefit from the Motor Vehicle Development Program and 
have production plants in South Africa. 
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Table F: Top Foreign Companies Invested In South Africa 


Canada - Placer Dome 
Denmark - AP Moller 
France - Lafarge 


Germany -BMW 

Italy - Cirio (Del Monte) 

Switzerland - Movenpick Hotels 

U.K. - Billiton; Lonrho Plc 
Anglo American 
British Petroleum 

U.S. - Caltex; Coca Cola; Dow Chemicals; 
General Motors 

Saudi Arabia - Oger 


These companies have invested in excess of R1 billion in 
South Africa since 1994. 


Other significant U.S. investors include: McDonalds 
Strauss 

Sara Lee 

Johnson 

General Electric. 
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opportunities to get beyond the diplomatic estrangement over 
Al-Jazeera that has dogged relations with the U.S. in recent 
years. Qatar\'s high-level dialogue with Syria is increasingly 
troubling 

relationship is strong 

roles in the economy 

establishing democratic institutions. 


2. (C) We have requested meetings with the Amir\'s wife 
Sheikha Mozah bint Nasser al-Misnad (addressed as Your 
Highness) 

Minister Hamad bin Jassim Al Thani (addressed as Your 
Excellency or Mr. Minister) 

Follow-Up Affairs Mohamed al-Rumaihi. 


3. (U) The paragraphs that follow provide background on key 
current political economic issues in Qatar. 
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Iraq 


4. (S) Qatar has been a pillar of support for our efforts in 

Iraq and Afghanistan. We continue 

unimpeded combat missions out of Al-Udeid Air Base. The Amir 
shares our view that restoration of order and a successful 
democratic transition are of paramount importance not only to 
Iraq but to the region. However 

Qatar\'s efforts over the past two years are not fully 
appreciated in Washington. The Foreign Minister has promised 
the Ambassador recently that the GOQ would provide debt 
relief to Iraq Vat the right time." While the Foreign 

Minister has expressed concerns of civil war in Iraq 

stated publicly that the coalition needs to stay in the 

country to establish wider security. The GOQ also points to 

the importance of establishing a power structure in Baghdad 
that is fully inclusive of the Sunni bloc. 


5. (C) Over the past year 

behind-the-scenes dialogue with their Syrian and Lebanese 
counterparts in an attempt to bring about stable 
disengagement and to defuse tensions with the United States. 
The relationship with Syria includes announcements of 
investment projects aimed at the Syrian real estate sector. 
Despite our protests 

President Bashar al-Asad visited Doha from January 15 to 
early on the 17th. 


6. (S) Foreign and Qatari residents alike were shocked by the 
March 19 

the vehicle 

over 100 people could have been killed; it was a powerful and 
lethal explosion. The vehicle was laden with explosives and 
ball bearings. Qatari officials 

and religious figures all condemned the attack. The only 
public demonstration in Qatar in the last 18 months occurred 
several days later when several thousand Qataris gathered to 
condemn the attack and express support for the expatriate 
community. The investigation continues 

detainees were released from custody. The government\'s public 
line is that the bomber Omar Ali 

resident of Qatar 
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the contrary. Business activity has not been hindered. 


7. (U) Qatar\'s own program of reform 

after he assumed power in 1995 

forward last June when its first constitution came into 

force. The constitution calls for a two-thirds elected 

national legislature. These elections have not been scheduled 
but are expected to take place sometime in early 2007. Qatari 
women will have the right to vote and will be encouraged by 
the government to run for office. In municipal elections in 
1999 and 2003 

to cast votes 


8. (U) Education reform 

Mozah 

sweeping revamp of Qatar\'s pre-university and higher 

education system based on Rand Corporation recommendations. 
Also as part of this effort 

\"Education City\" the branch campuses of Texas A&M University 
Virginia Commonwealth University 

Weill-Cornell Medical College 

School of Foreign Service. These have been ground-breaking 
efforts that have been hailed by many as models for other 

states in the region. 


9. (C) Al-Jazeera remains a blight on our otherwise robust 
relatioinship. In response to our repeated protests and 
appeals 

air time given to Al-Qaida and kidnappers\' videos and have 
made efforts to address the inflammatory nature of its 
reporting from Iraq. The channel has stressed to us its 
coverage of pro-democracy movements in Lebanon and Egypt as 
well as broader coverage of Middle Eastern politics. The Al 
Jazeera managing director told the Ambassador 
Americans want to find a proper partner in its effort to get 
democracy and reform 

Jazeera. 


10. (C) The station has shown some signs of improved 
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broadcasting but still remains unacceptably sloppy in its 
journalist practices. In December 

\"negative\" reports (as calculated by the Defense Intelligence 
Agency) notched down for the second straight month 

(DIA\'s calculations of AJ\'s broadcast coverage of U.S. 
involvement in Iraq in 2005 ranged from as high as 20% 
\"negative\" to as low as 7%.) The Al-Jazeera issue has cast a 
long shadow 

initiatives floated by the U.S. The GOQ wants to find ways to 
put U.S.-Qatar relations on a stronger 

foundation. We anticipate that your Qatari interlocutors will 
welcome your visit as a chance to move toward that objective. 
On 17 January 

good news is that Al Jazeera will no longer be the chief 
irritant i U.S.-Qatari relations. The bad news is that Syria 

will be.\" 


11. (U) QatarYs economy is one of the fastest-growing in the 
world 

expected to record equal or better growth for 2005. Per 

capita income is nearing $38 

and soon to be the highest in the world. Qatar\'s vast wealth 
has resulted from the successful development of its natural 
gas resources over the past 10 years with plans for even 
greater expansion over the next decade. Under the leadership 
of the minister of Energy and Industry 

maximizing use of Qatar\'s natural resources to diversify the 
economy and provide business and employment opportunities to 
Qataris. Since 1999 

investment in Qatar\'s energy sector 

coming from U.S. companies. Qatar plans to invest $70 billion 
in the natural gas sector over the next seven years. 


12. (U) The GOQ estimates Qatar\'s oil reserves are at 27 
billion barrels. Qatar\'s daily average production is 

currently estimated to be 806 

production rates 

years. Qatar\'s goal is to increase overall production 

capacity to over one million bpd by 2006. Occidental and 
Anadarko are the two U.S. companies operating in this sector. 


13. (U) The majority of Qatar\'s current development in the 
energy sector is focused on its natural gas reserves. 
Discovered in 1971 

world natural gas reserves 

Estimated at 900 trillion cubic feet (tcf) 

is the largest non-associated gas field in the world. The 
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North Field extends over an area of approximately 6 

square kilometers is expected to support planned production 
for over 200 years. 


14. (U) QP manages the natural gas sector through its two 
major joint ventures 

goal is to supply 78 million tons of LNG annually to the 
international market by 2012 in order to meet about 30% of 
the global energy needs for LNG. GOQ officials have said that 
QP would increase its LNG output from 15.1 million tons per 
annum (mtpa) in 2003 to 20.2 mtpa by the end of 2004. In 
October 2004 

invest $70 billion in the natural gas sector over the next 
seven years. The production facilities for Qatargas 

and other natural gas related projects are located at Ras 
Laffan Industrial City. 


15. (U) Qatar signed a Trade and Investment Framework 
agreement with the U.S. in March 2004 

Free Trade Agreement is moving slowly at best. The minister 
of Economy and Commerce has expressed his commitment to 
achieving a FTA 

such trade obstacles as mandatory majority Qatari ownership 
of most businesses 

restrictions to foreign investment in the financial services 
sector 

procurement. 


16.(C) Qatar has begun to use its wealth more intensively for 
development and reconstruction purposes while seeking 
leadership roles. One recent example is that establishment of 
the \"Reach Out to Asia\" foundation 

daughter 

is part of the leadership 

2006 Asian Games 


17.(C) Qatar has contributed as expected to reconstruction 

and development in Iraq and the Palestinian Territories. In 

Iraq 

of a $15 million higher education fund through UNESCO and has 
pledged $100 million at Madrid. Nevertheless 

been proactive in pursuing reconstruction efforts. This may 

be due in part to U.S. pressure over Al Jazeera and to the 
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perception that Qatar is already doing its share by hosting 
U.S. forces here. 


18.(C) In the Palestinian Territories 

personal contacts when setting up bilateral programs. For 
example 

Israel and is donating 100 vehicles for the Palestinian 
police. The Amir has close relations with Mahmoud Abbas 
visited Doha earlier this month and lived here in exile for 
many years. 

UNTERMEYER 
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the EmbOff visit included a wide cross-section of Kuwaiti 
society: young and old 

dressed in black abayas with their faces scrubbed free of 
the elaborate make up that is popular in Kuwait 

united in their grief. Many had pictures of the deceased 
Amir pinned to their gowns and a few even wore hijabs 
embroidered with the Kuwaiti flag. Many prominent Kuwaiti 
women were in attendance 

activists 


2. Emboffs entered a large hall in Dasman Palace where the 
Al-Sabah women were receiving mourners. Approximately 40 
family members -- among them wives 

sisters of the Amir -- shook the hands of their guests while 
younger family members sat behind the older generation and 
looked on. Some of those receiving mourners included: Dr. 
Rasha Al-Sabah 

Dr. Suad Al-Sabah 

American-born daughter-in-law of the Amir; a devastated 
Amthal Al-Sabah 

his frequent trips for medical treatment; Hussa Al-Sabah 
Director of the House of Islamic Antiquities; as well as 

many others including the Amir\'s elderly first wife and the 
mother of his half-brother the Prime Minister. 


3. Other female dignitaries were in attendance with their 
entourages as well 

Ibrahim 

Fatima bint Mubarak 

Zayed bin Sultan Al-Nuhayyan; and Jordanian Queen Rania Al- 
Abdullah 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 


You can also access the site through the 
State Department\'s Classified SIPRNET website 
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long-range missile systems in neighboring \"Country C\" and 
a result of proliferation from Country C 

During the simulation 

defense system 

and south 

defensive systems each. After two runs 

the defensive strategy themselves by prioritizing assets 
locating sensors and interceptors 

default salvo size. 


4. (C) The entire program generated intense discussions on 
tactical issues concerning MD systems. Led by the JNIC 
moderators 

before military installations 

command and control operations 

ideal number of interceptors needed to neutralize a 
particular threat. Dr. Saraswat 

guidance to the participants during the planning sessions 
and asked detailed questions while reviewing results. In 
addition 

throughout the program. Lively conversations also occurred 
between the Indian players and the JNIC programmers 
coached them through the initial rounds. The RCI 
participants quickly displaced the Americans at the consoles 
showing a thorough understanding of the simulation software 
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and MD stratgy. JNIC participants remarked that the Indian 
participants quickly grasped all the concepts associated with 
the operational challenges of planning a BMD system. 


5. (C) Concluding the program 

sides to launch the next phase of our MD cooperation. \"This 
was a great learning experience for my team 

in particular 

specifics of a roadmap ahead on technical cooperation and 
other aspects of future BMD collaboration 

also recommended adding a policy-level session. Naveen 
Srivastava 

of developing a way forward 

India should work out a framework that allows Dr. Saraswat 
and JNIC to proceed on (cooperative activities) on their 
own.\" Such a way forward 

significant accomplishments of the completed Planex. 
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6. (C) Comment: The success of Planex 06 has generated 
sufficient momentum that gives the U.S. the opportunity to 
propose more ambitious levels of BMD cooperation with India. 
Dividing MD cooperation on three parallel paths could lead to 
enhanced collaboration. The first track would involve 
planning for an ongoing program of exercises. An initial 
planning meeting in New Delhi in April could involve some 
policy makers 

would give the Indian side more exposure to MD simulations 
and strategy. A third meeting in New Delhi in September will 
finalize the terms of the exercise 

December 2006 in New Delhi. The New Delhi locale would help 
facilitate the addition of a policy component that involves 

the appropriate officials. 


7. (C) Comment continued: Formulating a framework that 
provides for additional collaborative activities belongs on a 
second track. On the margins of Planex 

expressed interest in contributing to joint research and 
development efforts 

resources and skills to add value to projects with the U.S. 
Finally 

respond positively if the GOI pursues the acquisition of the 
PAC-3 system. The enthusiasm and skills displayed during 
Planex 06 requires the U.S. to craft a way forward on greater 
BMD cooperation with India. 


8. (U) Comment continued: Post commends the JNIC and MDA team 
for a job well done. 


(U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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consultations. This would be particularly difficult with 
LDCs 

Habermayer speculated that it would be difficult to 
elicit LDC engagement 

received a good development package at Hong Kong. 


4. (SBU) Habermayer said she expected the January 29 
informal Trade Ministers\' meeting would recap the Hong 
Kong results 

whether the EU would formally submit any new proposals 
until the bilateral consultations concluded at the end of 
February 

She noted this did not leave much time to meet the April 
30 deadline for agreeing on modalities. 
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5. (SBU) Regarding the Commissioner\'s negotiating 
mandate 

are comfortable with Mandelson\'s limited flexibility on 
agriculture. However 

give Mandelson more leeway negotiating offensive 
interests-NAMA and services. As an aside 

lamented that \"no one in the EU\" was advocating these 
offensive interests vigorously enough. 


MCCAW 
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its registration renewed 
maintain its presence in the North Caucasus. 


3. (SBU) While CPCD lost its registration 

accredited in Russia and registered in Ingushetiya. It 

recently signed a Memorandum of Understanding with the Ingush 
Government on its activities and apparently had no indication 
that action against it was pending. Despite the ruling 

was continuing its normal operations. 


4. (SBU) Like HELP 

Ingushetiya and has enjoyed good relations with Ingush 
officials. Ittoo has signed a Memorandum of Understanding 
with the government. IMC staff learned it might be banned 
from reporters seeking comment on the ruling. Press reports 
gave no indication when and if the court would decide whether 
to ban it 


5. (C) The sudden announcement of the court\'s actions 

posted first on the Ingush Procurator\'s website 

and NGO contacts told us repeatedly over the past week that 
earlier complaints about and disputes with the Ingush 
Government had quieted down. Those complaints were directed 
at Ingush Deputy Prime Minister Osman Uzhakhov 
government\'s liaison to the humanitarian community. Uzhakhov 
had critized and berated NGO 

threatenting to shut down any organization that did not 
undertake programs that corresponded to the Ingush 
GovernmentVs priorities or sign Memorandums of Understanding 
with the government. During the past month 

changed and he had become more conciliatory 

of indications he would be dismissed 

contacts. 


6. (C) COMMENT: No one is sure who or what precipitated the 
surprise decision to ban these NGOs or whether it suggests 
future action against other NGOs. Relations between the 
international aid community and the GOR and local officials 
have never been good but have generally improved over the 
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past year; however 

The ban does not appear to be directly related to the recent 
passage of the NGO law. Our experience has shown that 
harassment of foreign NGOs in the North Caucasus is cyclical. 
Typically 

administrative or legal action that is intended as a message 
to the others that their ability to work depends on 
cooperation with the authorities. Usually 

resolved after intervention by donor governments and UN 
officials 

itself. We will continue to follow this situation closely. 
BURNS 
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than the others given sensitivities about the party\'s overall 
ethnic balance. (N.B. Tsvangirai\'s office subsequently 
circulated reports on the Bulawayo and Matabeleland South 
congresses and their election of new provincial leaderships 
January 14-15.) Tsvangirai noted that the party\'s women\'s 
wing had been especially instrumental in \"defending unity\" 
(i.e. 

productive. 


3. (C) Asked by the Ambassador to characterize the party\'s 
character following recent events 

have to see what leadership and plan of action emerged from 
the national party congress 

postponed from late February to March 18-19. He expressed 
concern about the \"zealousness\" of some within the leadership 
at this juncture 

\"the more compliant\" would have to reach some accommodation 
in the run-up to the congress. Roy Bennett 

admirable energy as Manicaland\'s new chairman but needed to 
take a more \"strategic\" vision. 


4. (C) In this vein 
courses\" for the new provincial leaderships to teach what 
Tsvangirai\'s \"paradigm shift" meant 


SIPDIS 

within the law; not business as usual.\" These meetings were 
proving useful opportunities to shape expectations of the 
membership and the leadership and to gauge specific concerns 
and practical limitations for action. To further inform a 

new action plan at the March national congress 

would also conduct stakeholders meetings with the Zimbabwe 
Confederation of Trade Unions 


Column 3 
Assembly 
February. 


Getting on with an \"Amicable Divorce" 
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5. (C) In response to the Ambassador\'s inquiry about 
inter-factional relations 

Ncube\'s personal intransigence underpinned the other 
faction\'s apparent opposition to reconciliation. Tsvangirai 
noted that there were a group of MPs who were pushing for a 
unified congress 

their seats. Tsvangirai had encouraged the MPs\'s efforts 
but noted that the other sides demands 

positions and augmented power to the Secretary-General 
position 

protected leadership slots would be counter-prodcutive 
Tsvangirai concluded; what was needed was the regeneration of 


SIPDIS 

a democratic force in sufficient number to challenge Mugabe 
and ZANU-PF. In the meantime 

own congress. (N.B. The Ncube faction\'s congress is 
scheduled for February 21-22.) Accordingly 

ready to \"get on with an amicable divorce and move on. 


6. (C) Tsvangirai expressed bafflement over the Ncube 
faction\'s motives and goals. Noting that ethnicity pervades 
all African politics 

might give Ncube and Sibanda a seat at the table with 
ZANU-PF 

run. He said the South Africans played a heavy role\" in 
events and may have supported a Ncube-ZANU-PF deal 
Zimbabweans never would. Noting the Ncube faction\'s 
closeness with the SAG (many of their leaders reportedly were 
in South Africa that day) 

inadvertantly discrediting itself among Zimbabweans with its 
partisanship. He reported that he had been trying 
unsuccessfully to secure an appointment with the South 
African Ambassador to express his concerns. 


Column 3 
Washington Trip? 


7. (C) Tsvangirai noted that he had discussed with party 
principals and NDI the advisability of a visit by MDC leaders 
to western capitals 

he had concluded that such travel would best be deferred 
until after the party congress 

hopefully be behind the party and a new plan of action could 
be showcased. In the meantime 

low level delegation to engage the Zimbabwean diaspora 
overseas 

not meet with governments but would sell the party to the 
diaspora 


8. (C) In closing 

in outside assistance in further preparing the party\'s 
leadership and membership for the coming paradigm shift. He 
said he had discussed the matter with NDI. 


9. (C) The Belgian Ambassador on January 17 told the 
Ambassador that Tsvangirai-aligned MDC Secretary for Economic 
Affairs Tendai Biti recently showed him a draft document the 

two factions were negotiating to govern the terms of their 
separation. Among the terms of separation were that 
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Tsvangirai\'s faction would retain the MDC name; each faction 


SIPDIS 

would largely retain possession of assets already within its 
possession inside Zimbabwe; the factions would split the 
party\'s overseas assets evenly; each faction would continue 
to be associated with the Zimbabwe Institute 

principal vehicle in South Africa; and MPs would be free to 
affiliate themselves with either party without interference 
from the other. 


10. (C) The focus of inter-factional relations has largely 
shifted from conflicting smear campaigns and reconciliation 
efforts to preparation for a future apart. Assuming the 
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Ncube faction doesn\'t begin to negotiate a purported 
\"solution\" to the the GOZ\'s legitimacy crisis 

discount the prospect of these two groups eventually 
collaborating against the ruling party. For now 

each is going through a necessarily introspective process of 
consolidating its support and defining itself. We continue 
to view the Tsvangirai camp as in ascendance 

the grassroots and civil society. This may yet provoke 
periodic distracting media attacks and legal actions by an 
insecure Ncube faction 

yet prove to be further disruptive. 


11. (C) In any event 

pressure on the Mugabe regime in 2006 will likely hinge 
largely on Tsvangirai\'s ability to marshal a credible action 
plan that can capture the public imagination. We have heard 
Tsvangirai talk a good game before and then fail to follow 


SIPDIS 

through. More importantly 

it too 

action. Tsvangirai could still revive his fortunes but this 
will require a major ramping up of efforts. 

DELL 
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reports from Washington that intelligence sources claim the 
United States and Israel are planning to use air bases in 
northern Iraq to strike Iran\'s nuclear facilities. The same 
sources added that the Iraqi Kurds promised to support 
Israel during an air operation against Iran. Dailies also 
report Senator John McCain as expressing support for 
military action against Iran as a ‘last resort.Y 


Jordanian PM al-Bakhit Visits Turkey: At a joint press 
conference with visiting Jordanian PM Maruf al-Bakhit on 
Monday (1/16) 

to continue nuclear activities for peaceful purposes. 
"However 

destruction 

program 

advised Iran to ooperate with the IAEA. Erdogan also urged 
Iran to reestablish "transparent\' cooperation with the EU 
countries. Al-Bakhit said he discssed the Middle East 
peace process and Iraq 

Israeli PM Sharon with Erdogan. Turkish Ministry of Foreign 
Affairs (MFA) said on Saturday that Turkey hoped Iran would 
have “full and transparentY cooperation with the EU-troika 
Germany 

Energy Agency (IAEA). 
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PM al-Bakhit denied press reports claiming that some members 
of the of the fugitive Turkish Uzan family are living in 

Jordan 

Kemal Uzan and Hakan Uzan had been annulled last year. 


Turkey to Buy Air Defense Missiles: Saturday\'s (1/14) 
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\"Vatan\" says that Turkey 

between the US and Iran 

Patriot 

develop its air defense systems. The cost of the project is 
estimated as 1 billion USD. Turkey is also planning to have 
48 of its F-4 fighter-jets modernized 


New NATO Radar to Monitor Middle East from Turkey: Tuesday 
\"Cumhuriyet\" claims that a NATO radar facility had been set 
up in Turkey\'s southern province of Hatay in the first half 

of 2005 to monitor the Middle East 

Iran. The radar system is under the command of the Incirlik 
Airbase. The main opposition CHP lawmaker from Hatay 
Cay 

"Most of the authorities are unaware of the installation. 

It does not belong to the Turkish military. If it had been 

built for NATO 

secretly 
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sai the radar was built by NATO. "Turkey is a member of 
NATO 

Hatay will be used by NATO 


Ambassador Wilson Discusses Bird Flu Crisis with Agriculture 
Minister: US Ambassador to Turkey Ross Wilson said on 
Friday (1/13) after meeting with Agriculture Minister Mehdi 
Eker that the US appreciated Turkey for its transparency and 
cooperation with World Health Organization (WHO) and UN Food 
and Agricultural Organization (FAO) over the outbreak of 

bird flu in various provinces 

Wilson told reporters after the meeting that the US 

and friend of Turkey 

regarding the matter. Replying to a question 

stressed that the US did not warn its nationals against 
traveling to Turkey. Minister Eker noted that 764 

have been culled so far to halt the spread of avian flu 

that the disease had been spotted in 26 provinces across 
Turkey. The AKP government has set up a committee to help 
the 3 billion USD Turkish poultry sector. A US team of 

animal and human health experts will join experts already on 


Column 3 

hand from the World Health Organization (WHO) 

Centers for Disease Control and Prevention 

Turkey this week to discuss with Treasury officials measures 
for supporting poultry producers. 


Agca Released from Prison: Mehmet Ali Agca 

attempted to kill Pope John Paul Il in 1981 and who killed a 
Turkish newspaper editor 

Turkish judicial authorities told the press that Agca should 
spend another 20 years in jail. They noted that Agca is 
being protected 

entire legal system. Agca wrote a letter to the head of the 
Turkish intelligence agency MIT 

that if freed 

Afghanistan 


Alpogan Due to Visit US: Turkish National Security Council 
(NSC) Secretary-General Yigit Alpogan is expected to travel 
to Washington on January 22 as the official guest of NSA 
Stephen Hadley 

is scheduled to meet with Secretary Rice and Hadley on 
January 23 

Edelman 


New Parties May Enter Parliament If Elections Were Held 
Today: Four political parties will pass the 10 percent 
threshold to enter parliament if elections were held today - 
- the ruling AK Party 

right DYP and the extreme nationalist MHP 

public opinion survey carried by \"Vatan.\" The distribution 
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of votes are as follows: AKP 29.9 percent 

13.6 

due to tensions atthe EU and Cyprus 

sentiments 

controversy. MHP is competing with DYP to win nationalist 
votes 


Iraq Owes Turkey 1 Billion USD Over Oil Products Imports: 
State Minister Kursad Tuzmen said on Monday (1/16) that 
Baghdad owed Turkish companies 1 billion USD for exports of 
oil products to Iraq. “If Iraq does not pay 

companies will stop exporting oil products to Iraq as of 21 
January 


Al-Qaida Suspect Turk Captured in Spain: Weekend papers 
report that Saffet Karakocak 
responsible for recruiting across Europe suicide bombers for 
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Iraq 

has been living in Spain for over five years. The Spanish 
police announced that they also caught a Moroccan cell 
leader named Omer Nakca. Nakca is being accused of 
assisting the al-Qaida terrorists in the bombings of March 
11 


Turkish Truck Driver Killed by US Troops in Mosul: 
\"Hurriyet\" reported on January 11 that Turkish truck driver 
Seyhmus llan was killed in Mosul by US troops on March 18 
last year. A letter to llanWs family from US Captain Andrew 
S. Lunoff said that the truck driver was killed accidentally 
after failing to stop despite warnings. Seyhmus llan 

27 and father of three 

southeastern province of Mardin for the airport construction 
in Mosul. Captain Lunoff said in the letter that llan could 
not be identified 

met with four US military officers in Mosul last year 

they turned down 7 

commiseration money. They later filed a lawsuit against the 
US military at a court in Mardin 


Police Detain PKK Members 

seized 23 kilograms of A-4 type explosives in Turkey\'s 
eastern city of Van 

members were detained in the operation. Police also 
detained two suspects with 20 kg of plastic explosives in 
the Aegean city of Izmir on Monday. 


EDITORIAL OPINION: Iran 


\"Neighborly Advice to Iran\" 

Sami Kohen commented in the mainstream daily \"Milliyet\" 
(1/17): WTurkey is one of the countries most affected by 
the Iranian crisis. As a high level Foreign Ministry 

official stated "this issue will cause Turkey many problems 
no matter which way it goes.Y Ankara\'s concern is centered 
on two issues; first 

impact on the world of Iran\'s insistence on continuing its 
nuclear program despite global pressure 

regional destabilization that would result if Iran does 
produces nuclear weapons. If the issue is taken to the UN 
Security Council and if the UN decides to apply economic 
sanctions against Iran over the objections of Russia and 
China 

embargo will leave Turkey in a very difficult position 
because Turkey\'s foreign trade with Iran reaches up to $4 
billion. At this point 

against Iran seems rather low. Nevertheless 

possibility is already causing serious concern in Ankara. 
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Naturally 
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Iran continue with its nuclear program but will support a 
diplomatic solution. Turkey believes that it is mainly 

Iran\'s responsibility to resolve the crisis through 

diplomacy. In fact 

Minister Gul advised his Iranian counterpart over the phone 
not to stop the dialog with the UN and try hard to reach an 
agreement. It remains to be seen how seriously Iran will 
take this neighborly advice." 


\"Is US Failure in Iraq Going to Present a Sample in Iran" 
Cuneyt Ulsever wrote in the mass appeal \"Hurriyet\" (1/17): 
\"It is a fact that the US failed in its efforts to bring 

peace and stability to Iraq. Iran is very happy with the 
chaos the US faces in Iraq 

the problems the US faces in Iraq are going to change US 
Iran policy. The failure in Iraq has only caused the US to 
postpone its Iran operation. | still insist that Bush will 

sort out the Iran issue before his second term ends. It is 
not possible for the US to allow a regime in the Middle East 
which controls 64 percent of the world\'s oil to survive 
against its will. And 

President 

a military defeat from another country.\" 


WILSON 
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are all suffering from now.\" 


End summary. 
2. Selected Headlines: 


\"Mounting Lebanese rejection of foreign intervention and 
sedition. Student sit-ins call for persistence in resistance and 

for enhancing relations with Syria\" (Government-owned Tishreen 
1/17) 


\"Israeli violations of Lebanese airspace continue. Lebanese 
parties and powers denounce Jumblatt\'s statements: They serve US 
schemes. History will try him\" (Government-owned Al-Thawra 


\"Egyptian intellectuals and politicians stress support for 
Hizbollah and Syria against the US campaign and the fabrications 
of its agents\" (Government-owned Tishreen 
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\"Palestinian elections commence in the West Bank under impossible 
Israeli obstacles. US Secretary of States Rice hints at depriving 
Palestinians of their right to establish an independent state if 

they elect Hamas (Government-owned Tishreen 


\"Abbas will not run for re-election and says he can deal with 
Olmert" (Government-owned Syria Times 


\"Israel arrests 19 Palestinian activists. Spanish FM Moratinos 
confirms respect for Palestinians\' choices (Government-owned Al- 
Thawra 


\"The Iraqi Supreme Election Commission cancels results from 227 
polling boxes. Iraqi President Talabani calls for expanding 
Presidential authority. A US helicopter is downed in northern 
Baghdad 


\"The Iranian nuclear issue heats up. Russia objects to erroneous 
and violent steps. Saudi FM Al-Faisal: The West has contributed 
to building up Israeli nuclear arsenal and therefore shares 
responsibility" (Government-owned Al-Ba\'th 


3. Editorial Block Quotes: 


Abdul-Fattah al-Awad 

commented (1/17): \"Although Syria has always repeated its 
determination to demonstrate complete cooperation with the IIC 
judging this cooperation will involve a lot of give-and-take so 
long as there is no definite standard by which to assess it. 


\"Cooperation is a bombastic and an amazingly broad and flexible 


word 

direction he wants and to assess it according to his own 
standards... 

\"Syria 

new head of the IIC by emphasizing its willingness to demonstrate 
\full cooperation 

an agreement on the standards that will be adopted in judging 
cooperation... 

\"Syria and the IIC must reach an agreement that determines the 
standards of cooperation and which will serve as an evenhanded 
yardstick for measuring the degree of cooperation. In the 
meantime 


Column 3 

an atmosphere of irresponsible statements 

interferences 

\"The signing of such a protocol would represent the voice of 
wisdom and logic 

create an atmosphere of tension 

the region in general and on the investigation in particular. 
\"Some people are receiving Brammertz with an outpouring of 
nervous and wild statements 

a Call for a cooperation agreement.\" 


Muhamed Khair al-Jamali 

Thawra 

Welch said in Beirut that he was visiting Lebanon to show 
support.... Was this support meant for the Lebanese people and 
their stability or for a handful of hired persons and agents 

such as Walid Jumblatt 

internationalize the Lebanese situation in order to promote 
American interference and prevent the return of Syrian-Lebanese 
relations to their normal situation...? Welch\'s visit was meant 

to foil Arab efforts -- which were crowned by President Asad\'s 
talks in Jeddah and Sharm al-Sheikh -- to end tension in Lebanon 
and heal the rift in Syrian-Lebanese relations. 

\"The US Administration was displeased to see a constructive Arab 
role that would help fortify Lebanon and halt the plan that seeks 
to uproot it from its Arab environment and undermine its civil 
peace.... Therefore 

efforts and prevent them from achieving their noble pan-Arab 
objective of saving Lebanon from the conspiracy that aims to 
bring the country back to the era of partition 

and sectarian war. 

\"Welch\'s visit was part of this American effort 

support Lebanon and its people 

but evil for Lebanon 

Welch\'s statements in Beirut 

rejects any deal at the expense of Lebanon 

Administration is determined to push ahead with its policy of 
separating Lebanon from its Arab role under the pretext of 
maintaining its sovereignty 

Lebanon and perpetuating the estrangement between Lebanon and 
Syria in implementation of its Greater Middle East plan 

based on the abolition of Arabism and the dissolution of the 
countries of the region into sectarian and ethnic entities.\" 


Dr. Khalaf al-Jarad 

Tishreen 

to implement its Greater Middle East plan 

Iraq and facing strong opposition from Syria and the Arab 
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resistance 

feudal 

falsely raise the slogans of democracy 

for they are well-known for their longstanding loyalties to 
countries and forces that have ambitions in Lebanon and the 
region 

Satterfield and Feltman and the instructions of Rice 
David Welch.... 

\"The positions and abuses of these rancorous people 
loyal to their nation 

resistance and their brothers 

enemies or of the Americans. Indeed 

fall 


treachery 

\"Syria and the resistance derive their power and steadfastness 
from justice and from their heroic defense of their existence and 
dignity. Those who bet on the people and their national and pan- 
Arab pride will never lose. As for the intrusive plans 

schemes 

to our people. Our people know them well and know how to foil 
them and expose their champions and their followers 

of sedition and civil war 

ones who 

rancor 


Muhammad al-Khadr 

wrote (1/17): \"The United States and the European Union 
exhibit flagrant hypocrisy when dealing with the Iranian nuclear 
file. They are eager 

weapons of mass destruction in the world 

that the Iranian government has announced that its research is 
for scientific purposes and that it does not intend to produce 
atomic bombs.... 

\"Today...the Iranian issue has become a priority on the agendas 
of US President George Bush and German Chancellor Angela Merkel 
as well as European capitals 

who threaten sanctions and referral of the case to the Security 
Council... 


\"In principle 

accelerated steps were meant to preserve international security 
and peace and thus prevent the proliferation of nuclear weapons. 
However 

worried about Iran are not really concerned about world peace: 
they have disregarded other areas of concern 

Israeli nuclear arsenal of more than 300 nuclear warheads 
according to estimates made by scientists and experts... 
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\"President Bush was not embarrassed 
Merkel 

threat to the world and Israel 

indirectly 

entire world and not just the Arabs.\" 
Seche 
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leanings. While differences between those two camps emerged 
quickly around the details of the network 

charter 

ground on the importance of promoting democracy in the face 
of challenges from both authoritarian regimes and Islamic 
extremists. They have formed working groups to hash out the 
details of the network 

which will be adopted when they meet again in Istanbul in 

April. The conference exposed the difficulties secularists 

and Islamists face in attempts to collaborate on promoting 
democratic reform 

underlying philosophical issues. At the same time 

participants demonstrated a determination to overcome 
differences in order to build moderate alternatives in the 

middle of the political spectrum. END SUMMARY AND COMMENT. 


2. (U) Note: This cable uses the term \"Islamist\" with some 
hesitation 

participants in the Casablanca conference who are described 

as Islamist have views ranging from full commitment to an 

open 

with a personal pursuit of Islam; to those who are seeking a 
democratic system that can accommodate Islamic practices more 
formally; to a couple 

hybrid that includes democratic practices 

with Sharia law. 


3. (SBU) On December 16-17 

four observers 

MEPI Regional Office in Tunis 

Casablanca to discuss the formal constitution of the \"Network 
of Democrats in the Arab World (NDAW). Creation of the 
network is the objective of a DRL-funded project being 
implemented by U.S.-based NGOs Partners for Democratic Change 
(PDC) and the Center for the Study of Islam and Democracy 
(CSID). While never stated explicitly 

to bridge differences between secularists and Islamists who 
are committed to democracy. The hope is that they can make 
common cause in a pan-Arab network that will expand from 
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conference participants to include other NGOs and individuals 
concerned with the promotion of democracy in the Arab World. 
Discussions included development of a network charter and 
statutes 

training 


4. (U) The Casablanca meeting was an expansion of a September 
gathering arranged by CSID 

fields of democracy and human rights -- including both 

leading secularist and Islamists -- met in Amman to discuss 
development of the network. While the Casablanca conference 
was the official launch of the new network 

agreement on the charter 


5. (SBU) Several procedural differences among participants 
were related to the role of CSID. One major point of 
contention had to do with the structure of the proposed 
network. As initially conceived in the agreement with DRL 
the Network was to be led by CSID 

and to include a Coordination Committee of 15 members 
addition to several working groups (e.g. 

and Associations 

Constitutional Reform 

created 

agreement on the need for such a network 

majority at the conference opposed the idea of CSID 
controlling this new entity. 


6. (SBU) Participants suggested instead that a General 
Committee be formed 
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the charter and statutes were approved. Participants 
agreed to split into the several working groups to outline 
activities and develop a common schedule. Subcommittees were 
constituted to design the charter and statutes 

the network among Arab NGO 

democracy and human rights 

campaign to attract donor attention and funds. The next 
meeting will take place in Istanbul in April 

groups will submit their reports and the charter and statutes 
are expected to be adopted. The immediate objective is to 
register the network legally and start collecting membership 
requests and fees from participants to reach a membership 
base of 1 
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7. (C) During the conference 

secularist participants 

to do with its views on Islam. They wondered whether CSID 
could accurately reflect the full range of views of the 

proposed network 

leanings 

a number of the Islamists expressed wariness about CSID 

which they felt had made too many \"concessions\" to secularism 
in its approach. 


8. (SBU) In spite of the differences 

initiators were able to identify essential common ground 
around a set of objectives 

move forward in the face of authoritarian regimes and to 
support persecuted democrats and human rights activists 
across the Arab World. Throughout the conference 
interactions between the Islamist and secularist 
representatives were seen as extremely positive and 
productive 

during breaks and after working hours. While Islamists 
represented about two-thirds of the participants 
discussions were balanced 

including critical comments by each group of the other -- 
aided in large part by the skills of the moderators -- until 
a consensus could be reached. 


9. (SBU) The key theme for the gathering emerged from 
remarks by opening speakers: it is essential for all Arab 
democrats to move beyond their differences regarding the role 
of religion and work together to face authoritarian regimes. 
Participants stressed that present regimes have been taking 
advantage of weak opposition 

multitude of parties and entities 

resources and competences. There was strong consensus that 
Arab activists should focus on three major areas: 

-- countering misrepresentations about Islam inside and 
outside the region; 

-- engaging the West where its interests overlapped with the 
interests of the Arab world; and 

-- encouraging youth to become more active in public life. 


10. (SBU) A lively 

debate permeated the sessions. When some speakers preached 
the democratic values of Islam and the virtues of Muslim 

theories 

especially regarding freedom of thought and choice. 
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Participants agreed that democracy can in no way be imposed 
from outside 

should be recommended. Apart from one Moroccan 

Yatim 

all expressed appreciation for DRL funding of the conference. 
Participants even selected the MEPI RO representative to 
moderate the working session on financing. MEPI information 
packets were distributed to all participants 

individual meetings were held to further describe MEPI 

goals and programs. 


11. (C) Due to CSID 

Masmoudi 

conference in designing the list of participants 

coordinating the program 

Masmoudi contends that democracy and Islam are not only 
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compatible 

practices by its faithful. The key is finding a way to 
promote these democratic values inspired by Islam in the face 
of both authoritarian governments and Islamic extremists. 
During the conference 

actors during debates: 

-- Dr. Fayez Al Rabeh 

currently Secretary General of the Amman-based Moderation 
Assembly for Thought and Culture 

an international moderate Islamists 

activists from South-East Asia 

Dr. Al Rabeh was lobbying to place Jordanian activists from 
the pro-Islamic and centrist Al Ghad party in the different 
sub-committees. 

-- Amel Aouidha 

working for the Cairo Al Ahram 

movement 

separation of church and state. Amel 

will focus on coordinating advocacy and research 

-- Mohsen Marzouk 

House 

the use of religion in politics. 

Other key players included the Tunisian moderate Islamist 
Slaheddine Jourchi (the Network 

Jordanian secularist Samir Al Jarrah (coordinating the 
Charter subcommittee) 

Kassoum 
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Hamas. 


12. (C) The Casablanca meeting laid bare the challenges 
facing attempts by Islamist and secularist camps to 
collaborate 

common action. Despite all the collegiality 

denying underlying wariness by each side of the other. At 
the same time 

to try to focus on the common ground and find a modus 
operandi that will allow them to support each other 

efforts. They realize that the political spectrum across 
most of the region has had the middle excised 

moderates of all stripes. This often leaves people with a 
\"false choice\" between the extremes of maintaining an 
authoritarian regime or turning to a radical Islamist 
alternative. While many participants with whom we spoke are 
sanguine that this experiment could fail if their 
philosophical differences are insurmountable 

is a potentially important step in the fight to create the 
moderate middle band" with broad appeal. Most previous 
attempts to forge democratic forces in the center have not 
enjoyed cooperation between secularists and Islamists 
have they attempted to directly address how Islam and 
democracy are compatible. 


13. (C) The network will certainly last as long as the 
current funding brings it together. lts ultimate success and 
sustainability 

getting some of the details right early on and managing the 
secularist/Islamist differences in a way that keeps the 
network 

short term 

statutes 

the April meeting in Istanbul can demonstrate strong 
consensus on both the founding principles and road ahead 
network will be able to move beyond internal debate to the 
real work of promoting the democratic midle. 

HUDSON 
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I\" and \"Portrait of Adele Bloch-Bauer II.\" 


2. Altmann\'s group consists of heirs to the paintings\' 
original owner 

Bauer. The Nazis forced Bloch-Bauer (and Altmann) to 
flee Austria before World War Il. Bloch-Bauer died in 
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exile in 1945. The Nazis seized the paintings and turned 
them over to the Austrian Gallery. 


Panel Decision 


3. The panel found that the case involving the five 
paintings met the criteria for restitution under 
paragraph 1 

According to the panel 

were under pressure to leave the paintings with the 
Austrian Gallery in order to receive export permits for 
other art objects. 


Future Fate of the Paintings Unclear 


4. Los Angeles resident Maria Altmann 

prominent heir involved in the case 

January 16 that she wanted the two Klimt portraits to 
stay in Austria. She said that the three landscapes 
however 

Austria 

noted that the government would hold talks with the heirs 
about the future of the paintings 

purchase of even one painting would exceed the annual 
budget for all federal museums. (According to Gehrer 
estimates of the value of the most renowned painting 
\"Portrait of Adele Bloch-Bauer I\" range from 70 to 120 
million euros.) The GoA would explore other options 
such as financing through private donations or possible 
loans of the paintings by the heirs. 


5. The decision ends a long legal dispute over the Klimt 
paintings. After the Education Ministry\'s art 

restitution council ruled against restitution of the 
paintings in 1999 

matter in an Austrian court 

court. In March 2005 

confirming that Altmann and the heirs could sue the 
Austrian government in U.S. courts 

binding arbitration process with the claimants. 


6. The arbitration panel will now have to decide on the 
case of a sixth painting 

by the Austrian Gallery. Maria Altmann and the Bloch- 
Bauer heirs are the claimants in this case 

one other family. 


McCAW 
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previously \"disrespectful\" treatment of him--a perhaps 
amateurish and untactful way to extend an olive branch to the 
USG but an olive branch just the same. Positive press 
reaction to A/S Tom Shannon 

encouraging dialogue has also engendered local hopes that a 
constructive relationship between Morales and the USG is 
possible. The sharp contrast of these statements with 
meddling comments by Hugo Chavez about a U.S.-planned 
coup--which was greeted with widespread skepticism here--only 
heightens hopes that the U.S. will remain Bolivia 

friend. 


4. (C) Dealing with the MAS-led government will require a 
careful application of carrots and sticks to encourage good 
and to discourage bad 

and his advisors are seasoned labor and opposition leaders 
few have any direct experience in government 

future government\'s key players are likely to be in such 
positions for the first time. Current government Ministers 
have told us they have been underwhelmed by the quality of 
MAS personnel staffing the various transition teams 

believe for this reason that the new GOB will make more than 
its fair share of rookie mistakes. Therefore 

to engage or not with the GOB--and at what pace--will not be 
a one-time affair 

taken based on the GOB 


5. (C) We recommend a determined passivity in our relations 
with Morales and his cabinet 

previous Bolivian governments 

transpired at our initiative 

lack of institutional capacity in the government ministries 
meant that we usually had to instigate programs or policy 
discussions 

anticipated disorder in the first few months of the Morales 
Administration 

(USAID programs 

little dialogue. Assuming a posture of passivity 

avoiding an excessive eagerness to engage 

message that they need to come to us 

This would also accurately reflect the reality that the U.S. 
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can survive in the absence of an active relationship with the 
new GOB. In practical terms 

a round of courtesy calls on the new ministers 

wait for an invitation. At the same time 

avoid the impression of hostility 
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redound against us 
support for engagement based on our shared interests. 


6. (C) In administering a policy of carrots and sticks 

carrots would be our existing programs in support of the GOB. 
To maintain these existing programs 

positive policy actions from the GOB 

of future additional benefits. Our initial consideration of 

GOB actions should be linked to coca policy. Within a short 
time in office 

this area will probably be clear. A second area of interest 

will be the GOB\'s plans for nationalization of the 
hydrocarbons industry (perhaps followed by negative movement 
within the mining sector) 

on U.S. investors. A third will be its attitude and actions 

with respect to democratic norms and practices 

press freedoms and the independence of state powers. The 
organization and dynamics of a Constituent Assembly 

could undermine institutional democracy 

in this connection. 


7. (C) As to possible sticks 

small measures connected with the administration of existing 
USG assistance programs 

programs pending an initial meeting with the relevant 

ministers (again at their initiative) to review USG interests 
within that ministry. In this connection 

important to send clear signals early on 

that it will not be business as usual. A menu of options 

that could be used depending on circumstances and that would 
resonate clearly include: 


--Use USG\'s veto authority within the IDBYs Fund for Special 
Operations (from which Bolivia currently receives all its IDB 
funding) to withhold IDB funding for Bolivia 

the IDB Resrep in Bolivia to total $200 million in 2006. 


--Postpone decision on the forgiveness of IDB debt 
(approximately $800 million under the Fund for Special 
Operations and $800 million under the IDB\'s regular program) 
pending clarification of the new GOB\'s economic policies. 


--Pursue a postponement of the World Bank\'s vote on debt 
relief for Bolivia. Request a 6-month delay 
review of the GOB\'s economic policies. 


--Disinvite GOB participation as observers at future Andean 
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FTA events 
in participating in the FTA. 


--Discourage GOB interest in pursuing dialogue on a possible 
MCC compact. 


--Deny GOB requests for logistical support by NAS aircraft 
and equipment 


--Stop material support (tear gas 
assistance) for BoliviaWs security services. 


--Announce USG intention to not extend the ATPDEA trade 
benefits beyond the December 31 

the GOB\'s initial actions on coca policy be negative 
announce an intention to review Bolivia\'s continued 
eligibility for ATPDEA benefits. 


8. (C) Because the GOB depends on us more than they realize 
the posture of the Embassy would be to take one step 
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backwards 

importance 

assistance. Examples: If they want to participate in the FTA 
discussions 

requesting such. If Alternative Development assistance in 

the Chapare is desired 

should ask for it publicly 

would consider the request. We would not ask the GOB to come 
pleading \"on its knees 

by the MAS-led government would become the norm. In some 
ways 

remain low-key and soft-spoken about our assistance 

would seek greater public and government acknowledgment of 
our aid. We would want to make Chavez 

look like peanuts. 


9. (C) There is a widespread belief that the U.S. Embassy in 
the past has interfered with and even \"controlled\" the GOB 
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leading to considerable resentment among Bolivians 

but not only the population that elected Morales president. 
This impression is reinforced by the sheer size of the U.S. 
official community--about 215 Americans and 800 FSN 
dwarfs the size and scope of any other diplomatic 
representation in Bolivia. A case can be made that 

time 

in ad hoc fashion 

proportion with USG interests in Bolivia. The size of the 
official U.S. community in La Paz also poses considerable 
evacuation concerns 

departure and other near evacuations have highlighted. Some 
efforts to reduce the size of the mission have taken place 
but we believe a more aggressive reduction is warranted. 


10. (C) Certain assistance programs related to the military 
economic policy 

warranted given the anticipated change in our bilateral 
relationship. There is no chance for an Article 98 agreement 
with the new government 

military-to-military programs 

personnel in country to administer. Many USAID-administered 
economic programs run counter to the direction the GOB wishes 
to move the country. Our resource- and personnel-intensive 
narcotics programs 

cocaine destined for Brazilian and European markets 

longer address specific U.S. bilateral interests. Reducing 

our role in counternarcotics to an advisory role (if they 

want it) rather than an operational one would significantly 
reduce the exceedingly large USG footprint in Bolivia. 


11. (C) Such a reduction would not only be in keeping with 
the scope of our real interests in Bolivia 

compel our regional partners 

Argentina 

geographically immediate responsibilities in this regard. 


12. (C) Comment: These are initial thoughts 

the vacuum of the departing Rodriguez and incoming Morales 
governments. We have arrows in our quiver 

time for discretion and balance 
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subsidiaries or affiliates are included. 
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6. (C) Chevron has evacuated some workers in the Delta 
creeks engaged in repair work and other non-essential tasks. 
The company is running through crisis response exercises and 
has curtailed some of its more remote!" activities. A 
Chevron security advisor said the company 

facilities in nearby areas of the Delta 

only target of the current upsurge in violence. He said 
however 

operations if an agreement to release the hostages is not 
secured by the GON. 


7. (SBU) Following an interview with the hostages on 
January 16 

British High Commission (BHC) that the captors had the 
following five demands: release of Dokubo Asari; release of 
ex-Governor Alamieyeseigha; release of third Ijaw militant 
(Joshua Macaiva); $1.5 billion in reparations from Shell; and 
control of Niger Delta oil resources. He added that the GON 
had 48 hours to comply or else \"responsibility for whatever 
happens (lies) with the Nigerian government.\" (Note. This 
may refer to an attack on another facility and not directly 

to the hostages. End note.) 


8. (C) In aconversation with Bayelsa Commissioner of 
Police Ringham on January 17 

negotiator was Chief Barrister Dixon 

man named \"Kofowei\" from the kidnappers. He said the 
kidnappers were running out of supplies for the hostages and 
had switched to a \"sustain-and-feed\" strategy for them. 
Shell and Tidex both said they had sent blood pressure 
medicine for AmCit Pat Landry to the Bayelsa Government in 
case they could give the medicine to the kidnappers. 


9. (SBU) President Obasanjo met today with his executive 
leadership team to discuss this matter 

plan to meet on January 18 to discuss industry implications. 
HOWE 
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demands 

-- and it will have no excuses for failing to deliver. Chief 
among these demands are to nationalize Bolivia\'s natural 
resources 

extradition of former President Gonzalo Sanchez de Lozada 
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(\"Goni\") 

supporters with a limited supply of spoils. In your meeting 
with Morales 

issued in Brazil about our willingness to seek common ground 
while reminding him that our ability to cooperate will depend 
on his government\'s respect for our core interests in 
strengthening democracy 

pursuing a credible counter-narcotics strategy. We 
understand Morales may raise debt forgiveness and the \"Goni\" 
trial. End Summary. 


2. (C) You will arrive in Bolivia at a time of potentially 
profound transformation 

calling the dawn of a new political order. The era of 
\"pacted democracy\" is finished 

that dominated that era were virtually erased from the 
political map in the December 18 elections (the MNR 

party 

Bolivians voted for change and against those who had failed 
to provide it in the past 

such change might entail. Now they are waiting to find out. 
As a result 

uncertainty about what\'s to come. The absence of a clear 
government plan 

statements of MAS leaders -- that they will nationalize the 
country\'s gas resources while respecting private investment 
that they will fight narcotics trafficking while allowing 

coca to grow freely 

principles while pursuing a Constituent Assembly whose 
democratic parameters remain undefined -- have accentuated 
that uncertainty. At the same time 

hopeful that the future will be more stable 

more satisfactory for more people than the immediate past. 


No Full Embrace 

3. (C) After a prolonged period of our holding Evo Morales 
at arm\'s length 

earlier this month (ref). The meeting was useful in that it 
broke the ice 

constructive relationship 

possible future cooperation. But many key bilateral issues 
remain to be addressed 
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be confused with a full-fledged embrace of the future 
government. Since that time 
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impression of excessive eagerness or signaling a 
business-as-usual relationship 

reaching out to MAS heavyweights and insiders 

those whose names are being floated for possible ministerial 
positions. In that sense 

to us. 


Morales\' Mixed Signals 

4. (C) Much will depend on the concrete policy decisions and 
political alignments of the future government 

own signals have been decidedly mixed thus far. After 
winning the election 

\"death to Yankees!" and calling the U.S. a \"terrorist 
country." This appeared to reflect a failure to make a quick 
transition from syndicalist leader to President-elect and/or 

an early strategy to seek new allies and friends and to 
sideline us. Morales rhetoric has since moderated. Many 
analysts suggest that the President-elect\'s whirlwind world 
tour may have had a salutary effect 

heard in Europe and South Africa in particular awoke in him 
an incipient awareness of how the wider world actually works 
and the real -- vice mythical \"imperial\" -- role of the U.S. 

in it. According to recent press reports 

welcomed dialogue with the U.S. and \"forgiven\" Washington 
officials for (Supposedly) maligning him in the past. Some 
observers even suggest that Morales 

reference had previously been Bolivia\'s radical cocalero 
unions and anachronistic 

returned to Bolivia a “changed man.\" But this 

is optimistic. 


With Friends Like These 

5. (C) For one 

with Venezuelan President Hugo Chavez and Cuban dictator 
Fidel Castro could be more than just for show. He 
conceivably shares with those regional autocrats a deeper 
political vision 

maintain power for the long haul 

necessary. That Morales traveled around the world ona 
Venezuelan plane accompanied by Venezuelan bodyguards does 
little to dispel this impression. In addition 

reportedly struck with Chavez in his most recent visit to 
Venezuela -- for USD 30 million in free-floating budget 
support and millions of dollars in diesel donations -- and 

with Castro in Cuba -- for thousands of Cuban \"doctors\" and 
\"teachers\" to be dispatched to Bolivia\'s rural areas -- are 

of serious concern. In a worst-case scenario 

spell the loosening of Bolivia from its democratic moorings 
and the slow implantation of a populist autocracy here. 


Column 3 


MAS\' Unchecked Power 

6. (C) In some ways 

unchecked power to implement its plan 

The government will control the executive -- unparalleled in 
BoliviaWs recent past where power-sharing and backroom deals 
among different parties with varying agendas prevailed. It 
will also have effective control over Congress -- with an 
outright majority in the Chamber of Deputies and a likely de 
facto working majority in the Senate (should 

they will 

to the MAS\' side by the inducements and prizes of power). It 
will also benefit from a bumper crop of so-called 
\"neo-MASistas\" -- the many pragmatic Bolivians who are 
already accommodating themselves to the new political 
reality 

supporters all along. According to a mid-January poll 
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than 65% of Bolivians support the future government 
to the less than 54% who actually voted for the MAS 
nationwide on December 18. 


7. (C) Nor will there be much outside opposition to the MAS 
government 

presidential candidate Jorge \"Tuto\" Quiroga\'s Podemos 
organization as primarily an electoral vehicle 

internal cohesion and even less long-term staying power. 
(That \"Tuto\" spent the several weeks following his defeat 
vacationing with his family in Florida underscored an 
impression of non-commitment and disarray.) The 
disadvantages of being in the opposition (the lack of carrots 
and sticks) and Quiroga\'s own less than deep pockets will 
complicate the lives of Podemos legislators 

to choose self-interest over the principled life of 

opposition politics. Moreover 

that figure as potential national government rivals 

including the Santa Cruz private sector and the six non-MAS 
departmental governors 

exercise in futility to confront the MAS\'s formidable power 
at this stage (ref B). 


Innumerable Demands and No Excuses for Failure 


8. (C) But the MAS\' overwhelming mandate is also a 
double-edged sword. The government will face both the full 
gamut of Bolivia\'s problems -- massive poverty 

racial exclusion 
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non-existent basic services etc. -- and the expectation of 
BoliviaWs impoverished majority that things should quickly 
improve because it is our turn now.\" In confronting these 
challenges 

predecessors in the public sector 

dysfunctional state apparatus. And most important of all 
will have no outside excuse for failing to deliver. This 

puts the future government in a paradoxically unenviable 
even impossible 

of the country\'s problems do not lend themselves to immediate 
solutions. (For this reason 

the government resorts to an outside bogeyman 
\"imperialism\" or supposed hostility 

inevitable shortcomings.) 


9. (C) The three top demands of the MASY hard core social 
sector supporters -- the immediate nationalization of 

Bolivia\'s hydrocarbons and other natural resources 
establishment of a Constituent Assembly 

of former President Gonzalo \"Goni\" Sanchez de Lozada -- offer 
no grounds for optimism in this respect. For starters 

difficult to see how any or all of these demands 

met 

Dispassionate observers believe that something more like the 
opposite might even be true 

socialism to resolve the problems of wealth and poverty 
elsewhere in the world 

\"legislate\" solutions to structural social and economic 
problems whenever and wherever that method has been tried. 


10. (C) Nor is it clear that the demands will be met. The 
message Morales has heard in Spain 

and (soon) Argentina regarding transnational investments in 
Bolivia\'s hydrocarbons sector might well cause the government 
to backtrack on (and re-spin) its commitment to 

nationalization. The government\'s ability to secure the 
extradition of Goni will depend on us 

president to a foreordained conviction in a political show 

trial goes manifestly against our interests in seeing justice 
served. For its part 

so appealing as it did before the election 

the MAS\' dominance in Congress; therefore the government\'s 
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push for it could ease. That said 

to fulfill these demands would cause rumblings among its 
hard-core social sector bases 

potentially powerful opposition from the street. 
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Proliferation of Micro-Demands 

11. (C) Tensions and divisions will likely be exacerbated by 
the micro-demands of innumerable MASY partisans 
expecting concrete gains in exchange for their electoral 
support. These start with the expectation for Cabinet and 
other positions in the future administration. Campesino 
leader and former MAS Senator Roman Loayza has been quoted in 
press reports as demanding at least four ministries for his 
social sector organization 

indigenous contacts 

played a role in the MAS\' ascension to power are applying 
similar pressures. One former indigenous congressman told us 
that tensions \"internal\" to the MAS would eventually paralyze 
the future government 

observers emphasize that the MAS is less a party than a 
conglomeration of syndicalist and social sector entities 
therefore has a plethora of different people with distinct 
agendas to pay off. Moreover 

government may bring access to great spoils 

Bolivia 

be in 

be seriously constrained in its actions from the start. 


Your Meeting with Morales 

12. (C) In your prospective meeting with Morales 

tentatively scheduled for the afternoon of January 21 

may wish to reiterate our willingness to seek common ground. 
(Your comments from Brazil earlier this month regarding the 
U.S." openness to dialogue with the future Bolivian 
government played well in the media here. They also undercut 
the credibility of Venezuelan President Hugo Chavez\'s 
accusations that the Embassy was plotting to overthrow 
Morales.) At the same time 

President-elect that our ability to cooperate depends on his 
government\'s actions on issues relating to our core interests 
in strengthening the institutions and practices of democracy 
fomenting economic growth for the benefit of all and pursuing 
a credible counter-narcotics strategy. You will want to 

elicit more clarity on Morales\' view of the role of 

eradication in that strategy. According to VP-elect Alvaro 
Garcia Linera 

Bolivia 

questions with you. 
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win should be a number at least 50 percent of the turnout in 
the most recent Montenegrin elections ) a formulation that 
would amount to 42 percent of registered voters voting yes. 
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He said there should also be a minimum \"spread\" between 
votes for independence (question one) and votes to preserve 
the state union (question two). He said a minimum difference 
of 10 percent support for these two questions would give the 
outcome greater legitimacy. 


5. (c) Marovic told the Ambassador that 

these compromises 

Djukanovic and Bulatovic to sign a secret agreement" prior 
to the vote pledging to form a government of national 
reconciliation in the next elections whatever the outcome 
ensure stability in Montenegro following the referendum. 
Finally 

Kostunica 

Djukanovic 

states as a further measure to encourage stability in 
Montenegro after independence. 


6. (c) Barring a compromise solution of this sort 

Marovic 

would be for the USG and EU to present a joint proposal for 
what would constitute an internationally acceptable 
referendum process. Adding the weight of the USG to the 
process 

issue 

boycotting while giving Djukanovic a clear way forward to 
international legitimacy for the referendum. 


7. (c) The Ambassador welcomed Marovic\'s clear and 
creative thinking on this thorny issue 

critically important to establish rules of the game that do 

not pre-judge the outcome of the vote and encourage one side 
or the other to take unilateral action. The Ambassador 
pledged continued USG support for a fair referendum held 
according to prevailing European standards 

engage with al the concerned parties to encourage them to 
find compromise solutions. He cautioned Marovic 

that selling many of his proposals would be an uphill battle 

) Djukanovic will not likely warm to the idea of a Y Grand 
Coalition\" when he has the upper hand 

hard-pressed to give up the boycott option as his most potent 
negotiating tool 

against any sort of post-referendum union with an independent 
Montenegro. 


8. (c) Comment: Marovic\'s proposals 

ambitious 

successful referendum: both sides must believe they have a 
decent chance of winning in order to engage in the run-up and 
to eschew instability in the aftermath. We should play an 
active role in encouraging our EU counterparts to work 
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closely with Marovic and others to find compromise formulae 
that will bring all sides into the voting booth ) before 

Kosovo status negotiations heat up. Barring agreement by the 
two sides 

acceptable compromise for us. 

POLT 
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with no Turkish response 

and EU should exploit the call for regime change in Syria 
made by former Syrian VP Khaddam. END SUMMARY. 


2. (C) Foreign Minister Hoshyar Zebari said that Turkish 
Ambassador Unal Cevikoz recently complained about two 
political parties in Iraq 

the Kurdistan Worker\'s Party (PKK) (reftel). FM Zebari told 
the Ambassador that Turkey\'s concerns about the Kurdistan 
Democratic Solution Party (KDSP) and the Kurdistan 
Construction Party (KCP) and their links to the PKK 

valid 

(around one thousand) in the December 15 election and pose 
little threat to anyone. Zebari said Cevikoz believes that 

U.S. inaction allows these parties to continue operating in 
Iraq 

Independent Election Commission of Iraq (IECI) can take 
action to outlaw any party. (NOTE: Post unsuccessfully 
pressed the IECI to delist the KDSP prior to the December 15 
election. END NOTE.) Zebari said the GOI will take action 
against the parties but only after the new government is 
settled. 


3. (C) Zebari stated that 

Turks now are more realistic in their dealings with the 
Kurdish region. According to Zebari 

the Turcoman population in Iraq is far less than the 3 
million previously claimed. Turkish trade with the Kurdish 
region now exceeds $3 billion per year 

with Iran ($5 billion). Although the Kurdish region has 
crossed several Turkish \"red lines 

has not responded. (NOTE: Zebari did not specify 

what these \"red lines\" are. END NOTE.) 


4. (C) Zebari characterized the statements made by former 


Column 3 

Syrian Vice-President Abdul Khaddam about President Bashar 
Al-Asad as very serious. Zebari said that Bashar would give 
evidence to the UN inquiry into the death of former Lebanese 
PM Rafik Hariri but would do so slowly. Zebari opined that 

the EU and U.S. should exploit Knaddam\'s call for regime 
change in Damascus. The Muslim Brotherhood 

will not necessarily take over the government. He predicted 
that Iran will support Syria in this dispute. 

KHALILZAD 
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since no registration was conducted for East Jerusalem 
residents. The representatives considered a plan whereby 
6 

a first-come 

offices. The majority of tickets (3 

the Salah al-Din Post office 

dispersed evenly (500 apiece) for the other five post 

offices. Tickets would be issued in advance of Election Day 
at special CEC offices set up for this purpose. (Note: The 
proposed ticketing system is designed to avoid the confusion 
faced by Jerusalem voters during the January 2005 PA 
Presidential elections. End note.) 


3. (C) Jerusalem Police Chief Major General Franco 
attended the January 16 meeting 

side that he would consider easing movement restrictions 
across checkpoints on Election Day to allow access for East 
Jerusalem residents who cannot vote at the post offices to 
polling centers outside of Jerusalem. Franco added that he 
would raise these issues with senior Israeli Government 
officials and provide responses during a scheduled January 17 
meeting. (Note: The representatives agreed to defer 
discussion of the Israeli demand that Hamas not be listed on 
the ballots in Jerusalem. End note.) 


4. (C) PA Minister of State Hind Khoury complained to the 
Consul General on January 17 that Israeli restrictions on 
campaigning and voting were discouraging voters in Jerusalem. 
The continued uncertainty about election modalities has 
confused voters and delayed the CECVs voter education 
program. Khoury commented that the Israelis are not even 
allowing the \"1996 arrangements\" to be used 

Jerusalem municipal employees are removing campaign posters 
as quickly as activists post them. Factions have been fined 

for using billboards set aside by the municipality for the 

election because they don\'t obtain the required permits in 
advance. 


Abu Mazen Tells Security 
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Chiefs To Defend Elections" 


5. (C) During a January 15 meeting with PA security 

chiefs 

forces secure the PLC elections by force 

Mazen said that he knew of groups and individuals who would 
attempt to sabotage the election process 

expected the PASF to be prepared for any eventuality. He 
indicated that he had accepted the security plan submitted to 
him by PA Minister of Interior Nasser Yusif. (Note: 
Palestinian factions rejected a MOI proposal to put aside 
their weapons in the run-up to and during the PLC elections. 
End note.) 


Hamas Candidates 
Detained In Jerusalem 


6. (C) Israeli Police January 15 arrested Hamas 
candidates 
attempted to conduct a press conference near an entrance to 


the Old City. The candidates were released from custody on 
January 16. Elsewhere in Jerusalem 

the campaign offices of the al-Badil national list (\"The 
Alternative\" 

Party 

arresting five activists. In the West Bank 

approximately 49 Palestinians January 14-16 in several 
localities 

Hamas claimed that 15 of its activists arrested in Tulkarm 
and Qalqilya included several involved in campaign activity 
in the Northern West Bank. 


Fatah Ramps Up 
Campaign Activity 


7. (C) According to Palestinian contacts 

activity increased in recent days 

rallies and town-hall style meetings. Fatah candidates 
running in the district races have begun to appear at 
meetings together. Fatah activists have also been observed 
affixing posters 

running on the national list and in the districts. At least 

29 Fatah-affiliated independent candidates have indicated 
their intention to withdraw from the district races 

that could improve prospects of the \"official\" Fatah 
candidates. (Note: There are more than 100 Fatah-affiliated 
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independents remaining in the district races. End note.) 


Summary of Local 
Press Coverage 


8. (SBU) Al-Quds January 17 led with a report that 
European officials were unhappy with Israeli attempts to 
prevent Hamas from participating in the PLC elections. A 
statement issued by the European Commission January 16 
announced that such actions threatened the democratic process 
in the Palestinian territories. All three Palestinian 

dailies reported that Secretary Rice recently said that 
Hamas! participation in any new government might harm 
Washington attempts to support the establishment of an 
independent Palestinian state. Rice was also quoted that any 
new Palestinian government must respect the spirit and rules 
of the Quartet Roadmap. 


-- Al-Quds reported that Gaza Hamas leader Mahmud al-Zahar 
said that Hamas has not made a decision yet on its 
participation in a Palestinian government following the 
legislative elections. 


-- Al-Quds reported that the Israeli authorities prohibited 
Palestinians from holding a meeting January 16 in the Old 
City of Jerusalem to support candidates 

decision to allow campaigning in Jerusalem. 


-- MaVan News reported that Shaykh Nafiz Azzam 
Jihad leader 

elections 

participate in the elections either as candidates or as 
voters. 


-- Palestinian WAFA news agency reported that three Jerusalem 
candidates and some of their supporters were assaulted and 
arrested by Israeli security forces on January 15 as they 

were campaigning in the Old City of Jerusalem. 


Op-eds: 


-- Al-Quds ran an op-ed by Anwar Khaled Badr 
Hamas members are planning to drastically change their 
ideology and tactics after the elections. 


-- Al-Quds ran a political cartoon depicting a balloting box 
as atomb 

cactus plants and barbed wire along with a Palestinian flag 
on the side. 
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January 13-16 Summary 
of Local Press Coverage 


9. (SBU) In a January 15 press interview reported in 
al-Quds 

President Abbas expressed happiness that Palestinian 
democracy is moving forward and growing. Abbas told the 
three dailies that the Palestinian security forces have 
developed a plan to protect ballot boxes and that he 


personally informed security forces not to allow any armed 
persons 

boxes. Abbas also said that he would not run for a second 
term as president. 


-- Al-Quds reported January 16 that 

decision to allow campaigning in Jerusalem 

closed down Hamas campaign offices in Jerusalem on January 15 
and arrested four Hamas candidates. 


-- Al-Quds January 15 reported that President Abbas rejected 
any external intervention in the PLC elections and expressed 
his opposition to threats launched by the U.S. in severing 
assistance to the PA should Hamas participate in a future 
government. 


-- Al-Quds carried a front page interview with SaVed Siam 
Hamas candidate in the Gaza Strip 

Hamas electoral program centers on change and reform in the 
political 

a related report 

Hanniyah announced to the press that a major European country 
is willing to deal with Hamas should it win in the elections. 


WALLES 
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ISSUES 
REF: A. (A) SECSTATE 4746 
B. (B) SECSTATE 4745 


Classified By: POLMINCOUNS Brian Flora 


1. (U) Ambassador David Wilkins delivered reftel points to 
David Malone 

and Ferry de Kerckhove 

Organizations 

POL M/C and Poloff also attended. 
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2. (C) Malone stressed that the U.S. and Canada see eye to 
eye on virtually all aspects of the UN reform agenda; he 
believes the U.S. approach as outlined in the non-paper is 
positive and focused on US priorities in a way that may 

steady and collaborative determination 

changes to management reform and to the Human Rights Council. 
With Canada\'s UN Ambassador Rock co-chairing the management 
reform process 

\"virtually everything 

understandable) tactical -- not philosophical -- variances on 
the ground in New York. He felt that the USG \"direct 
upfront\" approach on reform can usually be supported by the 
GoC\'s preference to look for compromise by identifying and 
building bridges to the many UN members who are skeptical 
about the direction reform is heading. Malone stressed that 
the GoC is committed to moving the process forward with us. 
The transformation of the Commission on Human Rights to a 
more credible Human Rights Council will be a tough slog; 
Malone fears that after concerted efforts to shape a leaner 
more effective Council 

much like the old Commission. Malone worried that US and 
Canadian constituents (NGOs and the public) will hold each of 
our governments accountable if the new organization does not 
reflect a new approach. The only way to get positive 

concrete results is to stay the course and continue to press. 


3. (C) The one area of disagreement with the USG cited by 
Malone related to UNSC expansion. Canada opposes new 
permanent members because a larger membership would make the 
Security Council more unwieldy. The GoC has already informed 
the UNSC \"hopefuls 

support expansion of the Council. This said 

support any country\'s right to run on its record for 

immediate re-election. Malone said the enlargement debate 
last year distracted from consideration of other reforms; in 

any case 

UNSC reform. 


4. (U) Malone and de Kerckhove praised the transparent 
working relationship that exists directly between Ottawa and 
Washington 
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They reminded the Ambassador that they were still looking 
forward to hosting a visit to Ottawa by A/S Kristen 
Silverberg 

the press of business in New York. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 


WILKINS 
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indigenous peoples 

groups 

The Altiplano lives off the valle and Morales represents the 
poor indigenous people in the altiplano. The GOA has a good 
relationship with Argentine \"piquetero\" leader Luis DVElia 
who in turn has a close relationship with Morales. D\'Elia 

has said that Morales has not consolidated the leadership of 
his political movement 

and non-indigenous leaders 

Garcia Linera. DeVido reasoned that Morales is more open to 
dialogue than Garcia Linera and others. Consequently 
important to help Morales consolidate his leadership. If 

not 

Argentina will radicalize. Latin American societies also 
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need strong leaders and Bolivia will not develop without such 
a leader. 


4. (C) DeVido added that he has tried to meet with the 

Morales team on two occasions but these meetings did not take 
place due to internal struggles between Garcia Linera and 
members of the indigenous faction. Morales 

and two Bolivian natural gas experts are scheduled to come to 
Buenos Aires on January 17 and this will be the GOA\'s first 
opportunity to meet with the Morales team. 


5. (C) DeVido said that Morales\' most immediate policy is 
to increase the price of the natural gas that Bolivia sells 

to Argentina and Brazil. Argentina consumes 130 million 
cubic meters of natural gas per day 

meters per day to Chile 

per day from Bolivia. This is much different than Brazil 
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which consumes 65 million cubic meters per day and imports 27 
million cubic meters per day from Bolivia. As a result 

Brazil is much more dependent on Bolivian natural gas than 
Argentina. Argentina also pays a little less for Bolivian 

gas than Brazil because Argentina imports \"dry gas!" (i.e. 
natural gas after the more valuable liquid petroleum gas has 
been removed) and Brazil imports \"wet gas.\" The GOA is now 
trying to negotiate the long-tern purchase of an additional 

20 million cubic meters of natural gas per day from Bolivia 

to supply the proposed USD 1.2 billion Northeastern Natural 
Gas Pipeline (GNA). This pipeline would provide natural gas 
for the provinces of Salta 

Corrientes 

industrial center and port of Rosario. This pipeline would 

take two years to build from the day the project is approved. 

If Morales asks for a price that is too high 

will not be feasible. (Comment: DeVido told CODEL McConnell 
on the previous day that President Kirchner would be visiting 
President Lula in Brasilia January 18 and that the price that 
Argentina and Brazil pay for Bolivian natural gas would be 

part of their discussions. See septel. End Comment.) 


6. (C) DeVido said that the GOA wants to propose the 
establishment of a fiduciary fund that would facilitate the 
exchange of Bolivian natural gas for Argentine industrial 
goods and services. The fund would be similar to the 
fiduciary fund that Argentina has established with Venezuela 
to facilitate the exchange of Venezuelan fuel oil for 
Argentine industrial goods and service and agricultural 
products. DeVido explained that natural gas is the only 
commodity that Bolivia has to trade and that foreign 
companies are the only companies that have the necessary 
technology to develop this resource. DeVido claimed that the 
Argentina-Venezuela fiduciary fund has produced results 
causing Argentina\'s bilateral trade with Venezuela to 
increase from USD 100 million to USD 900 million per year. 
DeVido concluded that the GOA currently pays the GOB USD 50 
million per year in the form of royalties for the purchase of 
4.5 million cubic meters of natural gas per day. Ths amount 
could be increased to USD 500 million per year with the 
export of an additional 20 million cubic meters per day to 
Argentina for the GNA pipeline and the export of an 
additional 30 million cubic meters per day to Brazil. This 
amount of annual revenue would put Bolivia on a sustainable 
growth path. 
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7. (C) A/S Shannon responded that the U.S. currently has 
two problems with Bolivia: the insults and the separation 
that this creates between the two governments 

production of drugs. The nature of his personal attacks 
against President Bush and Secretary Rice make it more 
difficult for Morales to engage in a dialogue with the U.S. 
Fortunately 

suggest that he has lowered his tone. 


8. (C) Regarding the production of drugs 

coca leaf and pasta 

success of our anti-drug efforts in Bolivia had the effect of 
pushing cocaine production into the FARC-controlled area of 
Colombia. As a result 

market in the U.S. 

cocaine market in Europe. If Colombian President Uribe wins 
reelection and succeeds reducing cocaine production in that 
country 

place to go. U.S. anti-drug efforts are based on three 

pillars: eradication 

development. It is difficult to separate the three 

without foreign assistance 

to accomplish the first two. If our anti-drug efforts fail 

in Bolivia 

that vacuum. This would have consequences for democracy in 
Bolivia and for drug trade 

in Argentina and Brazil. 


9. (C) DeVido observed that BoliviaWs land-locked status 
carried considerable weight in the national mind-set. For 
example 

to Chile. It also insisted in including language in its 

natural gas export agreement with Argentina that \"not one 
molecule\" of Bolivian natural gas will be re-exported to 
Chile. Turning to the rest of the region 

the political situation in Peru was very uncertain. However 
the new president of Ecuador seems very \"normal.\" DeVido 
said he spoke to him at the Summit of the Americas in Mar del 
Plata and had come away with a good impression. 


10. (C) DeVido also recommended that A/S Shannon meet with 
Andean Development Corporation (CAF) President Enrique 
Garcia. Garcia is a Bolivian 

good relationships with all sectors of Bolivian society. 
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Garcia is reasonable and could be helpful in establishing a 
dialogue with the Morales government. There are lots of 
complaints in Bolivia. They have lots of natural gas 

the people are not able to use it in their homes. The GOA 
has a proposal that it would like to discuss with the CAF 

that would use the monetization of Bolivian gas reserves to 
finance development natural gas distribution projects in 
Bolivia. The idea is to let Bolivians see the benefits of 
natural gas production in their daily lives. If this can not 

be done 

support the production and export of natural gas to Argentina 
and elsewhere. DeVido said there is agreement that the U.S. 
and Argentina should work together. \"Until now 

said 

recommended the development of joint U.S.-Argentina 
development projects using Argentina as \"the point of the 
lance.\" 


11. (C) A/S responded that it would be possible to have 
Argentina and Brazil work with the U.S. in Bolivia to avoid 
the radicalization of the Morales government. The projects 
in Bolivia should not be difficult. On the positive side 
Morales election represents the inclusion of formally 
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marginalized groups in a democratic system. 


12. (C) A/S Shannon said he was interested in hearing about 
the GOA\'s economic plans 

participation of U.S. companies in the Argentine economy. 
DeVido summarized the GOAVs recent economic accomplishments 
noting that the GOA had renegotiated and reduced the 
country\'s private debt and paid off its IMF debt. 

Consequently 

anymore. \"Some day we will do something with the holdouts 
he said 

that.\" DeVido said that the Argentine economy had grown 9 
percent per year for the last three years and Argentina 
needed at least 6 percent in 2006. \"We can not accept 3 
percent 

conflicts.\" For this reason 

foreign investment to maintain high levels of growth. 


13. (C) Turning to U.S. companies 
ongoing efforts to encourage U.S. companies to invest in 
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Argentina. He said he had recently to New York in December 
at the invitation of the Council of the Americas 

had met with an audience of 300 businessmen who were \"very 
interested in investing\" in his areas of responsibility 

e.g. 

infrastructure/public works. He had met separately with 
Deutschebank 

working with Argentine Consul General in New York Hector 
Timmerman to organize a reverse visit for U.S. investors to 
come to Buenos Aires in April. DeVido said he is also 
working with U.S. Secretary of Commerce Carlos Gutierrez to 
consider the U.S. digital TV standard for the digitalization 

of TV in Argentina and Brazil. And Citigroup has offered to 
finance combined-cycle thermal power products in Rosario. 
Newly established state oil company ENARSA signed agreements 
with Repsol YPF of Spain 

Uruguay to explore for oil in two offshore blocks east of 
Buenos Aires Province. He would like for U.S. companies to 
participate in offshore exploration some day. (Comment: The 
GOA has also invited PDVSA of Venezuela to explore for oil in 
the offshore blocks 

U.S. oil executives are not optimistic about the possibility 

of finding oil in these blocks. They note that over 50 

offshore wells have been drilled in the last few decades and 
the only significant discovery has been the offshore natural 
gas deposits north of the island of Tierra del Fuego. End 
Comment.) 


14. (C) Moreno said that the Ministry of Planning had 

argued in favor of U.S. companies for the last two years. If 
there was a problem in the 1990s 

transparency in the privatization of public services. As a 

result 

margins that are not justified. U.S. companies were not 
involved in the purchase of these companies because of the 
U.S. Foreign Corrupt Practices Act. The only exception was 
the \"disgraceful\" case of IBM paying bribes for a large 
computer sales contract with the state-owned Banco de la 
Nacion. U.S. companies are known for their entrepreneurial 
spirit 

Corporate Headquarters cooperated with the GOA in the 
investigation of the local IBM management\'s payment of bribes 
to state-owned Banco de la Nacion executives in a large 
computer sales contract in 1995. IBM Corporate Headquarters 
then changed the local management and removed anyone remotely 
associated with the alleged bribery. IBM is now one of the 

top five U.S. investors in Argentina and is the largest 
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investor and employer in the information technology sector. 
End Comment). 


15. (C) Returning to Argentina\'s investment climate 
admitted that \"the investment climate is not like the U.S. 
but he claimed that \"it is improving each day.\" He said he 
had good relationships with companies like AES 
ExxonMobil 

differences 

companies. He then praised a series of dinners that the 
Ambassador had organized in late 2003 and early 2004 with GOA 
officials and U.S. CEOs from different sectors of the 
economy. These meetings had allowed the government to 
establish constructive relationships with U.S companies 
during its first months in office. 


15. (C) DeVido also urged the U.S. to avoid the 
\"FTAA-MERCOSUR debate and not centralize the bilateral 
relationship on this one point.\" \"We understand that the 
U.S. and the EU have domestic political considerations and 
can not solve this problem overnight 

don\'t do something about agricultural subsidies 

anything.\" Almost half of Argentina\'s USD 40 billion in 
exports in 2005 are agricultural 

Argentina. Nevertheless 

centralize the bilateral relationship on something that does 
not have a solution. 


16. (C) A/S Shannon concluded that the U.S. understands 
that Argentina can be an important partner in Latin America. 
\"We want economic development to trickle down to all sectors 
of society 

Summit of the Americas 

present the Summit as a conflict. The U.S. actually saw 

broad support for free trade and economic integration as the 
best way of achieving economic development and prosperity in 
the hemisphere. The U.S. wants to open markets. The U.S. is 
trying to eliminate agricultural subsidies 

Bush recently said so in New York. 


17 (C) DeVido is one of President Kirchner\'s closest and 
most trusted lieutenants. One of his top priorities is to 
ensure that the Argentine economy has sufficient energy 
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supplies to continue to support Argentina\'s rapid economic 
recovery. DeVido understands better than anyone else that 
Bolivia is the key to obtaining the necessary supplies of 
inexpensive natural gas without a dramatic increase in the 
domestic natural gas prices. Consequently 

more time than any other senior GOA official to the Bolivia 
political stability/natural gas issue. DeVido is also the 

chief advocate within the GOA for working with the U.S. and 
Brazil to ensure that political stability is maintained in 

Bolivia and that a pragmatic government is in place to 
negotiate and sustain a major 

agreement with Argentina. The negotiation of this agreement 
and the construction of the related USD 1.2 billion GNA 
pipeline would raise GOB revenues by USD 200-500 million per 
year 

negotiated price of the natural gas. It would also be a win 
for the GOA 

Argentina 

centered around the city and port of Rosario 

and suppliers of the GNA pipeline led by the Argentine 
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industrial company Techint 

vulnerable to an eminent cut-off of natural gas exports from 
Argentina 

concerned about the perennial fiscal deficits of the GOB. 
The Embassy will continue to work closely with the GOA to 
assure maximum cooperation on Bolivia. End Comment. 
GUTIERREZ 
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Charge\'s presence 

noting that he had failed to convey USG concern at the 
decision in his last meeting with Abraham. Latortue recalled 
points accurately to Abraham urging that the passport be 
canceled or at the very least that Duvalier be dissuaded from 
returning to Haiti at this point. 


2. (C) On January 16 

to a meeting on January 17 to continue discussions on the 
issue. During the meeting 

as part of an effort to de-mythologize Duvalier. He did not 
accept Charge\'s contentions that the visuals are bad 

the matter should have awaited a duly elected Haitian 
government or that Baby Doc is a risky 

presence. He gave Charge his personal assurances that 
Duvalier would not risk returning to Haiti at this time 
because \"he lacks appropriate guarantees 

otherwise 
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said he made the decision to issue the passport because 
according to the law 

a passport (former president\'s have the right to a diplomatic 
passport) and that he would defend his decision even after he 
completes his term as Foreign Minister. Abraham added that 
Haitian citizens are not required to have a passport to enter 
the country 

considered Duvalier\'s passport issuance a \"non-issue.\" He 
concluded by refusing to revoke the passport already issued 
to Duvalier 

his power to transmit the message to Duvalier that he should 
not to return to Haiti at this time. 

TCARNEY 
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20.000) carried an editorial by Boris Yopo 

the University of Chile International Studies Center entitled 
\"Rivalries in Latin America.\" Quote: 


2. \"The electoral processes taking place in Latin America have 
brought a difficult coexistence between political and populist 
projects 

portray themselves as rupturing the current hemispheric order) or 
countries in which a renewed left governs. This makes it more 
difficult to share a view of the region\'s main challenges.... It is 
necessary to ponder the need for a new dialogue that allows 
coexistence taking into account distinct realities....\" 


KELLY 
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issuance (septel) 

Abraham\'s assistance in persuading his fellow cabinet members 
to push for Jean-Juste\'s release for treatment. Abraham 
expressed a completely personal view that the interim 
government should allow Father Jean-Juste to seek treatment 
rather than risk a deterioration of his health and eventual 
death in prison in Haiti 

status upon him and creating more problems for the interim 
government. Abraham said that he thought it would be better 
for the interim government to permit Jean-Juste to go to the 
U.S. 

to participate in any judicial proceedings once completing 

his treatment. Abraham reasoned that if Jean-Juste caused 
any problems while in the U.S. for treatment 

be a problem for the U.S. authorities and not for the interim 
government. 

TCARNEY 
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working with a few large companies. She claimed that while 
it is still early 

the GOA\'s anti-inflation measures. Miceli said that the need 
to attract investment is another major challenge for the GOA 
as the growth of demand has not been accompanied by the 
growth of supply in many sectors. Consequently 

creating proposed legislation to encourage investment in a 
variety of areas. The GOA will also be making large 
investments in the energy sector. Miceli was hopeful about 
Latin America\'s ability to find a way to grow out of poverty 
and crisis. A/S Shannon replied that the U.S. was worried 
about the hemisphere 

was also an opportunity. Miceli said that the U.S. could 
\"count on\" Argentina in its efforts to promote democracy and 
economic and social development in the region. The 
Ambassador raised the case of U.S. biotechnology company 
Monsanto at the end of the meeting and Miceli said she 
thought the GOA would be able to find a solution. Some U.S. 
companies would disagree with MiceliWs claim that the GOA did 
not intend to pressure companies to keep their prices down. 
End Summary 


2. (C) Minister of Economy Felisa Miceli received A/S Tom 
Shannon on January 12. Miceli began the meeting by saying 
that she had worked for former Minister of Economy Roberto 
Lavagna for many years and that her presence in the Ministry 
is a continuation of what the GOA has been doing since the 
beginning of the economic crisis (when Lavagna took office) 
in 2002. Miceli then provided a summary of the 
\"fundamentals\" of the GOA\'s current economic policy: 


-- High fiscal surplus: The fiscal surplus must be high 

high enough to comply with the GOA\'s commitments associated 
with the 2005 debt exchange (i.e. 

debt) as well as its commitments to international 

institutions and bilateral creditors such as the Paris Club 

the World Bank and the IDB. 


-- Competitive exchange rate: The exchange rate must be 
competitive 

surplus. The previous exchange rate regime (i.e. 
convertibility) had an \"anti-export\" bias (sesgo). 


-- Strong reserve position: The international reserves of 
the Central Bank must be rebuilt after the total payment of 
Argentina\'s IMF debt on January 3. The \"twin surpluses\" 
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cause by the fiscal surplus and the current account surplus 
have allowed the Central Bank to accumulate a strong reserve 
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position. 


-- Moderate interest rates: Interest rates must be high 
enough to encourage people to deposit their money in the 
banks 

financing of business investment. 


-- Budget cuts: The Ministry of Economy will make an extra 
effort this year to \"reduce\" public expenditures. The 
Ministry of Economy is currently fighting various ministries 
in its efforts to reduce spending. 


-- Anti-cyclical fund: The Ministry will save the budget 
surplus and add it to an anti-cyclical fund. The funds will 
then be used to purchase pesos on the local market 
reducing the money supply and easing pressure on inflation. 


-- Reduced inflation: Inflation rsponds to multiple 
variables 

market expectations. The GOA is currently engaged in 
negotiations to monitor" prices in a wide range of basic 
goods. 


3. (C) The Ambassador observed that there was a concern 
among U.S. companies regarding where the GOA\'s efforts to 
monitor inflation would go. The initial price monitoring 
agreements were for two months (November and December 2005) 
and were for a limited number of products. The GOA is now 
talking about a one year agreement and 200 products. Miceli 
responded that the GOA is only dealing with 200 basic 

products out of a total of 2 

products do not include such middle-class items as Wplasma TV 
screens." The GOA is limiting itself to the \"joint and 
voluntary\" monitoring of prices. Furthermore 

only working with just a few large companies out of a 

potential universe of a million small 

companies. We do not have the intention of pressuring 
companies 

are trying to break inflation expectations 

\"that would lead to the indexation of the economy." Brazil 

has an annual rate of inflation of 6 percent last year and no 
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one there talked about indexation. Argentina had an 
inflation rate of 6.1 percent in 2004 and there was talk 
about the indexation of assets 

etc. Now that Argentina has had an inflation rate of 12.3 
percent in 2005 

expectations. 


4. (C) Miceli continued that controlling inflation is only 

one of the problems that face local businesses. Local 
businesses have brought many demands to the various 
ministries 

energy shortages to the Ministry of Planning/Secretariat of 
Energy 

Economy/Secretariat of Finance. The Ministry of Economy 
wants to consolidate the GOA\'s response to these concerns in 
a single dialogue. As the Ministry of Economy jointly 

monitors prices with companies 

same companies to remove labor 

bottlenecks to investment and growth. She said the GOA would 
use Wall measures to fight the plague of inflation. She 

also said the GOA can continue to work with a slow increase 
of prices.\" 
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5. (C) A/S Shannon said that President Bush had 
congratulated President Kirchner for Argentina\'s recent 
economic performance at the recent Summit of the Americas in 
Mar del Plata. He also congratulated her on her new position 
and her continued policies. He then asked if the GOA\'s 
anti-inflation measures would have negative side effects on 
the supply of goods and services. Miceli replied that the 
anti-inflation measures (i.e. 

prices) were very new 

the GOA had not seen anything yet. If there is a problem 

the GOA will try to resolve it. There should be no \"ghosts\" 
(fantasmas). There is also a lot of excess capacity 

reduces some sectors\' need for new investment. 


6. (C) The GOAVs strategy 

with sensitive industries 

industry. Two companies 

industry and they both have serious debt problems. If the 
GOA can help them restructure their debt 

their production costs. The meat industry is another 
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sensitive industry. Itis a problem because there is a 
shortage of beef (due to increased domestic demand and the 
growing demand for exports following the discovery of hoof 
and mouth disease in neighboring Brazil). The GOA wants to 
work with the industry to reduce the export tax from 15 to 5 
percent 

industry was \"very satisfiedW with the GOA\'s efforts. If the 
GOA reaches agreements with these and other industries 
will be for a year 

There will be efforts to control the cost of inputs 

and financing 

bureaucratic barriers. The GOA will also be working with 
domestic and foreign companies. 


7. (C) Miceli said that the need to attract investment is 
another major challenge for the GOA 

has not been accompanied by the growth of supply in many 
sectors. Consequently 

legislation to encourage investment in a variety of areas. 

This proposed legislation will be presented to Congress when 
the new Congress resumes session in March. One proposed bill 
will be a modification of the Workers! Disability Insurance 
Law (Ley de Riesgo de Trabajo). This will reduce the 
potential liability for work-related accidents 

discourages businesses from hiring additional workers. 
Another proposed bill will be the Tax Exemption for 
Investment for Small and Medium-Sized Businesses Law (Ley 
para la Desgravacion de PYMEs para la Inversion). This will 
encourage investment by allowing small and medium-sized 
businesses to deduct investments from their taxable income. 
Other proposed bills will provide investment incentives for 

the software 


8. (C) Miceli said the GOA will also be making large 
investments in the energy sector. The GOA wants to close the 
Venergy gap 

energy 

Ministry of Planning/Secretary of Energy invested USD 500 
million in the expansion of two major gas pipelines (the 
Northern and Southern Gas Pipelines) in 2005. These 
pipelines were partially financed by the private sector (the 
existing pipeline operators) and the Brazilian export bank 
BNDES (because the pipes were manufactured in Brazil). The 
Ministry of Planning/Secretary of Energy will invest another 
USD 1.5 billion in the construction of two combined-cycle 
thermal power plants near Rosario 
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2006. This time 

international markets and Andean Development Corporation 
(CAF) for these projects. Another needed area of investment 
is in the country\'s ports. 


9. (C) Miceli stated that total investment in 2005 was 
almost 22 percent of GDP 

The GOA would like to increase this level to 25 percent of 
GDP to guarantee continued high rates of economic growth. 
She said the GOA has \"lots of credit lines from private 
banks 

markets until April or May. The banks that have offered 
lines of credit are the banks that managed the GOA debt 
exchange in 2005. \"We should go to the markets in March or 
April to test the markets 

40 basis points from Brazil.\" Miceli admitted that Argentina 
had broken the confidence that the rest of the world had in 
Argentina. \"We can only get that back with time 

\"We also do not want to slow growth 

we understand that there is a very large social debt that 
must be addressed.\" She concluded that the GOA is very 
optimistic about the country's economic performance in the 
next 4-5 years. 


10. (C) A/S Shannon asked if Miceli was planning to travel 

to Washington in the near future. Miceli said she had spoken 
to Secretary of Treasury John Snow the previous day and had 
\"tentatively\" agreed to visit Washington in February. She 
had second thoughts about going in the middle of winter 

said she wants to go before the March annual meetings of the 
IDB. (Comment: The IDB annual meeting this year will take 
place on April 3 in Brazil. End Comment.) A/S Shannon said 
that if she was interested 

meetings in the Department of State. Secretary Rice might be 
traveling 

for Economic Affairs Josette Shiner would be useful to see 

if available. They both have a strong interest in Latin 
America. 


11. (C) Miceli was hopeful about Latin America\'s ability to 
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find a way to grow out of poverty and crisis. She observed 
that 

America can find a way to grow 

could find its way out.\" \"In Brazil 

continued 

path.\" A/S Shannon replied that the U.S. was worried about 
the hemisphere 

an opportunity. The U.S. wants to promote the growth of both 
democracy and economic and social development. If democracy 
and economic and social development do not grow together 
they will fail. Unfortunately 

communications between the governments and the governed. 
Miceli replied that 

in crisis. We had strikes 

2001 through the peak of the economic crisis in mid-2002.\" 
\"Forgive me for talking about politics 

it was better that Evo Morales won the presidential elections 
in Bolivia 

govern.\" 


12. (C) A/S Shannon said that what was good about Evo 
Morales\' victory was that he had received a mandate with 54 
percent of the vote. This solves the problem of previous 
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Bolivian governments 

to form a government that they had burned up their 
credibility by the time they took office. Evo Morales will 
not have this problem 

question now is how to help Bolivia where there is such a 
fragmented political system. The U.S. can help with the 
development of institutions. U.S. economic assistance 
programs have not been understood. The IMF either did not 
explain its programs 

interests. The IFls have put a great deal of money in the 
area 

living or investments that have remained in the country. 
This assistance should not be manipulated for political 
reasons. It should really be used to \"irrigate\" society. 
Argentina can help in this area by helping the IFls market 
their programs in the area. 


13. (C) Miceli said she was happy that A/S Shannon shared 
this vision for the region. A/S Shannon said that this was 
something that the USG would try to promote. Secretary Snow 
Secretary Rice and Deputy Secretary Zoellick all share the 


SIPDIS 
same vision. But the U.S. cannot do it alone. \"You can 
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count on us 

for lasting and visible public works so the people can see 

the benefits. Uruguay and Peru have done a better job of 
using IFI assistance for public works. Lots of money has 
been spent on \"technical studies." Argentina is trying to 
change this in 2006 so that the funds go to public works. 

The funds that were provided by the more developed countries 
in the EU to promote the development of the newer members 
went to concrete projects 

projects." 


14. (C) A/S Shannon said that there was new leadership in 
the IDB 

the OAS 

The U.S. is trying to work with Moreno and Insulza to promote 
these ideas. A/S encouraged Miceli to call on both of them 
when she goes to Washington. He described Moreno as very 
capable 

work with institutions to solve problems. \"In Bolivia 
concluded 

conservative system 

peoples problems and convince people that they do not have 
to radicalize and burn down their own house to do anything." 
Miceli responded that 

of these things. There is a memory and a desire not to 
repeat them. \"The U.S. a good example 

example 

as the U.S. 

now on a good path. Latin America suffered under 
dictatorships 

deliver a better life. Now Latin America has to find a 

growth path. 


15. (C) The Ambassador raised the case of U.S. biotechnology 
company Monsanto at the end of the meeting. He explained 
that Monsanto had tried every possible means to address its 
need to obtain a royalty for its GMO Round-Up Ready soybean 
seed. In the absence of a domestic solution it was 
progressing with legal action in a number of European 
countries that imported Argentine soybeans. Miceli replied 
that she had spoken to all four of the agricultural 

associations that had an interest in the issue. These 
associations had said that Monsanto has the right to demand a 
royalty. The problem was getting them to agree on a price. 

\"I think we will be able to find a solution 
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Miceli agreed to meet with Monsanto representatives to 
discuss the issue. 


16. (C) Miceli expressed the same optimism for the future of 
the Argentine economy that she expressed in the Ambassador\'s 
previous call on her (reftel). She also repeated her serious 
concerns about inflation and investment. Some U.S. companies 
would disagree with Miceli\'s claim that the GOA did not 

intend to pressure companies to keep prices down. In the 

past 

oil companies like Shell and ExxonMobil for raising prices 

and personally criticized the executives of local supermarket 
chains for doing the same. The CEO of one major U.S. 
consumer products company complained to the Embassy as 
recently as January 11 that he was being strongly pressured 

to sign a sector-wide price control agreement. He asked for 

the Embassy\'s assistance in resisting this pressure because 

of his concern that signing such an agreement would leave his 
company open to the accusation that it was participating in 

an illegal price cartel. End Comment. 
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areas of responsibility 

transportation 

works. He had also met separately with Deutschebank 
Fintech 

investing in Argentina. He said he was now working with 
Argentine Consul General in New York Hector Timmerman to 
organize a reverse visit with U.S. investors in Buenos Aires 

in April. 
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5. (SBU) DeVido said he was optimistic about the future of 
the Argentine economy. The GOA had renegotiated its private 
debt and had paid off its IMF debt in full. Total debt has 

been reduced by USD 67 billion to USD 110 billion and debt as 
a percent of GDP has been reduced from 150 percent to 50 
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percent. GDP has increased by 9 percent per year for the 
last three years and the Ministry of Planning believes 
Argentina can reach 9 percent growth again in 2006. 
Unemployment was 23 percent when President Kirchner took 
office and is now 10 percent. Inflation was 12 percent in 
2005 and is expected to be at the same level or reduced to 11 
percent in 2006. DeVido also admitted that inflation is now 
the GOA\'s major challenge. The solution is for consumer 
protection agencies to establish clearer ground rules for 
competition and for the state \"to recover its former ability 

to examine cost structures\" to determine adequate pricing. 


6. (SBU) DeVido highlighted the GOA\'s growing investment in 
infrastructure and public works 

airports 

and public works has increased from USD 800 million in 2003 
to USD 1.8 billion in 2004 

projected USD 4 billion in 2006. Regarding the U.S. 

Ministry of Planning is working with the Secretary of 
Communications in Brazil on the digitization of TV. The 
Ministry of Planning is very interested in U.S. Secretary of 
Commerce Carlos M. Gutierrez\' offer to work with Argentina on 
the U.S. digital TV standard. President Kirchner will make a 
state visit to Brazil to meet with President Lula on January 

18 and this subject will probably be discussed at that time. 


7. (SBU) DeVido said the GOA had been faced with a 
potential energy crisis when it took office. This crisis had 
been averted using guidelines provided by President Kirchner 
and the Energy Plan that the Ministry of Planning announced 
in May 2004. The Energy Plan was based on the expansion of 
the electric transportation system 

way 

capacity 

of Planning intends to build two combined-cycle power 
generating plants north and south of Rosario 

Province 

said that he had already spoken to GE of the U.S. 

Alsthom of France 

projects and that he expected great participation in the 
bidding process. He added that Citigroup of the U.S. had 
recently offered to finance this and other gas-fired thermal 
power projects. 


8. (SBU) DeVido explained that Argentina\'s energy equation 
was heavily dependent on natural gas 
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providing over 50 percent of Argentina\'s energy needs. The 
production and transport of natural gas was one of the 
bottlenecks that the Ministry of Planning found when he took 
office. The Ministry of Planning solved this problem in the 
winter of 2004 by: 1) importing 5 million cubic meters of 
natural gas per day via the then-unused Yacuiba-Pocitos 
natural gas pipeline between southern Bolivia and northwest 
Argentina; and 2) importing 200 

Venezuela to be used in Argentinas coastal power plants 
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displacing natural gas for use in other sectors (such as 
industrial manufacturing and residential heating). 


9. (SBU) The Ministry of Planning is now trying to negotiate 
the long-term purchase of 20 million cubic meters of natural 
gas per day from Bolivia to supply the proposed USD 1.2 
billion Northeastern Natural Gas Pipeline (GNA) which would 
provide natural gas for the provinces of Salta 

Formosa 

Fe 

Describing Argentina\'s regional energy relationship 

said that Argentina consumes 130 million cubic meters of 
natural gas per day 

to Chile 

Bolivia 

million cubic meters per day. This is much different than 
Brazil 

imports 27 million cubic meters per day from Bolivia. This 
means that Brazil is and will continue to be much more 
dependent on natural gas from Bolivia than Argentina 

after the proposed construction of the GNA pipeline. The 
price for the purchase of Bolivian natural gas would be part 
of the President Kirchner discussions with President Lula on 
January 18. 


10. (SBU) Plans are also moving forward for the construction 
of a USD 11 billion natural gas pipeline from Puerto Ordaz 
Venezuela to northeast Brazil and from there down to Sao 
Paulo and on to Argentina. Brazil would be able to finance 
most of the project 

be in Brazil 

in Argentina. The GOA would also go to the international 
markets to help finance its part of the project. The supply 

of Venezuelan natural gas is very important to the Sao 
Paulo-Rosario-Buenos Aires industrial axis and would have a 
great economic impact on both countries. Comment: Local 
energy analysts argue that the lack of natural gas reserves 

in Venezuela 
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environmental challenges 

this project unfeasible. The explain that much of the 
associated natural gas found in Venezuela is reinjected into 
the fields to extract oil. At the same time 

enough unassociated natural gas to justify such a pipeline. 
End Comment. 


11. (SBU) Senator Richard Burr asked why the Ministry of 
Planning was involved in organizing the construction of 
additional power generating capacity in a sector that had 
been privatized. DeVido responded that the Ministry of 
Planning had to subsidize the difference between the fixed 
price of domestically produced natural gas and the imported 
price of fuel oil for power generation in those plants that 
were forced to use fuel oil and that the government had 
required those plants to invest 65 percent of their subsidies 
in additional power generating capacity. The rest of the 
financing will come from an industrial tariff increase that 
will be refunded to the industrial users after a five year 
grace period. 


12. (SBU) Senator John Thune said the U.S. appreciates 
Argentina\'s contribution to democracy in the hemisphere 
support in the UN with non-proliferation in Iran 

cooperation on counterterrorism in the tri-border area 
economic partnership with U.S. companies in Argentina 

its cooperation with security interests in the region. He 
stressed that both countries had much in common in shared 
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values and objectives and congratulated Argentina on its 
economic turnaround. He then asked DeVido for his assessment 
of developments in Bolivia and Venezuela. 


13. (SBU) Regarding Bolivia 

has always supported the Government of Bolivia and is 
currently providing USD 50 million per year in royalties for 
the purchase of natural gas. The purchase of additional 
volumes of natural gas from Bolivia would provide even more 
resources for the GOB. DeVido said he had tried to make 
contact with the Morales team on two occasions 

meetings were canceled. DeVido observed that it is unclear 
how the leadership within the Morales government will be 
consolidated 

supporters. President-Elect Evo Morales Ayma 
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Vice-President-Elect Alvaro Garcia Linera and two gas experts 
will be coming to Buenos Aires on January 17 

the GOAVSs first opportunity to meet with the Morales team. 
\"We can\'t say that Bolivia is like Venezuela 


14. (SBU) Concerning Venezuela 

GOA had increased Argentina\'s commercial relationship with 
Venezuela from USD 150 million to USD 1 billion. The GOA 
purchased fuel oil from Venezuela in 2004 and 2005 and the 
payment for this fuel oil has gone into a fund that has been 
used to purchase hydroelectric equipment from an Argentine 
turbine manufacturer 

medical equipment 

the areas of soybeans and beef. The newly established 
Argentine state oil company ENARSA will also be working with 
private oil companies to exploit a heavy oil area along the 
Orinoco River. The Ministry of Planning has also invited 
Venezuelan oil company PDVSA to explore for oil and gas in 
Argentina\'s offshore blocks 

\"has not signed anything yet.\" Comment: The GOA announced on 
January 11 that Repsol YPF of Spain 

ANCAP of Uruguay and ENARSA had agreed to invest between USD 
40 and USD 100 million in the exploration of oil in the 

Cuenca Colorado Marina offshore block east of Buenos Aires 
Province. This will be the GOA/ENARSA\'s first entry into oil 
and gas activities since formerly state-owned YPF was 
privatized in 1999. End Comment. 


15. (SBU) Senator Thune said the GOA was in a position to 
use Argentina\'s growing economic relationship with Venezuela 
to support democracy in that country. DeVido responded that 
President Kirchner had met with the Venezuelan opposition. 
He also thought it was a mistake for the Venezuelan 
opposition to refuse to participate in the recent national 
elections. \"You can lose one election 

you can win another.\" 


16. (SBU) Senator Burr said that U.S. investors needed to 
know that their intellectual property would be protected if 
they invested in Argentina. He then asked how the Ministry 
of Planning treated intellectual property from outside the 
country. DeVido said that the royalties in his areas of 
responsibility were always paid and that he did not know if 
any IPR conflicts in his area. He acknowledged that there 
were conflicts in the agricultural and pharmaceutical 
sectors 
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responsibility 

with the Ministry of Foreign Affairs. Senator Burr noted 

that there was an issue regarding the analog to digital 
conversion of broadcast TV to protect movie producers from 
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illegal reproduction. DeVido replied that he understood the 
Senator\'s concern. 


17. (SBU) Senator Martinez congratulated DeVido on the GOA 
for its success in overcoming a severe economic and political 
crisis and for having restored peace of mind to the Argentine 
people. He added that the U.S. is concerned about Latin 
America and wants to establish a better and closer 

relationship with the region. 


18. (SBU) Senator McConnell asked what the GOA planned to 
do with the greater mandate it had obtained as a result of 

the October 23 

governance would be much easier since the GOA now had the 
simple majority that is needed for the passage of most 
legislation. The GOA also has a series of bills that it 

hopes to pass this year. For example 

Planning has prepared draft legislation that would convert a 
presidential decree into a law to promote investment in the 
energy sector 

power plants. Converting the presidential decree into a law 
will provide greater judicial security for investors 

the interest rates on the financing needed for projects in 

the sector 

also use its mandate to work with the political opposition to 
obtain support for long-term economic policies. 
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vulnerable persons have already relocated to the still dry 
\"frontlands\" of their own volition. The response to date 

has been through GOG and local government channels 

some NGOVs have offered assistance. Luncheon and President 
Jagdeo have both said that GOG is not asking for 

international assistance 

The GoG also has not declared a disaster. Post will assess 
prospects for assistance should the GOG request it. 


7. In addition to the briefing for the donor community 
Luncheon said that President Jagdeo has already briefed 
Trade Unions 

of the Opposition on the flooding 
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Agriculture briefed a special session of Parliament on 
Thursday 


8. Peace Corps exercised its communication system on Monday. 
All volunteers reported their sites to be dry 

stationed at Capoey village who on the advice of local 

residents had relocated to Anna Regina on the Essequibo 

Coast after the nearby Tapakuma Conservancy began 
overtopping. 


9. Embassy facilities have NOT/NOT been affected by the 
current round of flooding. GSO has sandbags available to 
place at Embassy houses should the need arise. As for health 
concerns 

rather than high water levels. The GOG has been effectively 
using media channels to brief the public on the health 
dangers of floodwaters. 


10. Post\'s Emergency Action Committee will continue to 
monitor the situation (septel). 


11. Comment: There are two major differences with the 
January 2005 floods: (1) the interventions after the 2005 
floods to restore the drainage and irrigation 

infrastructure 

worked so far. Georgetown and the populated East Coast have 
not so far experienced and serious or sustained flooding 
although many buildings built on ground in violation of 
building codes have experienced intermittent water 
intrusion. (2) This year the GoG is being much more pro- 
active sharing information and consulting concerned 
constituencies 

political opposition. This in turn provides an environment 

in which people are able to make better-informed decisions 
and a political environment in which the government and 
opposition can concentrate on managing the situation rather 
than harping at each other. 
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here only as long as we have the political support to 
maintain a responsible policy 


4. (U) Borja asked for U.S. assistance with what he 
described as a top priority 

organizations on the local level to watch over the spending 
of local governments. (Although the local governments 
receive almost all of their funds from the central 
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government 

over use of the funds.) The Ambassador suggested an early 
meeting with the USAID director to explore possibilities. 


5. (C) Borja noted that one of his initiatives will be 

promoting microfinance via a national fund to provide 
guarantees for institutions operating in this market. The 
Ambassador noted that USAID is very involved in the 
microfinance sector and would like to be in touch on the 
issue. She said we were also very worried about the impact a 
recently-revived banking law could have on microfinance and 
on the finance sector as a whole. Borja said he was also 
concerned about this law and asked whether the USG could make 
its opposition to the law known to the Social Christian 

Party 


Commercial Disputes 


6. (SBU) The Ambassador noted that the U.S. also has various 
commercial disputes in which the Ministry has a role to play. 
She pointed out that U.S. electric companies Duke Energy and 
Machala Power each are owed tens of millions of dollars by 

the GOE. While Duke also owes the GOE a similar sum 
allowing for the accounts to be cancelled 

awaiting a decision by the Ministry of Finance for a partial 
payment. Borja said he was aware of the debts to Duke and 
Machala 

to look into it. (We have confirmed that the memorandum 
proposing the payment is on the desk of the Vice Minister of 
Finance 

Machala representatives on Thursday.) 


7. (C) President Palacio had told us he had asked Borja to 

look over the proposed Occidental Petroleum deal with the GOE 
(resolving the long-pending contract cancellation threat) 

the Ambassador said. Borja acknowledged that he had done so 
but noted that the Oxy issue is not legally before his 

ministry and said that he would not have anything official to 

do with the issue. The Ambassador pointed out that the 
implications of expropriation of Oxy assets for Ecuador would 
be devastating. Paez inserted himself into the conversation 

to ask rhetorically whether Oxy was a U.S. state-owned 
enterprise. Ambassador noted that the issue 

what expropriation of Oxy by the GOE could do to U.S. and 


Ecuadorian interests. 


Fiscal Responsibility the Watchword? 
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8. (SBU) The Ambassador had met with a visiting IBRD team 
led by Marcelo Guigale on January 11. Guigale and his team 
said they had been very impressed with Borja and his 
commitment to fiscal responsibility. The IBRD had six major 
policy loans pending with the GOE and Guigale asked for 
Embassy assistance with the GOE to get the bureaucratic 
wheels to move on the conditions and other approvals for the 
loans and with the USED to help get the loans approved. 
While most of the loans were project-oriented 

provide $100 million in budget support to the GOE. 


9. (C) We are getting conflicting reports as to the fiscal 
stance of the new minister. According to former Vice 
Minister of Finance Ramiro Galarza 

him that Borja proposed to President Palacio some $300 
million in reductions in the 2006 budget which could be 
implemented by decree. He also reportedly proposed $650 
million in debt buybacks (beyond scheduled rollovers). In 
stark contrast 

Carrillo (strictly protect) 

does not expect to last long at the ministry. He said he was 
working hard for fiscal responsibility 

Paez wanted to escape that straightjacket. 


Comments: Still an Enigma 


10. (C) The Embassy has known Diego Borja for years in his 
capacity as president of Expoflores 

flower growers. That said 

develop a clear understanding of his views. He supported the 
FTA negotiations with the U.S. in public 

forcefully (a must for the leader of the flower growers). . 
Although forceful on fiscal responsibility both in the press 
since assuming the ministry and with the IBRD and us in 
private 

see real action. The IMF will be in town this week 

their review of the numbers may provide more ground truth. 
JEWELL 
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the nationW speech widely interpreted as conciliatory 
President Palacio averted further confrontation with 
Congress over his reform agenda. Instead 

his critics and praised the role of a loyal opposition 
inviting Congress to join the Executive in a civic accord 
over electoral reforms. Other highlights of the annual 
presidential report to the nation include neutral mention 
of Qe Occidential Petroleum commercial dispute 
language on an FTA with the U.S. 

attention to combating trafficking in persons. Probably as 
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a result of Palacios newfound humility 

confrontation with the President of Congress was avoided 
but prospects for cooperation on reform remain slim. End 
Summary. 


Political Reform Re-focused on the Elections 


2. (U) Palacio was insistent on the need for political 
reform 

referendum. Convinced that government of the people 
the people and for the people is near 

government\'s responsibility to proceed in a \"progressive 
and peaceful fashion. Successive presidential reform 
proposals could never be considered failures. \"The truth is 
not susceptible to defeat.\" 


3. (U) Palacio denied any personal ambition or intention 

to extend his mandate \"by even a day.Y He thanked his 
critics for pointing out his mistakes 

and political leaders to join him in a \"Civic and Ethical 

Pact for Democratic Consolidation 

debate of electoral reforms soon to be submitted to 
Congress. The reforms would guarantee equal access to the 
electoral process and media 

and electoral justice system. 


Commerce and Trade Treated Fairly 


4. (U) Palacio referred briefly and in neutral terms to 

the Occidental Petroleum commercial dispute 

complex issue 

obligations under Ecuadorian law by notifying Occidential 
to respond to alleged infractions 

government to apply the law Yin accord with the highest 
national interests. 


5. (U) An additional segment of the speech dealt with the 
FTA under negotiation with the U.S. 

had been agreed (16 of 19 tables) 

few areas of remaining difference: agriculture 

intellectual property rights 

Palacio highlighted coordination with Colombia on the FTA 
and said the remaining differences with the U.S. would need 
to Q resolved in the first trimester of 2006. 


Highlighting Progress against TIP 


6. (U) Palacio referred to trafficking in persons in three 
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different contexts during his two-hour speech. First 
claimed sustained progress in the prevention and 
eradication of violence against women. Coordination of 
services by the National Council on Women (CONAMU) 
Council on Children 

Welfare (INNFA) 

creation of a network of services in 12 cities through the 
Ecuadorian Adolescents Program. Another 
inter-institutional alliance led by UNICEF had developed a 
program for the prevention of sexual exploitation of minors 
in tourist-related activities. Finally 

Congressional inaction on a government legislative 
initiative to increase penalties on alien smugglers who 
cause the death of their clients 

action of Congress in passing landmark reforms to the penal 
code sanctioning the sexual exploitation of minors. 


Other Highlights 


7. (U) Other highlights in the laundry-list speech 
included executive credit-taking for: 


-- Creating a new health insuranQ program to cover 1.3 
million; 


-- beefing up military security on the northern border and 
around petroleum facilities; 


-- modernizing the military and instilling renewed respect 
for democracy (members of the Armed Forces have been 
involved in events which cost the institution respect and 
confidence of the people 

Cabrera pyramid investment scandal); 


-- maintaining good relations with Colombia 
cooperation with the U.S. 


-- referring Ecuador\'s dispute with Colombia over 
fumigation of coca plantations along the border to the UN 
for further study; 


Reaction 


8. (SBU) In their analysis of the speech 

aspiring presidential candidates) roundly lamented the 
Palacio government\'s lack of progress in its first eight 
months 

confrontation between the government and the opposition. 
Opposition leaders from the PSC and ID demanded the 
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resignation of Government Minister Alfredo Castillo before 
any dialogue on electoral reforms or the proposed civic 
pact would be possible. 


Comment 


9. (SBU) President Palacio\'s speech included positive 
treatment of several U.S. interests 

But there was an ample element of political theater as 

well. Much of PalacioWs speech was geared toward answering 
his critics 

addressing them 

had been billed as a symbolic confrontation. President of 
Congress Wilfredo Lucero was widely rumored to be planning 
to give a Congressional rebuttal after Palacio finished his 
speech. Instead 

for any serious cooperation between the Executive and 
Legislative branches 
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criteria to prevent human rights violators from joining the 
new Council. He did not comment substantively on the 
continued need for country specific initiatives in the 
Council. 


5. (SBU) Comment: We will continue to discuss these UN 
issues with other MFA officials but are encouraged by 
Carrion\'s initial reaction to our reform proposals. 
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EMPLOYEES\" (SAFE) 

THE DEPARTMENT OF STATE\S BUREAU OF DIPLOMATIC SECURITY 
THAT THE EMPLOYEE HAS UNDERGONE EQUIVALENT SECURITY 
TRAINING. THE CONTACT FOR THIS TRAINING IS ASSISTANT 
DIRECTOR FOR TRAINING AT (703) 205-2617. COUNTRY 
CLEARANCE WILL NOT BE GRANTED FOR ANY TRAVELER WITH 
PLANNED TDY IN EXCESS OF 30 DAYS IF THIS INFORMATION IS 

NOT STATED/CERTIFIED. POC FOR ADDITIONAL INFORMATION IS 
RSO WELLINGTON. 


B. (SBU) THE U.S. MISSION TO NEW ZEALAND CURRENTLY RATES 

THE THREAT FROM TRANSNATIONAL AND INDIGENOUS TERRORISM AS 
LOW. THERE ARE NO TERRORIST GROUPS OR SUPPORT GROUPS 
BELIEVED TO BE OPERATING IN NEW ZEALAND AT THIS TIME. IN 

LIGHT OF THE WORLDWIDE SECURITY ALERT ALL VISITORS SHOULD 
HEIGHTEN THEIR SECURITY AWARENESS AND REPORT ANY UNUSUAL 
INCIDENTS TO THE REGIONAL SECURITY OFFICER. 
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C. (SBU) ANONYMOUS TELEPHONIC THREATS AND OBSCURE THREAT 
MAIL HAVE OCCASIONALLY TARGETED U.S. DIPLOMATIC MISSIONS 

IN NEW ZEALAND. IN RESPONSE TO U.S. POLICIES AND 

ACTIONS 

OCCASIONALLY AT THE EMBASSY IN WELLINGTON AND AT THE 
CONSULATE IN AUCKLAND. THESE DEMONSTRATIONS ARE USUALLY 
SMALL AND ARE PEACEFULLY CONDUCTED. DURING THESE 
DEMONSTRATIONS 

SERVICES NORMALLY PROVIDE ADEQUATE PROTECTION TO THE 
EMBASSY AND CONSULATE. 


D. (SBU) NEW ZEALAND IS CONSIDERED A MEDIUM THREAT CRIME 
ENVIRONMENT. AS SUCH 

EXPERIENCED AN INCREASE IN VIOLENT AND PETTY CRIMES 
THEY ARE USUALLY NON-CONFRONTATIONAL IN NATURE. HOWEVER 
HOME INVASION ROBBERIES AND ASSAULTS 

BECOMING MORE FREQUENT. BURGLARIES AND THEFTS OCCUR 
COUNTRYWIDE BUT PRIMARILY IN THE LARGE CITIES OF 
AUCKLAND 

SHOULD BE ESPECIALLY AWARE THAT STREET CRIME 

SCAMS AND PICKPOCKETS 

CITIES. COMMON SENSE PRECAUTIONS SHOULD BE TAKEN 
ESPECIALLY AT NIGHT 

OPPORTUNITY. 

E. (SBU) GENERALLY 

SIGNIFICANT ROLE IN THE WORLD DRUG SITUATION; HOWEVER 
EVIDENCE INDICATES THAT NEW ZEALAND HAS BEEN UTILIZED AS 
A TRANSIT POINT FOR SHIPMENTS OF ECSTASY 

COCAINE TO AUSTRALIA. THE MOST ABUSED DRUG IN NEW 
ZEALAND IS LOCALLY PRODUCED METHAMPHETAMINE AND CANNABIS. 
THERE HAVE BEEN INCREASED AMOUNTS OF LAB SEIZURES AND 
VIOLENT CRIME ASSOCIATED WITH GROUPS ATTEMPTING TO 
CONTROL THIS MARKET. 


F. (U) ALL FORMS OF PUBLIC TRANSPORTATION ARE GENERALLY 
SAFE AT ALL TIMES OF THE DAY; HOWEVER 

SHOULD USE COMMON SENSE PRECAUTIONS SO AS TO AVOID 
BECOMING A TARGET OF OPPORTUNITY. 


G. (U) THE TRAFFIC SITUATION IN AUCKLAND CAN BE 

DIFFICULT 

WELLINGTON AND CHRISTCHURCH TRAFFIC IS SIGNIFICANTLY 
BETTER; HOWEVER 

EXPECTED. VISITORS ARE ADVISED THAT TRAFFIC DRIVES ON THE 
LEFT-HAND SIDE OF THE ROAD. VISITORS ARE ADVISED THAT 
TRAFFIC ACCIDENTS ARE COMMON AND THAT IT IS SAFE TO PULL 
OVER SO THAT POLICE MAY TAKE AN ACCIDENT REPORT. 
HOWEVER 

AMERICAN SENTIMENT SHOULD DEPART THE SCENE IMMEDIATELY 
AND NOTIFY THE RSO. 
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H. (SBU) TRAVELERS INTENDING TO BRING AND USE ANY USG- 
PROVIDED ELECTRONIC OR PHOTOGRAPHIC EQUIPMENT MUST 
CONTACT THE RSO PRIOR TO INTRODUCING SUCH EQUIPMENT INTO 
THE CHANCERY. PERSONAL ELECTRONIC OR PHOTOGRAPHIC 
EQUIPMENT IS NOT PERMITTED IN THE CHANCERY. ONLY IN 
SEVERELY LIMITED CASES WILL A NOTEBOOK OR LAPTOP COMPUTER 
BE PERMITTED TO BE USED IN THE CHANCERY. 


l. (U) PRECAUTIONS SHOULD ALSO BE TAKEN NOT TO DISCUSS 
SENSITIVE OR CLASSIFIED INFORMATION OUTSIDE SECURE 
ENVIRONMENTS OR OVER UNSECURED AND/OR CELLULAR TELEPHONES 
AND TO SECURELY SAFEGUARD CLASSIFIED OR SENSITIVE 
INFORMATION AT THE CHANCERY AND NOT AT HOTELS OR 

RESIDENCES. 


J. (U) VISITORS SHOULD ALSO BE AWARE OF THE STATE 
DEPARTMENTYS CONSULAR INFORMATION SHEET FOR NEW ZEALAND 
AND THE MOST RECENT WORLDWIDE CAUTION PUBLIC 
ANNOUNCEMENTS 

HTTPY/TRAVEL.STATE.GOV 


K. (U) IN ESSENCE 

APPROPRIATE CAUTION AND BE ALERT TO THEIR SURROUNDINGS 
WITH REGARD TO THEIR PERSONAL SECURITY. SUSPICIOUS 
INCIDENTS/ACTIVITIES SHOULD BE REPORTED TO RSO WELLINGTON 
(TELEPHONE (64)(4)462-6000 
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(formerly PLC). 


--By the afternoon of Friday 13 

diverse caucuses appeared to have reached consensus on a 
compromise candidate for the Junta presidency. However 
deliberations over the remaining Junta positions continued. 
The PLC 

Nunez\'s candidacy 

leader Miquel Lopez was adamant to the press on January 16 
reasoning that because the FSLN boycotted their candidate 
(Enrique Quinonez) 


--On January 16 the vote was once more postponed and 
rescheduled for January 17. PLC deputy Maximino Rodriguez 
called polcouns to advise that perhaps the PLC would accept a 
Sandinista for the first vice president -- Edwin Castro or 
Wallmaro Gutierrez would be preferable to Rene Nunez -- 
although he preferred Camino Cristiano deputy Delia Arellano 
for the position. 


Of \"Pigsties and Troglodytes\" 
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4. (U) Verbal insults and jabs on the Assembly floor were 
sharper than usual during the prolonged debate over the 
selection of the National Assembly\'s new Junta. Among the 
gems: 


--PLC Deputy Roberto Sanchez lambasted the ALN-PC deputies 
for abandoning the PLC and \"for having no feelings for 

Arnoldo (Aleman)\" and physically shoved ALN-PC deputy Maria 
Eugenia Sequeira. 


--Independent Jaime Morales Carazo: Referring to PLC deputy 
Roberto Sanchez\'s verbal assault on former PLC deputy Alfonso 
Ortega Urbina\'s desertion to Montealegre\'s ALN-PC caucus 
Morales called Sanchez a \"cavemen 

that sometimes (in the Assembly) we see pigs performing 
tricks.\" At a later date 

would not get any cheese 

who is often depicted as Mickey Mouse. 


--PLC deputy Enrique Quinonez (referring to Gerardo Miranda\'s 
short-lived 

party): \"The truth is 

wife Rosario Murillo) 


--On January 15 

Cathedral termed the Assembly a \"Tower of Babel 
Assembly deputies for their selfishness at the expense of 
peace in Nicaragua. 


The Meddling Game 


5. (SBU) On January 11 

Dolores Aleman accused the U.S. Embassy of threatening to 
revoke the visas of at least five PLC deputies if they did 

not desert the PLC. According to the January 12 edition of 
El Nuevo Diario (END) 

Guillermo Montenegro 

among the allegedly threatened lawmakers. To the contrary 
in El Nuevo Diario\'s January 16 edition 

president Luis Humberto Guzman (Christian Democratic Union) 
praised the U.S. Embassy\'s maintaining a discrete distance 
from the Junta selection process. 


6. (C) Comment: Some PLC deputies 

END mentions 

week to seek our intervention in the Junta selection process. 
We have declined 

affair and that we have no candidates. Rather 
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encouraging deputies to elect a board that represents the 
Assembly\'s political diversity and one that will get down to 

the task of legislating for the good of the country. Maria 
Dolores Aleman\'s accusations suggest that the PLC is getting 
increasingly desperate over the possibility of desertion of 
some of its deputies to the ALN-PC caucus. End Comment. 


Montealegre\'s Caucus the “Odd Man Out" 


7. (SBU) Noticeably absent from the board is representation 
from Eduardo Montealegre\'s ALN-PC caucus. Alianza Liberal 
Nicaraguense-Partido Conservador (ALN-PC) deputy Jose 
Matamoros asserted that his caucus had decided to end the 
Junta selection impasse by withdrawing its candidate and 
supporting a consensus option. In fact 

probably calculated that the political risks and costs of 

being embroiled in the National Assembly Junta with the FSLN 
and/or the PLC in an election year were not worth the 

potential gains in legislative control. However 

assessment in the media was that Montealegre\'s was the losing 
caucus in the process. 


Comment 


8. (C) According to some Embassy sources 

has little political backbone and he may allow the PLC and 
FSLN to maintain their dominance over the Assembly Junta. 
Deputies from the minor caucuses are also weak or prone to 
influence 

Reverendo Soborno (\"bribe\") 

swings in the direction of the highest bidder. Montealegre\'s 
ultimate decision to remove his caucus from the ruckus over 
the Junta election may have been his best option; if his 

caucus had associated with the FSLN in selecting the Junta it 
may have prompted some potential voters to question his 
allegiance to Liberalism. Many Liberal voters -- who are 

first and foremost anti-Sandinista -- may take their votes 
elsewhere on election day. On the other hand 

associating with the PLC could cause him to lose credibility 
with independent voters who seek leadership independent from 
Nicaragua\'s PLC and FSLN caudillos. Remaining outside of the 
Assembly\'s inner circle in an election year will also enable 
Montealegre\'s caucus to focus on the electoral process. 
TRIVELLI 
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inclination\" to attend the February 15-17 user coordination 
meeting in California. In light of the upcoming 
Parliamentary budget session 

Rao indicated that he would need to check on who will be 
available to attend 

note of our suggestion for India to lead on Training and 
Exercise. 


2. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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major procurements. Only companies operating in Export 
Processing Zones (discussed below) are required to export a 
certain percentage of goods produced. 


9. The Tanzania Investment Center (TIC) offers assistance in 
the establishment of enterprises and provides facilitation 
services for required permits and licenses for both local and 
foreign investors. TIC issues the formal Investment 
Certificate of Incentives 

recognition of one\'s status in the country. TIC serves as a 
one-stop government liaison for investors from inquiry stage 
right up to project start and all Government departments and 
agencies are required by law to cooperate fully with TIC in 
facilitating investors. 


10. Tanzania offers a well-balanced package of investment 
benefits and incentives that are applied uniformly to all 
investors (domestic and foreign investors) and systematically 
as specified by law (the Tanzania Investment Act 

of 1997). These incentives include: 


-- Zero Customs Duty and deferred VAT on capital goods for 
investments in targeted sectors: mining 

zones 

airports 

water services. 


-- Five percent Customs Duty and deferred VAT on capital 
goods for other sectors: livestock 

buildings 

export oriented projects 

areas 

resources including fisheries 

projects 

television broadcasting. 


-- Exemption from corporate income tax for up to five years. 
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-- Income tax benefits such as: allowing interest deduction 
on capital loans; removal of the 5-year limit for carrying 
forward losses; 100 percent capital allowance deduction in 
the years of income for targeted sectors. 


-- Further incentives for companies with EPZ status 
(discussed below). 


11. The Export Processing Zone (EPZ) Act has enabled the 
establishment of EPZs throughout the country. EPZ incentive 
packages are managed by the National Development Corporation 
(NDC) 

one EPZ business park for the purpose of attracting export 
industry investment 

location in a specific geographical area. Rather EPZ status 
reflects unique benefits offered to export industries. EPZ 
companies must export at least 70 percent of goods produced 
and export at least USD 100 

status. EPZ status is available to both domestic and foreign 
investors 

companies 

benefiting. 


12. Companies investing within the EPZ park have access to 
ready-made buildings and reliable infrastructure 

limits the need for large capital investments in 

infrastructure. The EPZ policy places emphasis on products 
that use local materials such as textiles and garments 
leather goods 

Historically 

industry 

incentives packages. 


13. Incentives offered to EPZ exporters are numerous 
may include: 


-- Exemption from corporate income tax for the first 10 
years; after 10 years 
than the ordinary 30 percent. 


-- Exemption from withholding tax on dividends and interest 
for the first 10 years. 


-- Exemption from all taxes and levies imposed by local 
governments for goods and 
services produced or purchased in the EPZs. 


-- Exemption from potential foreign exchange control and 
restrictions. 
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-- Exemption from pre-shipment inspection requirements. 


-- On-site Customs inspection in lieu of off-port inspection. 


-- Remission of Customs duty 

on goods purchased for use as raw materials 
machinery 

the EPZs (except motor vehicles 
consumables). 


-- Provision of temporary visas at the point of entry to key 
technical 
period of 30 days. 


-- Access to high-quality infrastructure. 


14. Incentives 

granted on a case-by-case basis 

guidelines. The Tanzanian Investment Act allows for the 
Minister of Trade to specify additional incentives and 
benefits in consultation with TIC\'s inter-ministerial board 
\"for the purpose of promoting identified strategic or major 
investments.\" 


15. Incentives and investment guarantees are offered to both 
domestic and foreign investors. Investments in Tanzania are 
guaranteed against nationalization and expropriation. 
Tanzania is a member and signatory of several international 
agreements for protecting investments. Any dispute arising 
between the Government and investors are settled through 
negotiations or may be submitted for arbitration before the 
international organizations. 


16. Generally 

investors with TIC or EPZ certificates in the otherwise 
onerous bureaucratic process of acquiring the various 
required permits. However 

work and residence permits for only five 5 expatriates; 
investors complain that this is insufficient and limits their 
ability to operate. 


17. The Zanzibar Investment Promotion Agency (ZIPA) and the 
Zanzibar Free Economic Zones Authority (ZAFREZA) offer 
roughly equivalent incentives as those offered by the 
mainland\'s TIC and EPZ policies. 


18. Tanzania observes the right of foreign and domestic 
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private entities to establish and own business enterprises 
and engage in legal forms of remunerative activity. The 
Business Registration and Licensing Act provides the right of 
any local or foreign investor to freely establish private 
entities; to own property both movable and immovable; to 
acquire and dispose of property including interest in 
business enterprises and intellectual property. The Act 
stipulates that no business entity can enter into business 
activities in Tanzania before getting a business license 
through the Business Registration and Licensing Agency 
(BRELA). Registration fees for foreign companies are 
significantly higher than for local companies. 


19. Competitive equality is applied and embedded in the 
Tanzanian National Trade Policy of February 2003 as a 
standard. The Tanzanian competition policy aims at 
perpetuating freedom of trade 

to markets. lt prohibits firms (both private and public 
enterprises) from engaging in anti-competitive behavior and 
abuse of dominant market position. Tanzania has established 
the Fair Competition Commission (FCC) to oversee compliance 
with competitive equality standards. 


20. Under Tanzanian law 

cannot own land 

to foreign investment. Land in Tanzania is government 
property and can only be leased from the government for 33 
66 

non-citizens is restricted to lands for investment purposes 
as approved by the TIC. Under this arrangement 
Derivative Title 

TIC-approved foreign investor. The TIC has designated 
specific plots of land (a land bank) to be made available to 
foreign investors. Foreign investors may also enter into 
joint ventures with Tanzanians 

provides the use of the land (but retains ownership 
leasehold). 


21. Movable property and land rights: Secured interests in 
property 

in Tanzania under an evolving set of laws 

appear contradictory. Land in Tanzania is technically owned 
only by the government and is leased for periods of up to 99 
years. Recent reforms have tried to establish a reliable 
system of transferable property rights 

representing leaseholds. The Ministry of Lands and Human 
Settlements Development deals with the registration of 
mortgages and rights of occupancies. The Office of the 
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Registrar of Titles within the Ministry is responsible for 
issuing the pertinent title and registered mortgage deeds. 
Under the recent Land Act (1999) 

used for securing loans from banks. However 

mortgage is very new 

security interests remains unreliable. In practice 

only issue mortgage loans on capital improvements on the 
land 


The establishment of both the Commercial Court of Tanzania 
and a special Land Court as special divisions of the High 
Court has been a tremendous step towards protection and 
effective enforcement of property rights. The new Land Act 
the Ministry of Lands registration offices and the Land Court 
comprise a legal system that will potentially protect and 
facilitate the acquisition and disposition of land 

buildings 

infancy. 


22. Intellectual Property Rights: Adherence to key 
international agreements on intellectual property rights in 
Tanzania began only in recent years. In 1999 

the Copyright and Neighboring Rights Act Number 7 of 1999 
which deals with the protection of intellectual property 

rights (IPR) and also protects expressions of folklore. This 
legislation conforms to international copyright and property 
rights conventions 

provides adequate protection for intellectual property 
patents 

also establishes the Copyrights Society of Tanzania (COSOTA) 
which has the duty and authority to promote and enforce 
intellectual property rights; collect and distribute 

royalties on behalf of its members; maintain registers of 
works 

identify 


Despite the recent legislation 

property rights remains ineffective. Violations are not 
seriously investigated 

training in IPR issues. 


Tanzania has not yet signed or ratified the WIPO Internet 
treaties. 


23. The TIC facilitates applications for the variety of 

permits an investor may need 

time and effort spent on complying with bureaucratic 
regulations. The regulatory system can be burdensome in terms 
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of the steps 

permit requirements for ongoing operations. In general 
however 

impede investment. 


24. Government decisions are not always completely 
transparent 

significant authority to make exceptions to the rule. 
Well-connected companies may obtain allowances or unfair 
advantages. 


25. Although government procurement is often less 
transparent than international standards 

Government has recently carried out reforms in its public 
procurements system. In 2004 

passed the Public Procurement Act; implementation of this Act 
took effect in May 2005. The Act aims to increase the 
transparency of Tanzania\'s Public Procurement Regulatory 
Authority (PPRA) and to provide a margin of preference for 
local tenders to enhance the participation of local firms in 
public procurement processes. 


26. Many of the laws and regulations in Tanzania that impact 
investment (including tax 

safety) are outdated 

an effort to revise and harmonize them. In Tanzania 
proposed laws and regulations 

trade and investment matters 

stakeholders and must be published in draft form for public 
comment. 


27. For example 

sector business associations 

roundtable group 

which was passed into law in April 2004. Tanzania is now 
implementing the new tax charter with a view toward 
establishing a tax regime that is more transparent 
equitable 

ambitious tax policy reform agenda has included the abolition 
of nuisance taxes 

framework 

regime and a structure for a gradual reduction in rates. It 
also emphasizes transparent accounting consistent with 
international norms. 


28. Disputes regarding the regulatory system are difficult 
to solve. The court system continues to function slowly and 
imperfectly and is easily influenced or manipulated by 
privileged individuals. These factors increase the cost and 
difficulty of doing business in Tanzania 

by diligence and on-the-ground knowledge. Ongoing good 
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governance and anti-corruption measures may continue to 
improve government transparency. 


29. The Capital Markets and Securities Authority (CMSA) Act 

of 1994 provides for a policy that facilitate the free flow 

of capital or financial resources to support in the product 

and factor markets. The CMSA has opened the Dar es Salaam 
Stock Exchange (DSE) to foreigners. The maximum allowed limit 
for foreign participation is 60 percent. Foreigners are not 

allowed to participate in Government Securities. The DSE 
provides announcements 

trading statistics and updates online at 
www.darstockexchange.com 


30. Foreign investors are able to get credit on the local 
market for capital injection within the country and 
importation of capital goods for use within the country. Each 
credit application is vetted on its own merit using the 
normal banking procedures and best practices. While credit 
is allocated on market terms 

borrow from local sources/ commercial banks due to high 
interest rates. Bank lending rates range from 14-24 percent 
for ordinary borrowers. Large corporate borrowers can 
negotiate lower rates. The private sector has access to a 
variety of commercial credit instruments including 
documentary credits (letters of credits) 

loans 


31. The banking industry is growing in Tanzania 

dozen international banks expanding operations in the 
country. The process of privatizing the remaining government 
owned banks is continuing 

the privatization of Tanzania Postal Bank (TPB) completed. 
In 2005 

Finance Bank (NMB) advanced 

the sale of 49 percent of the Bank\'s shares. 


32. The Bank of Tanzania\'s (BOT) international reserves have 
grown steadily over the past 5 years. In 2004 

reserves stood at 1.78 billion US dollars 

the highest level of reserves in over 30 years and equivalent 
to nine months of imports. This has helped the BOT to 
intervene whenever minor fluctuations have led to a slight 
depreciation of the Tanzanian shilling. According to the 
Bank of Tanzania 

the U.S dollar by about 1.2 percent from 2004-2005. To find 
more information about the value of the Tanzanian Shilling 
visit http://www.bot-tz.gov 
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33. Tanzania is one of the most politically stable countries 
in Africa and the prospects for serious and sustained 
violence are extremely low. Since gaining independence 
Tanzania has enjoyed a remarkable degree of peace and 
stability and in 1992 

for multiple political parties. In 1995 

multi-party election took place. 


34. As the country makes the transition from a socialist to 

a democratic entity 

particularly during election campaigns. In 2001 

demonstrators clashed with police officials on Pemba 

(Zanzibar) during a protest against the official outcome of 

the October 2000 elections. The number of dead remains under 
dispute: The Government claims 23 people died while the 
opposition party 

people died. 


35. The 2005 elections 

marked by an absence of major violence. In the urban area of 
Unguja (Zanzibar) 

forces and the Civic United Front but currently 

situation appears stable. Most political observers believe 
further clashes on Zanzibar are unlikely and the chance for 
conflict on the mainland remains remote. 


36. Corruption is one of the major difficulties encountered 

by foreign investors (including U.S. firms) in Tanzania. 

Former President Mkapa elevated the elimination of corruption 
to a major priority of his administration 

cabinet position of Minister of State for Governance in the 
Presidents Office 

responsibilities 

administration undertook a number of other important steps to 
combat corruption including 

commission of inquiry against corruption 

all top political leaders to declare their assets 

of public servants for corrupt activity 

strengthening of the Prevention of Corruption Bureau (PCB). 


37. In 2004 

giving it increased investigative and prosecution powers 
expanding its operations to the regional and district level 
and allotting additional budget resources to the bureau (a 
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budget increase of USD 3 million from 2004 to 2005). The 
National Anti-Corruption Strategy to root out systemic 
corruption 

countrywide for implementation by the PCB. Also in 2004 
Government of Tanzania passed the Public Procurement Act 
aiming to increase the transparency of Tanzania\'s Public 
Procurement Regulatory Authority. Implementation of this Act 
took effect in May 2005. 


38. In his inaugural address to Parliament in late December 
2005 

Kikwete 

levels of government. Through an initiative known as the 
Millennium Challenge Account Threshold program 

work with Tanzanian authorities to reduce corruption and 
improve the GOT\'s effectiveness and accountability. 


39. While giving or accepting a bribe (including bribes to a 
foreign official) is a criminal offense in Tanzania 

enforcement of laws 

corruption 

corruption persists include government procurement 
privatization 

Transparency International has consistently rated Tanzania as 
one of the worst countries in the world for corrupt business 
practices 

the past seven years. 


40. Currently 
not have a bilateral investment agreement. 


41. OPIC insurance programs are available for Tanzania. OPIC 
signed an updated incentive agreement with the government of 

Tanzania in December 1996. Few companies have used OPIC 

programs in Tanzania. 


42. Tanzania is an active member of the Multilateral 
Investment Guarantee Agency (MIGA) 
have successfully utilized MIGA guarantees. 


43. The Export-Import Bank of the United States provides its 
loan and guarantee products for short-term and medium-term 
financing in Tanzania\'s private sector. In 2004 

negotiated a master guarantee agreement with Ex-Im Bank 
Tanzania 
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44. Tanzania passed a revised Labor Law in 2004 that 
conforms to international standards 

convention protecting worker rights. Firms are able to make 
private hiring decisions without requirements to use specific 
employment agencies. Employees have the right to organize in 
unions 

certain conditions. Labor laws apply equally to private and 
public sector workers 

trade zones. 


45. Unskilled labor is plentiful and inexpensive. There 
continues to be a deficit of skilled labor in Tanzania 

though the number of university graduates is growing 

especially in business management and information technology. 
Many foreign investors find that local labor is not 

sufficient to fill management and administrative positions. 

The difficulty of hiring and firing workers in Tanzania is 

well above the regional and world average 

World Bank\'s latest report on Doing Business in Tanzania. 


46. Currently 

foreign investors to recruit up to five expatriates. Though 
additional work permits for expatriates can be granted under 
certain conditions 


47. Beyond the incentives of Export Processing Zones (EPZs) 
discussed above 

trade zones at various ports 

Kigoma. At these free ports 

foreign origin without paying customs duties and taxes 
pending their eventual processing 

re-exportation. 


48. Zanzibar has named three areas as free trade zones 
under the authority of the Zanzibar Free Economic Zones 
Authority. These zones are effectively export-processing 
zones 

zone. 


Tanzania Mainland: FDI Stocks and Flows (1999-2004) 
Value: US Dollar millions and percentage of GDP 
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1999 2000 2001 2002 2003 2004 


GDP 8 
10 
Nominal 


FDI 541.7 282.0 467.2 429.8 526.8 
469.9 
Inflows 


FDI 6.7 33 53 48 55 
4.35 

Inflows 

(percent of GDP) 


FDI 2 
5 
Stocks 


FDI 30.1 36.2 432 471 50.1 
48.1 


Stocks 
(percent of GDP) 


Tanzanian Investment Center: http://www.tic.co.tz 
Public Procurement Regulatory Authority: http://www.ppra.go.tz 


Presidential Parastatal Sector Reform Commission: 
http://www.pscriz.tz. 


Doing Business in Tanzanian (World Bank Report): 
http://www.doingbusiness.org 


Millennium Challenge Account: http://www.mcc.gov 
RETZER 
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taking. Consultative meeting of MPs touches on a number of 
proposals\"; VW Specifications of oath-taking\"; Speaker Al- 
Khrafi: Keen on enforcing constitutional procedures!" 


Column 3 

-- Al-Qabas p. 6 \"Kings and leaders of states and 
governments 

extend condolences on the demise of the late Amir" 


-- Al-Qabas 
Ayed Al-Manaa: | am extremely happy for the transition of 
power pursuant to constitutional channels!" 


-- Al-Qabas 
Al-Ahmad\'s grave\" 


-- Al-Qabas 
prerequisite for completing procedures for naming Shaykh 
Saad as Amir\" 


-- Al-Qabas 


-- Al-Qabas 
of Amir\" 


-- Al-Rai Al-Aam front page \"Oath-taking is key to powers of 
leadership\"; \"Al-Tabtabaei is for 'leniencyY with respect to 
oath-taking\"; \"Al-Tabtabaei: Separation of posts of "Crown 
PrinceW and "Prime Minister\' is a reformist step but not a 
prerequisite\" 


-- Al-Rai Al-Aam p. 12 \"Arab States eulogized Shaykh Jaber\" 
-- Al-Rai Al-Aam 


-- Al-Rai Al-Aam 
mourners\" 


-- Al-Rai Al-Aam 
never forget the Amir\'s support for the determination of 
‘our occupied people\'\" 


-- Al-Rai Al-Aam 
be taken pursuant to constitutional stipulations; the 


session will be open unless the government or ten MPs ask 
otherwise\" 


-- Al-Rai Al-Aam 


-- Al-Rai Al-Aam 
dailies widely cover death of the Amir\" 


-- Al-Rai Al-Aam 


-- Al-Watan 
evident during both good times and bad times\" 
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-- Al-Watan 
events and occasions\" 


-- Al-Watan 


-- Al-Seyassah 

oath-taking by Shaykh Saad\"; \"Al-Khrafi will call for a 
special session within hours and demands for leniency in 
oath-taking procedures\"; Royal Family will hold important 
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meeting this evening at Dasman Palace\"; \"Al-Saadoun 
boycotted the consultative parliamentary meeting and Al- 
Rashed stresses enforcement of constitutional provisions\" 


-- Al-Seyassah 
it will be held by next Monday!" 


-- Al-Seyassah 
fair to women!" 


-- Al-Seyassah 
Charitable Personality of the year in 1995" 


-- Al-Anbaa front page \"Speaker Al-Khrafi: Oath-taking 
session should be held as quickly as possible. Al-Khrafi 
asserts clarity of article 60 of the constitution and MPs 
believe that the session will most probably be held at the 
beginning of next week\"; Cheney arrives in Kuwait today" 


Block Quotes 


3. Tuesday 


-- Mohamed Abdul Mohsen Al-Barjas wrote in the moderate 
daily Al-Qabas under the title Departure of the Prince of 
Hearts\": \"The man 

hearts are full with sorrow as the ‘prince of hearts\' 
departed this mortal life to the eternal life. By losing 

you Jaber we have lost all sense of joy. Moreover 

the loyal people of Kuwait be happy when they have lost a 
kind father 

as well as a symbol of humility and dedication. Jaber Al- 
Ahmed 

to the port of safety.\" 


-- Dr. Shafiq Nazem Al-Ghabra 
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University in Kuwait 

Aam under the title \"The absence of an Amir": \"Shaykh Jaber 
led Kuwait through many political turns. At the outset of 

his rule 

financially 

modern state. Shaykh Jaber\'s era was littered with many 
sharp political and regional turns. The Iran-Iraq war began 
a few years after he was appointed. He had to deal with the 
ramifications of that war 

Revolution. At that point in time 

allowing Kuwait being swept up in the violence of the region 
and he almost lost his life as a result of his courageous 
stance. He was not a fan of violence or dictatorship 

was humble and pious. The Iraqi invasion in 1990 was a 
great shock to Shaykh Jaber. After all that he had given 
Saddam\'s government during the Iran-Iran war 

terror Kuwait faced as a result of its support for Iraq 

during that war 

of this betrayal to Kuwait. He also achieved great strides 
on the domestic political front 

the National Council in 1986 unconstitutionally when it was 
unable to work with the government. It was he who also 
refused the same type of action without the proper 
constitutional means. It was his adherence to the 
constitution that shaped Kuwait as an organization-based 
state. That is why Kuwait can still follow his teachings in 

its quest to strengthen democracy while enacting political 
and economic reform." 


-- Ahmed Mohamed Al-Fahd wrote in the moderate daily Al- 
Watan under the title "The impolite ones\": \"It was a sad 
evening in Kuwait after the burial of everyone\'s father 

Jaber Al-Ahmed. Sadly 

the sorrow that some impolite people did not. Some shop and 
caf owners opened yesterday not caring for the great 

calamity and not accounting for the citizens\' feelings for 

the death of their father and their leader. Of course 

are stores that must remain open out of necessity because 
people need them such as grocery stores 

restaurants. The Ministry of Commerce should punish other 
shops owners that remained open while they used to close on 
religious holidays. These shop owners should be punished for 
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their disrespect of the event. | do not want my words to be 
understood as incitement against certain types of shops as 
much as | want them to be a warning to some owners that do 
not care what happens in Kuwait 

is in the pockets of its citizens. Kuwait will not force 
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them to close their shops and will not revoke their licenses 
because it is not a barbaric state." 


-- Dr. Shamlan Al-Eisa wrote in the pro-government daily Al- 
Seyassah under the title The peaceful transition of power": 
\"The massive crowds that came out to bid farewell to their 
beloved departed Amir is clear evidence of the people\'s 
close ties to their political leadership and a distinct 
declaration of their renewed loyalty to the legitimacy of 

the Al-Sabah family. Declaring Shaykh Saad Al-Abdullah Al- 
Salem Al-Sabah as Amir of Kuwait at this time is clear 
evidence of the regime\'s respect for the constitution and 
the traditions. The new Amir will follow in the footsteps of 
the previous Amir 

Amir was buried a question rose in Kuwait and outside it; 
who will be named Crown Prince? Although the constitution 
provides the Amir with a year to select his Crown Prince 

the current domestic 

urges the quick selection of a Crown Prince. We have 
complete confidence in the ruling family has the qualified 
people who will facilitate the best selection." 


-- Sami Abdul Latif Al-Nesf wrote in the moderate daily Al- 
Anbaa under the title \"The Great Kuwait beloved has gone\": 
\"The beloved Amir Jaber Al-Ahmed has gone 

the people pledged allegiance twice 

wisdom 

great ability amidst storms forced upon us by geography and 
location. The policies 

and the great work that he did domestically 

internationally are what contributed to the salvation of 
Kuwait from the biggest catastrophe in its history. Had it 

not been for the investments and funds for future 
generations 

hold up against the invasion both domestically and 
internationally. We offer the sincerest condolences to the 
family 

and international communities." 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait 


You can also access this site through the 
State Department\'s Classified SIPRNET website 
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of these bloggers 
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known in their lifetime. A site 

has been in existence for some time has even been revamped to 
allow people to express their condolences online: 

http://www jaberna.com/. 


2. Some excerpts from the blogs: 


\"My heart lamented 
all around me mourn as our Jaber made his way to his final 
resting place and leave us forever..\" 


\"We have every right to be worried.. and upset. | know I am. 
It\'s a sad day. Allah yerHuma (God bless him).\" 


\" loved you...you were my second father 


VI still can\'t believe it.. All of a sudden everything looks 
soo different.. and it feels weird\" 


\"Lam really sad and don\'t know what to say...i feel like I\'m 
lost..i feel like | lost a father and | don\'t know how will 

it be without him...i hope things will go on ok after he is 
gone.\" 


\"It is a strange feeling of mourning cause | always known him 
as \"Baba Jaber\" 

well you get used to these things. | remember this school 

trip back in the 80s and like all bad kids we were in the 

back of the bus and it was making a U-turn 

behind us and it was Sheik Jaber driving it 

driving his car smiling and waving. We were all excited and 
jumping around. That\'s what made him so special 

did that whole pomp and entourage thing 

Even his assassination attempt in 1985 the car he was driving 
was a Beige Chevrolet Caprice. My Father was right around the 
corner when that thing happened and he jokes \"If I didn\'t 
take pictures of you on Friday | would have had pictures of 
that\". Also another image of him that comes to mind is his 
speech to the UN in 1990 that was just so moving both 
vulnerable and yet strong in asking for help to free your 
country. He will be missed 

have very big shoes to fill in not just the running of a 

country 


3. These comments and more can be found at the various blog 
entries linked to below: 


My Space: http://charismaticg8ia.blogspot.com/ 
2006/01/death-of-kuwaits-icon.html 


Reductio: http://shadyq80.kuwaitblogs.com/ 
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2006/01/15/im-worried/ 


Chillout Kuwait: http://chilloutkuwait.blogspot.com/ 
2006/01/blog-post 15.html 


Passionate Soul: http://pinkbubblegumpuppylove.blogspot.com/ 
2006/01/blog-post.html 


A3sab: http://a3sab.blogspot.com/2006/01/mourning.ht ml 


Life is a Journey: http://ra1 .blogspot.com/2006/01/ 
blog-post 15.html 


Flamingoliya: http://flamingoliya.blogspot.com/ 
2006/01/baba-jaber.html 


Angel of Peace: http://saraangelofpeace.blogspot.com/ 
2006/01/blog-post.html 


Design 82: http://design82.blogspot.com/2006/01/ 
blog-post.html 


Savior Machine: http://www.2by4.org/archives/ 
2006/01/15/lining-the-streets/?p=953 


Frankom: http://www.frankom.com/?p=44 
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Swair: http://devilishlyabstract.blogspot.com/ 
2006/01/rip.html 


¡Dip: http://idip.blogspot.com/2006/01/ 
from-denial-to-grief.html 


Forza Q8: http://www.forzaq8.net/archives/2006/ 
01/15/rest-in-peace/ 


Reflections: http://misscosmokuwait.blogspot.com/ 
2006/0 1/ena-lilah-wa-ena-elaihee-raji3oon.htm | 


Jackie: http://www.rubduckie.com/blog/?p=587 
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Visit Embassy Kuwait\'s Classified Website: 
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much less Bamyan\'s people." 


4. (U) ANP officers in Bamyan work with limited resources. 
Police stations are uniformly in a state of disrepair 

lacking power 

Prosecutor has relocated since his previous office collapsed; 
his new officer also lacks power 

equipment. (NOTE: The PRT has provided some equipment 
will build more permanent infrastructure for the ANP in the 
coming construction season (septel) END NOTE.) The ANP\'s 
vehicles (somewhere between 16 and 90 

ANP officials) 

the PRT 

maintenance budget of USD 750 for its entire provincial 
vehicle fleet. Fuel supplies are also meager. MOI provides 
Bamyan ANP 5 liters of duel per day (we believe this means 5 
liters per vehicle per day) 

primarily to the officer corps. The police do not maintain 

any emergency response vehicles in their fleet. The Chief 
Prosecutor\'s office has no vehicles. 


5. (U) ANP recruits receive little or no training before 
beginning their work 

of police (mainly officers) have been sent to Kabul for 
training 

their ANP responsibilities. Chief Prosecutor Azizullah 
Hadafmand\'s own staff - consisting of seven prosecutors in 
Bamyan plus one in each district 

administrative personnel - have also received little formal 
instruction in their responsibilities. 


Corruption Undermines What Little Capacity Exists 


6. (SBU) Police and prosecutors 

are easy targets for corruption. With entry-level police 
earning 800 Afghanis (approx. USD 16) per month 

Chief Prosecutor's salary capped at 2000 Afs (approx. USD 40) 
per month 

are unwilling/unable to maintain the peace in Bamyan. 
(COMMENT: By way of comparison 

500/month. END COMMENT) Furthermore 

rarely receive their full 800 Afs salary 

leadership in Bamyan appears to extort money from its own 
employees. Yakawlang District COP Hussein cheerfully 
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admitted to us that he withholds 30 percent of his men\'s 

salaries: \"We have to pay baksheesh (bribes) to Kabul for 

them to release uniforms 

Of course | take their money!\" ANP COP Wahadat echoes these 
points 

of doing business. (ref C) 


7. (S) Wahadat and Malik may be the ringleaders of ANP 
corruption in Bamyan. We believe COP Wahadat is involved in 
drug and artifact smuggling through Bamyan (ref C) 

Deputy COP Malik \"taxes\" coal trucks 

from Bamyan to other destinations 

(ref D) As Wahadat admitted to us 

are corrupt. We have no salaries 

officers need their cut to survive." Wahadat predicted that 

if you \"pay officers a living wage 

(national-level) corruption 


8. (S) Chief Prosecutor Hadafmand likewise is widely believed 
to accept bribes in return for failing to prosecute 

individuals 

Given his low salary and the number of cases referred to his 
office versus the number of cases tried 

plausible. In fairness 

independence it needs to conduct investigations and 
prosecutions in a fair and impartial manner. It is likely 

that politically powerful persons within the province exert 
undue pressure on the Chief Prosecutor\'s office concerning 
certain investigations. We know that even Governor Sarabi 
(whom we do not consider to be corrupt) has exerted pressure 
on the Chief Prosecutor\'s office at least once to release an 
arrested individual. (It is unclear what the present status 

of this individual is.) 


Case in Point: Bungled Opium Burn 


9. (SBU) The recent situation surrounding the burning of 1.9 
tons of opium highlights the gaps in law enforcement\'s 
capacity to preserve law and order. Bamyan police claimed Ya 
major victory against crime" when it arrested three suspects 
attempting to remove a 1.9 ton opium cache from its hiding 
place in caves near Bamyan City. (ref A) Police were lucky 
enough to find the suspects again five days after they evaded 
the police at a checkpoint in Yakawlang District. 
Counternarcotics officials in Kabul 

witnessed the PRT weigh 

plain view behind the PRT\'s concertina wire outer perimeter 
on December 28. (ref A) 


10. (SBU) Subsequent events 
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\"victory.\" Ministry for Counternarcotics officer Mohibullah 
Loodin regretfully informed PRTOff on December 29 that the 
three suspects were no longer in custody 

sometime after arrest but before incarceration at the Bamyan 
prison. Further 

cache originally contained over three tons of opium when the 
ANP found it. Loodin promised that MOI would send 
investigators from Kabul to delve into the missing drugs and 
disappearing suspects. 


COMMENT: Where to Begin? 


11. (SBU) Bamyan has a relatively permissive security 
environment 

environment to stabilize independent of Coalition/PRT 
presence 

develop both the capacity and the will to enforce law and 
order in an even-handed 

This is not likely to occur at lower levels until it occurs 

at the top 

transformation unlikely in the near future. 


NORLAND 
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The resignation of the Chief Justice of the special tribunal for the 

Iraqi President Saddam Hussein has raised questions in Iraq and elsew 
Analysts think that Justice Rizkar Mohammad Amin has resigned due to 
the U.S. and the Iraqi government... 


The special tribunal was formed according to a blueprint of the Iraqi 

the U.S. The secret plan of the U.S. came to light when the Chairman 
Judiciary Committee met with him and asked him to be stricter. The | 
wants to send Saddam to the gallows soon since people\'s sympathy for 
Rizkar was taking his time. A section of the Iraqi people wants Sadd 

for his crimes. Rizkar showed patience for the sake of justice. Sad 
illegal 

was also seen as gentle. The resignation of the Chief Justice in thi 

only put the tribunal into question 

world hopes that Saddam will get a fair judgement on his crimes 

wishes of the Iraqi government and the U.S. Rizkar Mohammad has refl 
resigning. The U.S. occupation forces have committed a hundred times 
for which Saddam is now being tried. After the resignation 
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uncomfortable situation. It should be kept in mind that the Iraqi pe 
the Saddam\'s rule 
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way to a \"violent change\" scenario. One possibility for 
Deby\'s demise is by a palace coup led by insiders in his 
family or his army. Another is a victory by an armed rebel 
group 

his death caused by the combination of a bad liver 
wounds 

Deby goes 

Assembly President were ever able to take over 
stipulated in the constitution 

short-lived. Civil war would erupt as warring factions vied 
for power 

presidential succession. 


5. (C) A better 

would be a \"peaceful transition\" scenario (see ref C). This 
would involve Deby taking the lead in putting in place a 
credible transition plan. He would announce before the 
ruling Movement for Patriotic Salvation party congress in 
March that he does not intend to seek another term in power. 
He would work to find a candidate acceptable to his family 
the army 

Alternatively 

term and cede power to an interim council drawn from the key 
ethnic groups 

This council would be charged with preparing the way for 
internationally supported elections to be held within a year 

or two. It would be led by a figure-head president with 
national stature who would agree not to run in the elections. 
Former President Goukouni 

mentioned as a possible candidate. Although his opponents 
would have a hard time accepting it 

to play this role 

giving him a face-saving way of leaving power. 


6. (SBU) The United States has important and growing 
interests in Chad. Deby\'s regime works closely with us on 
counter-terrorism and is set to receive substantial 
assistance under the Trans-Saharan Counter-Terrorism 
Initiative. It encourages religious tolerance and moderate 
Islamic practices. It has played until now a generally 
constructive role in pursuing peace in Darfur. It has 
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welcomed over two hundred thousand Sudanese refugees 
over the last two years by USD 130 million in U.S. 
humanitarian assistance. It hosts a USD 4 billion oil 
investment led by Exxon Mobil. It put in place 

support 

transparently and using them to reduce poverty. It has 
largely tolerated opposition parties and an outspoken 
independent press. 


7. (C) The \"violent change\" scenario would hurt our efforts 
to work with Chad in pursuing these interests. Civil unrest 
would make Chad more vulnerable to terrorists and religious 
extremists 

refugee relief 

exploration plans 

of oil revenues 

after him to crack down on dissent. Deby\'s internal security 
problems are already starting to damage our interests. He 
appears to be funneling money and perhaps weapons to Darfur 
rebel groups drawn from his fellow Zaghawa clan in a bid for 
support in his increasingly dangerous rift with Khartoum. 
Desperate for funds to pay for arms and even mercenaries 
has defied his commitments to the World Bank by pushing 
through changes in the oil revenue law that effectively gut 
the scheme. His oil minister has privately threatened to 

shut down oil production in retaliation for the remedies 
imposed by the World Bank. 


8. (C) If there was a reasonable chance that the \"more of 
the same\" scenario could pan out for long 

perhaps would be 

one here 

forward to staying in power much longer. The harder he 
fights to hang on 

for his many enemies and the more disruptive will be his 
inevitable fall. There are many reasons for the security 
problems Deby is facing 

put in place -- or at least acquiesce to -- a transition 
mechanism broadly accepted as legitimate. The fraudulent 
referendum overturning presidential term limits last June 
destroyed any remaining hopes that he would step down. The 
tensions this has provoked is why he needs so desperately to 
obtain arms to defend himself 

hands on oil revenues in defiance of his commitments to the 
World Bank 

Darfur 

Khartoum aimed at exploiting his internal weaknesses. Deby 
is responsible for destabilizing Chad with possible 
repercussions for Darfur in his determination to be 
president-for-life. 
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9. (C) We are convinced that our interests lie in doing 
what we can to help realize the \"peaceful transition" 
scenario. While in a country such as Chad that has never 
experienced a peaceful transition 

not good. The French are wrong 

we should therefore try to prop up Deby\'s regime. That 
alternative only prolongs the agony. And the consequences 
that would follow its collapse are more likely to be even 
worse for Chad\'s internal stability and thus for our own 
interest in working with Chad on Darfur 

counter-terrorism 


10. (C) Promoting the \"peaceful transition scenario will 
require pro-active diplomatic engagement. Ref B and C 
describe our ideas in more detail. In outline 

we should consider taking are: 


-- bolstering our programs aimed at strengthening Chad\'s 
democratic institutions and supporting military reform; 


-- articulating more explicitly in speeches and in other 
statements our policy on Africa\'s \"big men\" who seek to 
perpetuate their hold on power 

Deby\'s bid for a third term; 


-- increasing high-level contacts 
presidential letter 
certain circumstances the offer of a White House visit; 


-- approaching the French 
Chirac 


-- crafting a message that acknowledges Deby\'s 
accomplishments 

leadership in working toward a peaceful transition and our 
commitment to supporting such efforts. 


11. (C) Such a strategy also requires attention to avoiding 
measures that might make us complicit in propping up his 
regime. The World Bank\'s decisive actions have denied Deby a 
free hand at using oil revenues to buy weapons and 
mercenaries. It will be important not to let Deby use our 

interest in cooperation on counter-terrorism in the TSCTI 
framework to protect him against his domestic enemies. We 

will need to look carefully at the timing of the next round 

of TSCTI training 
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appearing to embrace Deby on the eve of fraudulent 
presidential elections expected to be held later in the 

spring. Similarly we would urge using Secretary of Defense 
Rumsfeld\'s proposed visit in March to deliver a clear message 
in his private meetings and public statements on the role of 
the military in a democracy and the need for a peaceful 
transition. 


12. (C) Success of this strategy will require buy-in from 

the French 

a plan. Any further escalation of tensions on the border 
with Sudan will stymie progress. We should not overlook 
Deby\'s vulnerability to international prosecution once he 
steps down 

should not hold out false hopes that Deby will be receptive 
to our overtures. We will need to maintain cooperative 
relations with his regime 

power. We nevertheless need to establish benchmarks with him 
and the Chadian people where we stand. There is a 
possibility he may be more open to considering other career 
options after his inauguration for a third term in August 
assuming he makes it that long. We should then be looking 
for opportunities to encourage him to support efforts toward 
a peaceful transition later in the year. 

WALL 


49930 
BASIN: CRISIS 


3. NO FURTHER ASSISTANCE IS REQUIRED. POINT OF CONTACT IS MRS. 
PLAI-AUW: 66-53-252-629 OR CELL PHONE: 66-1-603-5438. 
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remain a focus of Austria\'s EU Presidency 

results" were unlikely. The Chancellor also thought that 

public attitudes toward the European Union were not as 
negative as is often painted. Ambassador was accompanied in 
the meeting by DCM (notetaker). End Summary. 


2. (C) Amb. McCaw opened the discussion by complimenting 
Schuessel\'s government for its swift reaction to the 
Russia-Ukraine gas crisis on the first day of Austrias EU 
Presidency. Schuessel agreed this had been a \"very 
worrisome\" development. Austrian Economics Minister 
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Bartenstein 

finding a solution 

with both Ukrainian and Russian energy officials 

with Raiffeisen Bank (which has taken a stake in 
Rosukrenergo). The Chancellor called the solution Ya very 
complicated interim agreement 

had come out better than most observers realized. \"According 
to our sources 

pay about $120/mm/ton 


3. (C) Schuessel confirmed that energy will remain a focus 
of the Austrian EU Presidency 

European Summit 

important impediment was that so many aspects of energy 
security -- including supply sources 

reserve strategy -- remained the preserve of member states 
not the Union. The Chancellor also noted that Austria had a 
four-month supply of gas reserves -- the highest level in the 
entire EU. 


IRAN 


4. (C). The Ambassador expressed the importance of a 
rock-solid 

developments. Schuessel stated the EU3 had the full backing 
of all25 member states and that all 25 were unified behind 
the current strategy. The Chancellor stressed 

importance of carefully thinking through not just the next 

step 

not respond to the resolutions of the U.N Security Council 
what then? What tools do we really have at our disposal to 
pressure the government?\" he asked. Schuessel expressed 
doubt that either Europe or the U.S. understood internal 
Iranian dynamics well enough to predict how the regime would 
respond to outside pressure. (Schuessel questioned whether 
Ahmedinejad had the support of the Iranian business/merchant 
class 

by any economic sanctions.) \"Ahmedinejad is not crazy 
Chancellor added 

strategy.\" 


5. (C) Amb. McCaw thanked the Chancellor for Austria\'s 
contributions to Afghan stabilization and reconstruction to 

date 

to make a generous pledge at the upcoming London conference. 
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Schuessel did not respond directly 

Afghanistan had always been used and manipulated\" by its 
neighbors. He feared such meddling would continue to be the 
norm. 


6.(C) The Ambassador told Schuessel that the U.S. was eager 
to work with the Austrian EU Presidency on promoting 
democracy 

Schuessel replied that Balkan issues were always very 

difficult 

granting of EU candidate status to Macedonia in December was 
a very important step. Bosnia remained extremely tricky 
Schuessel said he held new High Rep Schwarz-Schilling in the 
highest regard (having known him well for 30 years). The 
Chancellor also noted Austria\'s material support for the 

Kosovo status negotiations through provision of an office to 
Ahtisaari\'s team in Vienna. 


7.(C) On the Kosovo talks 

\"enormous influence" of the U.S. upon Kosovar Albanians. 
Austria\'s ties (and Schuessel\'s personally) 

were much closer to Serbia than to Kosovar Albanians. The 
Chancellor therefore advocated close US-Austrian 
collaboration 

each country bringing its weight to bear where its influence 
was greatest. 


8. (C) Schuessel said that Austria would try to use its EU 
Presidency to promote the notion of a \"European Way of Life\" 
as something everyone could be proud of. A new spirit of 
solidarity was needed to dampen rivalries among member 
states 

Schuessel argued had become too intense. The Chancellor 
maintained 

not really as negative as they are often painted. It was 
claimed 

toward Brussels was the most critical of all member states. 
However 

in fact a 58 percent majority agreeing that Austria had been 
right to join the European Union. The same poll also showed 
for the first time 

the Socialists by a nose in advance of elections later this 
year. \"People are not so stupid 
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not 

boiling over. Clearly it would need to be watched. In this 
context 

primarily with Energy Ministers had served the EU well and 
would continue to be the right approach. At the same time 
the foreign policy dimension was obvious 

of the issue at the Jan. 11 meeting of U.S. and EU Political 
Directors had demonstrated. 


7. (C) Plassnik also confirmed that energy would be an 
important focus of the Austrian EU Presidency 

the spring meeting of the European Council. She said she had 
to admit that a common EU policy in this area was \"embryonic\" 
and would require considerable work. 


8. (C) Amb. McCaw said the U.S. would fully support EU 
efforts to diversify its energy supply 
very concerned about political dimensions of Russian actions. 


9. (C) Turning to Afghanistan 

importance of the upcoming London conference and asked for a 
strong Austrian contribution. She also expressed U.S. 
appreciation for Austria\'s financial and personnel support 

for Afghanistan to date. 


10 (C) Plassnik replied that Austria was very cognizant of 
the international effort needed in Afghanistan and has tried 
to make a meaningful contribution 

Deploying 100 Austrian soldiers to monitor elections had not 
been without controversy domestically 


11. (C) Plassnik also recalled the major conference last 
November on \"Islam in a Pluralistic World 

President Karzai 

Vienna. Austria felt it could make a particular contribution 

in promoting dialogue between religions and between 
civilizations 

EU Presidency. A May conference in Vienna on Imams would be 
a cornerstone of this effort 

already engaged the new Turkish Ambassador to Austria on the 
event. 
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Transatlantic Relations 


12. (C) Plassnik stated that she wanted to make 

transatlantic relations a central element of the Austrian EU 
Presidency. The effort President Bush and Secretary Rice had 
made to reach out to Europe during the past year was 
recognized and appreciated. Austria wanted to continue that 
trend throughout its six month term 

with both a meeting of Foreign Ministers and a US-EU Summit 
would be especially important to maintaining momentum. 
Regarding the latter 

approach that produced one or two important 

results 


13. (C) Plassnik argued that there had been far too much 
focus on the perceived negatives in transatlantic relations 

often fed by European media. The Minister said she would 
refuse to join in that game. We needed instead to highlight 

the many common values we shared and areas where we could 
work together. The Balkans was clearly one such area; the 
Middle East was another. (Plassnik expressed satisfaction 

with last week\'s quartet conference call 

for a follow-up discussion in London on January 30.) The 
Ambassador warmly welcomed this approach. 


14. (C) Along with the above 

that differences of opinion between the United States and 
Europe inevitably would occur during the next six months 
that Austria 

express positions at odds with U.S. policy. Two such areas 
she predicted 

of prisoners at Guantanamo. \"These issues are not going to 
go away 

ongoing European investigations 

added 

to be respectful and constructive 

Merkel\'s recent talks at the White House as an example to be 
followed. \"What we hope for 

clarification on what actually happened (regarding rendition 
flights) and agreement on how such cases will be handled in 
the future.\" 


15. (C) Amb. McCaw said that the Secretary had tried hard to 
address EU concerns. The United States did not torture or 
condone a policy of torture anywhere or at any time. 
European governments needed to remember they had a 
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responsibility to protect their own citizens and that 
intelligence cooperation with the U.S. has greatly assisted 
in that effort. 


16. (SBU) In response to the Ambassador\'s question about 
Austria\'s efforts stimulate a debate over Europe\'s identity 
during its EU Presidency 

help frame the debate in a new way and to help Europeans 
(including Austrians) feel more comfortably with a growing 
European identity. Just as the U.S. had successfully created 
a \"positive and inclusive\" sense of the American way of life 
so Europe should do the same thing. \"There is a European way 
of life 

economy 

generations (i.e. good pensions). We can take pride in this 
and rally around it.\" Recognition of this common European 
way of life 

compromise and cooperation with the EU. 

MCCAW 
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Nazarbayev\'s remarks are consistent with the GOK\'s 
demonstrated commitment to the WTO process; from our 
viewpoint the GOK has worked diligently to answer concerns 
raised during bilateral WTO negotiations. 


Jackson-Vanik - An Important Signal to Send 


3. (SBU) Post believes that making Kazakhstan\'s WTO 
accession a USG priority 

our willingness to facilitate GOK accession to the WTO 
make sense in the context of our overall strategic 
relationship. While Post believes we should evaluate our 
overall bilateral trade negotiations with Kazakhstan in a 
broad 

prioritize Kazakhstan\'s WTO accession 

point - and a clear signal of our overall intentions - 

would be legislative action to remove Kazakhstan from the 
Jackson-Vanik list. 


4. (SBU) Recent Administration statements of support for 
removing Russia and Ukraine from the Jackson-Vanik list 
only increases the importance of taking similar action on 
behalf of Kazakhstan. As Nazarbayev\'s inaugural address 
demonstrates 

claims to regional leadership and beyond. We feel it is 
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important 

accession process not lag appreciably behind that of 
Ukraine or Russia 

equivalent support for Kazakhstan\'s accession as for 
Ukraine\'s and Russia\'s. 


GOK Respects Right to Emigrate 


5. (SBU) Kazakhstan\'s constitution provides for the right 
to emigrate 

practice. The only legislative restriction applies to 
individuals with access to state secrets; it has been 
invoked only once 

reversed. There is no exit visa requirement for temporary 
travel abroad. While a permanent exit visa is required 
for emigrants leaving the country 

denied. Refusals have been limited to citizens subject to 
pending criminal or civil legal cases. There is no 
evidence that refusals have been linked to political 
religious or ethnic affiliation. The Jewish population in 
Kazakhstan has been able to freely emigrate since 
independence. 


ASQUINO 
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The GOM has also passed a law permitting the development of 
a secondary mortgage market. 


A.8. Transparency of the Regulatory System 


Although not perfect 

becoming increasingly transparent. One of the most 
important reforms in recent years is the requirement that 
significant government projects must be publicly announced 
through a competitive call for tender. Liberalization of 

the foreign exchange allocation system 

and the financial services sector has also reduced the 
government\'s role in the economy. 


In accordance with the provisions of the FTA 

is working to ensure that its procedures are transparent 
efficient and quick. Still 

those required by local governments 

obtain. In response to these problems 

launched reforms to streamline bureaucratic procedures. 


A.9. Efficient Capital Markets and Portfolio Investment 


The Moroccan government has adopted a number of measures to 
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liberalize the banking system in recent years. While these 
reforms have introduced additional competition in the 
banking sector 

extensively on deposit and lending rates 

customers. In January 2005 

a bill granting the Central Bank greater autonomy. Morocco 
also passed a comprehensive financial sector bill in 2005 
designed to strengthen banking supervision and improve risk 
management practices in the banking sector. 


Credit is allocated on market terms 

are able to obtain credit on the local market. There are 
some cross-shareholding arrangements 

tailored to exclude foreign investment. The Embassy has not 
heard of any efforts by the private sector or industry to 
restrict foreign participation in standard setting 

organizations. The government has actively sought out the 
participation of foreign investors for discussions on 

improving the business climate in Morocco. 


Moroccan banks are generally sound 

limited competition within the sector 

financial institutions 

the overall rate of non-performing assets in the banking 
system is 12.0 percent 

banks can charge on all credits restricts local banks from 
lending to higher categories of risk. 


Some foreign banks are critical of what they view as a lack 
of proportionate participation in the Moroccan Bankers\' 
Association. Moroccan banks are largely in compliance with 
the Basel | standards and seem poised to be stay up to date 
with Basel Il compliance 

will require by 2008. Banks are supervised on a 
consolidated basis and must provide statements audited by 
certified public accountants. Morocco is moving to enact a 
comprehensive anti-money laundering law in line with FATF 
and Egmont Group recommendations. 


The Casablanca Stock Exchange (CSE) was founded in 1929 and 
re-launched as a private institution in 1993. The Exchange 
prospered during the early 1990s 

2002 suffered a long 

trading volumes 

companies and a reduction of market capitalization to the 
equivalent of USD 8.3 billion at the end of 2002 at same 

year rates. 


A marked rebound in 2003 followed by healthy performance in 
2004 and 2005 reflect a return in investor confidence. 
Market capitalization at end 2003 increased to MAD 115.5 
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billion or USD 13.2 billion at current rates 

increase in local currency terms and a 60 percent increase 

in dollar terms over 2002. Performance (end 2004) was strong 
with the market up roughly 12 percent over 2003 in local 
currency terms 

market capitalization increased MAD 12.4 billion to reach 
MAD 253.3 billion or USD 29 billion. 


A.10. Political Violence 


A series of terrorist bombings took place in Casablanca on 
May 16 

target of these attacks 

injured. Moroccan security services have moved quickly and 
effectively to round up terrorists associated with the May 

16 attack 


Demonstrations occur frequently in Morocco and usually 
center on domestic issues. During periods of heightened 
regional tension 

major cities. Although these demonstrations have been 
peaceful 

some have been anti-American with isolated incidents of 
violence. The last instance of mass domestic political 
violence was rioting in Fez in December 1990. 


The sparsely settled Western Sahara was long the site of 
armed conflict between the Moroccan government and the 
Polisario Front 

has been in effect since 1991 in the U.N. administered area 
but the territory remains disputed between Morocco 

and the Polisario 

hampers economic and political integration in the region. 


A.11. Corruption 


Morocco has a broad body of laws and regulations to combat 
corruption. Corruption nevertheless exists and U.S. 
companies have at times identified it as an obstacle to 

doing business in Morocco. 


The previous government of Prime Minister Youssoufi made 
efforts to strengthen transparency and the rule of law. It 
initiated cooperation with Moroccan civil society and 
business organizations as well as with the World Bank and 
foreign donors on measures to fight corruption more 
effectively and launched a high-profile public education 
campaign. Since coming to power in 2002 

of Prime Minister Jettou has continued to support such 
efforts; however it is worth noting Morocco has fallen 
precipitously in ranking by the Transparency International 
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corruption index over the past four years 

to 78th place in 2005. The worsening of corruption is well 
publicized in Morocco and Transparency International 
attributes the dramatic increase to weak enforcement of anti- 
corruption related laws. 


Offering and accepting bribes are illegal in Morocco. 
Punishments range from fines to jail sentences. Bribes to a 
foreign official are not tax deductible. 


B. Bilateral Investment Agreements 


The U.S. and Morocco are party to a comprehensive Free Trade 
Agreement (FTA) to provide duty free access to over 95% of 
goods and services. The agreement also opened up investment 
opportunities in government procurement 

telecommunications and financial services. The FTA\'s 
investment rules 

and regulations 

ability to repatriate profits and assurances of non- 

discriminatory \"national treatment" 

agreements. The U.S. Morocco FTA went into effect on 
January 1 


Morocco also recently completed a Free Trade Agreement with 
Turkey that also came into effect on January 1 

expected to complete the Agadir Initiative 

agreement with Tunisia 


C. OPIC and other Investment Insurance Programs 


The Overseas Private Investment Corporation (OPIC) is a self- 
sustaining 

Businesses to invest in developing countries and emerging 
market economies. OPIC\'s key products are loan guarantees 
direct loans and investment insurance against foreign 

political risk 

has had an OPIC agreement since 1961 

recently updated in March 1995. Similar agreements are in 
effect with the agencies of France 

Kingdom 

Multilateral Investment Guarantee Agency (MIGA) and the 
Kuwait-based Arab Investment Guarantee Organization (OAGI). 
D. Labor 


Once strong and politically influential 

union movement is now fragmented and no longer possesses the 
political clout it carried 45 years ago when it helped lead 

the country to independence. Nevertheless 

trade union federations retain the potential to influence 

political life. Although unions claim a higher membership 
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Morocco has about 600 
percent of the 10.9 million workforce. 


Moroccan labor law and practice draw from French models. 
Labor law makes firing workers for cause cumbersome. 
Tripartite negotiations between government 

labor resulted in a new Labor Code that went into effect on 
June 7 

tripartite process to reach accords on a reduction in the 
workweek from 48 to 44 hours 

in the minimum wage. The new labor code details restrictions 
on the number of overtime hours worked per week and rate of 
pay for holidays 


Morocco has ratified the International Labor Organization 
(ILO) convention covering the right to organize and bargain 
collectively 

Article 14 of the Constitution gives workers the right to 

strike 

union to engage in collective bargaining it must have at 
least 35 percent of the enterprise\'s workforce as registered 
members. The Ministry of Interior occasionally intervenes 
especially if the government believes strategic interests 

are threatened. There are mandatory procedures governing 
the settlement of disputes 

them on a case-by-case basis. The number of workdays lost to 
strikes has diminished markedly from over 135 

less than 23 


The official national unemployment figure is 11.0 percent 

with urban unemployment at approximately 18.0 percent. The 
minimum wage is currently 2 

approximately 240 USD. 


E. Foreign Trade Zones/Free Ports 


There is a free trade zone in Tangier in northwestern 
Morocco. The zone is open to both Moroccan and foreign 
companies. The companies located in the zone may import 
goods duty free and are exempt from other taxes. Moroccan 
labor laws apply to the zone 

unionized. There is also an offshore banking law covering 
Tangier. 


Foreign Direct Investment Statistics 


The Moroccan foreign exchange office maintains balance of 
payments statistics that include annual foreign exchange 
inflows for private foreign investment. These statistics 
differentiate between foreign direct investment (purchases 
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of companies or increases in capital) 

and short-term financing for current account expenditures 
(e.g. lending to a subsidiary for purchases of equipment). 
There are no statistics on the stock of foreign investment 

in Morocco. However 

approximately 8.4 billion USD from 1967-2001. The following 
tables are based on the balance of payments statistics. 


Foreign direct investment in Morocco 
(millions of USD) 


Year Total FDI Percent of GDP 
1997 800.9 3.3 

1998 384.6 1.1 

1999 945.6 2.7 

2000 245.8 0.8 

2001 2732.2 8.0 

2002 555.6 1.3 

2003 2430.0 5.5 

2004 1070.5 2.2 

2005 (proj) 2133.6 4.1 


Private Foreign Investment Inflows* by Country of Origin 
(Millions of USD) 


Country 2000 2001 2002 2003 2004 
United States 35.4 83.2 372 53.1 77.8 
France 186.6 2474.3 210.1 316.9 822.9 
Spain 56.7 85.7 34.7 1896.4 59.4 
Germany 185 238 429 15.6 58.5 


United Kingdom 49.3 26.7 29.9 29.2 57.0 
Netherlands 2293 153 202 7.7 14.9 
Benelux 259 97 282 294 43.2 
Saudi Arabia 135 74 148 17.1 86.2 
Switzerland 238 416 32.2 37.5 93.6 


Portugal 79.7 1273 210 3.7 2.6 
IFC 408.5 = -- = 

UAE 6.0 11 10.7 24.7 163.5 
Others 42.1 59.0 82.4 68.4 290.8 
Total 1175.3 2955.1 564.3 2499.7 1770.4 


* Includes portfolio investment and short-term financing for 
current account expenditures. 


N.B. 2000 2001 2002 2003 2004 2005 


Exchange rate (dh/USD) 10.6 11.2 11.0 9.57 8.86 8.88 
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GDP (billions of USD) 33.0 34.2 37.2 43.7 50.1 50.7 


Private Foreign Investment Inflows* by Sector 
(Millions of USD) 


Sector 2000 2001 2002 2003 2004 
Industry 106.8 222.1 186.2 1994.4 239.0 
Fishing 13 - 21 154 2.6 
Tourism 121 295 10.1 34.5 190.0 
Services 29.0 87.8 79.8 90.2 65.5 
Transport 16 25 03 1.7 49 
Public Works 79 133 06 74 11.9 
Banking 67.5 31.8 35.6 8.4 186.1 
Real Estate 55.0 73.0 114.9 176.7 231.1 
Telecommunications 752.6 2354.8 36.3 65.6 677.3 
Other 141.5 140.3 98.4 105.4 162.0 
Total 1175.3 2955.1 564.3 2499.7 1770.4 


* Includes portfolio investment and short-term financing for 
current account expenditures. 


Major Foreign Investors 
U.S. 


Goodyear Maroc 
Parent company: Goodyear 
Sector: tire production 
Number of employees: 600 


Industries Marocaines Modernes 
Parent company: Procter and Gamble 
Sector: soaps and toiletries 
Number of employees: 500 


Jorf Lasfar Energy Company 
Parent company: CMS Energy 
Sector: independent power project 
Number of Employees: 500 
$1.2 billion joint venture with ABB 


Coca-Cola Export Corporation 
Parent company: The Coca-Cola Export Corporation 
Number of employees: 3200 
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J.R.A. Morocco S.A. 
Parent company: Jordache Enterprises Inc. 
Sector: manufacture of jeans 
Number of employees: 1000 


Delphi Automotive (former Division of GM) 
Sector: auto part manufacturer 
Number of employees: 1500 


Kraft Foods 
Sector: food products 
Number of employees: 60 


Other 


ST Microelectronics 
Parent company: S.G.S. Thomson (France) 
Sector: electronic components and semiconductor 
manufacturing 
Number of employees: 1 


Pechiney - MMA 
Parent company: Pechiney (France) 
Sector: aluminum cookware manufacturing 
Number of employees: 1 


Bymaro S.A. 
Parent company: Bouygues S.A. (France) 
Sector: civil engineering 
Number of employees: 1 

Renault Maroc 
Parent company: Renault S.A. (France) 
Sector: motor vehicle assembly 
Number of employees: 800 


C.G.E. Maroc 
Parent company: C.G.E. (France) 
Sector: electric cable and transformer manufacturing 
Number of employees: 675 


Polymedic 
Parent company: Hoechst AG (Germany) 
Sector pharmaceutical manufacturing 
Number of employees: 350 


49935 

holders 

ordinary citizens 

how Singapore should regulate its foreign community and 
protect all residents from exploitation and abuse. End 
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summary. 


Filling in the Gaps 


2. (U) Singapore relies heavily on \"foreign talent" to fill 

in the gaps in its labor force -- in industries from 
construction to biotechnology -- and is currently home to 
about 620 

the Philippines 

declining birth rate and economic expansion plans mean that 
large scale immigration will likely continue; some analysts 
even have advocated encouraging immigration to double the 
current population to eight million. Approximately 540 

of the foreign workers currently in Singapore are unskilled 

or semi-skilled workers holding a two-year work permit to 
labor in industries such as construction or domestic work; 
the rest are skilled workers staying in Singapore on an 
Employment Pass or \"S Pass.\" 


3. (U) There are some significant differences to how the 
classes of foreign workers are regulated. Generally 
Employment and S Pass holders may bring their dependents to 
Singapore with them; Work Permit holders may not. Employers 
of Employment and S Pass holders are not responsible for 
their room 

holders are. The Employment Act that regulates working 
conditions and compensation covers most Singaporean and 
foreign workers; it does not cover seamen 

holding managerial and executive positions. The Employment 
of Foreign Workers Act covers all foreign workers. It 

specifies how and when foreign workers may be employed 

out penalties for employers and employees violating these 
conditions 

to set requirements for the payment 

care of foreign workers. 


Domestic workers 


4. (U) Singapore\'s 150 

face the most serious labor problems. The GOS has put 
substantial effort into combating abuse and exploitation of 
maids 

than 60 percent over the past 8 years. Despite the progress 
cases continue to emerge -- for example 

was recently charged with 80 counts of abuse. Singapore\'s 
civil society is taking up the foreign workers\' cause: at 

least two NGOs have been created in the last eighteen months 
specifically to address foreign workers rights 

citizens and established advocacy groups have become 
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increasingly vocal in pressing the government to introduce 
greater legal rights and protections for foreign domestic 
workers. 


5. (SBU) The local media highlight the plight of maids in 
Singapore every few days 

widely discussed on local blogs 

write-in pages of the local newspapers. In the weeks since 
Human Rights Watch (HRW) published the scathing report on 
FDWs that prompted a strong public GOS reaction (ref A) 
Singaporeans have debated the merits of the report 
extensively in these forums. While noting that the HRW 
report may not be \"absolutely correct 

acknowledged that maids are vulnerable to abuse here 
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called on the government and the community to take a closer 
look at the issues the report raised. One Straits Times 

senior writer wrote that Singaporeans\' failure to confront 

the wrong that is being done is \"a glaring fault in our 

national character.\" Privately 

officials have told us that the Human Rights Watch report was 
\"useful\" and highlighted some issues that Singapore needs to 
address. 


6. (U) Private industry is making efforts to help protect 
domestic workers -- the Association of Employment Agencies in 
Singapore (AEAS) has publicly called for better treatment and 
regulation of maids 

supervise the industry. For example 

agency that accredits employment agencies 

Association of Singapore (CASE) 

employment agencies to have a standard contract with a 
mandated monthly rest day. (Note: An agency must be 
accredited to obtain a license to operate.) In response to 
stricter guidance from the accrediting organizations 
employment agencies appear to have stepped up efforts to 
police themselves by monitoring maids\' welfare. In one 
recent case 

clients to the police when it discovered she was pimping for 
her maid. The employer was convicted 

and may forfeit her flat. Another employment agency has 
responded to reports of ill-treatment or neglect at 
Indonesian \"training\" centers by opening its own training 
facility in Batam. Singtel announced it will now print the 
Ministry of Manpower\'s FDW crisis hotline numbers and 
information on maids\' rights on its prepaid calling cards. 


7. (U) The government continues to modify its regulations and 
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programs dedicated to ensuring domestic workers\' welfare as 
issues arise. For example 

rules on when employers must pay their employees 

increased oversight of employment agencies. On December 27 
the Ministry of Manpower announced that it was seeking 
subsidiary legislation to the Employment Agencies Act that 

will allow it to take swifter and faster action against 

errant employment agencies -- MOM will be able to compound 
minor offenses and fine agencies up to SGD 2 

taking them to court. It will also implement a demerit 

system 

Employment Agencies Act will earn between 3 and 12 demerits; 
an agency that earns 12 demerits in a calendar year will 
immediately lose its license. MOM will maintain list of all 

1 

on its website 

agencies and increasing the impact of punishment for 
infractions by publicly shaming offenders. 


8. (U) The Singapore government is also strictly enforcing 
its regulations. The Ministry of Manpower has revoked the 
licenses of at least six employment agencies so far this year 
for failing to adhere to Singapore\'s requirements for 
recruiting and employing maids 

prosecution for violating government regulations. Ata 
recent International Migrant Workers\' Day event 

local advocate for foreign workers credited the Ministry of 
Manpower with making a sincere and strong effort to combat 
abuse of foreign workers. 


Construction and Blue Collar Workers 


7. (U) Blue collar foreign workers have had far fewer 
problems than their domestic worker counterparts -- probably 
due largely to greater regulation and less isolated working 
conditions -- but have also begun to attract the attention of 
groups and citizens promoting more rights and better care for 
foreign workers. Although Singapore has very specific 
regulations governing workplace safety 

and medical care that foreign workers are entitled to 

number of high-profile construction accidents and scandals 
have prompted strong responses from local citizens. Such 
cases are reported and commented on extensively in the local 
media. In one instance 

construction company was locking workers in their dormitory 
prompted a Member of Parliament to \"raid\" the dorm 

the substandard living conditions within. The National Trade 
Unions Congress (the national federation of labor unions) has 
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set up a Migrant Workers\' Forum 
which is pressing the government to ensure that all foreign 
workers in Singapore are treated fairly. 


Comment 


8. (SBU) Calls for better treatment and greater legal 
protection for foreign workers are at least in part in 

recognition of the need to continue to attract blue collar 

and white collar workers to Singapore. Some of the public 
concern may also arise from embarrassment at the \"ugly 
Singaporean\" who does not live up to Singapore\'s image as a 
law-abiding 

society leaders will continue to work within the system and 
press for improved protection for foreign workers. 

HERBOLD 
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the Embassy on January 17 and 18 
reaction has materialized. End Summary. 


2. (U) Local media on January 18 provided extensive coverage 
of the Embassy\'s public announcement that the U.S. would 
invoke the Visiting Forces Agreement (VFA) and retain custody 
of four Marines accused of rape (ref A) 

reactions. Several senators 

VFA Legislative Oversight Committee Miriam Defensor-Santiago 
demanded that the GRP should now re-examine the VFA. 
Defensor-Santiago pledged to introduce a sense of the 
Congress resolution demanding at least renegotiation of the 
VFA for President Arroyo\'s consideration. She declared that 
the USG refusal was \"no way to treat a co-equal or even a 
valued ally 

Opposition Senator Joker Arroyo (no relation to President 
Arroyo) declared that the USG\'s \"intransigence will only 
provoke an agitation for a re-examination\" of the VFA 

if need be 

settle once and for all the continuing and unresolved issue 

that has plagued all US-Philippine military treaties in the 

past half century 

servicemen who commit offenses in the Philippines." 


3. (U) Senator Arroyo also claimed that \"the US has adopted 
a double standard 

other countries...The Philippines cannot go on with this 
one-way relationship with the United States." Opposition 
Representative Rolex Suplico of lloilo said the USG\'s 
decision showed \"the low respect the Americans (have) for 
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Filipinos.\" Senate President Franklin Drilon said the USGVs 
actions should serve as a wake-up call for Malacanang to 
fight for the interests of the country. 


4. (U) The presiding judge in the trial 

reportedly declined Chief State Prosecutor Jovencito Zuno\'s 
request immediately to arraign the accused Marines so that 
the court could have custody of the four soldiers 

WI cannot take the initiative for that" Dilag further 
suggested that 

resolved 

forward faster than it has thus far. Prosecutor Prudencio 
Jalandoni told reporters that he does not consider the 
development a setback for the prosecution. Dilag and 
Jalandoni both reportedly expressed their \"disappointment\" 
over the US decision 


5. (SBU) The media also reported Jalandoni\'s confirmation of 
reports that the alleged rape victim\'s private counsel 

Katrina Legarda 

have resigned from the case. Legarda 

associated with several past high-profile cases in the 
Philippines 

the last week of December 

reports of her resignation until now. Jalandoni and 

officials of the Department of Justice have asserted that 
Legarda\'s withdrawal does not indicate that the case will not 
be prosecuted successfully or that the GRP is giving up on 
it. According to one account 

ensure charges were filed 

prosecution. 


6. (SBU) On the morning of January 18 

Police (PNP) contacts informed RSO that leftist groups 
Partido Ng Manggagawa 

Democracy had received protest permits and were planning to 
march past the Embassy. This march 

the lunch hour 

typical of the protests involving this case. There was also 

a smaller protest at the Embassy\'s main gates on January 17. 
In both cases 

effectively assisted in ensuring security 

concluded without incident. 

Bellard 
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2005 -- see ref b. End Note.) 


3. (C) The timeframe for pressing these proposed changes 
through was very ambitious 
done within the next six months. When asked about the Lakas 
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meeting 

Speaker De Venecia 

\"Malacanang and the House are now 100 percent committed to 
\'Charter Change! -- it will take place." (Note: \"Charter 

change or \"Cha-Cha\" is an informal term that Filipinos use 

for Constitutional change. End Note.) When asked about the 
Senate\'s position on the matter (given that it stands to be 
abolished under most plans) 

come around and come to understand how vital such change is.\" 


4. (C) The Lakas meeting also seems to have afforded 
President Arroyo and former president Ramos a chance to work 
together in a collegial way on Constitutional change. In the 
recent past 

change which would basically require that Arroyo leave office 
in 2007 to make way for a new parliamentary system. While 
Ramos has been pressing his plan hard 

supported his formula 

alienate Ramos 

Lakas meeting on January 14 

the consensus without a fuss. In a January 12 meeting 
Gabriel \"Gabby\" Claudio 

adviser 

remain on board with President Arroyo and her administration 
although he clearly has differences on the subject of Charter 
Change.\" 


5. (SBU) In other domestic political news 

talk of a small Cabinet reshuffle. Based on what Mission 
understands 

Staff at Malacanang 

apparently returning to private business. Defensor has 
reportedly left his old post 

Environmental Resources 

position. Congressman Ronnie Puno 

President\'s 

of the Department of Interior and Local Government (DILG). 
(Note: Among other matters 

National Police. End Note.) Current DILG Secretary Angelo 
Reyes has publicly stated that he wants to remain at his job 
however 

ambassador to the U.S. instead. Rene Velasco 

head of the Philippine Information Agency (which operates out 
of Malacanang) has also been mentioned as a possible 
candidate to head the Office of Presidential Management Staff 
(PMS). Velasco would replace former PMS Chief Rigoberto 
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Tiglao who has been appointed ambassador to Greece. 


6. (C) When queried about the Cabinet and possible changes 
Claudio told Acting Pol/C that there probably would be Wa 
limited Cabinet reshuffle in the next several weeks 

President has not definitely decided who it might effect and 
when to announce it" In a January 13 meeting with Acting 
Pol/C 

the DILG position 

1999-2000 (under then-president Joseph Estrada). In an 
implicit criticism of Reyes 

Arroyo wanted someone in the position \"who knows a lot about 
local government issues as opposed to only law enforcement 
operations." 


7. (C) Finally 

impeachment charges against President Arroyo on January 16. 
The lawyer 

last year 

September 2005. Lozano\'s new charges were a virtually a 
replica of an \"amended\" impeachment complaint filed by the 
Opposition last year accusing Arroyo of abuse of power and 
corruption (the majority in the House refused to review the 
Opposition\'s charges at the time 

petition took precedence). 


8. (C) The Opposition has lashed out at Lozano 

that -- in filing his complaint -- he was trying to confuse 
matters for the Opposition 

issue of when to file its own impeachment charges. (Note: 

In recent meetings 

Panfilo Lacson 

of new impeachment charges in 2006 -- see ref c 

End Note.) In any case 

reviewed by the House in the July 2006 timeframe (or one-year 
after July 2005 when the House last initiated a review of 
impeachment charges). When asked about the possibility of a 
new impeachment battle 

Malacanang was \"not at all worriedW with attempts \"to rehash 
old 

complaint was returned to him because it had not been 
endorsed by even one House member and did not meet other 
technical specifications. 
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9. (C) The Lakas statement appears to have added a new 
impetus to the push for Constitutional change given that 
Malacanang and the House now seem to be aligned strongly 
behind it. That said 

public opposition to the idea. Our guess is that -- given 

the Senate\'s strong opposition -- Constitutional change will 
continue to be a tough sell. Lozano\'s impeachment charges 
are not new and do not seem to be worrying Malacanang 
appears to be on a stronger political footing at this time 

than it was for much of last year. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State Department\'s 
Classified SIPRNET website: 
http://www state.sgov.gov/ 
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conducted during the research program. The note also 
underscores the necessity for the research vessel 
throughout its program 

harm fishing equipment left in place within French waters by 
professional fishermen. 


3. (U) The note also states that the ship must inform 
French authorities of its entrance into and exit from French 
Polynesian waters (mrccpapeete@mail.pf). 


4. (U) Finally 
both the preliminary and post cruise report. 


STAPLETON 
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ILO 

briefing. Mizukoshi also claimed that the GOu \"told China 
not to reject the Security Council briefing.\" 


4. (C) Mizukoshi said that the DG acknowledged the increase 
in international criticism 

valued friend 

FM Syed Hamid was very important to Burma\'s relations with 
ASEAN. The DG said he would pass JapanYs message to the 
Foreign Minister. The Charge told Mizukoshi that people will 
watch closely how receptive the GOB is to Hamid\'s visit and 
his request to see Aung San Suu Kyi 
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see serious discussion about democratic reforms. She said 
that the GOB must allow the ethnic minorities to have greater 
representation in the government if they wish to keep the 
country unified 

Kachin serve in the administration of Kachin State. 

Mizukoshi agreed that the GOB cites its problems with 
minorities to explain its delays in democratization 

that Japan has repeatedly told the GOB to engage the groups. 


New UN Envoy Should Practice Quiet" Diplomacy 


5. (C) Starting a new relationship with the UN will be a 
challenge 
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openly accepting a new UN Special Envoy. He asked if the 
U.S. had anyone in mind. The Charge replied that the U.S. 
wanted the envoy to be a forceful advocate for democracy 
openness 

candidate in mind either 

\"should engage in quiet diplomacy until he gets results; 
otherwise it will create confusion.\" Acknowledging that 
former UN envoy Razali Ismail\'s business dealings in Burma 
had raised some doubts 

be neutral 

under the influence of any single country. 


Engaging the Neighbors 

6. (C) Mizukoshi offered the opinion that China is interested 
in expanding its influence in Burma 

that China supplies weapons to the GOB 

Burma policy takes a different direction from the rest of the 
international community. The Charge responded that China has 
extensive commercial dealings in Burma 

Singapore 

the current direction in Burma. China may not actively 
promote democracy 

is not stable 

added. Mizukoshi urged the U.S. to encourage China to go 
along with international efforts to support democracy. 
Mizukoshi wished us luck with our efforts in China 

declared his lack of optimism. 


7. (C) The Charge and Mizukoshi welcomed ASEAN\'s willingness 
to speak out in favor of democratic reform. The GOJ will 

continue to coordinate its Burma policy with ASEAN nations 

and with India 

also engage closely with India. Charge responded that Under 
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Secretary Burns would be raising Burma when he traveled to 


SIPDIS 
India next week. She expressed confidence that the neighbors 
would urge reform and openness in their own ways. 


8. (C) Comment: Japan has received our message that we desire 
closer coordination regarding our Burma policy. They will 

stick to the quiet path 

officials should meet during visits to Rangoon (they 

generally meet only with regime officials) 

suggested NLD always welcomed visitors. Mizukoshi clearly 
indicated Japan was not ready to go that far. Hopefully we 

can keep them pushing quietly behind the scenes while others 
take a more active role. End Comment. 

VILLAROSA 
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Institute 

Day 

Chinese official 


5. Beyond language programs and exchanges in the Faculty of 
Humanities 

Chinese studies program because \"frankly 

much expertise in this area\" according to the dean 
Sriwatananukulkit. Conversely 

Chinese students will be entering the faculty\'s Thai studies 
program at the behest of giant Thai corporation Charoen 
Pokaphand Group (CP). CP 

investor in China 

China need local Chinese staff who can understand Thai language 
and culture. 


6. (Consulate Chengdu confirmed that CP is in great need of 
more bi-lingual staff as the company expands its presence in 
chicken and pig farming in Sichuan province. Chengdu added 
that the Thai Consul General posted in Sichuan claims to be one 
of only a small handful of Thai foreign ministry officials with 
strong Chinese language skills. He told the U.S. CG that very 
few senior Thai diplomats have the language skills necessary to 
do business in China 

the ministry\'s junior ranks is increasing rapidly.) 


7. In addition to universities 

Thailand have also established relationships with Yunnan Normal; 
graduates from the school regularly spend a term teaching 
Chinese language at Chiang Mai\'s private Montfort Academy 
mater of Prime Minister Thaksin Shinawatra. Other high schools 
are involved with similar exchanges 
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sending students to China for study. Consulate Chengdu reported 
that high schools in Kunming are overwhelmed with offers of 
exchange programs with Thai high schools 


8. The Chinese studies program that looked ready to outshine 

all others in northern Thailand opened two years ago at Mae Fah 

Luang University (MFL) 

Chiang Rai that aspires to serve \"the Greater Mekong Subregion\". 
HRH Princess Maha Chakri Sirindhorn flew up from Bangkok with 

the Chinese Ambassador to dedicate the Chinese-built 
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Suzhou-style center in February 2004 

attention both to the university and to ambitious plans for the 
language center. Since that flashy beginning 

government support has been limited. According to Director 
Pratin Manomaiwibul 

Center has seven native speaker teachers and two Thai lecturers 
teaching 180 majors and 300 who are minoring in the language. 
The Chinese government helps recruit but not does not fund the 
native speaker teachers. 


9. Thailand\'s Education Minister gave an additional boost to 
Thai-Chinese exchange activity by signing an agreement with 
China\'s Deputy Education Minister Zhang Xinsheng January 11 to 
train teachers 

license textbooks 

teaching software. According to a January 16 story about the 
signing in the English-language Bangkok Post 

that \"Thailand is relatively late\" in introducing formal 

language learning. Thai business people were even more 
critical in pointing out the tardiness of Thailand\'s commitment 
to developing Mandarin skills; Seven-Eleven president Kosak 
Chairasmisak noted that \"there are very few people with a deep 
understanding of the Chinese language. A lack of in-depth and 
all-round knowledge could hinder investment and 
competitiveness.\" 


10. Comment: Considering the number of Thais claiming Chinese 
ancestry 

increase Chinese studies 

people in northern Thailand know more than a few words of 
Mandarin. The proliferation of academic exchanges and the 
Thai-Chinese education agreement are belated attempts to remedy 
the situation. If the government commitment can harness and 
strengthen what Thai universities have enthusiastically started 

a future generation should be better prepared to engage China in 
the areas of business and diplomacy. 

CAMP 
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Malaysia to escape arrest 

recent weeks. Thai officials trumpeted his arrest 

based on the interrogation of another suspect 

step forward in their efforts to stem the violence in the 
restive South. A closer look at the story behind the arrest 
however 

violence 

officials and highlights Thai officials\' breathless desire to 
spin any action as major progress. End Summary. 


THAILANDYS MOST WANTED 

2. (C) On January 5 

Suppression division arrested Mareepeng Maha 

in Narathiwat and charged him with conspiracy to kill police 
officers for his alleged role in a 2001 attack. According to 
press reports and our initial conversations with police 
contacts 

Gerakan Mujahidin Islam Pattani (GMIP--a small group of 
Afghan jihad veterans active in the mid 1990s) involved in 
several separatist attacks. Following the issuance of 
warrants for his arrest in 2002 

Malaysia. 


3. (C) Adding sizzle to the story was the reported genesis of 

this arrest. According to police officials involved 

tip-off came from interrogations of Mana-se Che-lo 

of the separatist group the Pattani United Liberation 

Organization (PULO) who was recently extradited from 

Malaysia. Thai officials were quick to hail Mareepeng\'s 
detention as a major blow against the separatists. Armed 

Forces Supreme Commander Ruengroj Mahasaranond even told 
reporters a week later that the situation in the South had 
improved considerably after Mareepeng\'s arrest. 


CRIMINAL KARAOKE CONFUSION 

4. (C) But the basic story 

as soon as he had returned to Thailand to do further harm 
was soon called into question by the local press. Two days 
after Mareepeng\'s arrest 

that Mareepeng had turned himself into Thai authorities in 
April 2005 and had been released on bail. Since that time 
(and while his case was pending in the courts) he has been 
living quietly at home and working in a local rubber 
plantation. Indeed 

including a former ruling party Thai Rak Thai parliamentarian 
who had negotiated Mareepeng\'s surrender in April 
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reporters that they were shocked by the arrest 

involved nearly 50 police officers from Bangkok storming into 
Mareepeng\'s house during a karaoke session with friends. 


BAD COP! NO DONUT! 

5. (C) According to police Col. Ronnasit Phusara 
Superintendent in the Police Crime Suppression Division (CSD) 
with responsibility for the South 

separate warrants out for his arrest from three separate 
police jurisdictions in Narathiwat. When Mareepeng turned 
himself into the Ministry of Justice\'s Department of Special 
Investigation (DSI) in April to face a separate national 
security charge that was outstanding 

police stations served him with their warrants. The third 
station 

CSD officials re-arrested him this month to serve the third 
warrant 

officials. (Note. Both DSI and CSD have nationwide 
jurisdiction and have been charged with handling all cases 
connected to Southern unrest. It is not clear when 
responsibility for Mareepeng\'s third 

was transferred to CSD. End Note.) 


COMMENT 

6. (C) Tales of poor Thai military-police coordination are 
legion 

bad inter-police efficacy can be as well. Though none of our 
contacts will come out and say such 

CSD officials in Bangkok 

start off the new year 

to get egg on their faces. Mareepeng\'s importance to the 
separatist violence remains unclear: he is either a small 
fish who had been out on bail whose exploits have been 
exaggerated by CSD 

DSI should not have released on bail. Either way 
case--which we will continue to follow--does not inspire 
confidence in the efforts of the Thai police. 

ARVIZU 
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female staff members 

received from the Emirate in the past. All of the families 
except one agreed to accept a delegation that included female 
staff 

full delegation to these families 

and PoIFSN called on the Emir 

that was uncomfortable receiving Eid calls from female staff. 
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The range of responses we received as we asked about 
bringing female staff reflects the changing nature of the 
debate in Saudi society over womenWs roles. End summary. 


2. (SBU) The tradition of Eid calls is older than the 
Consulate 

since the Consulate was established in 1944. In the EP and 
neighboring Gulf states 

institution 

professional associates as well as a broad spectrum of 
friends and family. For example 

including businessmen 

religious leaders 

morning prayers on Eid day 

breakfast for callers. (In the rest of the Kingdom and in 
other Arab states 

restrict their calls to close family and friends.) A 
Consulate delegation 

and several FSNs generally calls on the Emir 

leading business families. 


3. (SBU) To the best recollection of post\'s long-serving 
PolFSN 

Eid calls until this year. PolFSN asked the Emir\'s chief of 
staff on several occasions if they could 

until this year 

also never asked the families we call on if they would accept 
female staff members as part of our delegation. 


4. (SBU) As two female Mission staff members 

Jeddah PAOs 

Eid calls 

delegation 

to call on if they would accept a delegation that included 
female members. We decided to send only the Acting CG and 
PoIFSN on calls where female staff members were not welcome 
thus preserving our relationship with those institutions and 
families 

CG 

members - where female staff members were welcome. 


5. (C) The responses varied wildly. The Emir\'s chief of 
staff 


Column 3 

present 

subject matter and certainly welcomes all visitors. However 
a female visitor may well find the situation uncomfortable 
sitting in a hall with a thousand male visitors. We 

therefore strongly recommend that the lady visit at a later 
date. Perhaps a private audience could be arranged with His 
Royal Highness at a date convenient to all." The chief of 
staff of the SANG commander in the EP gave a similar 
response 

we don\'t see how we can welcome a female visitor" One other 
family 

expressed their regret 

of some of their expected guests 

females in our delegation on Eid day. 


6. (C) The eight other families we planned to call on agreed 
to the inclusion of female staff in our delegation 

varying degrees of enthusiasm. Sulaiman Al-Suhaimi 
chairman of the board of Saudi Holland Bank 

first female board member in 2004 

Saud Al-Gosaibi 

noting the large number of male visitors 

figures 

thought 

himself mid-stride and said that all visitors 

included 

candidate for the upcoming EP Chamber of Commerce & Industry 
(EPCCI) elections 

first time 

contradiction between having women participate fully in the 
EPCCI elections and not allowing women in his family\'s 
majlis. End note.) The Al-Faraj family reversed itself as 
well 

then calling PoIFSN at midnight before the Eid calls to say 
that female staff members were welcome both on Eid calls and 
to the family\'s weekly majlis. 


7. (SBU) On Eid day itself 

Consulate delegation called on received all delegation 
members 

and hospitality 

how glad they were to receive the women. Out of the hundreds 
of people we exchanged greetings with over the course of the 
day 

the female members of our delegation. One of the four was 
followed by his three young sons. In what we hope is a 

symbol of the future 
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averted 


8. (C) The role of women in Saudi society is changing: 

women are now able to run and vote in Chamber of Commerce 
elections 

EngineersY Syndicate 

interview that women would drive at some point. The answers 
we received when asking if female staff members would be 
welcome as part of our Eid delegation reflect these changes 
and the friction they are causing. We think it significant 

that the Emirate 

us an outright \"no\" as in the past: is a \"no\" no longer 
acceptable? The willingness of most of the families we 

visited to open themselves to potential criticism from their 
more conservative well-wishers by welcoming female members in 
our delegation is a sign of progress 

of how firmly entrenched some influential members of Saudi 
society are in their objection to the more equal and public 
participation of women in society. End comment. 


(APPROVED: KINCANNON) 
OBERWETTER 
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REF: ISLAMABAD 0498 
Classified By: A/DCM ANGUS SIMMONS FOR REASONS 1.4 (B) AND (D) 


1C) Summary: Two blasts ripped through shops in downtown 
Khost on January 14 

attacks 

targeted a gambling hall and a shop selling DVDs in the Khost 
Bazaar area. Khost Governor Pathan is convinced that 
bombings were the work of the Haqqani Network 

Siraj Haqqani 

North Waziristan. He believes that Haqqani\'s group is under 
increasing pressure from Pakistan 

Waziristan and would use these attacks to strike fear and 
burnish its image as a defender of Islam. End Summary. 


Two Bombs Hit Khost Bazaar 


2 C) A large explosion rocked the eastern Afghan city of 


Column 3 

Khost at about 2:30 in the afternoon of January 14 

thirty minutes later by a second blast 300 meters away. The 
first blast hit a gambling hall a block away from the 
Governor 

others. The number of people gathered in a very confined 
space seems to have greatly increased the lethality of the 
blast. Khost Governor Pathan told us that he thought that 
the bomb was hidden in a basket of eggs left in the gambling 
hall. Egg fights (knocking eggs together 

egg to break loses) are apparently a gambling event among 
Pashtun men 

non-Islamic. At least one man died soon after the explosion 
but up to six more were critically wounded. 


3 C) Thirty minutes later a second explosion demolished a 
shop 300 meters from the initial blast 

bazaar area. The second bomb (according to Pathan a rigged 
propane tank left near shop by a customer) wounded two other 
people. The shop was in an area of the bazaar that sold DVDs 
and similar media. 


Victims Strain Local Resources 

4 C) The number of victims quickly overwhelmed Khost 
Hospital and a dozen of the victims were transported to the 
U.S. military hospital in FOB Salerno 

north east of Khost City. According to the Khost Director of 
Public Health 

Khost hospital and two private clinics were able to 
accommodate most with serious injuries but the worst cases 
were sent to the U.S. military hospital for treatment. Most 
of the victims appear to have been men in their thirties and 
forties but one child was seriously burned. 


Culprit: Haqqani Network 

5 C) Governor Pathan 

arrived at FOB Salerno in the early evening and visited the 
wounded. He told Salerno 

believed that the attacks were the work of the Haqqani 
network operating out of Pakistan. He said that recent 
Pakistan actions in Haqqani 

Waziristan had made life very difficult and that Haqqani\'s 
network was trying to sow fear in his home province of Khost. 
He reported that there had been night letters and 

believed 

recently-completed Eid holiday. He said that he did not 
believe the attacks were aimed at individuals 

Haqqani was striking at targets that he could characterize as 
anti-Islamic and indicative of the corrupting influence of 
Western media on Afghanistan 
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6 C) The Haqqani Network 

Haqqani but in practice commanded by his son 

principal author of attacks against Coalition and Afghan 
Security Forces in the Khost and northern Paktika Area. The 
elder Haggani was a mujaheddin commander in the Khost area 
during the war against the Soviets and later was the 

Taliban 

tribal connections through the powerful Zadran tribe allow 
him to command influence in hill areas along Khost 

with Paktia province. He is strongly focused on regaining 
influence in his home province. Some of the elder Haggani 
contemporaries have problems with Siraj 

still looks most in line to assume control of the network. 


Comment 

7 C) Haqqani in the past has directed his energies on 
attacking Coalition and GOA targets 

attack against innocent bystanders is unusual for Khost. 
However 

is an emerging pattern across the border in Pakistan 
and South Waziristan 

enforce their views of sharia law 

as the restorers of order and Islamic values (reftel). 
NORLAND 
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trucks comes after a horrible season for aviation with many 
Nigerians missing this years Hajj due to shortage of flights 
and a Presidential directive to have VN divert its planes to 
airlift pilgrims 

cancellations of flights. End Comment. 

HOWE 
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Mozambique 

the topic of UN reform likely would be raised at the upcoming 
AU Summit in Khartoum 

be far less contentious than that surrounding the AU 
chairmanship (septel). 


3. (SBU) Earlier in the day poloff discussed UN reform with 
Faruque Faquira 

Affairs\' Directorate for International Organizations and 
Conferences (DOIC) 

deliver ref C talking points. Faquira stated he was pleased 

with how the reform initiative had progressed to date 

added that more time was needed to discuss some of aspects of 
the UN reform package. Faquira did not directly respond to 

our hope that negotiations could be completed by the end of 
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February. However 

of the UN Human Rights Commission would provide the forum in 
which consensus could be reached on the creation and 
transition to the Human Rights Council. 

La Lime 
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Daily columnist Samih MaVaytah writes on the back page 
of independent Arabic daily Al-Ghad (01/16): \"One 
cannot read the events in the region and the 
international intervention in isolation from Israel\'s 
interests and calculations 

worrying about any political 

power that could threaten the security of this entity. 
Iran may be the greatest beneficiary from Iraq\'s 
occupation 

disintegration of the Iraqi state. After all 

rid of the enemy that broke the force of the 

revolution and came to have political 

ideological influence in the Iraqi arena. In its joy 

at these gains 

disregarded the fact that what is going on in Iraq 
actually serves part of the Zionist scheme and 
Israel\'s interests and security formula and that the 
disintegration of the Iraqi state had achieved major 
objectives of the Zionist entity.. Tehran dealt with 
what is happening on its borders from the perspective 
of its own limited interests 

supported its friends in Iraq in their alliance with 

the U.S. administration in the military and political 
process. The pragmatic leadership of lran probably 
thought that its unspoken alliance with Washington 
would be in the interest of its nuclear file 

overlooked a very important matter 

and Washington are not going to be willing to give any 
party the opportunity to own anything that would cause 
worry for Israel.. Iran 

presence and the process of legitimizing Iraq\'s 
occupation but remembered that presence when it came 
to Iranian issues 

but also wrong and very shallow calculations. Israel 
which instigated and contributed to the arrival of 
armies into Iraq 

want Iran to own weapons that would threaten its 
security. Iran 

an approach based on interests 

going against it 

and the Iranian President spoke to the nation in the 
language of rebels and radicals. Iran should have 
used this language and talk of Israel\'s danger during 
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the Iraq occupation war. What it did has robbed its 
revolutionary rhetoric from all value and 

credibility.. No Arab or Muslim can accept that any 
part of the nation be targeted 

to be the victim of regimes jumping from camp to 
another. Iran 

the Iraq war 

revolutionary guard and the Tehran\'s masses.\" 


-- \"lran\'s regional ace cards: will they prevent its 
domestication?\" 


Columnist Khairallah Khairallah writes on the op-ed 
page of independent Arabic daily Al-Ghad (01/18): 
\"What could push Iran into a confrontation with the 
international community over its nuclear program? The 
answer lies in that the Iranian regime found that it 

has sufficient pressure cards to allow it to go very 

far in this confrontation 

that it could come out victorious at the other end .. 
Since India and Pakistan have the nuclear bomb 

why shouldn\'t Iran? Why does the world accept India 
and Pakistan as two nuclear powers but not Iran? 
Moreover 

that Israel has had nuclear weapons for decades and 
refuses to submit to any inspections? First of all 

one cannot draw a comparison between Iran on one hand 
and India and Pakistan on the other. This is for a 

very simple reason. India has had the bomb with the 
support of the former Soviet Union that wanted to 
achieve a balance with China 

bomb with Chinese support also in order to create a 
balance with India.. As for Israel 

nuclear weapons by a European decision which then 
became an accepted worldwide decision.. For Iran to 
become a nuclear power would be different 

Iran as it stands today is more dangerous than Israel 
but because Iran has managed 

to benefit the most from the American war on terrorism 
and to strengthen its influence on various fronts 

thus serving an ideology that is only in Iran\'s 

benefit.. Because of the American \'enemy\' that turned 
out to be working for Iran 

managed to get rid of the Taliban regime 

in Afghanistan 

influence. It also became apparent that redrawing the 
map of the Middle East was also in Iran\'s favor first 
and foremost.. A party that has all these regional 

ace cards . seems to be capable of throwing to the 
wind all international opposition to its nuclear 
program.. It is not easy for the world to accept 
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Iran\'s nuclear program 

force Iran to give it up.. What to do with Iran? Is 

it permissible for a country that has such ambitions 
to enter the world of nuclear arms? The answer is 
that it is not permissible 

America and how far it is willing to go in getting rid 
of the Iranian nuclear program.\" 


-- \"The region on a hot plate!" 


Chief Editor Taher Udwan writes on the back-page of 
independent 

(01/18): \"The exploding crisis of the Iranian nuclear 
issue threatens to drag the region into a serious 

conflict that endangers regional security and 

stability.. The new Iranian defiance and President 
Ahmadinajad\'s remarks could give the neo-conservatives 
in the United States opportunities for undertaking a 
military escapade against Iran 

Iraq 

armed struggle in Iraq to Palestine and all the way to 
Syria and Lebanon.. An armed struggle between America 
and Israel on one hand and Iran on the other 

it happen 

calls for an Arab diplomacy and a united Arab stand 
that would prevent it from happening and prevent Arab 
land from becoming an arena for an armed international 
conflict. The problem with the Iranian nuclear issue 

is that it cannot be resolved with a pre-emptive 

strike 

Netanyahu-led Likud want 

embargo 

returning to its senses and stopping their double 
standards policy. The crisis is fabricated under the 
illusion that Iran is seeking to own nuclear weapons 
just as the crisis of the Iraqi weapons of mass 
destruction was fabricated.\" 


-- \"The spectator\" 


Daily columnist Nahed Hattar writes on the back-page 
of independent 

Yawm (01/18): \"The main parties to the conflict 

and Israel 

and interests of their own that sometimes interconnect 
with American reasons and interests.. There are some 
who say that Arab nationalists must ally with Iran 
against Israel. This is true if the alliance is 

stemming from an independent Arab plan 

otherwise we [Arabs] are just tools in a regional 
struggle between two powers that look at the Arab 
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HALE 
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FADM; however 

ideal as it presented compatibility issues (e.g. FADM not 

being trained in the use of equipment that was leased to 
them). Banze did say that the FADM\'s stock of military 
equipment had improved greatly over the past year 

support from donors like the UK and the USG and as a result 
Mozambique was slowly building its capacity as a PKO partner. 


3. (SBU) Comment: Banze did not make a direct request for the 
necessary equipment to support Mozambique\'s participation. 
However 

the Ambassador to discuss the ongoing ACOTA program in 
Mozambique 

assistance request. 

La Lime 
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Shias are also recruiting Sunnis into what they hope will 
become a pan-Muslim movement. Our Lucknow interlocutors 
reported a dramatic shift in Shia loyalty from Iran to Iraq 

as the Shia holy cities of Najaf and Karbala and the Shia 
clerics based there have regained the pre-eminent status they 
held before the Saddam years. Angered and worried about this 
trend 

agents of influence to undercut these efforts. Although 
Iranian entreaties to Woppose the enemies of Islam\" (the US 
and Israel) have largely fallen on deaf ears 

interlocutors agreed that recent tension surrounding the 
Iranian nuclear program could revive anti-American sentiment 
among Indian Muslims. Several stated that a military attack 
on Iran by the US or Israel would be a major setback for 
moderation 

convince moderate Muslims to support anti-American 
demonstrations and statements. Sentiments such as these help 
explain why Iran is such a tricky foreign and domestic issue 
for the GOI. End Summary. 


Shias Oppose Terrorism 


2. (C) Prominent Shia community leader and Congress 
politician Ammar Rizvi confirmed to Poloff that the All India 
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Shia Personal Law Board\'s one-day anti-terrorism conference 
held in Lucknow on January 15 was only the first of many such 
events. Moharram 

religious year 

AISPLB intends to hold similar meetings throughout India 
starting with Hyderabad 

community. Rizvi also confirmed that his \"All India Minority 
Forum for Democracy 

conference in New Delhi and plans to invite the US 
Ambassador 

will be excluded) 


Attitudes Are Shifting 


OwQl.Q95’sdoQQTa#Z+\e conferences are public 
expressions of an attitudinal shift in the Indian Muslim 
community that started with the Shias 

incorporate Sunnis as well. The object is to disassociate 
Islam from terrorism by branding those who use Islam to 
justify inhumane acts as \"non-Muslims.\" Leading Maulvis hope 
to use the Qu\'ran to define strictly the permissible use of 
war and violence within Islam as purely defensive and 
reinforce the explicit Islamic injunction against harming 
non-combatants and innocents. Rizvi hoped that the South 
Asian conferences will lay the groundwork for an 
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international conference against terrorism to be held ina 
Middle Eastern country later in the year. 


A Dig at Pakistani Terrorism 


4. (C) On January 6 the All India Shia Husaini Fund (AISHF) 
held a similar meeting in Lucknow attended by prominent Shia 
Maulvis. The meeting condemned the killing of Shias by 
terrorists around the world 

Kashmir - Gilgit and Baluchistan 

that the Pakistani army is carrying out an anti-Shia pogrom. 
The meeting condemned Al-Qaeeda 

Lashkar-e-Toiba 

name for \"blemishing the name of Islam.\" 


Lucknow Conference is Well-Received 


5. (C) At the January 15 conference titled \"Terrorism: 
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Definition and Solution 

Maulana Mirza Mohammad Athar give a rousing and well-received 
kick-off speech. Athar emphasized that Shias remain the 
principal victims of terrorism around the world. He 
differentiated between \"real\" and \"fake\" madrassas 

that legitimate madrassas stress good upbringing and 
education 

money from abroad) 

acts. Athar urged Muslims to cooperate with security forces 
against madrassas advocating terrorism. Sufi leader Dargah 
Khwaja Hazrat Nizamuddin condemned \"jihadis\" for misusing 
jinad to expand their political influence and \"emotionally 
blackmailing\" Muslims into committing suicide. Hindu and 
Sikh leaders also emphasized the essential unity of religions 
and the need for tolerance. 


6. (U) At the conclusion of the conference 
resolved to: 


--call on those who believe in pluralism to condemn terrorism 
of all kinds. 


--call on religious 
unequivocally condemn terrorism and work together to combat 
it. 


--call on Muslim religious leaders to educate Muslims on 
terrorism and expose those who support terrorism under the 
cover of religion. 


--call on all political parties of the world to overcome 
petty political conflicts and unite with the mainstream 
majority to combat terrorism. 


--call on all countries to reorient their priorities to make 
containing terrorism a top concern. 


But Teheran Keeps the Pot Boiling 


7. (C) Ina January 15 meeting with Poloff 
Secretary Syed Hasan Mehide claimed that while the 
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overwhelming majority of Indian Shias virulently oppose 


\"Islamic\" terrorists 
agents of influence to fish in troubled waters. He 
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maintained that the Iranian Embassy pays its principal agent 
Shia cleric Kalbe Jawad 

usd) per month. Most recently 

of founding and funding the moderate Shia AISPLB 

comments were widely reported in the Urdu press. Mehide 
asserted that the Iranian Embassy spent over 10 million 

rupees (approximately 225 

demonstrations over the past few months 

Sunni politician and UP Cabinet member Azim Khan is also very 
close to Teheran. According to Mehide 

UP Chief Minister Mulayam Singh Yadav to issue anti-American 
statements. 


Even as it Loses Influence to Najaf 


8. (C) Mehide explained that the revival of Shia Islam in 

its traditional centers in Najaf and Karbala in Iraq has 
deflated the religious significance of the Iranian seminary 

in Qom and undercut the status of the Iranian Ayatollahs. 
Most Shias consider the Najaf-based Ayatollah Sistani as far 
superior in rank to any Ayatollah in Iran. This shift away 
from Iran has been most prominent in India 

in Teheran that other Shias around the world may take their 
cue from Indian Shias. Iran is thus supporting Jawad and his 
followers to form a nexus with Sunni extremists (Deobandis) 
to oppose moderation and attack the US. 


IranYs Nukes - The Fly in the Ointment 


9. (C) Several Shia interlocutors maintained that the 

current nuclear crisis with Iran was a deliberate effort by 
Iranian hard-liners to stir up a confrontation with the US 

and Israel and shore up their flagging popularity among Shias 
inside and outside Iran. They claimed that Iran 

this effort 

move closer to Wahhabi extremists in Arab countries. Iranian 
propaganda 

in New Delhi 

\"enemies of Islam!" (the US and Israel). This is why Iran has 
not protested the recent demolition of tombs in Saudi Arabia 
associated with the family of the Prophet Muhammad 
outraged many Shia Muslims in India 

Wahhabi Muslims in Saudi Arabia. 


An Attack on Iran Would Boost Extremism 


10. (C) All Muslim contacts 
adamant that Islamic extremists would welcome an armed attack 
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on Iran by the US or Israel 

much-needed boost to their flagging anti-American movement. 
Prominent Sunni leader Jafaryab Jilani confided that Maulana 

Jawad 

jubilant about such an attack 

moderates now organizing against terrorism 

to support anti-American demonstrations and statements. He 

would not rule out violent anti-American attacks in India in 
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the wake of any attack on Iran. 


Comment - The Year of Iran 


11. (C) Shia efforts to combat terrorism and steer Indian 
Islam on a more moderate path have been ongoing ever since 
the overthrow of the Saddam regime in Iraq revived the 
traditional Shia leadership surrounding Ayatollah Sistani. 
Momentum has now reached the point where Shias are publicly 
calling on Muslims to disassociate their religion from 

violent extremism and are reaching out to the US in hopes of 
establishing cordial relations. The Iranian nuclear crisis 

could derail these efforts 

stripes seem intensely focused on Iranian developments and 
would be highly critical of US \"bullying\" of Teheran 

especially if it resulted in military action. The Iran 

imbroglio could come to monopolize Muslim attention in 2006 
and cast other issues into the background. The sensitivity 

of the matter to India\'s 3.5 million Shias and over 90 

million Sunnis explains why Iran is an internal and foreign 
policy matter of the greatest delicacy for the UPA government 
of PM Singh. 

MULFORD 
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recent memory. He acknowledged that even he privately 
questioned the reported turnout of one and a half million 
voters 

Prosecutor General could take no action. He said that he had 
instructed the Prosecutor General to write letters to all of 

the news outlets and politicians who had made allegations of 
ballot-stuffing 

for further investigation and prosecution. The Prosecutor 
received no responses. 


5. (C) Kocharian said that he was concerned that the USG 
might be using MCC funding to ask Armenia to carry out random 
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arrests. He asked rhetorically whether he should round up 
all of the election officials who worked during the 

referendum and ask for 50 patriotic volunteers to go to jail 

so that the MCC criteria would be met and the development 
assistance would flow. \"The MCC is your program 

your money 

He said that he was convinced that the harm to Armenia caused 
by making a statement which called the legitimacy of the 
constitution into question was greater than the good the MCC 
Compact would bring to Armenia. 


6. (C) The Ambassador said that the USG was not asking 
Kocharian to overturn the results of the referendum and 

citing the relevant law 

letter and Kocharian\'s own exposition were incorrect: the 
GOAM could institute an investigation into election results 
without a formal complainant. President Bush -- who launched 
the MCC -- declared his readiness to support leaders who were 
bringing their countries closer to democracy 

explained 

shortcomings of the referendum would strengthen 

Armenia\'s democracy. 


Comment 


7. (C) Oskanian\'s January 12 letter fulfils most of the USG 
requirements set out in the MCC letter. Kocharian\'s own 
response from December 22 to Ambassador Danilovich made a 
firm commitment to sustaining democratic reforms and made a 
pledge to cooperate with us and others \"in order to improve 
the political processes leading up to the elections of 2007 - 
2008.\" Still missing from the GOAM responses 

any commitment to acknowledge officially the shortcomings of 
the referendum and any pledge to carry out an investigation 

to determine responsibility for the apparently grossly 

inflated turnout results. 


8. (C) In deciding how to proceed 

the benefit to regional stability which would be gained 
through implementation of the MCC Compact against the 
desirability of the GOAM\'s taking responsibility for rigging 
the November 27 referendum. We should also factor in the 
significant investment already made in preparing the Compact 
to this point. The MCC funding is a significant incentive 

but also one that we believe should be used effectively. We 
would support an MCC board decision to move forward with 
compact signing and implementation 

the pressure on the Armenians on the democracy building 
front. Our focus has now shifted squarely to preparing for 
elections in 2007 and 2008. We are sure that strong outside 
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motivation like the MCC funding will aid our work in building 
democratic institutions here. 


9. (C) We think the next step is for the MCC to respond to 
Oskanian\'s letter by announcing a board decision to move 
toward a compact signing. In this response 

should be sent to President Kocharian 

describe Oskanian\'s statement of \"regret that the referendum 
had become the occasion for doubt and irregularities\" as the 
GOAM public acknowlegement we sought. We also ask that the 
letter make a call for the GOAM to re-commit to close 
cooperation with the USG and other entities seeking to 
improve democratic institutions in preparation for upcoming 
elections. 

EVANS 
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raising the expectations of prospective adoptive parents. 

While noting that Romania might conceivably pass an emergency 
ordinance in the spring to allow the processing of Wa few 

cases 

Romania could ably take care of its own abandoned and 
orphaned children. Turning to foreign and security policy 

Basescu expressed hope for increased NATO and EU engagement 
in the region 

Russia that its security and interests are not being 

threatened. Basescu described bilateral relations between 

the U.S. and Romania as \"better than ever.\" End Summary. 


Inter-country Adoptions 

2. (C) Basescu told Congressman Wexler that he had made a 
mistake when he met with U.S. prospective parents in 
Washington in March 2005 and indicated their pending cases 
would be positively resolved. He pointed out that Romania\'s 
current law does not permit international adoptions and that 

-- as he has become more familiar with the system put in 

place by the new law -- he now shares the assessment that 
Romania can take care of its abandoned and orphaned children 
domestically. Basescu said that Romania planned to keep its 
current adoption law \"as is.\" He recognized that many 
parents outside of Romania would be very disappointed and 
said he understood their plight. Still 

in a Vvery few cases of exceptional humanitarian concern 

the GOR would consider passing an emergency ordinance \"later 
in the spring\" that might allow a few select adoptions to 

take place if they met the necessary criteria. He did not 
indicate a specific timeline nor which criteria would be used 

or which cases might be considered under the proposed 
ordinance. 
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3. (SBU) Noting bipartisan concern in the U.S. Congress over 
the pending inter-country adoption cases from Romania 
Congressman Wexler urged Basescu to do \"everything possible" 
to allow the processing of inter-country adoption cases in 

the best interests of the children involved. He noted the 
mid-December report in with the European Parliament voted 
unanimously in support of allowing inter-country adoption for 
the pending cases. Congressman Wexler also noted that there 
were not enough prospective parents available in Romania for 
the number of orphaned and abandoned children 
\"misleading\" GOR statistics to the contrary. He explained 
that he had come to Romania to resolve a pending case 
involving a family in his district who had adopted a Romanian 
girl and filed papers to adopt her twin sisters still in 

Romania. Congressman Wexler noted that 

earlier in the day with the State Secretary for the Office 

for Adoptions 

girls was such that they might not be available for adoption. 
However 

case and ensure that inter-country adoption be considered if 
a domestic solution was not available that would ensure the 
twins\' welfare. Basescu committed to follow the case closely 
and to provide an update to the Congressman on the case as 
events evolve. 


Black Sea 

4. (C) In response to Congressman WexlerYs question of how 
the U.S. Congress might assist Romania in the area of Black 
Sea questions 

coordinated approach to security and development in the Black 
Sea as \"important to Romania 

the same time 

made to reassure Russia that its security or economic 
interests are not being challenged. While there remained \"no 
doubt\" Russia must be \"kept in check 

Russia would be a \"big mistake.\" He noted positively that 
Russia did not react strongly to signing in December of the 
U.S.-Romania bilateral agreement to allow U.S. access to 
Romanian military facilities. He said Romania now seeks to 
pursue \"increased internationalization of the Black Sea\" 

first through regional economic development projects that 
would not put Russia on the defensive. 


5. (C) Basescu characterized bilateral relations between the 
U.S. and Romania as \"better than ever.\" He described the 
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strategic partnership as pragmatic and based on mutual 
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interests. He said the close bilateral relationship with the 

U.S. \"gives Romania more freedom in Europe!" and \"helps meet 
our common security goals." 


6. (C) Comment: Comment: Basescu\'s comments on the Black 
Sea were new 

direction of broader regional cooperative initiatives that 

are not tied to strictly defined defense and security 

objectives. In fact 

Congressman Wexler seemed to echo observations made by NSA 
Hadley during his Bucharest visit last October about the 
challenges of shaping a common approach to the Black Sea. 
Whether the GOR is actually internalizing a more broad-based 
strategy 

visitor from Washington 

signs 

Ministry of Foreign Affairs sources tell us that Bucharest is 

still intent on pushing forward its initiative for a 

broad-based \"Black Sea Forum\" summit 

date now set for June 5 

adoptions question 

somewhat encouraged by the fact that President Basescu had 
left the door open for a favorable resolution of a very 

limited number of exceptional pending cases 

specific case involving his Florida constituents. However 

as Basescu himself acknowledged during this meeting 
Romanian president has wrongly raised expectations before on 
this extremely delicate issue. End Comment. End Comment 


7. (U) Amembassy Bucharest\'s reporting telegrams are 
available on the Bucharest SIPRNet website: 
www.state.sgov.gov/p/eur/bucharest 

TAUBMAN 
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is behind us." Left-of-center Liberation asks: What would 
French foreign trade do without Airbus?" and answers: \"Not 
much." 


Both left-of-center Le Monde and right-of-center Le Figaro 
headlines with stories on Cote d\'Ivoire and the violent 
demonstrations that are once again disrupting the peace in 
Abidjan. 


In U.S.-related news 

widely reported 

press. \"Bush and Schwarzenegger\'s America has once again given 
us an illustration of its schizophrenia 

impertinence in giving lessons in democracy to the rest of the 

world. "Do as | say and not as | doY seems to be the new motto 

of this America that is steeped in religious righteousness 
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deaf to the rest of the world but also to those who 

increasingly numerous in the U.S. 

democratic and authentically moral principles. (Jacques Guyon 
in La Charente Libre) 


According to Le Monde 

not vote for the transfer of the issue of Iran\'s nuclear 
program to the UNSC but will likely abstain: \"This would mark 
a victory for the IAEA\'s strategy which aims to preserve the 
unity of the international community." 


Le Monde\'s U.S. correspondent reports the decrease in the 
number of American soldiers wounded in Iraq in the last year. 
(See Part C) 


In Le Monde 
Democracy. (See Part C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Iraq 


\"Decrease in the Number of Soldiers Wounded" 
Left-of-center Le Monde\'s New York correspondent Eric Leser 
writes (01/18): The number of wounded American soldiers in 
Iraq has decreased by 26%. This could be due to the fact that 
the attacks are fewer but deadlier. But for the Pentagon it is 
because the Iraqi forces are better trained. Military experts 
however are not convinced and are once again wondering if the 
Pentagon is not confusing what it dreams of and reality. If 
there is no doubt that the lraqi forces today are greater in 
number and better trained 

fight are still in question.\" 


Greater Middle East 


\"The New Zealots of Democracy\" 

Daniel Vernet in left-of-center Le Monde writes: \"Since the 
dominating power (the U.S.) imposed its model for democratic 
change 

when the power in question is perfectly happy with purely 
superficial change. Hosni Moubarak\'s Egypt is but one example. 
Most Europeans mocked George W. Bush\'s project for the Greater 
Middle East following the Iraqi adventure and they were not 
completely wrong to do so. The American Administration has 
done all it can to promote the spread of democracy in the 

world it has not 

obstacles that face the process of democratization.\" 
STAPLETON 
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4. (C) The Security Council members responded well to the 
PM\'s overtures. Tribal Sheikh Anwar Kharbit described 
the insurgency as three groups: resistance 

and criminals. Admitting the council respected the 
resistance 

been to let the terrorists infiltrate the resistance. He 
suggested that the way to separate the two was for the CF 
to withdraw from the cities. Without an external enemy 
Kharbit reasoned 

the terrorist yoke. He observed that neither law nor 

power could exist without the other 

echoed. 


Getting More with Honey... 

5. (C) In a stark contrast to the rancor that 

characterized the Anbar Security Council meeting with 
Minister of Defense Sadoun Dulaime on December 12 
hit the right chords. He agreed with the Anbaris that 
locals must make up the Iraqi Police force 

know it best". He characterized the deployment of the 
Special Police Commandos (so-called \'Wolf Brigade\') to 
Ramadi as a \'temporary solution\'. (Note: After less 
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than two months after they deployed 

battalion remains in the eastern part of the city. 

Locals have not complained about the unit to us. End 
Note.) Ja\'fari emphasized their presence in the city was 
not an VoccupationY 

In response to businessman Sayid proposal to release 
prisoners who are Vnot guilty\' 

can\'t keep people in jail without proof". The PM also 
reassured the group that all detention centers were under 
close scrutiny 

human rights abuse scandals such as the Jadriya \'Bunker\'. 


\"The Founding Fathers Didn\'t Use Suicide Bombers\" 

6. (C) Ja\'fari did caution the group on the use of 

terror. He compared Ramadi\'s situation with America\'s 
war for independence 

earned their freedom through negotiation 

bombers. He said once Anbaris help stand up the ISF 
would be time to shake hands and say good-bye to the CF. 
The Ambassador underlined that the U.S. did not intend to 
establish permanent bases in Iraq. MNF-I CG noted the 
\'occupation\' ended June 28 
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announced by Secretary Rumsfeld over a month ago. 
Governor Ma\'moon noted that among the 50 

the well-funded terrorists had a ready and willing labor 
pool. The PM stated jobs were his next objective. 

Former colonel Muthar al-Qubaisy expressed concern over 
federalism 

again referred the American experience. He noted that 
the U.S. constitution was repeatedly amended and that the 
drafting of the Iraqi constitution 

dynamic process. 


7. (C) Comment. When PolOff described the radical 
difference in tenor and progress between the visit of the 
MoD and this session 

never popular in his/her hometown\'. MoD Dulaime 
Ramadi native 

that he \"understood his people and knew how to talk to 
them\". That session was confrontational 

ended in stalemate. It\'s fascinating that a Shia PM 
described day to day by our contacts as running an 
Viranian government" 

in the Ramadi audience. The confidence building 
stretched both ways. Minister of Industry and Minerals 
(MoIM) Osama al Najafi thanked the Ramadi Security 
Council for altering his perception of Ramadi. He said 
that back in Baghdad 

Vbattlegrouna". 


8. (C) Comment Continued. Plenty of follow-up remains 
and this has always been a Jafari problem. PM Ja\fari 
promised a response on the Council\'s petition (regarding 
Anbari representation in the ISF) and most importantly 
invited Anbaris to play a role in national politics. 

MolM told PolOff that the ministry plans to privatize the 
Kusayba Cement factory and has identified a Japanese 
investor for the Qaim phosphate plant. General Casey and 
Ambassador Khalilzad also said they would return. As we 
know from our Anbar contacts 

promise. Nonetheless 

step in Ramadi. End Comment. 


KHALILZAD 
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apparent enthusiasm for peacekeeping operations - shared by 
Vice-MOD Vazquez Ocampo - should work to our benefit. 


7. (U) Reftels available at 
http://www .state.sgov.gov/p/wha/buenosaires.< /a> 


GUTIERREZ 
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for non-GCC nationals by giving permission to three 
companies to develop and sell freehold properties on 
government-designated pieces of land. However 

specific laws regarding \"freehold\" ownership remain to be 
codified and procedures for title documentation and 
conveyance remain to be established 

unsure whether they will have an absolute \"freehold\" title 
that means the same as it does in Europe or the U.S. In 
2005 

allow Wlease hold" real estate ownership for non-UAE 
nationals in certain designated areas 

still not been published in the Abu Dhabi Gazette. As of 
the end of 2005 

for investment. 


Perhaps the most important impediment to Dubai\'s \"freeholds\" 
is that owners cannot register titles with the Dubai Land 
Department 

range of legal protections and transactions that property 
ownership requires. If a national and foreigner try to 

register a change of land title 

normally turns them away. Inheritance laws present another 
area of concern to freehold buyers 

appears ambiguous. \"Freeholds\" are so new that there are no 
court precedents yet. Some people are reportedly avoiding 
this legal ambiguity by purchasing homes through an offshore 
shell company. Nevertheless 

promised to resolve these problems and ambiguities in a new 
land law. In 2005 

dealing with real estate ownership in Abu Dhabi 

includes limited foreign ownership of property. The law 
states that non-UAE nationals shall have the right to own 
surface property 

areas. Foreigners shall have the right to arrange all their 
surface properties and to derive benefits from them based on 
a 50-year surface ownership agreement that can be renewed 
for the same period subject to the agreement of the two 
parties. The law grants mortgage rights to anyone with the 
right to benefit from the property for a period of more than 

ten years 

However 

unless he gets approval from the person who has the right of 
benefit of the property. 


Oil will continue to be a major sector for foreign 
investment in 2005. UAE oil production capacity currently 
is around 2.5 million barrels per day (MB/D). It should 
rise to 2.7 and 3.0 MB/D by 2006 and 2010 

addition 
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Abu Dhabi and to build a new refinery in Fujairah. Abu 
Dhabi Company for Onshore Operations (ADCO) plans to lift 
production to 1.45 MB/D 

(ADMA-OPCO) to 600 

(ZADCO) to 600 

As part of the effort to continue to improve output and seek 
foreign technological and managerial expertise 

run Abu Dhabi National Oil Company (ADNOC) tendered the 
privatization of a 28 percent stake in the offshore Zakum 
oilfield in April 2002. The Supreme Petroleum Council in 
2005 selected Exxon-Mobil for final negotiations for the 
share of the field. No regulatory/demand issues affect the 
market. 


We are optimistic that opportunities for foreign investment 

in the public utilities sector will increase as well. In 

March 1998 the Abu Dhabi Water and Electricity Authority 
(ADWEA) awarded a contract for the UAEVs first independent 
water and power project (IW PP) 

$750 million 

part of an Anglo-American consortium to manage the emirate\'s 
third IWPP in 2001. The Abu Dhabi government has announced 
that power generation (includes power and desalinated water 
production) and transmission will be privatized 

distribution will remain under the control of Abu Dhabi 
authorities. The estimated commercial value of planned 

power and water sector development projects in Abu Dhabi is 
$5 billion. 


In 2004 

Etisalat (the official UAE telecommunications company). In 

May 2005 

telecom company to compete with Etisalat. The UAE gave a 
$1.1 billion license to Emirates Integrated 

Telecommunication Company (EITC). EITC is expected to start 
operations in the summer of 2006 and will offer the full 

range of telephone services throughout the UAE (mobile 

fixed line 

the new company 

Emirates Communication and Technology LLC each own 25% of 
the new company. The owners of the company are expected to 
reduce their total shares by allowing 20% of the companys 
capital to be offered to the public through an IPO. 


Defense contractors with an eye for investment in the UAE 
must negotiate directly with the UAE Offsets Group (UOG) 
and invest an amount that will generate a profit equal to 
60% of their contract in the UAE. UOG investment projects 
generally must show the required profit after seven years. 
The contractor may not own more than 49 percent of the 
project 
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percent. There are currently more than 30 offset ventures; 
offset projects cover the full spectrum of economic 

activity 

air conditioning 

maintenance 

grounds. One of the largest offset ventures is the Oasis 
International leasing company - a British Aerospace offsets 
venture. 


In November 2004 

the insurance sector to new foreign insurance companies. 
Any new companies entering the market are required to meet 
high level international rating criteria and must complete a 
viability study to prove that it will be offering new 

products to the market. About half of the insurance 
companies in the UAE are foreign 

frozen since 1999. Currently 

subsidiary insurance company operating in the UAE. 


A.2 Conversion and Transfer Policies 

There are no restrictions or delays on the import or export 
of either the UAE Dirham or foreign currencies by foreigners 
or UAE nationals 

the currencies of those countries subject to United Nations 
sanctions. The UAEG passed comprehensive anti-money 
laundering legislation following the attacks of September 
11 

large wire transfers. Travelers entering the UAE must 
declare currency amounts of more than 40 

(approximately $10 


Since February 2002 

the U.S. Dollar. The exchange rate is 3.67 UAE Dirhams per 
one U.S. Dollar. Every bank transaction in US dollars is 
subject to a 1% fee. 


A.3 Expropriation and Compensation 

Foreign investors have not been involved in any 
expropriations in the UAE in recent years. There are no set 
rules governing compensation if expropriations were to 
occur 

differently. In practice 

expropriate unless there was a compelling developmental or 
public interest need to do so 

compensation would be generous. 


A.4 Dispute Settlement 


There have been no significant investment disputes during 
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the past few years involving U.S. or other foreign 

investors 

with the government as well as local businesses. Disputes 
generally are resolved by arbitration 

themselves 

resolution can be difficult and uncertain 

Arbitration may commence by petition to the federal courts 
on the basis of mutual consent 

agreement 

through a referral to an appointing authority without 
recourse to judicial proceedings. Enforcing arbitration 
judgments can be difficult as they require court 
certification 

several years. 


Companies interested in developing large projects in Dubai 
are routinely required to have investors lined up to finance 
the project prior to its being awarded to them 

required to furnish detailed information about those 
investors to assure the Dubai emirate government that 
funding is indeed locked in. Companies wishing to be 
awarded a project that they can subsequently go out and 
\"sell\" to investors 

is not the standard procedure in Dubai. 


The UAE constitution established a federal court system 
while acknowledging the right of the individual emirates to 
opt out 

some issues must be heard in the Federal court system such 
as security matters 

constitutionality of a federal law 

senior officials and jurisdictional issues. There is no 
independent judiciary in the UAE. The Ministry of Justice 
appoints the judges 

Accordingly 

court system that consists of courts of first instance 

courts of appeal and a Supreme Court. The court of first 
instance consists of civil 

law) courts. Sharia law is applicable to both Muslims and 
non-Muslims and is applicable in all kinds of cases. Courts 
will interpret statutory law and Sharia law in deciding 
cases. Commercial disputes involving foreign parties tend 
to come before the civil courts in the federal system; a 
panel of three judges ordinarily hears commercial disputes. 
All cases involving banks and financial institutions are 
required to be heard by civil courts. In Abu Dhabi 
arbitration commercial disputes are first brought to the Abu 
Dhabi Conciliation Department. If the parties are unable to 
reach a settlement 

court of first instance. 
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The UAE federal Supreme Court has held that a foreign 
arbitration clause in a registered commercial agency 
agreement is unenforceable because the Commercial Agency Law 
of 1981 states that UAE courts have jurisdiction over 
commercial agency disputes. According to an analysis by 
Western-trained attorneys of the UAE code of civil 
procedures 

both parties to refer a dispute to arbitration. No party in 

a dispute can file a court claim if such party already has 
agreed to refer the claim to arbitration. The parties can 
move to arbitration at any stage during litigation. The 

civil procedure code details rule governing the 
qualification of arbitrators and many other aspects of the 
arbitration process. The venue of arbitration is required 
to be within the UAE 

treated like a foreign judgment. 


The code contains comprehensive rules in connection with the 
various types of preventive and provisional remedies prior 
to litigation and the issuance of judgments 

attachment of property 

passport and prohibitions on travel 

detention of the defendant in certain instances. However 
the courts must certify all arbitration decisions 

though they do not review substantive claims 

invalidate decisions based on procedural considerations. 
Parties can also appeal certification decisions thus 
prolonging enforcement indefinitely. 


In 1993 the Abu Dhabi Chamber of Commerce and Industry 
formed the Abu Dhabi Commercial Conciliation and Arbitration 
Center in an effort to accelerate commercial dispute 
resolution. The Center has jurisdiction to conciliate or 
arbitrate commercial disputes. The Center\'s executive 
regulations govern the conciliation and arbitration 
procedure. Though referral by the parties to the Dispute 
Center ostensibly requires them to accept the finality of 

the Center\'s decision 

decision and enforcement can be delayed. The Center 
conducts proceedings in Arabic or any other agreed upon 
language. 


The Dubai Chamber of Commerce and Industry has promulgated 
similar commercial conciliation and arbitration rules that 

permit parties to have conciliation or arbitration 

proceedings under the auspices of the Chamber. In 2004 

Dubai International Arbitration Center was made independent 
ofthe Chamber. The Arbitration Center aims to bring 
international standards of arbitration to business in Dubai. 


The UAE is a member of the International Center for the 
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Settlement of Investment Disputes. Although the UAE Cabinet 
approved entry into the New York Convention of 1958 on the 
Recognition and Enforcement of Foreign Arbitral Awards in 
2003 

unlikely to do so in the near future. 


A.5 Performance Requirements/Incentives 

As listed elsewhere in this report 

framework in the UAE favors local over foreign investors. 
There is no national treatment for investors in the UAE. 

The UAE maintains non-tariff barriers to investment in the 
form of restrictive agency 

requirements. In order to do business in the UAE outside 
one of the free zones 

have a UAE national sponsor 

chosen 

rights. They cannot be replaced without mutual agreement 
between the two parties. Government tendering is not 
conducted according to generally accepted international 
standards 

projects 

national or a company in which UAE nationals own at least 51 
percent of the capital or have a local agent or distributor. 
Federal tenders must be accompanied by a bid bond in the 
form of an unconditional bank guarantee for 5 percent of the 
value of the bid. UAE federal government entities can 
tender internationally since foreign companies sometimes are 
the only suppliers of specialized goods or services that are 
not widely available. 


Incentives are given to foreign investors in the free zones. 
Outside the free zones 

the ability to purchase property as freehold in certain 
favored projects in Dubai - and promises that foreign owners 
of such property would be granted residence permits as long 
as they remained in possession of title - would appear to be 
incentives aimed at attracting foreign investment. 


Visas 

all foreigners in the UAE except nationals from GCC 
countries. Americans are eligible to receive 10-year 
multiple entry visas 

per entry 

U.S. citizens may obtain visas for business and tourism at 
the airport upon arrival. These visas do not permit 
employment in the UAE. 


A.6 Right to Private Ownership and Establishment 
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Except as detailed elsewhere in this report 

restrictions on the right of private entities to establish 
and own business enterprises and engage in all forms of 
remunerative activity. 


A.7 Protection of Property Rights 

The concept of a mortgage has just been introduced - but 
only for select Dubai-based five-star property developments. 
Mortgages are generally unavailable beyond these limited 
exceptions. In 2005 

(which had not come into effect as of the end of 2005) 
allowing Emiratis to hold title on properties in the Emirate 
and opened up some foreign \"leasehold\" rights to surface 
property in certain designated areas. . Most construction 
commercial and residential 

agency of the government of Abu Dhabi 

finance the remainder. Their collateral traditionally has 
been access to the rent stream of the building or the 
personal guarantee of the developer. 


Foreign and national banks have increased their activity in 
the mortgage market 

as well as nationals due to the recent boom in freehold 
property. Foreign banks have entered the market on a 
smaller scale; the local Mashreq Bank and Dubai Islamic Bank 
are most heavily involved in new mortgage business 

banks such as Standard Chartered and HSBC providing 
mortgages on a case-by-case basis to established customers. 
The UAE Government continues to lead the region in 
protecting intellectual property rights (IPR). Anecdotal 

and statistical evidence confirms that the UAEG is enforcing 
copyright 

protect U.S. intellectual property 

demonstrate its commitment to the 2002 agreement providing 
TRIPS-plus levels of protection to U.S. pharmaceuticals. 

The copyright law 

to authors of creative works and expands the categories of 
protected works to include computer programs 

databases 

computer software piracy in the UAE have been successful. 
According to 2003 industry estimates 

piracy in the UAE is the lowest in the Middle East. The UAE 
is recognized as the regional leader in fighting computer 
software piracy. In 2005 

against piracy and seized thousands of pirated movies and 
music discs. 


The UAE\'s Trademark Law 
that the UAE will follow the International Classification 
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System and that one trademark can be registered in a number 
of classes. The new law provides that the owner of the 
registration shall enjoy exclusive rights to the use of the 
trademark as registered and can prevent others from using an 
identical or similar mark on similar 

products and services if it causes confusion among 
consumers. 


In 2004 

landmark copyright 

2002. Most notably 

Information issued regulations under the 2002 Copyright Law 
allowing for specialized collecting societies. These 

societies are a practical way for sound recording companies 
to collect royalties on the broadcast and performance of 
copyrighted material. The UAEG also is considering 
legislation for data protection 

related issues. In response to TIFA Council discussions 

the UAE identified points of contact for rights holders to 
address complaints. The UAE also resolved a number of IPR 
complaints with U.S. pharmaceutical manufacturers in 2004. 


A.8 Transparency of the Regulatory System 

The fundamental instrument by which all of the emirates 
regulate business activity is the requirement that any place 
of business must acquire and maintain a proper license. The 
procedures for obtaining a license vary from emirate to 
emirate 


A license is not required unless a place of business is set 
up in the UAE. In other words 

to the UAE but without a regular or continuing business 
presence in the UAE do not need a license. Licenses 
available include trade licenses 

service licenses 

licenses. 


Several federal regulations govern business activities in 
the UAE outside free trade zones. Activities within the 
free zones are governed by special bylaws. 


A.9 Efficient Capital Markets and Portfolio Investment 


The UAE federal commercial code 

devotes an entire chapter to bankruptcy - the first 
comprehensive legislation in the UAE on the subject. 
Monetary judgments in bankruptcy cases are made in the local 
currency 
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courts if there is reciprocity based on bilateral or 
international treaties. In the judgment of western legal 
experts 

the procedures and effects of bankruptcy in the UAE 

does not provide a mechanism for the orderly evaluation and 
distribution of assets of a bankrupt entity. 


Credit is allocated on market terms. There are 21 UAE-owned 
banks with 375 branches in the UAE and abroad 

banks with 87 branches 

investment banks 

a banking crisis caused by accumulating bad debts after the 
oil boom in the mid-1980s 

licenses to new foreign banks. However 

the UAE Central Bank announced that it would allow the 
operation of more banks from other countries on a reciprocal 
basis. The Central Bank is also considering allowing 

foreign banks operating in the UAE to set up new branches 
provided that they undertake to employ UAE nationals. These 
new branches will allow foreign banks to provide a wider 
range of banking services. In October 2005 

Bank said that national banks conditionally agreed to have 
new foreign bank branches open in the country. 


Citibank is the only U.S. bank in the UAE that offers full 
banking services. Bank of America has a representative 
office in Dubai 

Dhabi. The largest banks in terms of assets include the 
National Bank of Abu Dhabi 

Bank International 

Bank. 


The Central Bank prohibits lending to an amount greater than 
7 percent of a bank\'s capital base to any single customer. 
Foreign banks with branches in the UAE are not permitted to 
calculate loans as a percentage of their global capital 

which may however be used to calculate in the capital 
adequacy ratio. In a revision to the rule 

in 1993 said it would exclude from the requirement non- 
funded exposures 

The Central Bank also announced implementation of 
internationally recognized and accepted accounting 
principles. 


The UAEG implemented a body of anti-money laundering 
legislation at the end of 2001 

reporting requirements for wire transfers exceeding $545 and 
currency importation reporting requirements of amounts 
exceeding approximately $10 

criminal penalties (jail time and fines) for money 

laundering and also provides safe harbor provisions for 


Column 3 

those who report such crimes. Banks and other financial 
institutions are required to follow strict know your 
customer\" guidelines; all financial transactions more than 
$54 

UAE Central Bank. Banks and other financial institutions 
supervised by the Central Bank (exchange houses 
companies 

on all transactions for at least five years. 


In 2004 

terrorism and terrorist financing by passing Federal Law 
Number 1 of 2004 on Combating Terror Crimes on July 29 
2004. (Law No. 1/2004). Law No. 1/2004 specifically 
criminalizes the funding of terrorist activities or 

terrorist organizations. Law No. 1/2004 provides for asset 
seizure and confiscation. 


The UAE Central Bank established the Anti-Money Laundering 
and Suspicious Cases Unit (AMLSCU) in 1998 to perform the 
functions of a financial intelligence unit (FIU). The 

AMLSCU jointed the prestigious Egmont Group of FIUs - the 
first Arab country to do so - atthe Group\'s June 2002 
conference in Monaco. This membership was the basis of a 
number of Memoranda of Understanding the AMLSCU signed with 
other countries\' FlUs in 2002 to facilitate information 

sharing and case processing. The AMLSCU participated in 
seminars 

Washington-based agencies in 2005 

of Treasury\'s Financial Crimes Enforcement Network(FinCEN). 
Banks 

required to file suspicious transaction reports with the 

unit. 


Local banks finance most non-oil investment in the UAE. 
Even so 

UAE 

markets. Most of the manufacturing sector operates with 
higher levels of debt than prescribed by the 60:40 debt-to- 
equity ratio - generally the norm for this sector. Some 
three-fourths of gross fixed capital formation in 
manufacturing is directly or indirectly financed by the 
banking system. 


Abu Dhabi and Dubai each have a stock exchange. 24 out of 
50 stocks on the Abu Dhabi stock exchange and 18 out of 33 
stocks on the Dubai stock exchange are open to foreign 
investment. Ministry of Economy and Planning rules allow 
foreign investment up to 49% in companies on the stock 
market; however 

limit foreign ownership. 
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A.10 Political Violence 

There have been no instances in recent memory involving 
politically motivated damage to projects 

that have impacted the investment environment. 


A.11 Corruption 


There is no evidence that corruption of public officials is 

a systemic problem; however 

Customs and Port Authority - along with five other customs 
officials - was tried 

2001 to 27 years in prison on charges of corruption and 
embezzlement. He was pardoned four months later by the 
Dubai government and released. In December 2005 

Law No. 34 for 2005 was issued which amended a range of 
articles in the Penal Code. The law stipulates that a 

public servant convicted of embezzlement shall be subject to 
imprisonment for a minimum of five years if the crime is 
connected to counterfeiting. Article 237 imposes a minimum 
term of one year for accepting a bribe 

convicted of attempting to bribe a public servant may be 
imprisoned for up to five years. 


American firms are bound by the Foreign Corrupt Practices 
Act - a copy of which may be obtained from the Commercial 
Section of the U.S. Embassy. In August 2005 

the UN Anticorruption Convention. 


A.11.b Bilateral Investment Agreements 

On March 15 

Investment Framework Agreement (TIFA) with the United Arab 
Emirates to provide a formal framework for dialogue on 
economic reform and trade liberalization. TIFAs promote the 
establishment of legal protection for investors 

improvements in intellectual property right protection 
transparent and efficient customs procedures 

transparency in government and commercial regulations. 
Through this process 

identify potential partners for further trade cooperation 

such as free trade agreements (FTA). 


The United States began negotiating a Free Trade Agreement 
with the UAE in March 2005. It held the second round in May 
and the third round in November 2005. 


A.11.c OPIC and other Investment Insurance Programs 
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The UAE has been suspended from U.S. OPIC insurance programs 
since 1995 because of the UAEG\'s lack of compliance with 
internationally recognized worker rights standards - 

particularly laborers\' rights to association and collective 

bargaining. The ILO reported in April 2003 

the UAE had started to address these concerns. The UAE is 

in the process of drafting a labor law in consultation with 

the ILO that permits the creation of formal labor 
associations/unions. 


Workers currently address grievances and negotiate disputes 
of matters of interest with employers through formal and 
informal mechanisms 

does not technically sanction them. The UAEG does allow 
workers to associate freely for the advancement of common 
goals and interests. 


The UAEG prohibits strikes by those employed in the public 
sector on the grounds of national security considerations. 
There is continuous coverage in the local press 

private sector employees striking in protest of non-payment 
of wages. Throughout 2005 

investigated and mediated such disputes - often to the 
benefit of the striking workers - and negotiated quick 
settlements. 


A.11.d Labor 

Population in the UAE is approximately 4.5 million 
according to 2005 data estimates. In December 2005 
began a door-to-door census. Results of the census will 
include both the foreign and local population in the UAE. 
More than 80 percent of residents are foreigners 
approximately 98 percent of private sector workers in the 
UAE are non-UAE nationals. Emiratization of the UAE 
workforce remains a national objective 

hiring of nationals has been limited to only a few sectors 
such as banking 

a 5% quota and trade 

employing 50 workers or more as well as quotas in the 
federal government. The Right to Organize and Bargain 
Collectively 


The law does not specifically grant - but does not prohibit 

- workers the right to engage in collective bargaining. It 
does 

resolution. There were a number of organized gatherings of 
workers that complained of unpaid wages before the Ministry 
of Labor and Social Affairs in 2003. Professional 
associations may raise work-related concerns 

UAEG for redress 
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Government. For the resolution of work-related disputes 
workers rely on conciliation committees organized by the 
Ministry of Labor and Social Affairs or on special labor 
courts. 


Labor laws do not cover 

government employees 

workers. The latter two groups face considerable difficulty 

in negotiating employment contracts because the mandatory 
requirements contained in the labor law do not apply. They 
also face considerable difficulty in obtaining assistance to 
resolve disputes with their employers. UAE employers 
generally tie an employee\'s residency or visa to his 
employment and sponsorship. If the employee terminates his 
employment and is unable to secure new employment and a new 
sponsor 

to leave the country. 


The UAE Government has committed itself to strictly 
regulating and enforcing labor laws 

recent series of legislation and proposals. In June 2004 

the UAE\'s Cabinet of Ministers approved a memo calling for 
the establishment of labor unions and associations in the 
UAE. The UAE is currently revising its labor law to allow 

for the creation of labor unions and to ensure laborers\' 
rights to organize and bargain collectively unlike the 

current law 

new federal law covering unions will include employees from 
both the public and private sectors. The exact role unions 
will play and membership conditions remain unclear. Under 
the new law 

citizens 

through special committees. 


Businesses in free trade zones must comply with federal 
labor laws; however 

them. Instead 

department to address workers\' concerns. 


Prohibition of Forced or Bonded Labor 


Forced or bonded labor is illegal in the UAE. However 
employment agents bring foreign workers to the country under 
conditions approaching indenture. Some women reportedly are 
brought to the country for service sector employment and 

later forced into prostitution. The Government prohibits 

forced and bonded child labor and generally enforces this 
prohibition effectively. 


Starting October 1 
requiring employers to submit job offers stating the salary 
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and job title of their prospective employees at the same 

time employers submit visa applications. The former 

practice was for employers to provide employment details on 

the visa applications only. This mandate is intended to 

make employers more accountable when applying for work visas 
on behalf of their employees and aims to protect the rights 

of workers 


Status of Child Labor Practices and Minimum Age for 
Employment 


The labor law prohibits employment of persons under the age 
of 15 and has special provisions for employing those 15 to 

18 years of age. The Federal Ministry of Labor and Social 
Affairs is responsible for enforcing the regulations. Other 
regulations permit employers to employ only adult foreign 
workers. The UAEG does not issue work permits for foreign 
workers under the age of 18 years. 


In July 2005 

child camel jockeys and included criminal penalties for 
violators up to and including imprisonment. The ban 
prohibits the use of camel jockeys less than 18 years of 
age. 


Acceptable Conditions of Work 


There are a considerable number of skilled foreign nationals 
in the country who are employed under favorable working 
conditions. However 

a large number of unskilled workers 

200 

East Asia 

workers 

actively compete for jobs in the UAE 

to poor working conditions. 


The standard workday is eight hours per day; the standard 
workweek is six days per week; however 

not enforced strictly. Certain types of workers 

domestic servants 

mandated standard. The law also provides for a minimum of 
24 days per year of annual leave plus 10 national and 
religious holidays. There is no legislated or 

administrative minimum wage; rather 

determine compensation. Compensation packages generally 
provide housing or housing allowances. In addition 

benefits 

minimal to no-cost health care 

employees by their employers. The Labor and Social Affairs 
Ministry reviews labor contracts and does not approve any 
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contract that stipulates a clearly unacceptable wage. 


The Ministries of Health and of Labor and Social Affairs 
municipalities 

standards 

industrial concern to employ a certified occupational safety 
officer. Contrary to popular belief 

country that prohibits labor outdoors when the temperate 
exceeds 50 degrees Celsius. The law does require 

that employers provide employees with a safe work 
environment. The UAE issued regulations in summer 2005 
that laborers could not be required to work between noon and 
four pm over during the summer and penalized companies that 
did not comply. 


A.11.e Foreign Trade Zones/Free Ports 

The UAE Free Zones today are home to more than 5 
companies with a total investment estimated at more than $4 
billion. Presently 

and 11more are in the developmental stage. Overall 

free zones form a vital component of the local economy 
serve as major re-export centers to the Gulf region. 


Since UAE tariffs are low and not levied against many 
imports 

waiver of the requirement for majority local ownership. In 
the free zones 

equity in an enterprise. All free zones provide 100 percent 
import and export tax exemption 

commercial levies 

profits 

buildings for lease 

prices) 

the free zone authorities provide significant support 
services 

facilities 


By far the largest and most successful of the free zones is 
the Jebel Ali Free Zone (JAFZ) in Dubai 

of Dubai city adjacent to the Jebel Ali Port. Over 5000 
companies representing 80 countries have set up shop in the 
JAFZ 


The JAFZ managing authority authorizes three types of 
licenses - a general license 

national industrial license. The licenses are valid while a 
company holds a current lease from the free zone authority 
and are renewable annually as long as the lease is in force. 
The special license is issued to companies incorporated 
otherwise legally established 
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outside the UAE. In such cases 

required 

percent foreign. The license is issued for any activity 
permitted by the free zone authority 

manufacturing. A company with a special license can operate 
only in the JAFZ or outside the UAE 

undertaken and sales made in the UAE through or to a company 
holding a valid Dubai Economic Department license. A 
company with a special license 

goods or services from within the UAE. 


A variety of innovative free zones in Dubai have been 
established since 2000 

Electronic Commerce and Media) free zone. TECOM houses both 
Internet City and Media City 

respectively 

high bandwidth and state-of-the-art IT infrastructure. 

Current tenants of TECOM include prominent names such as 
Oracle 

Dubai free zones planned include Health Care City 
specializing in medical products and services 

Bin Rashid Technology Park 

research and development 

throughout the region and the Dubai Aid City 

local 

suppliers and organizations. 


A.11.f Foreign Direct Investment Statistics 

The United Nations Conferences on Trade and Development 
(UNCTAD) reports that inward FDI flow for the UAE was $840 
million in 2004. Total U.S. foreign direct investment in the 
UAE was $2.3 billion in 2004. Official UAE government 
statistics on FDI flows are not available 

believe that foreign investment is an increasingly important 
source of finance. In November 2005 

creation of a program to collect FDI information from each 
emirate in order to present a conclusive FDI picture for the 
UAE as a whole. 


The Abu Dhabi Chamber of Commerce and Industry notes that 
the leading sectors for investment in the UAE in 2004 were 

(in order of magnitude of investment): oil and gas-field 
machinery and services 

computer/peripherals 

airport development and ground equipment 
telecommunications 


There are no restrictions or incentives with regard to the 
export of capital and outward direct investment 
investment abroad is significant. It is conservatively 
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estimated that the Abu Dhabi Investment Authority (ADIA) 
manages an approximate USD $250 billion in government assets 
in overseas markets - mostly in the United States 

and Asia. 
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2. Mission understands that no transportation 
or lodging arrangements are required. 


3. The cost of a taxi from the airport to central 
Zagreb is approximately 200 kunas (USD 
33). Money can be changed in the main 
terminal of the airport after exiting 
passport/customs control 

also an ATM machine. 


4. The Control Officer for this visit is Mr. Tom 

Rogers 

telephone 385-1-6612-101 or mobile 385-91-6612-101. 
In addition 

reached 24 hours/day at 385-1-661-2200. More 
information on the Embassy can be found on our 
website: www.usembassy.hr. 


5. MONEY: Credit cards 

are widely accepted in Zagreb. ATM 
machines dispensing local currency are 
ubiquitous and accept most US-bank ATM 
cards (PLUS and CIRRUS). The Croatian 
kuna is currently trading at 6.06 to the 
dollar. Ms. Pigey 

Antwerp may wish to exchange a small 
amount of money upon arrival at the 
airport or the hotel. 


6. THREAT ASSESSMENT AND SECURITY GUIDANCE: 
Croatia has a relatively low crime rate. 

Travelers should 

precautions and exercise common sense 

they are sometimes the targets of 

pickpockets 

transportation and in crowded markets. All 

personnel should notify the RSO of any 
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threats 


7. SECURITY CLEARANCE AND BUILDING ACCESS: Bring a photo ID 
(e.g. 

Visitors who have State Department building passes may 

bring those for entrance to mission facilities. Visitors 

desiring unescorted access into Embassy buildings must 

ensure that their headquarters provide the following 

information via front-channel cable: name 

security clearance level (if any) and arrival and departure 

dates. 


8. ELECTRONIC DEVICES: Travelers are required to 
notify their Embassy control officer in advance if 

they plan to bring laptop or palmtop computers for use 
inside the Embassy. In accordance with STATE 
Department regulations all such devices must be 
approved in advance by post ISSO and RSO. Travelers 
must also receive a briefing about restrictions and 
usage of the equipment. The Embassy control officer 
must request approval for the equipment from the ISSO 
and RSO and 

briefing upon traveler\'s arrival before the devices 

will be permitted inside the building. 


9. HEALTH AND MEDICAL CARE: The small Embassy health 
unit is staffed full-time and can assist in emergency 

situations. Travelers should bring with them a supply 

of any required medications adequate for the duration 

of their stay. Many newer medications are not 

available in Croatia. Recommended immunizations for 
Croatia include typhoid and hepatitis A and B. 

Travelers should be aware that the standard of health 

care in Croatia decreases markedly outside of Zagreb. 


10. TRAVEL WARNINGS: All travelers should be aware of 
the Department of State\'s latest travel warnings and 
public announcements 

Affairs internet website at http://travel.state.gov 


FRANK 
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\"clearly accept\" the detainees. The only remaining question 
he said 

Yemen.\" Ambassador said that 

response to our diplomatic note 
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the detainees! files and photographs to MFA officials in 
Sanaa. 

Krajeski 
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with supporting an IAEA Board meeting 

what happens" during that session before deciding on whether 
to support 

The Iranians are masters of brinksmanship 

they are very important in our region and we must deal with 
them carefully.\" 


3.(C) COMMENT: The FonMin offered no surprises in his 
response. With probable financial support to the ROYG and a 
sizeable ShiVa population in Yemen 

carrots and sticks at its disposal in influencing the Yemeni 
Government. For that reason 

on aUNSC referral to be neutral at best. 

Krajeski 
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for the U.S. to offer the Russians cooperation and thus 
strengihen U.S.-Russian ties. Above all 

for the Jewish community to build a museum in Moscow 
dedicated to promoting tolerance and suggested the USG could 
help in that effort. Though the details of Lazar\'s proposals 
remain unclear 

fighting extremism warrants our attention. END SUMMARY, 


WAKE-UP CALL 


2. (C) Rabbi Berl Lazar 

Chief Rabbi of Russia 

expressing appreciation for the Ambassador\'s January 13 visit 
to the synagogue where the attack had occurred 

that visit had sent a strong message to the GOR 

Jewish community and others. Noting that he would continue 
to stress to senior GOR officials the importance of combating 
extremism in Russia 

comments 

growing extremist threat in the country. 


3. (C) Although he had long been aware that extremism was a 
growing threat in Russia 

attack had nonetheless been a wake-up call. While he had 
condemned extremist attacks in the past 

extent of the problem had only now become apparent to him. 
The Jewish community was also scared 
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that many of its members had told psychiatrists of their 

fears in meetings arranged by his synagogue following the 
attack. He also had spoken to Russia\'s chief Mufti 

reported that the Muslim community was also deeply worried. 

In addition to his public statements 

past days with State Duma Speaker Boris Gryzlov and others to 
underscore his concern. His interlocutors had gotten the 
message 


4. (C) President Putin was also concerned 

favored tolerance and religious freedom 

to promote it was limited by the political influence of the 
Russian Orthodox Church (ROC). In Lazar\'s view 

frustrated by excessive ROC influence and would be willing to 
do more. 


OPPORTUNITY FOR COOPERATION 


5. (C) The synagogue attack had created an opportunity to 
foster U.S.-Russian cooperation in the fight against 
extremism 

responsive 

President Putin within the next two weeks 

would focus on two proposals: 


-- Given that the synagogue attacker had reportedly been 
influenced in part by extremist Internet sites 

that dealing with promoting hatred over the Internet was an 
area of potential cooperation. The U.S. was grappling with 
similar problems 

welcomed by the GOR. 


-- Lazar also said he was developing a museum or center 
designed to combat extremism 

Holocaust Museum in Washington 

government had already provided a site in Moscow worth some 
USD 15 million for the project 

support. The Jewish community would lead in this effort 

the museum would address all forms of extremism 
anti-Semitism 

reacted positively when Lazar had met her during her recent 
visit 

in the effort. 


6. (C) Emphasizing the importance of seizing the moment 
Ambassador praised Lazar\'s desire to foster new initiatives. 
Extremism was an international phenomenon 

stressed 

possibility of cooperating in combating it. The Ambassador 
noted that the USG already had tolerance programs in Russia 
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and added that new initiatives were likely to be most well 
received if the Kremlin saw itself as playing a leading role. 


MOSCOW 00000387 002 OF 002 


Reiterating his interest in pursuing the effort 
Ambassador asked that Lazar keep him posted about progress on 
the initiatives 


COMMENT 


7. (C) Lazar has long been criticized as downplaying the 
extent of xenophobia in Russia. Judging by his public 
statements 

now sees the issue differently and will be more outspoken. 
Despite his recent comments 

good contacts he has long enjoyed in the Kremlin 

appears well placed to pursue his initiatives. We believe 
they may be worth supporting 

order both to help combat Russia\'s growing extremism and 
potentially to expand USG cooperation with the Russians. 
BURNS 
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Mercurio\" (circ. 116 
Activism.\" Quote: 


\"What has happened (with Mexico 

who saw in Hugo Chavez a successor to Fidel Castro and predicted an 
intent to reconstitute something akin to the late Latin American 
Organization for Solidarity (OLAS) 

in the 70s with other Latin American leftist leaders and led by 

former President Salvador Allende. The antibodies Chavez generates 
and the reality of globalization will make it hard to reach his goal 

of Latin American leadership.\" 


KELLY 
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carried a signed letter by Senator Jorge Arancibia entitled 
Presence in Haiti.\" Quote: 


\"When we returned (from Haiti) we agreed to maintain the presence of 
our troops for six more months... We were surprised to receive a 

bill from the GOC proposing to reduce our soldiers\' salaries by 50% 
compared to the salary of our public officers on foreign missions... 

The argument was that the soldiers received room and board--sleeping 
in cots with mosquito nets--so had fewer expenses than diplomatic 
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personnel who travel with their families. This GOC initiative is 
discriminatory and unfair and should be strongly rejected.\" 


On January 14 

Mercurio\" (circ. 116 

\"Frustrating Mission in Haiti.\" Quote: 

\"For the time being 

remain in Haiti for two years. Probably 

Senate again must decide whether to extend the mission 
ask for details about the direct and indirect expenses and 
alternatives to military cooperation... The prospects for the 
Minustah plan\'s success should also be known in detail." 
KELLY 
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Shias are also recruiting Sunnis into what they hope will 
become a pan-Muslim movement. Our Lucknow interlocutors 
reported a dramatic shift in Shia loyalty from Iran to Iraq 

as the Shia holy cities of Najaf and Karbala and the Shia 
clerics based there have regained the pre-eminent status they 
held before the Saddam years. Angered and worried about this 
trend 

agents of influence to undercut these efforts. Although 
Iranian entreaties to Woppose the enemies of Islam\" (the US 
and Israel) have largely fallen on deaf ears 

interlocutors agreed that recent tension surrounding the 
Iranian nuclear program could revive anti-American sentiment 
among Indian Muslims. Several stated that a military attack 
on Iran by the US or Israel would be a major setback for 
moderation 

convince moderate Muslims to support anti-American 
demonstrations and statements. Sentiments such as these help 
explain why Iran is such a tricky foreign and domestic issue 
for the GOI. End Summary. 


Shias Oppose Terrorism 


2. (C) Prominent Shia community leader and Congress 
politician Ammar Rizvi confirmed to Poloff that the All India 
Shia Personal Law Board\'s one-day anti-terrorism conference 
held in Lucknow on January 15 was only the first of many such 
events. Moharram 

religious year 

AISPLB intends to hold similar meetings throughout India 
starting with Hyderabad 

community. Rizvi also confirmed that his \"All India Minority 
Forum for Democracy 

conference in New Delhi and plans to invite the US 
Ambassador 
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will be excluded) 


Attitudes Are Shifting 


3. (C) According to Rizvi 

expressions of an attitudinal shift in the Indian Muslim 
community that started with the Shias 

incorporate Sunnis as well. The object is to disassociate 

Islam from terrorism by branding those who use Islam to 

justify inhumane acts as \"non-Muslims.\" Leading Maulvis hope 
to use the QuVran to define strictly the permissible use of 

war and violence within Islam as purely defensive and 

reinforce the explicit Islamic injunction against harming 
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non-combatants and innocents. Rizvi hoped that the South 
Asian conferences will lay the groundwork for an 
international conference against terrorism to be held in a 
Middle Eastern country later in the year. 


A Dig at Pakistani Terrorism 


4. (C) On January 6 the All India Shia Husaini Fund (AISHF) 
held a similar meeting in Lucknow attended by prominent Shia 
Maulvis. The meeting condemned the killing of Shias by 
terrorists around the world 

Kashmir - Gilgit and Baluchistan 

that the Pakistani army is carrying out an anti-Shia pogrom. 
The meeting condemned Al-Qaeeda 

Lashkar-e-Toiba 

name for \"blemishing the name of Islam.\" 


Lucknow Conference is Well-Received 


5. (C) Atthe January 15 conference titled \"Terrorism: 
Definition and Solution 

Maulana Mirza Mohammad Athar give a rousing and well-received 
kick-off speech. Athar emphasized that Shias remain the 
principal victims of terrorism around the world. He 
differentiated between \"real\" and \"fake\" madrassas 

that legitimate madrassas stress good upbringing and 
education 

money from abroad) 

acts. Athar urged Muslims to cooperate with security forces 
against madrassas advocating terrorism. Sufi leader Dargah 
Khwaja Hazrat Nizamuddin condemned \"jihadis\" for misusing 
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jinad to expand their political influence and \"emotionally 
blackmailing\" Muslims into committing suicide. Hindu and 
Sikh leaders also emphasized the essential unity of religions 
and the need for tolerance. 


A Call to Action 


6. (U) At the conclusion of the conference 
resolved to: 


--call on those who believe in pluralism to condemn terrorism 
of all kinds. 


--call on religious 
unequivocally condemn terrorism and work together to combat 
it. 


--call on Muslim religious leaders to educate Muslims on 
terrorism and expose those who support terrorism under the 
cover of religion. 


--call on all political parties of the world to overcome 
petty political conflicts and unite with the mainstream 
majority to combat terrorism. 


--call on all countries to reorient their priorities to make 
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containing terrorism a top concern. 


But Tehran Keeps the Pot Boiling 


7. (C) Ina January 15 meeting with Poloff 
Secretary Syed Hasan Mehide claimed that while the 


SIPDIS 

overwhelming majority of Indian Shias virulently oppose 
\"Islamic\" terrorists 

agents of influence to fish in troubled waters. He 
maintained that the Iranian Embassy pays its principal agent 
Shia cleric Kalbe Jawad 

usd) per month. Most recently 

of founding and funding the moderate Shia AISPLB 
comments were widely reported in the Urdu press. Mehide 
asserted that the Iranian Embassy spent over 10 million 
rupees (approximately 225 

demonstrations over the past few months 
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Sunni politician and UP Cabinet member Azim Khan is also very 
close to Tehran. According to Mehide 

UP Chief Minister Mulayam Singh Yadav to issue anti-American 
statements. 


Even as it Loses Influence to Najaf 


8. (C) Mehide explained that the revival of Shia Islam in 

its traditional centers in Najaf and Karbala in Iraq has 
deflated the religious significance of the Iranian seminary 

in Qom and undercut the status of the Iranian Ayatollahs. 
Most Shias consider the Najaf-based Ayatollah Sistani as far 
superior in rank to any Ayatollah in Iran. This shift away 
from Iran has been most prominent in India 

in Tehran that other Shias around the world may take their 
cue from Indian Shias. Iran is thus supporting Jawad and his 
followers to form a nexus with Sunni extremists (Deobandis) 
to oppose moderation and attack the US. 


Iran\'s Nukes - The Fly in the Ointment 


9. (C) Several Shia interlocutors maintained that the 

current nuclear crisis with Iran was a deliberate effort by 
Iranian hard-liners to stir up a confrontation with the US 

and Israel and shore up their flagging popularity among Shias 
inside and outside Iran. They claimed that Iran 

this effort 

move closer to Wahhabi extremists in Arab countries. Iranian 
propaganda 

in New Delhi 

\"enemies of Islam!" (the US and Israel). This is why Iran has 
not protested the recent demolition of tombs in Saudi Arabia 
associated with the family of the Prophet Muhammad 
outraged many Shia Muslims in India 

Wahhabi Muslims in Saudi Arabia. 


An Attack on Iran Would Boost Extremism 


10. (C) All Muslim contacts 
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adamant that Islamic extremists would welcome an armed attack 
on Iran by the US or Israel 

much-needed boost to their flagging anti-American movement. 
Prominent Sunni leader Jafaryab Jilani confided that Maulana 
Jawad 
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jubilant about such an attack 

moderates now organizing against terrorism 

to support anti-American demonstrations and statements. He 
would not rule out violent anti-American attacks in India in 

the wake of any attack on Iran. 


Comment - The Year of Iran 


11. (C) Shia efforts to combat terrorism and steer Indian 
Islam on a more moderate path have been ongoing ever since 
the overthrow of the Saddam regime in Iraq revived the 
traditional Shia leadership surrounding Ayatollah Sistani. 
Momentum has now reached the point where Shias are publicly 
calling on Muslims to disassociate their religion from 

violent extremism and are reaching out to the US in hopes of 
establishing cordial relations. The Iranian nuclear crisis 

could derail these efforts 

stripes seem intensely focused on Iranian developments and 
would be highly critical of US \"bullying\" of Tehran 

especially if it resulted in military action. The Iran 

imbroglio could come to monopolize Muslim attention in 2006 
and cast other issues into the background. The sensitivity 

of the matter to India\'s 20 million Shias and over 125 

million Sunnis explains why Iran is an internal and foreign 
policy matter of the greatest delicacy for the UPA government 
of PM Singh. 

MULFORD 
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parties are comfortable with him. As a result 

relies heavily on PM Singh 

portfolios 

UPA Cabinet shuffle early in 2006 is reportedly intended to 
relieve the PM from his seemingly insurmountable workload 
which at times threatens to overwhelm him. Senior party 
contacts have told us that the PM prefers to defer the 
Foreign Ministry decision until March 

disturb the finely balanced UPA line-up before the 
President\'s visit. Defense Minister Pranab Mukherjee is a 
prime contender for the Foreign Minister slot. Like much of 
the LF leadership 

liaison with the left 

Communist attacks on the UPA\'s pro-US agenda. Another rumor 
making the rounds asserts that Shivraj Patil\'s lackluster 
performance as Home Minister will compel Mukherjee to take 
that portfolio 

External Affairs. Sonia Gandhi 

the Year\" by NDTV 
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has stopped trying to discredit her as a \"foreigner.\" This 
reflected Mrs. Gandhi\'s increased confidence and comfort in 
her political role. During the year 

her son Rahul as the \"heir apparent\" met with little 
enthusiasm 

convincing the reluctant Gandhi daughter to take up the 
family\'s political mantle. 

And Advanced its Agenda 


6. (C) The fortuitous combination of luck and leadership 
allowed Congress to advance its foreign policy and economic 
agendas in 2005 to the mutual benefit of India and the US. 
The India/US relationship continued to grow closer. As 
Congress demonstrated its commitment to the strategic 
framework by voting against Iran in a contentious IAEA vote 
and laying the groundwork for implementation of the July 18 
Civil Nuclear Agreement. On the economic front 

signed a multimillion dollar deal with Boeing for the 
purchase of aircraft and removed the last roadblocks to 
re-active the long-closed Dabhol energy project 

incremental progress on liberalization and privatization. 


The BJP Could Be Out for the Count 


7. (C) The BJPYs NDA coalition grew increasingly thin in 
2005 

and most observers expect further decline in 2006. The 
remaining partners are increasingly uncomfortable with the 
BJP 


NEW DELHI 00000370 003 OF 004 


nationalism. The NDA ally Janata Dal(U) won the Bihar 
election in February and formed the government there 

not on good terms with the BJP 

the state. The BJP victory in Jharkhand resulted from 
Congress ineptitude rather than BJP popularity 

government there remains unstable. The BJP enters the new 
year with no prospect of near term electoral victories 

is not strong in any of the states holding assembly elections 
in 2006. Despite the naming of Rajnath Singh as party 
president 

belt. Its governments in Rajasthan and Madhya Pradesh are 
unstable 

Continued BJP infighting could provide targets of opportunity 
for the UPA if these governments fall. 


But Congress Cannot Count on Luck in 2006 
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8. (C) In 2005 

from the BJP/NDA 

and this trend will continue in the new year. Not 

comfortable supporting its arch-enemies in Congress 
eventually hopes to part company with the UPA and replace it 
with a new coalition of left and regional parties. Most 

political observers agree 

long shot that could take years to gel. In the absence of a 
credible opposition alliance 

power until its term expires in 2009. 


9. (C) Congress is already concerned about the LF\'s growing 
influence 

Bengal and'Kerala could make the GOI even more cautious 
regarding the blossoming US/India relationship and its 
economic liberalization agenda in the coming year. State 
assembly elections are scheduled in West Bengal 

Tamil Nadu 

contests likely to occur in the Spring (possible timing is 

the prerogative of the Election Commission 

announce a date at least 36 days in advance. Congress has 
sitting governments in Kerala 

observers predict that the Communists will unseat Kerala\'s 
UPA/Congress government and the NDA will replace the 
UPA/Congress government in Assam. Congress must also face 
possible adverse consequences of its behavior in 2005. 
Although the danger has diminished somewhat 

Court could still rule that Congress meddling in the Bihar 
election was unconstitutional 

resignation of PM Singh and other Congress leaders. 


High Times for the Communists 


10. (C) The LF could prove to be the UPA\'s biggest political 
challenge in 2006. Since the UPA does not enjoy an absolute 
Parliamentary majority 

in power. As one observer put it 

is Wan Indian rope trick\" that defies gravity and depends on 

a fine balance of political forces. Although the BJP has 
opposed many UPA economic reform measures 

difference between the NDA and UPA on foreign policy issues 
leaving the LF a distinct political space as the most 
outspoken opponent of economic liberalization UPA efforts to 
move closer to the US. As the only voice for the left 
anti-globalization stance 

dedicated cadre and could prove more vociferous in 2006 than 
2005. It could also gain increasing stature among the 
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often-fickle regional parties. In the Indian political 

system 

have a voice in New Delhi and protect their local interests. 
With the BJP increasingly ineffectual and unpopular 

regional parties have begun to work with the Communists as a 
more palatable alternative and more could be tempted to link 
up with the left. 


11. (C) In 2005 

off-again Wconsultation meetings to work out their 
differences on economic and foreign policy issues. The LF 
insisted that the UPA commitment to a “Common Minimum 
Program\" pledged it to move slowly on economic 
liberalization 

populist poverty relief measures. The LF periodically 
canceled the coordination meetings as a pressure tactic 
whenever it judged that the UPA had gone \"too far 

pushing its economic agenda. Although many in Congress view 
the LF approach as obstructionism 

sympathetic to the LF stance and does not want to see 
Congress too closely identified with economic liberalization 
and a pro-American foreign policy. This chemistry has led 
the UPA to concede to LF demands on several occasions rather 
than risk losing its Left support and alienating Congress 
leftists. In September 

the US in the IAEA 

the LF and critics within the party. They decried the vote 

as a \"sell-out\" of India\'s \"non-aligned principles 

insisted that India vote with Iran in future votes and do 
nothing to endanger a proposed natural gas pipeline project 
with Iran. 


Comment - 2006 Could be More Challenging 


12. (C) Congress weathered political storms (many of its own 
making) to retain and solidify its hold on power in 2005 

2006 could prove more problematic. Both Congress and the BJP 
made serious political errors in 2005 but the BUP\'s proved 
more egregious 

is unlikely to see the same set of fortuitous circumstances 

in 2006. With coalition equations now dominant 

politics will remain a bouncy ride 

parties shift their loyalty from national party to national 

party 

uncertainty to the mix. Congress is likely to continue to 

make mistakes in 2006 

The BJP shows little sign that it is ready to come out of its 
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tailspin and coalesce. The big challenge will be the Left 
which has chalked out a solid ideological position and is 
increasingly determined to play the spoiler. In this 

delicate political balance 

maneuver and its own internal ideological divisions 

remained in the background in 2005 

touching off increasing conflict between the pro-reformist 
wing surrounding PM Singh and those sympathetic to the LF. 
Such a conflict could try the already-stretched leadership 
skills of Sonia Gandhi and Manmohan Singh. Although 
dedicated to economic liberalization and closer ties with the 
US 

approach in 2006 

needs to educate his party on the country's changing place in 
the global economy. 

MULFORD 
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interest" to the GOK 

waiting for Iraq to get its house in order" before much of 
the promised project funds can be released. Commerce 
Minister Al-Taweel stated that private investment is crucial 
to post-conflict reconstruction 

of the logistics sector have been hampered by the security 
environment. Finance Minister Al-Humaidhi addressed the 
Iraqi debt issue 

see\" attitude for now on this touchy domestic issue. 
Al-Hamad noted that the multilateral 

has not financed any projects in Iraq since before the 1990 
invasion 

because of its $65 million in arrears to the Arab Fund. 
Kuwait Fund DG Al-Bader said that GOI changes and differing 
priorities expressed by different officials nad made 
disbursing aid difficult 

experience to only deal with Barbara Saleh and key officials 
of the Iraqi Ministry of Planning. 


8. (SBU) Atthe 2002 Tokyo Donors Conference 

$30 million in grants to the GOA to be administered by the 
Kuwait Fund (GOA claims that the pledge was $45 million 
while the Kuwait Fund contests the GOA claim as inaccurate). 
At this time 

resolution of GOA arrears of $19 million on a 1977 loan for a 
sugar factory. The Kuwait Fund has offered to reschedule the 
loan pending GOA approval 

resolved after settlement of Russian debt claims with the 
GOA. (NOTE: Treasury is looking into expediting this 
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process.) The Council of Ministers has the authority to 

commit to new GOK grants to the GOA despite the arrears with 
the Kuwait Fund; the Council of Ministers employed this route 

in 2002 and channeled the money through the Asian Development 
Bank and World Bank. We believe the key to unlocking more 
resources at this time will be resolution of the outstanding 

debt to the Kuwait Fund. 


9. (C) Since 1966 

million in loans and $78 million in grants to Lebanon. The 
GOK sees Lebanon\'s problems as essentially political 
economic 

category as Iraq 

with A/S Wayne 

political stability must come first 

during a time of crisis may not have much of an impact. 


10. (C) On January 7 

Wayne that he expected to receive documentation for new 
projects soon 

Paris donor conference has not been disbursed because project 
sites need to be identified and \"we need to wait for the 

political situation to calm down.\" Al-Hamad said that an 

earlier pledge of $700 million was already allocated to 

projects with $100 million of it committed so far. Projects 


under consideration for future loans include: repairs of the 
extensive water and sewage network; a highway in northern 
Lebanon; investing in public administration development 
including computerization efforts; and construction of a new 
campus for Tripoli University. 


11. (SBU) Since 1993 

the Palestinian Authority through the Islamic Development 
Bank 

$25 million through the Arab Fund. There is a real reticence 
in the GOK to help with the PA\'s short-term budgetary 
shortfalls. According to its by-laws 

provide assistance to the PA because it is not a state. GOK 
suspicions about PA corruption make it unlikely to embrace a 
common approach towards aid for the PA. Kuwaiti-Palestinian 
relations have some of the same \"baggage\" as relations with 
Iraq and we must expect from Kuwaitis a caution that borders 
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on the irrational when it comes to discussion of investing in 
a future Palestinian state. 


12. (C) In his January 7 meeting with A/S Wayne 

Director Al-Hamad noted that the Arab Fund refused to work 
with Arafat 

assistance funds. This suspicion of PA corruption has meant 
that the only bilateral aid the GOK now provides is through 
small grants for individual projects. All other assistance 

is distributed through a rather opaque process by the Islamic 
Development Bank. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State Department\'s Classified SIPRNET website 
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the world 

congressman praised Lithuania\'s performance in meeting many 
of the Visa Waiver Program\'s criteria. But he also noted 
continuing problems with a high visa refusal rate for 
Lithuanians. While stating that the USG would not change 

its visa waiver laws to accommodate foreign policy concerns 
he said Lithuania would receive positive consideration for 
inclusion in the program when it meets the program\'s legal 
requirements. The Congressman\'s visit afforded an excellent 
opportunity to keep the Lithuanian government and public 
focused on the Visa Waiver Roadmap for Lithuania. End 
Summary. 


2. Congressman Sensenbrenner traveled with Judiciary 
Committee Chief of Staff Philip Kiko to Vilnius January 10- 
12 for meetings with President Adamkus 

Brazauskas 

Minister Furmanavicius and senior consular officials at the 
Ministry of Foreign Affairs. 


3. Congressman Sensenbrenner\'s consistent message on the VWP 
was that the United States has not considered and will not 

consider foreign policy when determining participation in 

the VWP. He acknowledged that Lithuanian and Polish 

visitors to the United States would not compromise homeland 
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security. Atthe same time 

that granting VWP to those countries on political grounds 
would compel the USG to grant it to Kuwait 

doing \"just as much\" for U.S. interests in the war on terror 
but because of national security considerations \"cannot\" be 
allowed to get VWP status. 


4. The Congressman urged Lithuania to follow through on the 
Visa Waiver Roadmap established last year to help it meet 
the VWP\'s legal criteria. Commenting on one of these 
criteria 

produce secure identity documents 

of biometrics 

secure documents in the world. On another of the criteria 

he emphasized that the visa application refusal rate must 
decline dramatically before Lithuania can be considered for 
inclusion in the VWP. In anticipation of Lithuania\'s 

planned accession to the Schengen Accord next year 

sought to evaluate the availability to Lithuanian law 
enforcement of EU data on lost and stolen passports and mala 
fide travelers. The Congressman said that when Lithuania 
meets the Visa Waiver Program\'s requirements 

confident it would receive positive consideration for 
participation. 


5. In his meetings 

for its support of U.S. foreign policy objectives 

especially in the war on terror. He commended Lithuania for 
its democratic and economic progress since independence 
its role in promoting the same throughout the former Soviet 
Union. As one of the keynote speakers at a parliamentary 
conference commemorating fifteen years of Lithuanian 
independence 

support for Lithuania\'s freedom over the years. 


6. Lithuanian interlocutors were keen to hear Congressman 
Sensenbrenner\'s perspective on the VWP. They confirmed 
their willingness to participate in the VWR 

to point out their economic progress 

efforts on document security. They stressed Lithuania\'s 
support for U.S. foreign policy initiatives and thanked the 
USG for its support on a number of fronts 

relations with Russia and regional democratization 

they understood his message on VWP eligibility. 


Press Coverage 
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7. The Lithuanian press showed considerable interest in 
Congressman Sensenbrenner\'s visit. Reporters\' questions in 
stand-ups atthe Presidency and the Parliament focused on 
the VWP. Reporting to date in both national and regional 
newspapers has accurately and positively relayed his 
comments regarding the VWP 

the Lithuanian press. Post also arranged for an interview 

with the country\'s top weekly magazine 

interview 

in the magazine\'s January 19 edition. 


8. Congressman Sensenbrenner\'s visit and message afforded an 
excellent opportunity to keep the Lithuanian public focused 

on the Visa Waiver Roadmap and encouraged the GOL to 
continue its domestic efforts to meet VWP criteria. The 
unequivocal and consistent message also relayed support for 

our joint efforts with the GOL to meet legal criteria rather 

than dwell on political considerations. 


9. CODEL Sensenbrenner did not have an opportunity to clear 
this message. 
MULL 
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date. 17 have responded that they will attend the exercise 
3 have responded negatively and the GOT is still awaiting a 
response from 37 invited countries. Yigit noted that a 
positive response did not necessarily mean that the country 
would participate fully 

observer. 


2. Countries listed as participating in the exercise were: 
Albania 

Georgia 

Portugal 

(Note: The United States is listed as responding and 
participating 

invitation is still pending 

are the only countries that have committed to providing 
assets to participate in the exercise so far. 


3. Countries listed as not participating in the exercise 
were Belarus 
Turkmenistan claimed a lack funding as the reason for not 
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being able to attend; Hungary noted prior commitments that 
will not allow them to commit to the exercise at this time 

but held out the prospect that that might change; Belarus did 
not provide a reason for their non-participation. 


4. Comment: We will continue to monitor the development of 
the Anatolian Deer exercise. GOT officials are doing their 
best to try to finalize the participation of additional 

countries in order to allow the exercise developers from the 
Turkish General Staff sufficient time to construct an 

exercise that allows full participation from all countries 

that desire to participate while also testing the overall 
operation and execution of the Proliferation Security 
Initiative. 


WILSON 
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Conference of Arab Bar Federation. Secretary General of Arab 
Lawyers Union Ibrahim Simlali: We are here in Syria because the 
Arab nation [Umma] needs Damascus\" (Government-owned Al-Thawra 
1/18) 

\"Russian Foreign Minister Lavrov praises Syrian cooperation with 
the IIC investigating the assassination of former Lebanese PM 
Rafik al-Hariri. Lavrov: We refuse to politicize the 

investigation and invest it with political aims" (Government- 
owned Al-Thawra 

\"Mubarak receives Cheney: Syria has cooperated with the IIC\" 
(Government-owned Al-Ba\'th 

\"Thousands of Lebanese students stage a sit-in outside the US 
Embassy in Beirut 

internal affairs. US Ambassador to Lebanon Jeffrey Feltman 
demands that the Lebanese Premier get rid of Hizbollah\" 
(Government-owned Al-Thawra 

\"Lebanese MP Marwan Fares 

Party (SSNP): Treachery is an attribute of those who killed and 
displaced people in Mount Lebanon (Government-owned Tishreen 
1/18) 

\"Turkey reiterates the importance of peaceful methods to solve 
regional problems" (Government-owned Al-Thawra 

\"Martyrdom of Al-Qassam Brigades\' leader in Tulkarm. Olmert in 
Sharon\'s footsteps: We will negotiate with Hamas after 
dismantling their weapons\" (Government-owned Tishreen 

\"Five US soldiers injured in Kerbala. Several Iraqis killed or 
wounded in separate attacks\" (Government-owned Al-Thawra 

3. Editorial Block Quotes: 


Isam Dari 
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(1/18): "Lebanese Druze leader Walid Jumblatt has shown hatred 
not only toward Syria 

Lebanese themselves 

\"Jumblatt\'s reported description of Hizbollah\'s weapons as 
weapons of treachery suggests that Jumblatt takes orders from his 
masters oversees 

Palestinians in Lebanon.... 

\"Jumblatt is very enthusiastic about Resolution 1559 

enthusiastic about anything American and French.... He wants to 
prove to the White House and the Elysee Palace that he is the 
winning horse and that he is in a hurry 

administration and Israel 

\"Jumblatt received Israelis in his palace [in 1982]... History 

and the Lebanese people have not forgotten this.\" 


Omar Jaftali 

(1/18): \"Treachery is a description that befits those who accuse 
the resistance of treason and engage in political trades and 
media exchanges to facilitate foreign interference in Lebanese 


affairs.... These people 

majority of the Lebanese consider resistance a strategic option 
for Lebanon.... 

\"This small group of Lebanese is engaged in suspicious activities 
and serving the American-lsraeli plans that seek to impose 
hegemony on the entire region.... This group is assisted by the 
activities of US Ambassador Feltman and Assistant Secretary of 
State Welch 

unleashing the evils of sedition 

against the nationalist forces 

Lebanon will remain free and proud 

trusteeship....\" 


Ali Qasim 
(1/18): \"After the collapse of false testimony in the Al-Hariri 
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case and the disclosure of a series of scandals regarding the 
mechanism used to make accusations 

had no option but to tamper with memory and history and strike 
deals in an attempt to emerge from the tunnel and prepare 

later stage 

pretext of searching for independence.... 

\"In this respect 

the Popular Front for the Liberation of Palestine-General 
Command.... A PFLP-GC official in Lebanon maintains that Walid 
Jumblatt asked the organization to hand over its heavy weapons in 
Lebanon to the Progressive Socialist Party in return for money 
and political cover.... The growing talk in Lebanon recently 

about the rejection of any deals at the expense of Lebanon was 
meant to cover the failure to accomplish a deal with the PFLP- 
GC....\" 


Bassam Radwan 

(1/18): \"The lranian nuclear issue represents a conflict between 
Iran 

and the United States and its allies 

of this right... 

\"There is a blatant discrepancy in the West\'s approach toward the 
Iranian file compared to its approach toward Israel\'s nuclear 
weapons.... 

\"A diplomatic solution remains the only logical and realistic way 
out of the crisis.... This solution should guarantee Iran\'s legal 
right to possess peaceful nuclear technology and the right of the 
international community in general to ensure that the Iranian 
program will not diverge toward military industrialization....\" 
Seche 
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not be in DMC because they were affiliated with a political 
party. DMC allows only mainstream 

those representing the views of a particular party or 
government.\" (Note: Saba TV 

of Karroubi\'s new National Trust political party.) 


Likely Explanations 


4.(C) Bin Byat\'s legalistic justification notwithstanding 

likely that concerns about relations with Iran led Dubai to deny 
Saba a license. While it is true that nearly all DMC media 

outlets are of the mainstream/commercial variety 

with the US government did not 

Television and Radio Sawa from setting up shop in DMC. Such 
determinations are probably made by DMC on a case-by-case basis 
according to the potential political sensitivity of the 
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applicant; it is unlikely that any station with a political axe 

to grind against a UAE neighbor would be granted a license to 
broadcast from DMC. 


5.(S) The conservative Iranian news agency \"Fars\" reported 
December 27 that \"authorities in the United Arab Emirates 
prevented the Saba satellite television network from becoming 
operational...UAE officials would like to avoid any tension in 
relations with Iran 

Saba\'s operating license -- only a few days before the station 

was to start.\" Rafiei told PolEconchief that he presumes this 
interpretation is accurate. He said he does not believe claims 

in the press that the U.S. played a role in the denial. 

(Background: Conservative Kayhan editor-in-chief Hossein 
ShariVatmadari December 28 blamed the US for stopping Saba TV: 
\"A UAE company 

the satellite provider that the directors of the TV channel 

had been chosen by Mr. Karroubi 

satellite and the staff of Saba TV 

Islamic Republic and that their programs were not against 

America but were actually in harmony with the American-sponsored 
propaganda campaign against Iran. Apparently 

by the American satellite center at first 

Karroubi was describe as a person loyal to the Islamic 
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Revolution 
hired by the UAE to his TV on the grounds that it was contrary 
to the aims of the American government!\" End Background) 


6.(S) Rafiei said he has not yet told Karroubi that DMC denied 
Saba a license. Instead he is telling Karroubi that the death of 
Dubai Ruler Sheikh Maktoum has slowed down processing of the 
license. In the meantime he is looking into other broadcasting 
options. He claimed that Karroubi had no knowledge that he was 
discussing the station with USG officials. 


Iran Says No to Private Broadcasting 


7.(S) Meanwhile in Iran 

declared Saba TV and any cooperation with it illegal 

grounds that the constitution forbids independent radio or TV in 

Iran. Other Iranian authorities have attacked Karroubi as 
\"anti-nationalist\" and \"favoring Westerners 

December 27 statement by Reporters Without Borders deploring the 
ban. Rafiei believes that Supreme Leader Khamenei was 
responsible for the decision to ban the station 

never having told Karroubi \"no\" directly. 
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Karroubi Fights Back 


8.(S) Karroubi responded to the attacks against him by going on 

the offensive 

taken even God\'s space from us.\" He accused SNSC Secretary Ali 
Larijani of leading the opposition to Saba. Karroubi objected to 

the constitutional grounds for denying Saba TV permission to 
broadcast 

based outside of the country. Rafiei intimated that Larijani 

formerly head of Iranian broadcasting 

opposing competition to state monopoly broadcasting. 


9.(S) According to Rafiei 

new National Trust party are rallying behind his quest for a 
station and are willing to support him politically. Prior to the 
SNSC declaration that private stations are illegal 

groups 

Hizballah 

(ref b). Rafiei surmised that this allowed authorities to tell 
Karroubi when they turned him down 

down 


What is Karroubi Fighting For? 


10.(S) In his statements to the Iranian press December 29 
Karroubi said his party is based on the constitution and the 
guidelines of the system determined by the late Iman Khomeini 
and that authorities should wait to see the content of Saba 
before judging whether its programs were \"outside\" the system or 
not. He said he will continue his efforts as far as the law 
allows. \"The red lines are the Islamic Republic regime 

and national security.\" Rafiei does not believe that authorities 
would dare arrest Karroubi 

although they might arrest the people around him if they 
continue their efforts to open Saba. 


11.(S) Regarding Karroubi\'s goals for the station 

indicated that revenge for being denied his \"rightful\" place in 
the second round of elections played a part. He said Karroubi 
claims two million dead Iranians \"voted\" in the first round. He 
added Karroubi was an ethnic Lur 

that if affronted 

according to Rafiei 

Mesbah-Yazdi 

the new supreme leader. Therefore 

Khamenei\'s power at the same time as fighting Mesbah-Yazdi. 
Rafiei said Karroubi will not run for the Assembly of Experts 
this summer if the Guardians Council retains its power to vet 
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candidates; he would instead use Saba TV as his voice. 


12.(S) Rafiei said he himself has different goals for the 

station. He sees Saba TV as a vehicle for pitting the mullahs 
against each other 

he is strongly in favor of change in Iran and that in the past 
had worked with various opposition groups outside the country 
even meeting with U.S. officials at the State Department and 
Congress in the 1980s. He now resides in Iran and said he has 
come to believe that Iranians need to make these changes 
themselves. 
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Plans for Saba Content 


13.(S) According to Rafiei 

as Saba\'s first broadcast contains the clandestine videotape of 
President Ahmadinejad talking about the aura of light he felt 
around himself while addressing the UN in September 

a concert by a popular female singer and an interview with 
reformist Abdullah Nouri 

1998. Future content would be produced both in Iran and in 
Dubai 

Rafiei described Saba TV managing director Behruz Afkhami as 
\"former IRGC but very pro-Western.\" He said Afkhami is more 
interested in breaking cultural barriers 

interested in politics. 


Logistics 


14.(S) According Rafiei 

the station 

mentioned that it was at times hard to get bank letters because 
some of the family assets 

name. Rafiei claims to have invested his own money in the 
station and is a 40 percent holder as well as a manager. On a 
related note 

so far printed only one issue its new newspaper 

snows had prevented wide circulation. 


Comment 


15.(S) Post cannot confirm whether Rafiei is in fact connected 
to Saba TV and whether the information he is conveying is 
credible. It seems surprising that someone known for past 
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contacts with opposition groups would be asked to lead this 
project 

It also seems surprising that at this precarious time for the 
project 

possible he is in fact trying to assess the USG\'s position on 
Saba TV 

that question 

supports diversity of voices in the mass media. 


DAVIS 
BURNS 
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airport," 


4. (C) Once they had arrived 

refuse requests to meet with high level GOM officials. 
Instead 

Embassy Pretoria officials) met with GOM officials at the 
director level and below in the Ministries of Water and 
Irrigation 

quickly became apparent to the GOM that North Korea could not 
fund development projects 

offer 

infrastructure projects 

and engineers to Malawi 

housing 

organize Wstudy tours" for Malawians to travel to North 
Korea--but again on Malawi\'s dime. 


5. (C) Chiteyeye said that the delegation\'s true purpose 
became clear to him at a final dinner 

18th. After Wa few glasses of wine\" and boasts about their 
nuclear program 

Chiteyeye for Malawi\'s support at the United Nations. The 
North Koreans had apparently interpreted Malawi\'s failure to 
vote on a non-proliferation issue in the recent United 
Nations General Assembly as a sign of potential support. 
Apologizing for their lack of resources (i.e. development 
dollars) 

first meeting 

Chiteyeye to extend an invitation to the Minister of Foreign 
affairs to visit North Korea in April. Chiteyeye said he\'s 
highly doubtful the Minister would take them up on their 
offer. 


6. (C) Comment: In all 
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North Koreans. Chiteyeye commented that the GOM had deemed 
it \"not worth the risks\" to work with them 

they had \"nothing to offer.\" He said they would maintain 
their diplomatic relations 

would come out of the visit. In addition to the failure to 
vote against non-proliferation at the U.N. 

support for Taiwan could have made it stand out as a 
potential ally for the North Koreans. However 

to Malawi\'s heavy reliance on international aid from the 
West 

form any significant relationship with North Korea. End 
Comment 
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State and Government" The Forum is Chissano\'s brainchild 
and was organized by the Joaquim Chissano Foundation 

he created shortly after leaving office in February 2005 (ref 
B). Among the notable former presidents in attendance were 
Nelson Mandela of South Africa 

Jerry Rawlings of Ghana 

Soglo of Benin 

include certain Africans who have headed African 
international organizations 

African Unity and African Development Bank. Membership 
currently at 24 

leaders who support the values of democracy 

and development. Chissano is the Forum\'s president 

its vice president 

be headquartered in South Africa 

temporarily at the Africa Institute of South Africa. 


2. Mozambican President Armando Guebuza spoke at the opening 
ceremony 

Chissano said the forum would operate as a consultative body 
and platform for the exchange of ideas aimed at advancing the 
development of the continent 

of the African Union and the New Partnership for Africa\'s 
Development (NEPAD). Mandela characterized former leaders as 
key resources for conflict resolution 

wealthy nations and international investors to funnel more 
resources in to Africa. He stressed that the forum must not 

be seen as an attempt by past leaders to \"rule from the 

grave 

wealth of knowledge and experience. 


3. One key objective of the Forum will be to contribute to 
developing and maintaining a positive image of Africa in the 
international arena 


Column 3 

April 2005 Chissano publicly criticized U.S. media coverage 
of Africa for 

saying that this harmed the flow of investment and 

cases 

conducted by former U.S. Ambassador Charles Stith that 
examined the coverage of Africa in five prominent U.S. 
publications between 1994 and 2004. See Ref A. Chissano 
participated in a meeting of former African heads of state 
organized by Ambassador Stith last year 

suggested that this or similar meetings gave him the idea for 
the Forum. End Note.) 


4. Comment: Chissano recently played a significant role in 
helping ease tensions surrounding the 2005 elections in 
Guinea-Bissau as an envoy of UNSYG Anan. He chaired the AU 
in 2003-04 and led Mozambique into the 1992 peace agreement 
that ended the country's 16-year civil war. Mandela 

and Rawlings bring the Forum considerable prestige and 
experience. However 

exactly what the group will do. Although Mandela wished 

other members good luck in his address 

statesman\'s remarks suggested that he probably will not 
participate actively himself. End Comment. 

La Lime 
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important operations dismantling clandestine migration 
networks in France 
told a news conference in the French capital. The 
operation followed a three-year investigation 
police said. END TEXT. 


4. Published by Hurriyet on Friday 
TITLE: Transvestite Gang Caught Selling 12-year-old 


BEGIN TEXT: One and a half months ago 

to the police in Turgutlu 

daughter was missing. It was determined that C.B. went 
to Izmir with a girlfriend and was raped by U.A. (19) 

in Hatay. It was also determined that C.B. was forced 
into prostitution by transvestites C.D. (27) and O.D. 
(21). Raids were carried out on two houses and U.A. 
C.D. and O.D. were captured. O.A. 

student who gave a ride to C.B. 

C.B. was turned over to her family. U.A. and the two 
transvestites were arrested for forcefully keeping an 
underage girl 
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prostitution. O.A. was set free by the prosecutor. 
END TEXT. 


5. Published by Hurriyet on Friday 


TITLE: 20 arrested for having relations with a little 
girl 


BEGIN TEXT: The 12 people arrested on charges of 
engaging in sexual intercourse with a 15-year-old F.A. 
were arrested have been joined by an Akyakali poet 
0.0. 
Most of them are fathers and sons. The first 12 were 
taken to the Jandarma for their testimony and the judge 
put them under arrest. F.A. has a 1.5-year-old baby 
fathered by her step-father who raped her two years 
ago. F.A. was taken under the protection of the Mugla 
Orphanage. END TEXT. 

6. Published by Yeni Safak on Friday 


TITLE: UNICEF: Poor children are slaves of rich 
countries 


BEGIN TEXT: According to UNICEF 

million children in developing countries are Wunseen 
each year 1.8 million children around the world are 
used in the sex industry and 5.7 million children are 
sold as slaves. 


UNICEF noted that more than half of the children in 
developing countries are not registered after they are 
born. In its annual report entitled 

Children in 2006: Excluded and Unseen 

concluded that in most of the developing world 

than half of the children are not registered after 

birth and 

problems of these children. Also 

children cannot be prevented. According to UNICEF 
each year approximately 1.8 million children are 
kidnapped for various reasons. In order to prevent 
maltreatment of children 

the fight against extreme poverty. 


UNICEF stated that in all countries and societies 
children are being affected by exclusion. The primary 
reason is poverty 

armed struggle and AIDS/HIV. 


UNICEF noted that there were many factors that 
contributed to the increase in children being \"unseen.\" 
It listed these factors as: there are no official IDs 
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children who do not have families are not protected 
enough by the state 
of young children to take an adult role. 


Exploited children disappear in an illegal environment 
without a trace. They generally end up serving as 
prostitutes 

illegal activities. 


In the report on the \"unseen\" children 

was mentioned: Children who are not registered at 
birth are not included in official statistics and not 
recognized as a member of society. Children without an 
ID are sometimes excluded from educational 

social security services. They cannot be protected 

from dangerous conditions since they are not treated as 
children. In developing countries 

percent of all births are unregistered. 


UNICEF reported that millions of children are suffering 
in front of the eyes of the world 

away from their sight. They are ignored and people 
remain indifferent to their needs. In the report it 

was stated that street children are prone to all types 
of exploitation and maltreatment. According to 
estimates 

around the world who are in detention facilities. 

Their health 

guarantee. 


UNICEF President Ann Veneman noted that other than AIDS 
orphans 

marriage at a very early age was high. She noted that 

the number of children who end up on the streets and 

who disappear was very high. Veneman noted that a lot 

of children were used in the sex industry and said 

\"Cheap plane tickets and internet open easy paths for 

these children to become a sex slave in developed 

nations" END TEXT. 


7. Reported by Tercuman on Saturday 


TITLE: Women forced into prostitution rescued 
BEGIN TEXT: The Istanbul Security Directorate 
Foreigner Division 

been brought to Istanbul 

into prostitution. Twelve women were rescued in a raid 
in the Aksaray district. One woman was arrested and 
sent to prison awaiting trial. In another raid 

team arrested 20 women from Ukraine 

Kyrgyz Republic. Ukrainian S.L. was found to be 
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carrying HIV. END TEXT. 


8. Reported by Anadolu Agency on Sunday 
TurkishPress.com on Monday 


TITLE: Turkish Police Chief Aydiner in China 


BEGIN TEXT: Turkish Police Chief Gokhan Aydiner has 
arrived in Beijing upon an invitation from the Chinese 
Public Security Ministry. 


\"We have excellent ties with the Chinese public 
security authorities. Based on a mutual agreement 
delegation from China visits Turkey one year and a 
delegation from Turkey visits China the next year 
said Aydiner. 


\"The distance between us no longer is relevant. Crimes 
have become global and not merely local or regional. 
Turkey needs to cooperate with all countries in the 

fight against illegal drugs 

trafficking 


Aydiner will return to Turkey on January 1st 
END TEXT. 


9. Reported by Hurriyet in their Sunday supplement on 
Sunday 


BEGIN TEXT: Professors Esin Kuntay and Guliz Erginsoy 
studied girls who are younger than 18 and who are used 
as sex workers in Istanbul. They wrote the book 

\"Girls Who are Commercial Sex Workers." 


Their research lasted for one year and they visited 
police stations 
district of Istanbul 


They predicted that there is around 300-400 such girls 
and they managed to interview 80 of them. 


Some characteristics of these girls are: 


-- They hate big families and refer to their fathers as 
Wpsychopath/alcoholic 

They were emotionally 

exploited by their families. 

-- Most of them were from immigrant families who came 
to Istanbul from elsewhere. 

-- Limited means 

dragged these girls to the streets. Another trigger 
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was whether their fathers were drug addicts or 
alcoholics. Their fathers were generally fishermen 
cab drivers 
their wives. 
-- Once a girl leaves home 
where they are found by either young or older people 
working in the prostitution sector. They are taken 
under their protection. 
-- One girl said 
home 
On the contrary 
work at least one day a week 
need to eat and pay the hotel bill. So you have to go 
back to the disco. You cannot drink a cup of coffee 
without paying the price. You are a slave. | want to 
fight and get rid of this situation 
my chances are" 
-- Most of the interviewed girls were 17 years old. 
One-fifth of them have been working as prostitutes for 
five years and two-fifths for one year. 
-- They look like ordinary girls. 
-- They say that they feel as though they are 60 or 70 
years old. They enjoy shopping and having fast food in 
their spare time. 
-- They are ashamed of the job they do 
them cut their wrists. 
-- When they earn enough money 
cosmetics shop 
their mothers a fully automatic washing machine. 
-- Most of them are primary school graduates or they 
did not go to school at all. In the past they were 
involved in the textile business 
hairdresser or as a salesperson. 
-- Around 30 percent were subject to beating and other 
types of exploitation 
and sexual. 
-- They were raised in religious homes. Many were sent 
to mosques and Koran courses. 
-- They work mostly in the Taksim 
Galata 
Kadikoy districts. END TEXT. 


10. Published by Cumhuriyet on Sunday 


BEGIN TEXT: Professors Esin Kuntay and Guliz Erginsoy 
wrote a book on girls who are younger than 18 and who 
are used as sex slaves. The name of the book is \"Girls 
Who are Commercial Sex Workers." 


Kuntay wrote 
holds their hands 


Column 3 
There are those who began this business when they were 
10 or 11.\" 


The book tells about the life stories of these child 
victims of exploitation. 


The writers were aiming to help these girls and the 
UNICEF Turkey office 

National Police and the Istanbul Governor\'s office 
supported them. As a result 

established. Some of the girls who once worked as sex 
slaves are now living in this center. 


Professors Kuntay and Erginsoy said 
sociologists 

conditions 

need important and long-term moral and financial 
support from the public 

academicians 

and associations.\" 


The professors spoke to 30 girls aged between 14 and 18 
who worked as sex workers. 


Highlights include: 


-- The most convenient places for them to work in the 
city center are: the European side (Taksim 

Tarlabasi 

the Asian side (Moda and Kadikoy). 

-- Some houses 

districts are open 24 hours a day. 

-- In Aksaray and Laleli 

Russia 

the trade. 

-- Other alternatives are Bakirkoy and Atakoy 

with Istiniye 

-- Outside the city center 

such as Avcilar 

Woods 

use houses 

forest. 

-- These girls would like to have a decent job anda 
house. 

-- Some of them would like to see their families and be 
a housewife 

-- Some would like to learn how to use a computer. 

-- Some wanted to go back to age three or four and live 
without realizing the things they experienced. 


Sample stories included: 
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-- My mother might even kill someone. She told me that 
she would break my legs if | ever go out again. She 

has not done so yet 

would do if she got really angry. She keeps throwing 
things at me. 

-- My mother beat me. She pinned me down with a dog 
leash. She broke a stick on my back. 

-- My father did not come home for a year. Later he 
asked me to beg. He hung me from the ceiling and beat 
me. | began to beg. He was beating me with a stick. 

-- He took me to his car and he did not even pay me. 

He burned me with his cigarette. | began to scream and 
he put a sheet in my mouth. END TEXT. 


11. Published by the Turkish Daily News on Tuesday 
December 27: 


TITLE: Police chief in China for talks 


BEGIN TEXT: Police Director-General Gokhan Aydiner 
yesterday met with Chinese Public Security Minister 
Zhou Yongkang as part of his talks in Beijing 

the Anatolia news agency. 


The talks between the two officials centered on the 
improvement of cooperation between the police 
directorates of Turkey and China. 


The Turkish delegation 

later in the day with Chinese officials to seek ways to 
fight cross-border crimes including terrorism and human 
trafficking. The Turkish delegation is set to depart 
today for Sanya and Shenzen and will return home on 
January 1 after a visitto Hong Kong. END TEXT. 


12. Published by The Independent on Wednesday 
TITLE: Customers help stamp out Turkey\'s sex slaves 
BEGIN TEXT: By Meriel Beattie in Ankara 


An unlikely hero has emerged in Turkey to rescue 
victims of forced prostitution: the brothel customer. 


While the countryYs security forces are hardly renowned 
for their attention to human rights or sympathetic 
treatment of women 

impressive successes in finding and freeing trafficked 
women from brothels. 
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In the past six months 
Ukraine 
from sex slavery and Turkish police have broken up 10 
trafficking networks. 


There are two reasons for these results. A charge-free 
hotline was set up in May by the UNVs International 
Organization for Migration (IOM) for women to call for 
help. It is staffed by multi-lingual operators who try 

to pinpoint where the women are - and then send in the 
police. 


But the second 

of the Turkish brothel client. Since the hotline 
started 

customers who have learned to spot the difference 
between a professional prostitute 

been forced into it. 


YI have been very surprised 

head of the IOM in Turkey. \"We have not noticed this 
anywhere in Europe. Turkish men seem to have an old- 
fashioned view of women. They do not mind using 
prostitutes 

willingly. If she is found not to be doing it 

willingly . it affects their pride.\" 


Unlike the professional Russian prostitutes 
\"Natashas 

resorts in the 1990s 

migrant sex workers. 


Typically they have been tricked into thinking they are 
coming to better-paid jobs. \"I was told that someone 
named Veysel would meet me at the Antalya airport and 
take me to my new job 

told her rescuers. \"Instead he took my passport and 
took me to a village. They put a gun to my head and 
threatened me 

not consent 

in the house and brought customers to me.\" 


The hotline was publicized in two ways: passport 
officials at borders and airports slip an information 
leaflet into the passports of women from high-risk 
countries; and a Russian language advert has been 
playing on Turkish television stations. 


\"Turkey respects your rights 
takes away your passport 
to perform work of any kind without pay 
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helpline 157 
END TEXT. 


13. Published by Hurriyet and Vatan on Wednesday 
28: 


TITLE: New Years address Mother Santa\" service 


BEGIN TEXT: A raid was carried out on a house which 
was going to offer Mother Santa\"-costumed women. The 
female ringleader 

prostitutes 


Upon a tip 

phone number of a member of a gang which reportedly was 
selling women. When the police found out that women 
dressed up as \"Mother Santa\" were being provided to 
special customers for New Year\'s 

clients. 


The policemen got in contact with the ringleader 

gave an important name as a reference 

Each woman would cost 250 Euros. Giving marked bills 
the police raided a house in the Gursu District and 
arrested 11 prostitutes 

ringleader 

Y.G. and G.C. were arrested. Six of the suspects were 
sent to the judiciary. END TEXT. 


14. Published by the Turkish Daily News on Thursday 
December 29: 


TITLE: Free hotline service set up to help women 
proves to be successful 


BEGIN TEXT: The practice of a charge-free hotline 
which was set up in May by the United Nations\' 
International Organization for Migration (IOM) for 
women to call for help 

Anatolia news agency said yesterday. 


In the past six months 

Ukraine 

rescued from sex slavery 

broken up 10 trafficking networks. 


Since the hotline started 

come from men: customers who have learned to spot the 
difference between a professional prostitute and 
someone who has been forced into it. 
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WI have been surprised 
the IOM in Turkey 
Independent. \"We have not noticed this anywhere in 
Europe. Turkish men seem to have an old-fashioned view 
of women. They do not mind using prostitutes 
want the woman to be doing this willingly. If she is 
found not to be doing it willingly . it affects their 
pride.\" END TEXT. 


15. Carried by Vatan 
on Thursday 


TITLE: Turkish men are UN knights 


BEGIN TEXT: Seventy-four percent of the calls into the 
hotline for women forced into prostitution are from 

men 

The United Nations\' International Office for Migration 
(IOM) has reported that seventy-four percent of the 
calls coming into a free hotline for women forced into 
prostitution come from men. 


Quoting IOM\'s Marielle Lindstrom in the British 
Independent 

surprised that callers were mostly men trying to help 
human trafficking victims. Lindstrom said that nowhere 
else in Europe had they encountered such a thing. 


The Independent noted that brothel clients were the 
heroes helping those women who were forced into 
prostitution in Turkey. 


Lindstrom noted that in the last six months around 100 
sex slaves 

and Russia were saved. The Turkish police uprooted ten 
gangs. 


She noted that Turkish men regarded women in the old- 
fashioned way. They reportedly did not mind going to 
prostitutes as long as they did their job voluntarily. 

\"If they notice that women are doing it involuntarily 

then their ego gets hurt 


16. Published in the December edition of IOM\'s Migration 
magazine: 


TITLE: Elena\'s Ordeal - The Story of a Trafficked 
Woman 


BEGIN TEXT: \"It was five oVclock in the morning. They 
got me drunk and fell asleep. | went to the balcony 
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and there | saw my chance for escape 
19-year-old Moldovan girl. She had risked her life to 
escape from a high-rise building in Turkey where she 
had been imprisoned and forced into prostitution. 
\"Between the sixth and fifth floor | lost my grip and 
fell. Suddenly 
light W" 


Like many other Moldovan girls 

to leave the country in search of a better life. \"My 
father died when I was 12 and my mother is retired. 
Her pension is so small that we could not survive. | 
found a job in a neighboring town 

| got a day was not enough to earn a living. One day 
a relative who was living in Turkey came up to me and 
suggested | go to work in Istanbul. | agreed 

explains. 


She got a job as a shop assistant. After several 

months she went home to Moldova to see her mother. But 
when she returned 

finding another one. As she was not working 

women she knew invited her one day to join them and 
their boyfriends on a trip to the Turkish capital 

resort of Antalya for a few days 


“When we arrived 

left me with two men in the apartment. They took my 
passport and sold me like a piece of merchandise to 
some other man 

the memory. 


For the next 15 days 

prostitute with three to four clients a day. Desperate 

to escape her imprisonment 

from the seventh floor balcony where she was. She got 
as far as the window below before literally slipping to 
freedom. The escape attempt left her with numerous 
life-threatening injuries 

cord and pelvis. 


Luckily for Elena 

a hospital. She was eventually referred to IOM whose 
missions in Turkey and Moldova organized for her return 
to Moldova with a medical escort. 


\"Elena was brought to the IOM rehabilitation shelter in 
Chisinau. She was in a bad physical and psychological 
state. She could not move at all. At 19 years old 

she looked like a child. She was very thin. She 
weighed only 35 kgs but she is 170 cm tall 
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Viorel Gorceag 


Her case is unfortunately not uncommon. Victims of 
trafficking typically suffer a series of abuse - the 

dismal conditions at home that push them into the hands 
of traffickers 

the wounds and accidents they often suffer when trying 
to free themselves and finally 

they return home. 

\"For me the most heart-wrenching suffering is what they 
endure when they are ready to risk everything to 

escape. | have seen many women with broken limbs and 
knife wounds after trying to escape their personal 

hell 

to Moldova. 


When Elena arrived at the rehabilitation center 

was depressed and no longer had a desire to live. The 
only person she wanted to see was her mother. But six 
weeks on at the IOM center 

not her physical state 

Enough for her to regain the will to live. 


It was this fighting spirit that impressed a group of 
US Congresswomen visiting the IOM center. 


\"When our Congressional delegation on sex trafficking 
saw Elena and heard her story 

knew . that medical treatment in her home country 
offered little prospect of improving her physical 

health 

start 

who led me to the physicians at the Texas Back 
Institute 

was haunted by her story.\" 


Now the Texas Back Institute Research Foundation in the 
US 

reports incredible results. Elena can move all her 
extremities and appears to have full strength and 

ability in her legs. 


For physical therapy 

citizen care facility near the hospital. It was the 

only place where the Foundation could host her but they 
were worried about her living with older people. 
However 


WI feel so grateful that we have gotten to meet Elena. 
She is such an amazing person 
spokesperson for the Texas Back Institute. \"I cannot 
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imagine going through what she has been through and 
coming out smiling and positive like Elena. She feels 
like she can take on the world now 
can." 


Congresswoman Granger also sees the change. \"When | 
first saw Elena in the Moldovan shelter 
young lady without much hope. Today 
well with the aid of a cane . and has hope for the 
future 
alive with excitement 
few short months ago 
WILSON 
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Malawi; three have been identified 

northern 

These projects are intended to demonstrate that the 
Millennium Development Goals are achievable with focused 
outside support. The plan is to spend roughly 
$70/person/year on inputs (two bags of fertilizer and one can 
of improved seeds for every farmer in Malawi) 

mosquito net for every bedstead 

and education in the target areas. Sachs maintains that at 
the end of several years 

of these villages will have established agricultural 

surpluses 

prosperity. 


3. (C) The troubling adjunct to this happy scheme was that 
Sachs waved before the revenue-starved GOM officials the 
prospect of a nationwide donor-funded scheme for a green 
revolution through massive free farm inputs. (At the 
advertised Millennium Village demonstration price of 
$70/person 

Reftel outlined some of the obvious objections to this 
proposal 

incentivizing both the GOM and Malawi\'s farmers to continue 
planting maize with someone else\'s fertilizer and seeds. 
Doing this at the very moment when the administration of 
President Bingu wa Mutharika starts serious focus on 
achieving self-reliance through institutional reform 

of corruption 

seems a particularly bad idea. Even finance minister Goodall 
Gondwe 

personal dislike for Sachs\'s project 

around to the smell of money. 


4. (U) Sachs\'s meetings with GOM officials was not all about 
his input scheme 
useful and pernicious advice on other topics. At a meeting 
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between Sachs 
following points: 


-- Malawi must address population growth as part of its 
growth and development strategy. 


-- GOM must establish quantitative targets to link the 
national development strategy with the budget process. 


-- Sachs applauded the GOM\'s current fertilizer subsidy 
program (which 

subsidy 

and inveterate free-fertilizer addict John Tembo 

get his grudging cooperation on the 2005/06 budget bill). 
Malawi should prepare to defend its farm subsidies against 
criticism from development partners by arguing that even 
developed countries subsidize their farmers. 


-- The large input subsidies should be executed in 
cooperation with the private sector in a way that minimizes 
disruption of private marketplaces. 


5. (U) In a separate meeting with donors and the U.N. 
\"country team 
government 
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country. Markets alone 

country\'s needs. He argued that what he called \"supply-side 
subsidies\" were much to be preferred over \"output\" subsidies 
in the form of subsidized or donated foodstuffs. He said he 
had told the Malawi government that he thought with his plan 
Malawi could meet the MDG goals by 2015. He said he thought 
the Shire-Zambezi transportation corridor proposal had merit 
and should be examined 

basic health needs by training health care workers for a year 

in treating eight basic health areas. He emphasized the need 
for population control 

treated bednets 

to illustrate the deficiencies of the Malawi health system 

and described the desired outcome of his input scheme as a 
\"green revolu 

tion.\" 


6. (U) The Ambassador made several points to Sachs in 
responding to his presentation. He told Sachs that it is a 
highly experimental notion to expect that massive food and 
fertilizer inputs would lead in out-years to a decrease in 
maize planting and an increase in cultivation of cash crops. 
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There was no individual incentive in his program to encourage 
this to occur; indeed 

toward continuing the maize trap Malawi inhabits at present. 
And even if crop diversification did somehow take place 
Sachs seemed to believe was axiomatic (citing the millennium 
village in western Kenya) 

those crops had to be sold by the smallholders sitting under 

a tree by the side of the road. Citing USAID\'s Land-o-Lakes 
project as a success story 

and this was wholly missing from Sachs proposal. More 
importantly 

imported maize at MK 17 (13 US cents) per kilo 

cost of production 

even surplus maize for sale. 


7. (U) The Ambassador\'s second point was that Sachs\' proposal 
did not seem to take into account the reality of Malawian 
politics 

budget debate last year about \"universal\" subsidies 
Ambassador wondered why donors would wish to subsidize 
tobacco farmers 

system that feeds an export market and in which the costs of 
production 

price of the commodity. Sachs\' reply was \"the US subsidizes 
tobacco!" thereby essentially dismissing the argument. He 
also argued that the fault of the previous input programs in 
Malawi (the \"starter packs\") failed because donors 
frightened at the prospect of success which would mean the 
inputs would have to continue 


8. (SBU) COMMENT: We are very happy to see the 
privately-funded \"millennium villages\" come to Malawi and we 
expect that the spending Sachs has arranged through private 
philanthropy will make a significant difference in the lives 

of those who inhabit them. But we can\'t help objecting to 
the perpetuation of the notion that developed countries 

are very 

responsibility for lifting Africa out of poverty 

must do so through massive spending 

African institutions and policies are mere nay-saying by 
flint-hearted ideologues of the free market (which is where 
we suspect Sachs puts us). That Sachs 

is peddling this message just as the rest of the development 
community finally begins to insist on responsible governance 
is doubly ironic. We have reason to hope that the present 
administration in Malawi will continue trying to move ahead 
with its own vision. But the ultimate downside of the UN 
Advisor\'s visits is that they may induce the GOM to take its 
eye off the ball and fall back into the old way of doing 
business. 
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balance between copyright protection and consumer rights." 
The changes follow the French Government\'s decision to 
withdraw its original bill from Parliament when a small 

group of MPs from the ruling UMP Party and the Socialist 
opposition managed in late December 2005 to legalize peer-to- 
peer file sharing (Reftel). The bill seeks to transpose a 

2001 European Union Directive on intellectual property 

rights into French law. 


3. (U) According to French newspapers 

working on the wording of the text 

a Clear reaffirmation of the right of consumers who bought 
music or movies on CDs 

number of private copies for themselves and their friends 
(up to five according to the latest draft). This is in line 

with current French jurisprudence. Another potential change 
highlighted in the French press includes a \"phased\" penalty 
system for small-time downloaders 

mail and ending with fines ranging of up to 1 

4 

downloads. 


4. (U) The proposed new bill makes no mention of a \"global 
license\" 

the majority (government - UMP) party members of the 
National Assembly under pressure from consumer and internet 
users\' groups. The global license proposal called for a 
monthly fee of between 2 and 5 Euros levied on customers for 
the Wright" to download music or movies online. 


What\'s next? 


5. (U) A Parliamentary debate on the new draft proposals 
will take place next February 7 and 8. In the meantime 
French politicians have begun a debate over application of 
French copyright laws to the Internet and other new 
technologies. According to the Culture Ministry 

Chirac and Prime Minister De Villepin have taken a personal 
interest in the subject. According to press reports 

had personally directed the French Culture Minister to 
rework his implementing draft bill. Majority party (UMP) 
Chairman and Interior Minister Nicolas Sarkozy 

for a party debate on the issue on January 23. 


Stapleton 
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reference to the ongoing tensions between US and Iran. 


MFA Denies Radar Station in Hatay Related with US: Turkish 
Foreign Ministry (MFA) Spokesman Namik Tan said in response 
to a story carried on Tuesday in \"Cumhuriyet\" that the radar 
station established in Turkey\'s southern province of Hatay 

‘is not related to the United States.Y "The radar station 

will be operated by Turkish Air Force Command for Turkey\'s 
security 

of the radar 

radar had been completed 

yet. 


US Experts Arrive in Turkey to Assess the Bird Flu 
Situation: A team of US experts in animal and human health 
surveillance arrived in Turkey to assess the avian influenza 
situation in Turkey 

spreading 

by the US Ankara Embassy which said that the US team 
comprised of experts from the Department of Agriculture 
Agency for International Development 

Health and Human Services 

travel to regions of Turkey affected by the outbreak. The 
World Health Organization (WHO) said it will continue to 
monitor the bird flu situation in Turkey closely 

Ankara to keep up measures aimed at halting the spread of 
the virus. A lawmaker from the ruling AK Party said the 
bird flu could be a biological weapon aimed at Turkey. 


Agca Released Early: Turkish Justice Ministry asked the 
Supreme Court to reverse a decision to release Mehmet Ali 
Agca 

1981 

enough time behind bars 

years in prison in Italy and then just five-and-a-half years 

in a Turkish jail. 


Former Inmate Tells About Torture in Abu-Ghraib: The 
Islamist-oriented \"Yeni Safak\" features an exclusive 
interview with Ali Kaysi 

appeared in an infamous photo hooded 

box 

headline 

former preacher in the rural areas of the Abu Ghraib region 
in Baghdad 

to Abu Ghraib prison. “Their real intention was not 
interrogation 

was a Sunni or Shiite 

tortured by 10-12 American soldiers 

were laughing and taking photographs. They raped women 
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prisoners in front of their husbands. Every inmate was 
given a nickname -- mine was Colin Powell 


ECHR Rules in Favor of Turkey on Internally Displaced 
Peoples Case: The European Court of Human Rights (ECHR) 
decided to not to discuss the application of Turkish 

national Aydin Icver who was forced to leave his house in a 
village in the eastern province of Tunceli during military 
operations against the PKK. ECHR said that Turkey had 
established a Compensation Commission in July 2004 to meet 
the losses of displaced people. Nearly 177 

applied for compensation for losses caused by the Turkish 
military\'s anti-terror campaign in the 1980s and 1990s. 
Foreign Minister Abdullah Gul told reporters on Wednesday 
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that the ECHR ruling had freed Turkey from paying an 
additional 20 million USD in compensation to the villagers 
forcibly expelled from their homes in the eastern and 
southeastern provinces. “Turkey has to protect its 
nationals\' rights. If we harmed our nationals while 
fighting terrorism or in any other way 

compensate those losses 

some 1 

papers. 


EDITORIAL OPINION: Iran 


\"Iran is not Iraq 

Rusen Cakir wrote in the mass appeal \"Vatan\" (1/18): \"At 
last 

is agood sign. However 

has to accept: Iranian President Ahmadinejad is not another 
Saddam. Nationalism has always been very strong in Iran 
and lately 

sentiments have grown more powerful. Itis a fact that 
there were to be an occupation 

stronger resistance in Iran than Iraq. The Tehran 
Administration is over confident that the US and the West 
need Iran for its oil resources and for stability in the 

region. However 

carry Iran into huge trouble. The Iranian Administration 
should always remember the fact that the US is still the 
only super power in the world.\" 


\"Iran Issue\" 
Yilmaz Oztuna commented in the conservative-nationalist 
\"Turkiye\" (1/18): \"Iran is struggling to save its empire. 
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If Iran has an atomic bomb it will definitely feel more 
powerful. There isn\'t a single country in the world which 
approves of Iran\'s nuclear program 

the UN or the US can prevent this program. The US is 
determined to prevent it. Iran is threatening the US and 
Israel continuously 

Compared to Saddam 

experienced in world politics 

The Ottoman Empire is a very good example of a situation in 
which radical nationalist leaders led a state to its end. 

In any case 

weapons. Moreover 

the Caucasus and the Turkic and Arab worlds under its 
hegemony. There is zero possibility of that happening. It 
may seem that Iran has as much right to nuclear weapons as 
other countries do. However 

run according to such logic. International politics proceed 
under very variable conditions and shape history." 
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REF: BELGRADE 00054 


Classified By: Classified by Ambassador Rodolphe M. Vallee 
1.4 (B)(D). 


1. (C) Ambassador and DCM took advantage of a January 18 
meeting on other subjects to get an update from PolDir Miro 
Lajcak on his efforts as EU \"facilitator\" for Montenegro. 
Fresh from his Jan.17 briefing of EU experts in Brussels 
Lajcak told us that his idea of posing two positive questions 
-- pro-independence and pro-continuation of union -- on the 
referendum ballot ran into considerable EU opposition 

likely would not survive. These EU members would accept only 
a qualified majority system 

does not provide. He termed the Montenegrin government\'s 
position of 40 percent turnout of registered voters \"too 

low 

opposition-supported requirement of a \"yes\" vote by 50 
percent of registered voters was a guarantee that the 
referendum would fail 

the Ambassador\'s question 

have to find a qualified majority alternative 

requiring 50 percent turnout plus a 55 percent \"yes\" vote. 

In any event 

U.S. for consensus before putting anything in front of the 
parties. He believes the parties are looking beyond his 
official status as an EU WobserverY and seek concrete 
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guidance on an \"acceptable\" solution. 


2. (C) Lajcak stressed the need for the EU and U.S. to speak 
with one voice. U.S. statements supporting the EU efforts 
are welcome and necessary. Lajcak emphasized that he 
expected an \"unhelpful\" Belgrade to interfere with the 
referendum campaign through the media and Orthodox Church. 
He asked that the USG urge Belgrade to be \"restrained 
neutral 

continued to engage an opposition (at least the three of the 
four opposition parties willing to participate in the 

referendum talks) that wanted to prolong the process beyond 
April 30. Engagement with the opposition meant EU 
acknowledgement that it did not consider opposition to the 
referendum as opposition to Europe -- just to the Montenegrin 
government. As for timing 

extension beyond April 

should make that clear. He reiterated that when the talks 
begin January 23 

ideas and reaction through him 


3. (C) Lajcak concluded with a plea to urge Belgrade and the 
Montenegrin parties to begin planning for the \"day after" the 
referendum 

been unwilling to do. If the vote was for independence there 
would be thousands of issues to work out 

not be helpful in finding solutions. If negative 

parties would still face tough issues affecting 
Serbia-Montenegro relations. 

VALLEE 
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Jews.\" In 2003 

Holocaust compensation to the IKG 
million Euro. 


3. The new Future Fund Deputy Chairman is Federal 
Economic Chamber official Christoph Kainz. Secretary 
General is Richard Wotava 

secretary general of the Reconciliation Fund. Other 


SIPDIS 

members of the board are the head of the Diplomatic 
Academy 

Austria Moshe Jahoda 

Official Kurt Scholz. 


McCAW 
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that reporting Iran to Security Council is the right thing to 
do 

talking points to be in line with the Minister\'s lead." 


3. (C) Knutsen told us that after his meeting with el 

Baradei on January 17 

carry on until the next regularly scheduled IAEA meeting in 
March. Stoere also heard from el Baradei that Iran should be 
allowed a \"pilot facility 

the idea that Iran should be given something. Knutsen 
admitted that he had no idea what a \"pilot facility" was 

that el Baradei had told Stoere that a \"pilot facility" had 

no proliferation risk. 


4. (C) When pushed on how we should expect Norway to vote 
whether it would stand with its major allies in the EU and 

US 

yet made up 

needs to be given to (undefined) \"diplomatic efforts." 
Stoere\'s Chief of Staff independently confirmed to us that 

his minister needs convincing and reiterated that Stoere\'s 
major concern is how the Security Council would handle the 
issue if it were sent there. 


5. (C) On January 17 

scheduled meeting with Deputy Foreign Minister Kjetil 
Skogrand. Skogrand told the Ambassador that 

Norway is unsure that reporting the matter to the UNSC should 
be the next step 

majority of the IAEA board support reporting Iran to the 
Security Council. 


6. (C) Comment. Stoere\'s tack on IAEA/Iran is clearly less 
forward-leaning than that of Foreign Ministry as a whole 

Stoere personally has taken Norway deeper into the undecided 
column. Stoere is running this policy single-handed. 

Despite Deputy FM Skogrand\'s assurance that Norway would not 
stand in the way 

to call for more time to be given to a diplomatic solution at 

the February Extraordinary IAEA Board meeting. If we want to 
make sure that Norway is with us 

Stoere and allay his concerns about how the UNSC would handle 
this issue. 


Visit Oslo\'s Classified website: 
http://www .state.sgov.gov/p/eur/oslo/index.cf m 


WHITNEY 
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Obcianske Oko (\"Civic Eye\") is tied down by its role in the 
Ukrainian elections as part of the European Network of 
Election Monitoring Organizations (ENEMO). Given the 
sensitivities that Belarus has already voiced about U.S. and 
EU criticism in the lead-up to a possible joint demarche (see 
para 5) 

quietly 

government-to-NGO. Rozkopal 

redistributing any donation via the MFA to the NGOs staffing 
the STO mission might be problematic for adinistrative 
reasons 

funds could direct any assistance directly to the (as yet 
unnamed) NGO coordinator. Once any contribution was 
codified 

contact V-4 capitals to staff the contingent 

could be done relatively quickly and effectively. 


4. (C) Rozkopal noted that \"time is running out fast\" and 
that 

Belarus. Hypothetically 

need to consider \"what the point of no return is 

should the OSCE take a stand and publicly announce that it is 
\"too late\" for their mission to work due to lack of 

cooperation from Belarus. 


ROZKOPAL ON EU APPROACH TO BELARUS 


5. (C) Rozkopal also passed to us a draft EU statement on 
Belarus distributed by the Austrian Presidency for the 
January 19 OSCE Permanent Council meeting 

report on a January 18 meeting between the Austrians and 
Belarusian Foreign Minister Matynov. The latter document 
contained a telling phrase: \"...(Belarus) was ready to 
improve relations with the West and the EU in particular and 
was ready to take any steps. They were ready to discuss 
everything 


President." Rozkopal told us that as far as the joint U.S. - 

EU demarche on Belarus was concerned 

the joint demarche would \"not make sense" if it were 

delivered to anyone other than Lukashenko. We countered that 
the approach needed to be made regardless of recipient; 
Rozkopal accepted the point. 

VALLEE 
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should become active soon 

better victim support network 

already prepared 

increase awareness of trafficking as part of Slovakia\'s 
overall prevention strategy. 


3. (C) Draxler told us that 

cooperation among the relevant Ministries during the drafting 
of the plan 

conclusion. However 

to the G/TIP delegation in November 

community has not chosen a spokesperson or coordinating 
official and are \"expecting the state to manage them 
Draxler 

expressed hope that one organization -- Slovak NGO 
heavyweight Pontis Foundation -- was emerging as a likely 
leader in this coordination effort. As far as challenges 
Draxler has identified the establishment of the victim 
support network as the \"hardest\" task called for by the 
action plan 

coordination. 


COURTS SENTENCE TRAFFICKERS TO PRISON 


4. (U) In early January 

Of Martin sentenced 8 traffickers -- seven Slovaks and one 
Czech -- to sentences ranging from 3 to 8 years in prison for 
trafficking 12 women to the Czech Republic 

forced into prostitution. The traffickers were arrested in 
2003. 


NEW ENERGY FOR DORMANT CASE 


5. (SBU) Responding to an inquiry from post 

(strictly protect) investigated the status of a case stemming 
from the 2003 arrest of 7 members of a trafficking gang which 
had sent at least 60 women to Germany 

and France over an 8-year period. Draxler told us that his 
inquiries to Nitra 

the prosecution of the case was Won hold\" while other 
priorities were pursued. Draxler (who is close to Minister 

of the Interior Palko) \"shook up\" the prosecution and 
breathed new life into the case 
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brought to trial -- if not resolved -- this year. 
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currently in the shop for major mechanical repairs. 
During the life of both vehicles 

included: 


--A) Rebuilt motor 
replacement 
hoses and fuses and tire replacements. 


--B) Total repair and maintenance costs from 2004 to 
present: 


(1) Vehicle No. 1 - US $14 
(2) Vehicle No. 2 - US $13 


4. On November 2 

President informed Post management that the local guard 
roving patrol drivers have reported near accidents due 

to the Isuzu pick-up\'s light rear end (ref. A). 

Barbados streets are frequently slippery due to the 
numerous days of tropic rains. 


5. Gasoline cost in Barbados is 55% higher than the 
cost of diesel fuel. As a result 

foreign made diesel vehicle will result in a savings of 
several thousands of dollars per year in fuel costs. 


6. The following are vehicle purchase quotes 
including Cost/Insurance/Freight (CIF) from local 
dealers and RPSO/Tokyo (ref. B): 


--A) Toyota (Landcruiser) - US $33 
--B) Mitsubishi (Pajero) - US $42 


Dealer) 

--C) Toyota (Landcruiser) - US $40 
Dealer) 

--D) Nissan (Patrol) - US $40 
Dealer) 


NOTE: The cost of a locally procured vehicle (similar 
to Toyota Land Cruiser) (same specs as provided to 
RPSO/Tokyo) is almost US$6 

quote. 


7. If post is authorized replacement roving patrol 
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vehicles 
be transferred to GSO for disposal. 


8. ACTION REQUESTED: 


--A) Post requests authorization to purchase two (2) 
Toyota Landcruiser Prado or similar vehicles from Tokyo- 
RPSO to be used for local guard roving patrol vehicles. 


--B) Requested Vehicle Specifications: 


Toyota Landcruiser Prado or similar vehicle 
4 x 4 (part-time) 

Steering: Right-hand (same as Japan) 
Transmission: Automatic 

Interior: Cloth 

Engine: 3000cc Diesel Turbo 


--C) If authorization is granted 
amount of USD 68 

cost 

Bridgetown. 


--D) Post also requests DS/IP/OPO/FPD provide a copy 
of disposal form 1559. 
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in Iraq 

Italian public that the U.S. considers Italy a key partner in 
establishing stability and security. We should urge enhanced 
Italian contributions to training and democracy promotion 
welcome the prospect of an Italian-led PRT 

coordination as we adjust troop levels. On January 19 the 


9. (C) The GOI shares U.S. and EU concern over Iran\'s nuclear 
aspirations and the anti-Israel rhetoric coming out of 

Tehran. Both Fini and Berlusconi issued sharp public 
rejoinders after President Anmadinejad\'s declarations against 
Israel. Fini warned Iran it could not divide the 

international community on the nuclear issue. But Italy has 
been restive about its exclusion from the EU3 negotiations 

with Iran because 

Europe 

influencing Tehran. According to the Italian press 
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suggested injecting EU High Rep for Foreign Policy Solana 
into EU talks 

to end the EU-3 

stance 

a solid international front. 


Afghanistan 


10. (C) FiniVs visit comes just a week ahead of the 
Afghanistan Compact conference in London. Unlike Iraq 
Italy\'s ISAF participation enjoys bipartisan political 

support 

Afghanistan from cuts falling heavily elsewhere. That said 
even with a smaller pie 

increase Italy\'s contribution to the post-Bonn reconstruction 
process. As Deputy Prime Minister 

advocate strongly for the foreign ministry in interagency 
negotiations over resources. Special Afghan Envoy Anna della 
Croce thinks only a direct U.S. appeal to Fini for more 
assistance could induce additional Italian funding at the 
London conference. Also 

Afghanistan should merit a seat on the Afghanistan 
coordinating Council. 


Balkans 


11. (C) The Italians have been engaged in peacekeeping and 
stability efforts in the former Yugoslavia since the early 

1990s. They consider the Western Balkans their backyard and 
insist on playing a major military and policy role. They 

currently hold the command of KFOR and EUFOR. Their recent 
unsuccessful attempt to place an Italian as High 

Representative in Bosnia was seen by the GOI as an indication 
that neither the major EU powers nor the U.S. have sufficient 
faith in the GOI to lead the international community in the 
region. Fini flagged in his recent letter to you his 

interest in reviewing his recent visit to Kosovo and 
Serbia-Montenegro. He sees a need for a common international 
approach regarding next steps in Kosovo. 


Syria/Lebanon 


12. (C) Italy has acquiesced to our requests to refrain from 
engaging in high-level meetings with Syrian officials 
canceling planned visits of President Assad. However 
officials continue to stress that 

ties and a good relationship with Syria 

useful role in sending the Syrians strong messages and 
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showing them that it is the international community -- and 

not just the U.S. -- that is pushing for full compliance with 
UNSCR 1559. Italy pushed hard to be a member of the \"Core 
Group\" on Lebanon 

biggest source of aid. 


Middle East 


13. (C) In a successful effort to overcome the stigma of his 
party\'s fascist history 

inthree years. Under the Berlusconi government 

taken a much more balanced approach to the Arab-Israeli 
conflict and has worked for the EU to do the same. During 
its 2003 Presidency 

Hamas as a terrorist organization 

its opposition to anti-Israel resolutions in the UN. This 

has not only improved relations with Israel but engendered 
more Italian engagement. PM Berlusconi continues to advocate 
a \"Marshall Plan\" for the Palestinian territories and has 
offered to host resumed Israeli-Palestinian negotiations in 
Erice (Sicily). Italy provided one of its most senior 
Carabinieri officers to lead EU monitoring of the Gaza border 
crossing at Rafah. Fini will want to review the situation in 
Gaza 

and the outlook for post-Sharon Israel. 


UN Reform 


14. (C) On UN Reform 

vocally and with Fini\'s strong support. Although the UNSC 
expansion debate has cooled for now 

Germany eventually obtaining a permanent seat is still a 
major concern for Italy. The Berlusconi government sees this 
as a matter of national dignity. In a world where the UK 
France and Germany all sat at the UNSC table 

would be permanently relegated as a second-class EU power. 
The GOI therefore regularly seeks assurances that we do not 
support a permanent UNSC seat for Germany 

we keep 

Italy apprised of developments in our views on UNSC reform. 


Transatlantic Relations/NATO/Russia 


15. (C) Fini is a firm believer in the transatlantic link; 

his own pro-Americanism is reflected by the close ties 
between his Allianza Nazionale party and the Republican Party 
in the US. Fini 

supports Alliance transformation 
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enhanced political consultations among Allies. Fini will be 

glad to discuss ways the US and Italy can work together to 
make NATO more effective. NATO enlargement to Albania 
Macedonia and Croatia is an Italian priority; Italy very much 
wants those countries to be offered NATO membership in 2008 
and will be receptive to suggestions as to how Italy might 

help secure that result 

those three aspirants to continue taking the steps needed to 
qualify. The NATO-Russia Council was established in Rome in 
2002 

between Russia and the Alliance are essential for European 
security and stability. PM Berlusconi feels he has a special 
relationship with President Putin. Your meeting with Fini is 

an opportunity to tell Italy what the US thinks about how 

best to manage Russian misbehavior and to encourage Russia to 
improve. 

SPOGLI 
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President Gbagbo\'s Ivoirian Popular Front (FPI) party 

they were much more upset over the announcement of Banny\'s 
cabinet 

diminished. In any case these are not spontaneous protests 

-- Gbagbo is clearly orchestrating them 

the anger of his supporters but deliberately aiming to 

undermine Banny\'s government from the outset. 


2. (C) In this he has succeeded. The incidents of the past 
few days show clearly that Banny has no control over 
security forces 

will to disrupt order with impunity. With Banny forced 

into hiding 

commandeered by the protesters 

arrangement envisaged by UNSCR 1633 has failed its first 
big test 

disarray. It will not be possible to simply patch it back 
together. The international community will need to come up 
with a new approach to put this country back on the path to 
elections. For a start 

bolster the authority of the prime minister 

to carry out the task of leading this country to elections 

in less than ten months. 


3. (C) President Obasanjo coming to Abidjan might help to 
get the Young Patriots off the streets 

not address the more fundamental problem of real authority 
for the Prime Minister. That will need to be addresed 
however 

incubation. The events of this week suggest it is time to 
look seriously at sanctions. 
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within the GOE to cooperate with UNHCR to ensure there would 
be no detentions or deportations inconsistent with Egypt\'s 

UN obligations. The Sudanese are detained in harsh but 
humane conditions. UNHCR says it has \"sufficient\" privacy 

to conduct interviews in the detention centers 

there are reports of mischief making by the Sudanese 
Embassy. Those who have been released have been absorbed 
back into their communities with support from UNHCR 

NGOs. UNHCR Cairo is again operational and registering 
between 2-300 Sudanese a day. End Summary 


2. (SBU) GOE Assistant Foreign Minister Ali Al Hefney 
briefed the DCM January 18 that all women and children and 
most Darfurians detained December 30 would be released from 
Cairo detention centers Jan 18-19. UNHCR has accordingly 
dispatched teams to the detention centers to assist with the 
releases. This will leave around 213 Sudanese asylum 
seekers in detention (2 

2005). Tonight\'s releases follow an MFA communiqu issued 
January 17 listing 27 names of those killed during the 

police action in an apparent attempt to squash rumors that 
many more people were killed. Hefney advised that autopsies 
were being carried out and forensic reports would be 
released within the next few days. MFA UN Affairs Office 
Director Hany Saleem clarified separately to poloff January 
18 that there was an \"internal consensus\" within the GOE 
that there would be no detentions and no deportations 
inconsistent with GOE obligations as a signatory to the 1951 
Refugee Convention. Furthermore the GOE would coordinate 
fully with UNHCR prior to any deportations 

Saleem. 


3. (SBU) Radhouane Nouicer 

Central Asia 

East Bureau (CASWANAME) briefed Refcoord on the current 
status of detainees. Nouicer is managing the situation in 

the absence of country representative Saad al Attar 
(currently in Geneva for medical treatment). Greg Balke 
UNHCR Senior Protection Officer from Geneva 
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briefing. Balke is leading the teams screening detained 
refugees. 


4. (SBU) Nouicer reported that UNHCR has now screened all of 
the Sudanese in three detention centers 

Al Kom and Kanater. UNHCR has been unable to verify rumors 
that more Sudanese from the December 30 incident are being 
held in other detention centers. The GOE has denied this 

and UNHCR has found no evidence to the contrary (although 
there could be Sudanese in detention for other offenses). 


5. (SBU) Today\'s releases will leave about 213 in detention 

(2 

Darfurians whom UNHCR believes should be released 
immediately in accordance with UNHCR\'s declared policy that 
Darfurian asylum seekers should be granted prima facie 
refugee status. 


6. (SBU) The remainder of the detainees are males - 
reportedly a mixture of legitimate asylum seekers who lost 
their documentation (20) 

registered (50) and previously closed cases that were 
evaluated and denied some time ago (130). Of these 

has identified about 30 who have no credible claim. The rest 
appear to have some grounds for claiming refugee status and 
need to be evaluated further. Some of these claims (30) 
have been deemed \"not manifestly unfounded\" 

have a sur place claim relating to their involvement in the 
demonstration or the attention they have been receiving from 
the Sudanese Embassy (which has been observed taking names 
and photographs of detainees). 


7. (SBU) According to Balke the Sudanese are detained in 
harsh but generally humane conditions. UNHCR has assisted 
by supplying food 

Balke says his screening teams have been able to provide 
sufficient privacy for refugee interviews although the 

situation is not ideal. UNHCR would prefer to have all of 

the refugees released so that they can be dealt with ina 
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more acceptable environment. 


8. (SBU) UNHCR reports that the Sudanese Embassy has been 
visiting the detention centers and intimidating detainees by 
taking names and photographs. UNHCR believes this goes 
beyond normal consular responsibilities/activities since the 
detainees are in the middle of evaluation for possible 

refugee status 


9. (SBU) There is continuing confusion over the deadline set 
by the GOE to complete UNHCR evaluations (before 
deportations). The previous deadline of January 15 has 
passed and UNHCR is receiving conflicting reports that the 
deadline has now been moved to January 23 or January 26 
one report that it has been lifted entirely. There have 

also been media reports (Al Ahram of January 16) that the 
GOE will not forcibly return any of the detainees. UNHCR is 
attempting to verify these reports. UNHCR expects to deliver 
the results of its screening to MFA before the end of this 
week. 


10. (SBU) Nouicer met with MFA January 16 and argued the 
following points: 


- There should be no forcible return of recognized 
refugees; 

- There needs to be an in-depth enquiry about the 

December 30 incident; 

- All detainees need to be released (those facing 

criminal charges could be prosecuted); 

- The GOE needs to produce the names of the deceased; 

- UNHCR and the GOE need to get together to review their 

respective roles vis--vis refugees and distribute 

responsibilities accordingly 

11. (SBU) UNHCR will continue to press for the GOE to assume 

greater responsibility for identifying and protecting 

refugees in accordance with its obligations as a signatory 

to the 1951 Refugee Convention. UNHCR is currently doing it 

all - identification 


Column 3 

resettlement - without GOE help 

proactive role by the GOE is needed at an early stage to 
define who are refugees and who are the responsibility of 
the state. 


12. (SBU) UNHCR says former detainees seem to have been 
absorbed back into their communities and are not approaching 
UNHCRVs office for individual attention 

UNHCRVs implementing partners are continuing to monitor and 
assist the Sudanese refugee population. Balke says the 
infrastructure for the delivery of food and material support 

for those refugees who have been released from detention 
\"remains effective\". WFP has agreed to supply sufficient 
food for three months to 4 

are helping with food 

has donated $20 


13. (SBU) UNHCR has heard that the Egyptian Prosecutor 
General will decide on possible criminal charges relating to 
the demonstration and its aftermath within the next few 
days. 


14. (SBU) After a three and a half month hiatus 

is now open for asylum seekers to register and to have their 
cases heard. Nouicer reports that Sudanese are rushing to 
register with UNHCR at the rate of 2-300 a day to obtain the 
limited assistance and protection afforded by UNHCR\'s Yellow 
Card. 


Ricciardone 
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accordance with the IAEA and NPT obligations. Awwad said 
(Ref A) that \"Egypt calls for continuing the (international) 
dialogue with Iran through diplomatic channels." 


3. (C) Comment: Although both Awwad and Aboul Gheit were 
non-committal on Egyptian support for an IAEA decision to 
refer Iran to the UNSC 
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existence of another nuclear power in the region could be a 
positive sign. In addition 

with the Ambassador on January 16 

concerns about Israel 

like \"the company" Egypt is keeping on the Iran matter. 
These various statements support the comment made by MFA\'s 
Disarmament Office Director Hossam Aly (Ref B) that Egypt 
realizes that the international community is leaning towards 
a decision to refer Iran to the UNSC and that Egypt\'s 
ultimate decision on GOE support for referral will depend on 
the text negotiated at the upcoming Board of Governors 
meeting. End comment. 


4. (U) The Foreign Ministry released the below statement 
regarding the Iran/IAEA matter to the press following FM 
Aboul Gheit\'s January 17 meeting with lO Assistant Secretary 
Silverberg. 


Begin Embassy translation of statement: 


Egypt is following these developments closely. It has been 
eager from the start of the discussions within the IAEA Board 
(in 2003) to guarantee all countries\' commitment to their 
obligations and to allow the international community to 

verify the peaceful nature of the Iranian nuclear program. 
Egypt does not accept the emergence of a military nuclear 
power in the region. Egypt is also eager to ensure the 

rights of countries to benefit from the peaceful use of 

nuclear energy (as allowed by the NPT). 


Aboul Gheit added that Egypt\'s concern about the Iranian 
nuclear issue is derived from its eagerness to support all 
efforts to prevent nuclear non-proliferation 

regionally 

position in the field of the non-proliferation of weapons of 
mass destruction (mainly nuclear arms). Its membership in 
the IAEA Board of Governors obliges it to fully uphold the 
responsibilities of such membership concerning the highly 
sensitive issues of non-proliferation because these issues 
are closely connected to achieving international peace and 
security. 


Aboul Gheit explained that Egypt is dealing with the Iranian 
nuclear issue from the technical and legal perspective -- a 
position that requires Egypt to consider and evaluate the 

opinion of the IAEA Director 

authority in charge of ensuring the commitment to promises 
under the agreement of guarantees signed between Iran and the 
IAEA. 


He indicated that Egypt would like to reiterate that the IAEA 
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Board of Governors had issued a resolution on September 24 
2005 

not fulfilling its obligations under the NPT. However 

Board did not refer the issue to the UNSC in order to give 

all parties the opportunity to reach an acceptable settlement 
of the Iranian issue. 


Aboul Gheit confirmed that Egypt still holds to its position 
that dialogue is the best method to settle the current crisis 
and that there are many factors that may help to settle it. 
For example 

to satisfy the interests of all parties. Also 

negotiating framework between the EU3 and Iran (in place 
since 2003) may lead to an acceptable settlement 

exists. 


Aboul Gheit stressed that the rapid escalation of 
developments on the Iranian nuclear issue shows once again 
the importance of the Egyptian initiative on a Middle East 
free of WMD 

doubt that the initiative is becoming more important than at 
any time before. It is time the international community 

takes practical steps to implement this initiative according 

to a timetable 

these steps is that Israel should join the NPT and submit all 
of its nuclear establishments to inspection under the IAEA. 


He stressed that Egypt will not accept the pursuit of a 
double standard policy or the indifference to its interests 
unless the international community is ready to bear the 
consequences of its policies. 


Aboul Gheit noted that Egypt does not want to make early 
assumptions about the situation since the Egyptian position 
will depend on the nature of the deliberations that will be 
conducted in the exceptional meeting of the IAEA Board of 
Governors 

premature to predict the result of this meeting without 
considering the diplomatic efforts within the geographical 
groups before and during the meeting 

resolution which will be proposed 

positions of all 35 members of the Board 

will be determined. 


End translation of text. 
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observers to question the depth of this commitment. 
Nevertheless 

of financial incentives for foreign investors are available. 

A public and commercial establishment 

International Investment (Agence Francaise pour les 
Investissements Internationaux - AFII) integrates all 

offices responsible for promoting investment in France. The 
agency combines the overseas offices of the Invest in France 
Agencies (IFA) 

association. 


Foreign investors say they are attracted to France by its 
skilled and productive labor force; its central location in 
Europe with its free movement of people 

certain limitations) 

greater significance with the introduction of Euro coins and 
bills in January 2002; good infrastructure; and its 
technology-oriented society. However 

more of halting economic reforms and liberalization 

and foreign companies often point to high payroll and income 
taxes 

and occasional negative attitudes toward foreign investors 
as disincentives to investing in France. 


A1. Openness to Foreign Investment 
The Formal Investment Regime 


The formal French investment regime remains among the least 
restrictive in the world. While there is no generalized 
screening of foreign investment 

end of 2005 dictates that only acquisitions 

size or the nationality 

subject to prior approval by the Finance Minister 
([http://www.legifrance.gouv.fr] - search the 31 December 
2005 French Official Journal - decree 2005-1739 of 30 
December 2005). For investors from non-EU countries (or not 
from European Economic Space Countries having signed an 
administrative convention with France) 

include: gambling activities (e.g. 

security services; research 

chemical or biological antidotes; activities concerning 
equipment for intercepting communications or eavesdropping; 
services for evaluation of security of computer systems; 
dual-use (civil and military) technologies; cryptology; 

activities of firms that are repositories of defense 

secrets; research 


SIPDIS 
explosives or other military equipment; or any other 
industry supplying the defense ministry any of the goods or 
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services described above. The EU Commission has said it 
would study the December 2005 decree to ensure consistency 
with European Community law. 


The decree also changes the triggers for GOF investment 
scrutiny. The prior decree required GOF review if a 
proposed investment were to rise above the threshold of 33% 
of the outstanding shares or voting rights. Now 

spells out that any investment that grants control of a 

firm 

of any branch of any firm that has established headquarters 
in France 

Authorities also consider place of residence 

the nationality 

residence of a corporate investor is determined by the place 
of residence of its ultimate beneficial owners 

regard to place of incorporation. While firms owned or 
controlled by American citizens legally resident in an EU 
country will usually be considered as EU residents 

will normally consider firms established or incorporated in 
other EU countries 

residents as non-EU residents. 


To determine if non-EU investors control a firm 

government looks at the residency of the registered office 
("siege social") and the ability of non-EU investors to veto 
key management decisions or commercial ties (such as loans 
guarantees 

factors effectively make the French company dependent on 
foreign investors. Firms with questions about their 

residency status should contact the Office of Foreign 
Investments at the following addresses: 


Ministere de I\'Economie 
Direction Generale du Trsor et de la Politique Economique: 


Multicom 2 - Services 
Intellectuelle 

139 

75012 Paris 

Tel: (33)1 44-87-72-87 


Service du Financement de L\'Economie 
FINENT 1 Epargne et March Financier 
139 

75012 Paris 

Tel: (33)- 1- 40-04-04-04 


Agence des Participations de WEtat 
139 
75012 Paris 
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Tel: or (33)- 1- 40-04-04-04 


AFII\'s website (http://www.investinfrance.org/NorthAmerica 
in English) explains basic regulations covering foreign 
direct investment 

to help business decisions 

in France\" report. The website of the Paris Chamber of 
Commerce and Industry provides French summaries of 
regulations applicable to foreign direct investment: 
(http://www. inforeg.CCIP.fr). 


Informal Impediments to Foreign Investors 


The January 1 

currency of the European Monetary Union (EMU) 

France 

improve its domestic business and investment climate in 
order to promote growth and create new jobs. In addition 
France has responded to a more competitive international 
investment climate by implementing some market-oriented 
economic reforms that increase the attractiveness of the 
French economy to foreign investors 

variety of investment incentives. Foreign investors also 
say they are attracted to France by its central location in 
Europe 

France is closing the gap with the U.S. and some other 
European countries in personal computer use and Internet 
access. 

Yet 

than was once the case 

not entirely overcome a traditional preference for state 
intervention and a sometimes-reflexive opposition to foreign 
investment. In some cases 

organization opposition to acquisitions of French businesses 
by U.S. firms 

focus on short-term profits at the expense of employment. 
In other cases 

working with French and European 

degree of opaqueness in the privatization process (see 
below) can also aggravate suspicions about the equal 
treatment of foreign investors in publicly held firms. 


In addition 

remains very involved in economic life. There is extensive 
regulation of business and labor markets 

taxation rates are high compared to other leading industrial 
countries. Foreign investors most often cite complicated 
and pervasive labor regulation and high income and payroll 
taxes as the greatest disincentives to investing in France. 
In the case of labor market regulation 

companies of the 35-hour legal workweek is mixed. Many 
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companies took the opportunity of negotiations with 
employees on the switch to the 35-hour workweek to implement 
work-hour annualization for greater labor flexibility. 

Companies also benefited from a further cut in payroll taxes 
on low wages. On the negative side 

increased unit labor costs since total wages remained 
unchanged even though the number of hours worked declined. 
The government is taking measures to make the law less rigid 
and is seeking to introduce more flexibility in employment 
contracts (See D. Labor). 


The French and U.S. business communities initially described 
France\'s new \"social modernization law\" 

2001 

right government elected in 2002 selectively implemented the 
law through its power to implement by decree. In addition 

the Government introduced a broad range of new investment 
promotion and competitiveness measures in 2005. 


In making its decision on raising the minimum wage an 
average of 5.5% (effective July 2005) 

to stimulate household consumption 

growth. Despite the increase in the minimum wage 

the private and public sectors are expected to accelerate 
only slightly compared with last year (2.5-2.6% compared 
with 2.5% in 2004) as the high unemployment rate restrains 
wage demands. The government decision to apply income tax 
cuts in 2007 should benefit the French economy 

France a more attractive place for both French and foreign 
investment. 


The French treat two social security taxes 

\"Contribution Sociale Generalisee\" (CSG) and the 
\"Contribution au Remboursement de la Dette Sociale\" (CRDS) 
as social security contributions. U.S. contributors to the 

U.S. Social Security system do not pay these taxes. (Based 

on the \"May 2 2001-377 ordonnance\" to apply the 1408/71 EEC 
regulation 

taxes in France and contribute to the French social security 
system including health insurance pay CSG and CRDS\". The 
related \"circulaire dVapplication was published in the May 

20 

Formation Professionnelle\" [http://www.travail.gouv.fr]. 


On December 8 

tax convention between the United States and France to avoid 
double taxation and the prevention of fiscal evasion 

the estate and gift tax convention to avoid double taxation 
with respect to taxes on estates 
[http://www.treas.gov/offices/tax-policy/trea ties.shtml]. 

In December 2005 
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ratifying the two amendments. The provisions will resolve 
problems related to the double taxation of partnerships and 
estates. 


English summaries of labor and tax regulations applicable to 
foreign companies in France are available at the AFII\'s 
website [http://www.investinfrance.org/] and at the Paris 
Chamber of Commerce and Industries\' website 
[http://www.CCIP fr]. 


France\'s Privatization Program 


The former Socialist-led government that took office in July 
1997 returned to the private sector all or parts of its 

stakes in a number of large companies 

groups. U.S. firms showed interest in some of these sales. 
The current center-right government 

announced preliminary plans 

transportation and equity markets put a brake in 
privatizations through the sale of shares. In 2003 and 
2004 

such as Air France-KLM (to 44.6 from 54.0 percent) 
Telecom (to 42.2 from 54.5 percent) 

Thomson CSF 

from 26.0 percent) 

through TSA). Smaller projects were carried out: 
privatizations of SAPRR (Paris-Rhin-Rhone highway company) 
and of the electricity company SNET. In the energy sector 
the government sold shares in EDF and GDF 

stake in EDF and a 79% stake in GDF 

privatization of Areva. After a long selection process in 
2005 

will be effective in early 2006. Capital openings for 
employees of Aeroports de Paris and EDF are planned for 
2006. The government still has stakes in Bull and Safran 
(renamed after Sagem merged with Snecma) 

firms 

privatization 

Socialists had used. 


Sales of government interests are conducted either through 
market-based public offerings or 

market bidding process. In both cases 

made by the Ministry of Economy 

advice of the quasi-independent Commission des 
Participations et des Transferts\" (formerly known as the 
Privatization Commission). Both of these consider financial 
and business plans submitted by bidders. While there is a 
strict legal and procedural process regulating these 
decisions 

raise suspicions about the equal treatment of foreign versus 
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French bidders. This can in itself have a chilling effect 

on foreign investment. In the past 

former holdings to \"core\" shareholders in an effort to avoid 
the splitting-up of companies or sales of sensitive state 
assets to foreign investors also hampered market efficiency 
and tended to favor French firms. 


When privatizing state-owned firms either through off-market 
placements or market-based offerings 

law gives the French government the option to maintain a so- 
called \"golden share\" to \"protect national interests. This 
provision is not specifically targeted at foreign companies 
and has not been a part of every privatization operation. A 
golden share gives the government three legal rights: 


-- To require prior authorization from the Ministry of the 
Economy 

investors acting in concert to own more than a certain 
percentage of a firm\'s capital. The thresholds would apply 
to all investors; 


-- To name up to two non-voting members to the firm\'s board 
of directors; and 


-- To block the sale of any asset to protect \"national 
interests.\" Assets could include shares 

buildings 

tangible or intangible property. 


The French Government will have to reconsider its use of 
golden shares in future privatization operations following 

the June 2002 European Court of Justice\'s decision to 
reaffirm the basic principle of free movement of capital in 

the EU. The Court stated that the use by some EU countries 
including France 

to that principle. Nonetheless 

considering holding a golden share in the privatization of 
Areva due to loopholes in the court\'s judgment. Areva\'s 
chairman stated that the golden share could be consistent 
with EU requirements. 

French Government Participation in R&D Programs 

The French government (GOF) contributes roughly 1 percent of 
the GDP to R&D while the industrial sector contributes 1.2 
percent 

restraints 

government research by an additional one billion euros 
annually from 2005 to 2007. The GOF thus confirms its intent 
to increase R&D spending to 3 percent of the GDP by 2010 
with two percent coming from the private sector. The French 
government relies on increased tax credits and incentives for 
the development of new investment structures to boost 
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industrial research. The GOF has also begun an ambitious 
effort to rethink its R&D strategy 

and funding as reflected in the forthcoming Research and 
Innovation Bill (February 2006). In 2005 

two agencies -- an NSF-style National Research Agency and an 
Agency for Industrial Innovation -- to encourage basic and 
applied research programs selected on the basis of a 
competitive 

public/private partnerships 

transfer to the economic world. The GOF also supports 
partnerships between public research agencies and 
universities at the regional level within the framework of 
\"Research and Higher Education Poles 

cross-fertilization between research and innovation notably 
in the framework of newly designated \"competitiveness 
clusters." 


The GOF sponsors R&D and technology development programs at 
three different levels: 


-- International/European programs (e.g. ITER 
EUREKA 


-- Technology development programs in the private sector 
(approx. 45 percent of R&D expenditures are funded by the 
French government) 

transfer of research and to aid small and medium firms; and 


-- National research programs (mostly administered by the 
Research Ministry) 

and biotech (fight against cancer 

physical disabilities 

genomics/genetics); resource management (including food 
resources 

development and the fight against greenhouse gases (research 
on clean vehicles 

hydrogen 

technologies; nanotechnologies; and space. 


The breakdown of the 2006 Higher Education and Research 
budget is as follows (in millions of euros): 


Higher education and university research: 10 
2005 

Scientific and technical research: 3 

Space research: 1 

Energy sector research: 658; +7% vs. 2005 
Industrial research: 527; +24% vs. 2005 
Others: 4 


For access to R&D subsidies 
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national treatment to all foreign companies registered in 
France 

companies. U.S. companies have experienced no difficulty in 
participating in these opportunities. 


Visas 


The government of France requires that foreign citizens 
complete extensive procedures if they wish to work in 
France. The requirements are essentially the same whether 
foreign citizens work for French or foreign-controlled 

firms. Non-EU nationals who intend to work or conduct any 
commercial activity in France must receive a long-term visa 
and a work permit (Carte de travail) or business permit 
(Carte de commercant - foreign trader\'s card) before 
establishing residence in France. Information can be 
obtained from French consulates in the United States. The 
web address is [http://www.info-france- 
usa.org/intheus/consulates.asp]. For more information on 
the foreign traders card 

France agency Web site at: 
[http://www.investinfrance.org/France/Living/ Expatriate/?p=f 
ormalities&1=en]. For more information on other types of 
visas and applicable fees 

General of France. In addition 

practice a profession may be curtailed by government 
regulation and the regulations of French professional 
associations. For example 

France must become members of the French bar before they can 
practice any type of law under their own names. This 
requires passing the bar examination in French. A number of 
legislative changes to these regulations are under 
consideration. 


A2. Conversion and Transfer Policies 


All inward and outward payments must be made through 
approved banking intermediaries by bank transfers. There is 
no restriction on repatriation of capital. Similarly 

are no restrictions on transfers of profits 

royalties 

businesses are required to have a resident French bank 
account and are subject to the same regulations as other 
French legal entities. The use of foreign bank accounts by 
residents is permitted. 


France has little effective foreign exchange control 
regulations. For exchange control purposes 

government considers foreigners as residents from the time 
they arrive in France. French and foreign citizens are 
subject to the same rules. Residents are entitled to open 
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an account in foreign currency with a bank established in 
France and to establish accounts abroad. Residents must 
report the account number for all foreign accounts on their 
annual income tax returns. French-source earnings may be 
transferred abroad. 


As part of the international effort to combat money 
laundering and the financing of terrorism 

regulations have undergone several changes 

handling of checks 

Task Force. Additional changes are expected. France 
sometimes uses its powers under national law to execute 
asset freeze orders against terrorists 

within EU structures. 


A3. Expropriation and Compensation 


Under French law 

compensation if their properties are expropriated 
compensation must be adequate and paid promptly. In 
France\'s bilateral investment treaties 

government promises to provide both prompt and adequate 
compensation. There have been no recent disputes involving 
expropriation of U.S. investments. 


A4. Dispute Settlement 


There have been few major disputes involving established 
U.S. firms in recent years. Government decisions in 
investment cases can be appealed to administrative tribunals 
and ultimately to the Council of State (Conseil d\'Etat). 

The rights of U.S. investors are also protected by the U.S.- 
French bilateral convention (see Section B below). 


The judicial system is independent. Property and 

contractual rights are enforced by the French civil code. 
Judgments of foreign courts are accepted and enforced by 
courts in France once they have been \"declared executor\" by 
a French judge through \"executor\" proceedings (Art. 2123 of 
the French Civil Code and Art. 509 of the Civil Procedure 
Code). However 

cases 

French courts without executor proceedings. 


France is a member of the World BankYs International Center 
for the Settlement of Investment Disputes (ICSID - [http:// 
www.WORLDBANK.org/ICSID]). In addition 

bilateral investment treaties (BIT\'s) it has agreed to 

accept binding arbitration to resolve investor-state 

disputes. However 

developing countries whose investors have few investments in 
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France. (See below). 


A5. Performance Requirements and Incentives 
Investment Incentives 


France offers a range of financial incentives to foreign 
investors. The following information reflects incentives as 
they existed at time of this writing. The government has a 
broad range of investment and competitiveness measures in 
the legislative pipeline. 


France\'s domestic planning and investment promotion agency 
DATAR (Delegation a I'Amenagement du Territoire et a 
NWAction Regionale) was renamed DIACT (Delegation 
Interministerielle a NAmenagement et la Competitivite des 
Territoires) in December 2005. It has a broad mandate 
including increasing the \"attractiveness\" of the national 
territory for foreign investors and assisting potential 
investors. In addition 

incentives are offered at the local 

government level to attract investment to France\'s less 
affluent areas. Incentives are available equally to French 
and foreign investors and eligibility requirements are the 
same. 


Within the French government 

is the responsibility of the AFII \"Invest in France Mission\" 
headed by an ambassador at-large 

Ministry of the Economy 

maintains offices throughout France and around the world to 
seek out and advise potential investors on project 
development 

largest of which are administered by DIACT) and 
administrative and legal requirements. DIACT\'s overseas 
offices were re-named \"Invest in France Agencies\" (IFA -- 
IFANA in North America) in 2001. There are three 
DATAR/IFANA offices in the United States: 


Northern and Eastern States 
IFANA New York 

810 Seventh Avenue 

New York 


Tel: (212) 757-9340 
Fax: (212) 245-1568 


Western and Southern States 


IFANA Palo Alto 
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575 High Street 
Palo Alto 

CA 94301-1663 
Tel: 650/326-8440 
Fax: 650/326-8438 


Midwestern States 


IFANA Chicago 

205 North Michigan Avenue 
Chicago 

Tel: (312) 628-1054 

Fax: (312) 628-1033 


AFIIVs internet address is [http://www. InvestinFrance.org]. 
DATAR\'s site 
[http://www.DIACT.gouv.fr]. 


The primary investment incentive offered through DIACT is 
the Prime d\Amenagement du Territoire (PAT). DATAR had 
revised downward the PAT program at the European 
Commission\'s request. Nonetheless 

generous for investment in disadvantaged zones (parts of 
north and central France 

eligible zones will stay the same until December 31 
Interestingly the current PAT system is more supportive of 
small and medium sized companies in the industry 

and research and development sectors. (New rules were issued 
in the April 13 

Other investment incentives may also be available. New 
related criteria have been set for the 2000-2006 period. 
Potential investors should consult DIACT and AFIl to 
determine the full range of possibilities 


-- Research and development project grants 
businesses located in competitiveness clusters 
-- Special tax treatment for company headquarters 


-- Local and regional tax holidays and special subsidies 


-- \"Industrial conversion\" zones featuring tax breaks and 
grants for job-creation 


-- Special access to credit for small and medium-sized 
enterprises 


-- Assistance for training 
paid to employees in training. 


Besides DIACT/IFA at the national level 
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cities and regions have developed their own investment 
promotion agencies that advise potential investors 
administrative assistance 

incentives. The February 2002 Local Democracy Law 
(\"Democratie de proximite\" - www.legifrance.gouv.fr) gives 
regional councils (\"Conseils Regionaux\") full powers to 
establish (without decree or national convention) schemes 
for direct aids to companies (subsidies 

rates on loans 

it own website 

engine using \"conseil regional\" and the name of the 
appropriate region. 


All incentives are covered by regulations set by the 
European Commission. 


Performance Requirements 


Other than those linked to incentives 

mandatory performance requirements established by law. 
However 

commitments regarding employment or research and development 
from both foreign and domestic investors seeking government 
financial incentives. For example 

grants 

whether owned by EU or non-EU residents 

15 jobs within the first three years. As noted above 

and R&D subsidies are based on the number of jobs created. 
In addition 

commitments as part of the approval process for acquisitions 
by foreign investors. 


Nonetheless 

approval on a variety of regulatory issues 

officials generally have much wider discretion than their 
U.S. counterparts. This can leave firms subject to 
\"unwritten\" performance requirements 

officials making it known that a firm\'s request would be 
more favorably viewed if it increased employment 
exports. 


A6. Right to Private Ownership and Establishment 


The French government maintains legal monopolies in the 
following sectors: postal services (La Poste) 

transportation (SNCF) 

(RATP) 

The electricity and gas Companies (EDF/GDF) no longer have 
monopolies on production 

electricity and gas. Market opening in Europe has surpassed 
37 percent (by volume) of the electricity market and 70 
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percent of the gas market -- meaning that that proportion of 
customers is free to choose another supplier 

have. In July 2004 

opened to all commercial customers. After a critical piece 
of energy sector reform legislation passed that same month 
the first public sales of shares for EDF and GDF began in 
2005 

two companies. However 

retain at least a 70 percent interest. 


A7. Protection of Property Rights 


France is a strong defender of intellectual property rights 
and has highly developed protections for intellectual 
property. Under the French system 

protect industrial property 

property is protected by copyrights. By virtue of the Paris 
Convention and the Washington Treaty regarding industrial 
property 

filing an application for an U.S. patent or trademark 

which to file a corresponding application in France. This 
period is twelve months for patents and six months for 
trademarks. In July 2004 

access providers and authors and producers of music signed a 
\"Charter to fight piracy and develop legal offers of music 
online.\" This charter allows access providers to address a 
warning message to Net surfers and to remove subscription 
rights of people condemned for hacking. In December 2005 
the lower house of Parliament 

narrowly passed an amendment that 

could authorize online peer-to-peer copying of works for 
private use 

2006 to ensure copyrights continue to be protected. 


A8. Transparency of the Regulatory System 


The French government has made considerable progress in 
recent years improving the transparency and accessibility of 
its regulatory system. Government Ministers 

consumer organizations and trade associations may petition 
the Unfair Competition Council to investigate anti- 
competitive practices. 


Of most concern to foreign companies has been standards 
setting. With standards different from those in the U.S. 
rigorous testing and approval procedures must sometimes be 
undertaken before goods can be sold in France 

those that entail risk. When EU-wide standards do not 

exist 

and the EU have negotiated mutual recognition agreements 
covering the testing and certification of certain specified 
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regulated products. Information about these agreements and 
efforts to extend them can be found at the website of the 
Trans-Atlantic Business Dialogue 

The National Institute of Standards and Technology 
[http://www.nist.gov/] 

Bureau of Weights and Measures 

located in Sevres 

firms. 


Industry associations have an influential role in developing 
both government policies and influencing self-regulatory 
organizations. U.S. firms may find it useful to become 
members of local industry groups. Experience has shown that 
even \"observer\" status can offer U.S. firms an insight into 
new investment opportunities and greater access to 
government-sponsored projects 

feel they are not always given an adequate opportunity to 
participate in the determination of regulations. 


A9. Efficient Capital Markets and Portfolio Investment 
Access to Capital and Capital Markets 


France has an open financial market that gives firms easy 
access to a variety of financial products in both French and 
international markets. As markets expand 

domestic portfolio investment has become increasingly 
important. France continues to modernize its marketplace 
introducing tax-advantaged retirement funds in 2004. Facing 
the prospect of increasingly tough competition with other 
European marketplaces following the introduction of the 
Euro 

adapting their products 


France is actively involved in the effort to create a system 
of internationally accepted accounting standards (to learn 
more 

website at [http://www.sec.gov/]. Most EU listed companies 
will be required to use international accounting standards 
from 2005. French market and banking regulators continue to 
enhance and develop cooperation with their foreign 
counterparts. French legal 

systems may not be as transparent as U.S. systems 
consistent with international norms. 

Commercial banks offer all classic financing instruments 
including short 

medium-term credit facilities 

overdrafts. Commercial banks also assist in public 
offerings of shares and corporate debt 

acquisitions and takeovers. Banks offer hedging services 
against interest rate and currency fluctuations. France 
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also had 186 foreign banks with total assets accounting for 
10% of total bank assets at the end of 2004 

sizable branch networks. Foreign companies have access to 
all banking services. Although some subsidies are available 
for home mortgages and small business financing 

are provided at market rates. 


Increasingly 

directly to financial markets for their financing needs. 

The center of the French market is the Euronext stock 
exchange. Euronext N.V. 

under Dutch law 

exchanges of Amsterdam 

Euronext group expanded at the beginning of 2002 with the 
acquisition of LIFFE (London International Financial Futures 
and Options Exchange) and the merger with the Portuguese 
exchange BVLP (Bolsa de Valores de Lisboa e Porto). As of 
December 2005 

are foreign excluding countries members of Euronext) 

total capitalization of USD 2.3 billion. In February 2005 
Euronext Paris merged the three separate markets of the 
Paris exchange 

regulated market (\"Second Marche\") and the \"Nouveau Marche\" 
(growth segment) on which new companies 

ones with an emphasis on growth and technology 

start-up capital. The new market list (\"Eurolist\") was 

split in three segments based on the capitalization of 
companies (150 million euros 

euros 

aimed at improving liquidity and visibility of small- and 
medium-sized companies. A financial futures market 
\"Marche a Terme des Instruments Financiers 

as the MATIF 

short- and long-term bonds 

commodities. It has established linkages with its German 
and Swiss counterparts as well as with the Chicago 
Mercantile Exchange. Options are traded on the \"Marche des 
Options Ngociables de Paris\" (MONEP) exchange 
Euronext. Finally 

United States or the United Kingdom 

("Marche Libre\" and \"Marche de gre a gre\") have become 
increasingly important ways for start-up firms to raise 

funds. In 2005 

offer companies a new unregulated market (based on the legal 
definition of the European investment services directive) 

with more consumer protection than the \"Marche Libre 

will continue to operate. 


Foreigners hold more than 40% of the capital of publicly 
traded French companies. For a foreign company incorporated 
inan OECD country to be listed on the Euronext stock 
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exchange 

It must also prepare a French language prospectus to get a 
permit from the \"Autorite des Marches Financiers\" (AMF) 
new unified body that has taken up responsibilities of the 
former Commissions des Operations de Bourse (COB)\" (the 
French equivalent to the SEC). The Council of State stated 
in December 2001 that the \"urgent measures for economic and 
financial reform\" law (\"Mesures urgentes de reforme a 
caractere economique et financiere MURCEF\") was not 
unconstitutional 

statements in English and a short summary in French. Since 
July 1 

regulation that details the content of prospectuses. AMF 

has modified its general regulation on September 8 

taking into account the transposition of the November 4 
2003 EU directive on prospectus on securities offered to the 
public or admitted to trading. Based on the December 13 
2005 2005-11 disposition 

include a summary in French or any other language commonly 
used in financial issues that describes \"essential 

information related to the content and modalities of 
operations\" as well as to the \"organization 

situation and development of the activity of the company\". 
Details may be found on the AMF web site [http://www.amf- 
france.org] 

[http://www.cob.fr]. 

The sponsoring bank or broker is responsible for placing the 
securities with investors when the securities are listed and 
for acting as a market maker. More information is available 
on the Paris Stock Exchange website 
[http://www.euronext.com]. 


Cross-Shareholding 


An intricate network of cross-shareholdings among French 
corporations has often been seen as a barrier to foreign 
acquisition of French firms. Often 

will each own a significant share of the other. This system 
which was traditionally a means to help ensure state-control 
of the economy 

pressure of the marketplace. 


Mergers and Acquisitions 


Although French laws regarding takeovers do not discriminate 
against foreign investors 

foreign investor could face public and even official 

scrutiny. Provisions of the company takeover law are 
designed to limit hostile takeovers of publicly traded 
companies. For example 

the Parliament on December 15 
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required to notify company management and AMF when they have 
decided to prepare a takeover. France extended its public 
offering rules 

company listed on a French market (\"the target") to make a 
public offering on French and foreign subsidiaries having 
shares listed on a regulated market of the European economic 
space or an equivalent regulated by foreign laws if \"the 
target" holds more than one third of voting rights in these 
companies and if companies constitute essential assets of 

the target. 


A10. Political Violence 


Occasionally 

those who see themselves as threatened by U.S. policies 
result in demonstrations against U.S. investments. The 
recent massive demonstrations by anti-globalization 
protesters at major international conferences and summits 
around the world 

U.S. firms and significant property damage 

replicated in France should there be an attractive 
opportunity for such groups. That said 

U.S. investments are rare. France is one of the world\'s 
leading democracies and a founding member of the EU; there 
is little danger of insurrection 

widespread civil disturbances. Moreover 

terrorist attacks of September 11 

relatively fewer anti-American demonstrations in France as 
compared to prior years. 


A11. Corruption 


France has laws 

combat acts of corruption committed in France. A 1993 law 
established a Central Service for the Prevention of 
Corruption under the aegis of the Ministry of Justice. The 
French judiciary is responsible for prosecution 

active in doing so. There have been numerous investigations 
and convictions of public officials and businessmen under 
the anti-corruption statutes. Penalties for acts of 

corruption vary according to the circumstances; they often 
include fines and prison terms. At the 2008 trial of former 
executives of the oil company Elf 

sought five to eight-year prison sentences as well as fines 
for three of the main figures among the 37 defendants. The 
criminal investigation into the activities of the then state- 
owned oil company was launched in 1994 and is considered 
France\'s biggest corruption investigation in recent history. 


France ratified the OECD Anti-Bribery Convention and enacted 
implementing legislation to enforce its provisions in 2000. 
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The OECD Anti-Bribery Conventions is enforced via amendments 
to the Criminal code 

Articles 435-3 and 435-4 of a new chapter on international 
corruption (Chapter V 

incriminates the offer or promise of a bribe 

actual payment of a bribe 

the convention. Furthermore 

treatment of victims of bribery 

bribery is domestic 

GOF/EU officials 

cases involving the bribery of other foreign government 

Officials 

initiated only by the public prosecutor on the basis of a 
complaint from a Government official in the country where 

the bribery took place. In other words 

a U.S. company 

proceedings under French legislation. No case has yet been 
brought before the French Justice system under the OECD Anti- 
Bribery convention as of the end of 2005. 


The OECD Anti-Bribery convention is further enforced via 
amendments to the Tax Code and to the Code of Criminal 
Procedure. Article 39-2 of the French Tax Code puts an end 
to the tax deductibility of bribes as of the entry into 

force in France of the Convention (September 29 

Finally 

Procedure provides that acts criminalized by the OECD 
Convention will be prosecuted in the Economic and Financial 
Unit of the Paris Court of Justice. More information about 
France\'s implementation of the agreement can be found at the 
OECD\'s Internet address 


France has also begun ratification of the Council of 
Europe\'s civil and criminal conventions on corruption. The 
procedure should be completed during the first half of 2006. 


There have been no specific complaints from U.S. firms of 
unfair competition or investment obstacles due to corrupt 
practices in France in recent years. More information on 
the international fight against corruption can be found at 
the Internet site of Transparency International 

www. Transparency.org 

Transparency International\'s French Chapter 

most affected by corrupt practices tend to be public works 
and the defense industry. 


B. Bilateral Investment Agreements 
1959 U.S.-France Convention on Establishment 


U.S. investment in France is subject to the provisions of 
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the Convention on Establishment between the United States of 
America and France 

force. Some of the rights it provides to U.S. nationals and 
companies include: 


-- The right to be treated like domestic nationals in all 
types of commercial activities including the right to 
establish offices and acquire majority control of French 
firms. (This right does not apply to firms involved in 
communications 

banking 

\"professions 

obtaining and maintaining patent and trademarks; 


-- The right to receive the best treatment accorded to 
either domestic nationals and companies or third country 
nationals and companies with respect to transferring funds 
between France and the U.S.; and 


-- The requirement that property may only be expropriated 
for a public purpose and that payment must be just 
realizable 


The treaty does not apply to the use or production of 
fissionable materials 

or indirectly to supply military establishments. The treaty 
does not prevent application of measures necessary to 
protect essential security interests. 


Bilateral Investment Treaties 


Investments in France by other EU member states are governed 
by the provisions of the Treaty of Rome and by Union Law. 
France has also signed Bilateral Investment Treaties (BITs) 
with the following 81 countries: Albania 

Argentina 

Bulgaria 

Congo 

Egypt 

Georgia 

India 

Korea (South) 

Lebanon 

Mauritius 

Nicaragua 

Philippines 

Russia 

Lanka 

Tunisia 

Uruguay 

former Federal Republic). 
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Bilateral Investment Treaties signed with the following 1 1 
countries have not yet been ratified: Bahrain 

Brazil 

Namibia 


French BITs generally cover the following: 


-- Just and equitable treatment that is no less favorable 
than that accorded to domestic investors or the most favored 
investor from a third country; 


-- Restrictions on expropriation of investments 
requirements that 
compensation be prompt and adequate; 


-- Free transfers; and 


-- The ability to resolve investor-state disputes through 
binding international arbitration. 


C. OPIC and Other Investment Insurance Programs 


Given France\'s high per capita income 

do nat quality for investment insurance or guarantees 
offered by the Overseas Private Investment Corporation 
(OPIC). Further information can be found at www.opic.gov. 


D. Labor 


France\'s private sector labor force is one of the country\'s 
strongest points in attracting foreign investment 

high quality with relatively competitive unit-wage costs 
compared with those of other industrialized countries. 


The labor code sets minimum standards for working conditions 
including the workweek 

personal leave. Other labor standards are contained in 
collective agreements 

sector on a national or regional basis by the various trade 
union federations and employers\' associations. French 
absenteeism is modest by European standards 

private sector 


While the rate of unionization in France has steadily 
declined to a little more than half that of the United 

States 

role for employee representatives and for organized labor. 


-- In companies with more than 10 employees 
delegates are elected for a one-year term. They are 
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authorized to present individual or collective claims and 
grievances relating to working conditions 

government labor inspectors of any complaints under the 
labor law 

reorganization of the workweek. Management is required to 
meet with employee delegates at least monthly. 


-- A company with more than 50 employees must have a joint 
management/employee enterprise committee 

representatives are elected. The committee must be consulted 
for all major corporate decisions 

enterprise committee must be provided with the same 
information that is made available to shareholders. It is 
funded by the company at a rate equal to at least 0.2 

percent of the firm\'s payroll 

finance social and cultural activities for the benefit of 
employees. 

-- Workers also hold most slots on occupational health and 
safety committees 

size companies. Labor tribunals (playing a role largely 
equivalent to the NLRB in resolving labor disputes) are 
comprised of equal numbers of union and employer 
representatives. Appeals are possible to the level of the 
\"Cour de Cassation 


Due to a variety of macro and microeconomic factors 
including high payroll taxes 

labor laws 

intensive procedures and rely more on laborsaving technology 
than businesses in other countries. This is one reason for 
France\'s high unemployment rate. 


While not rejecting outright the 35-hour workweek 
government of former Prime Minister Jean-Pierre Raffarin (in 
office from May 2002 to June 2005) 

principally by loosening restrictions on overtime hours. By 
allowing French employees to work longer overtime hours 
Raffarin government engineered a potential return to a 39- 
hour workweek. 


E. Foreign Free Trade Zones/Ports and Competitiveness 
Clusters 


France is subject to all European Union free trade zone 
regulations and arrangements. These allow member countries 
to designate portions of their customs territory as free 

trade zones and free warehouses. France has taken advantage 
of these regulations in several specific instances. The 

French Customs Service administers these zones and can 
provide more details. Customs can be contacted at the 
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finance ministry web address: [http://www.douane.gouv.fr use 
search to find information about \"zones franches\")]. 


In addition 

exemption program for five years 

in the existing urban \"enterprise zones\" (Zones Franches 
Urbaines) 

in France or its overseas territories 

the list in 2004 

2004 

tax 

Related information is notably available at the City 
Government web site [http://www.ville.gouv. fr]. 


More information on enterprise and investment zones is 
available from various sources: [http://www.zones- 
franches.org] 

[http://www.diact.gouv.fr] 

assistance to small and medium sized companies. 


The 67 competitiveness clusters created by the government in 
July 2005 to reinforce innovation in France and fight 

against relocation of enterprises abroad will benefit from 
income and social tax exemptions. Clusters involved in 
research and innovation will also benefit from financial 
support from the state-owned investment bank Caisse des 
Depots. 


F. Foreign Investment Statistics 


Foreign investment represents a significant percentage of 
production in many sectors. Rapid growth in the new 
technologies sector has given way to renewed growth in 
traditional sectors: automobiles 

capital goods 

remained one of the main destinations of foreign direct 
investment (FDI) 

industrialized countries has declined. Foreign investment 
inflows remained significant 

percent to 1.2 percent of GDP (versus 2.7 percent in 2003) 
due in part to the absence of large merger-acquisitions 
initiated by foreign investors. Based on preliminary 
information the U.S. remained one the largest sources of FDI 
in France. Using Bank of France balance of payments data 
based on the historical book value of investment 

accounted for 13 percent (versus 25% in previous years) of 
the stock of foreign investment. 


Using the book value instead of the market value of 
investments tends to underestimate the value of U.S. 
investments in France. This is because investments by U.S. 
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companies tend to be considerably older than other 
countries investments and because U.S. firms often finance 
expansions and acquisitions on domestic French capital 
markets or through subsidiaries in third countries. Thus 

much U.S. investment in France is not recorded in balance of 
payments statistics 

control it. 


Correcting for these statistical biases 

value of U.S. holdings of French stocks 

the stock of U.S. investment in France may be as much as 
five times the USD 58.9 billion book value for 2004 reported 
in U.S. Department of Commerce data 
[http://www.bea.doc.gov/bea/di/home/directinv htm]. About 
2 

Around 590 


Today 

France\'s economy: they account for 15 percent of capital 
expenditures 

production. 


An updated list of U.S. investors may be found on 
[http://www.investinfrance.org/NorthAmerica/Y ourProject/Data 
base/?l=en] 


Lists of foreign investors by industry can be found in 

local periodicals such as Expansion (\"Les 1000 de 
\\’Expansion\": [http:/Awww.lexpansion.com/PID/7800.html]). 
The Expansion link provides useful information on the first 
1000 companies and financial institutions established in 
France. 


Stock by country of origin (Book value) (USD billions) 


2002 2003 2004 


EU (12) 

of which 

Germany 45 58 
Belgium 39 55 
Italy 14 15 
Netherlands 57 78 


Other EU (15) 74 50 
of which 

UK 57 74 
Sweden 4 6 
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North America 


of which 
USA 48 62 
Canada 1 5 


Other Industrialized 


countries 21 72 
Japan 8 10 
Switzerland 21 27 
Other countries 16 20 
Total 347 466 430 


Total as percent of GDP 24.0 26.0 21.0 
(Exchange rate:) 
USD 1.00 equals Euro 1.06 0.88 0.80 


Source: Bank of France 
Stock by country of origin (Market value) (USD billions) 
Total 509 705 852 


Total as percent of GDP 35.2 39.2 41.6 
(Exchange rate:) 
USD 1.00 equals Euro 1.06 0.88 0.80 


Stock by Industrial Sector of Destination (USD billions) 
2002 2003 


Holdings 117 164 
Finance intermediation 52 71 
Real estate 38 55 
Retail trade 25 31 
Chemical industry 19 25 
Transportation equipment 9 11 
Transport and Communications 9 11 
Food and processed food 6 7 
Metal Industry 5. 6 
Wood industry 

- publication - printing 3 4 


Mechanical industry 4 5 
Oil refining 3 4 
Other 57 73 
Total 347 466 


(Exchange rate:) 
USD 1.00 equals Euro 1.06 0.88 


Source: Bank of France 
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Flows by country of origin (Market value) (USD billions) 
2002 2003 2004 

EU (25) 38 31 23 


EU (12) 21 26 17 
of which 

Germany 10 1 5 
Belgium 110 5 
Italy 00 1 
Netherlands 04 -i 


Other EU (15) 165 6 
of which 

UK 16 4 4 
Denmark 0 
Sweden 1 


New EU members (1) 00 0 


North America 

of which 

USA 05 1 
Canada 63 6 


Other Industrialized 

Countries 3 1 2 
of which 

Japan 3 1 0 
Switzerland 0 1 2 


Other countries 2 2 -11 
Total 49 43 24 
Total as percent of GDP 3.4 24 1.2 


(Exchange rate:) 
USD 1.00 equals Euro 1.06 0.88 0.80 


Source: Bank of France 

(1) Cyprus 

Poland 

Stock by country of destination (Book value) (USD billions) 


2002 2003 2004 
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EU (12) 

of which 
Germany 
Belgium 
Italy 
Netherlands 


Other EU (15) 
Of which 

UK 

Sweden 

North America 
of which 

USA 

Canada 


213 267 


33 47 
80 80 

18 24 
43 64 


139 187 


127 139 
21 27 


Other industrialized 


countries 
Japan 
Switzerland 


Other countries 


Total 


67 95 
10 13 
18 25 
55 70 


529 645 746 


Total as percent of GDP 36.6 35.9 36.4 


(Exchange rate:) 
USD 1.00 equals Euro 1.06 0.88 0.80 
Source: Bank of France 


Stock by country of destination (Market value) (USD 
billions) 


Total 808 1 


Totalasa%ofGDP 55.959.9 70.8 


Stock by Industrial Sector Destination (USD billions) 
2002 2003 


Holdings 193 240 
Finance intermediation 112 138 
Retail trade 31 42 
Transportation equipment 24 32 
Transportation and 
Communications 
Electricity 

and water 19 15 


34 31 
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Other 104 129 


Total 529 645 
(Exchange rate:) 
USD 1.00 equals Euro 1.06 0.88 


Source: Bank of France 

Flows by country of destination (Market value 
2002 2003 2004 

EU (25) 25 37 45 


EU (12) 19 23 31 
of which 

Germany 5 
Belgium 7 
Italy 0 3 
Netherlands 2 


Other EU (15) 4 13 11 
Of which 

UK 4 12 10 
Denmark 1 0 0 
Sweden 1171 


New EU members (1) 113 


North America 15 8 -1 
of which 

USA 16 6 -1 
Canada 010 


Other Industrialized 

Countries 4 9 1 
Japan 2 3 0 
Switzerland 25 1 


Other countries 6 0 4 

Total 51 53 48 

Total as apercentof GDP 3.5 3.0 2.3 
(Exchange rate:) 

USD 1.00 equals Euro 1.06 0.88 0.80 
Source: Bank of France 


(1) Cyprus 
Poland 
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and was chased in the January 11 attack. The caller 
identified himself as the \"son of the chief" however 

Shell\'s most likely suspect 

communities named Chief Deka 

response 

Thaumas 

the NNS \"Nwama.\" The Nigerian Navy was supposed to provide 
another ship 

delayed by a skirmish at Jacob Creek 

information had indicated an unspecified attack would happen. 


2. (SBU) The Movement for the Emancipation of the Niger 
Delta (MEND) released another threat against Chevron 
facilities 

companies in general. The letter 

correspondent Tom Ashby 

expats in the cities and that it "knows where their children 
go to school and where they shop. 


3. (C) A Chevron security advisor disclosed that Shell had 
\"been visited" by militant youths at their Ashide facility 
north of Escravos. The youths extorted food 

from employees. This facility is in Shell\'s Western Area oil 
field in Delta State. 


4. (C) Chevron 

Chevron\'s fight 

concentrating its search for the militants and hostages on an 
area between Escravos and Forcados. Chevron changed its 
security position from a \"pragmatic production posture\" to a 
\"guarded operational posture.\" The company also settled a 
long-standing labor dispute with the senior oil workers 

union 

Esele. 


5. (C) Tidex and Ecodrill Managing Directors and a Senior 
Vice-President of Tidewater USA approached consulate and 
British Deputy High Commission (BDHC) officials with the 
request that they help solve the hostage crisis independently 
of Shell. They claimed that Shell had told them 
unequivocally the hostages were their problem and that they 
did not feature high on the priority list for Shell. 
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6. (C) Shell Emergency Response Team Commander Frank Mihlon 
said the company expected Tidex and Ecodrill to take the lead 

in any eventual ransom payments or other arrangements for the 
release of the hostages. He said Shell would continue to 

help with logistics and advice from a new command center 
established in Warri. Shell is bringing a London-based 

security advisor to Warri for this purpose. 


7. (C) Shell initially wanted no involvement on the part of 

the USG and UK but on January 18 officially requested both 
governments to lobby the GON for more transparency and 
urgency in resolving the hostage crisis. Shell indicated 

they had not yet heard from the new committee created by the 
President to deal with the situation. The committee is led 

by the Governor of Bayelsa State and the Minister of 
Petroleum. 


8. (C) In response 

Commissioner and a team of Scotland Yard negotiators to 
Bayelsa State on January 19. FBI will also send a negotiator 
by January 20 to join the British team. The negotiators will 
initially assist Tidex and Ecodrill 

agreed that Shell should not make any statements to the 
kidnappers for the present. 


9. (SBU) ConGen Lagos acquired a copy of the Reuters 
interview with the four hostages. Amcit Patrick Landry 
sounded ill on the tape and did not speak for long. He 
requested that the USG find a way to get him out of his 

current situation as quickly as possible. Attempts to get 

his blood pressure medication to him through either the 
Reuters journalist or GON negotiators have not yet succeeded. 


10. (SBU) As of January 17 

figures: 15 dead (14 military 

from the Southern Swamp area and 202 from the Northern 
Swamp). The company plans to reassess its staffing at 
Forcados Terminal and to remove the remaining 6 staff from 
their Odidi flowstation. 


Column 3 
HOWE 


50021 

points 

The assessment also notes the air and maritime routes 
traversing Guatemala 

cultivation 

Vielmann said the GOG was troubled by indications that 
Guatemalan gangs 

a retail distribution role 

narco-trafficking. Vielmann said his recent consultations 
with the Colombians reinforced his view that the GOG needed 
to act quickly to nip an embryonic Colombian situation in the 
bud. 


4. (C) While reviewing their list of organized crime families 

in Guatemala 

internal investigation of narco-trafficking allegations 

against Jaime Martinez-Lohayza 

for the past year has headed their party (GANA) bloc in 
Congress. They said they intended to make the case to 
President Berger that 

to be removed from his position as leader of the GANA bloc in 
Congress. Their implication was that they were seeking to do 
so while containing the political damage to Berger and GANA. 


4. (SBU) As evidence of the GOGYs commitment to combat 
narco-trafficking 
Washington interlocutors the following positive actions: 


= legislation (civil intelligence bill signed into 

law 

- recent extension of Mayan Jaguar operations; 
- the arrest in the U.S. of three top officers of the 
narcotics police (SAIA); 

- eradication (15 million poppy plants 

marijuana plants); 

- seizures (almost $2m in seized assets 

in confiscated cash); 

- 6 

specified); 

- cooperation with Colombia and Mexico; 

- joint patrols with El Salvador; 

- restructuring of the narcotics police (SAIA); 

- purge of corrupt police (PNC); 

- suspension of visas for PRC nationals; 

- seizure of precursor chemicals (pseudoephedrine). 


5. (SBU) Vielmann said he was greatly impressed by how 
quickly Colombia was able to respond to extradition requests. 
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He acknowledged that it took Guatemala 48 months to turn 
around an extradition request but said his goal was to reduce 
that to something closer to Colombia\'s one-month average. 


6. (U) Embassy has e-mailed to WHA/CEN the Power Point 
presentation that Vielmann and Vila have prepared for their 
Washington meetings. 


7. (SBU) Comment: GOG counter-narcotics efforts continue to 
be thwarted by a combination of corruption 

intimidation at the working level among police 

and judges (ref A). The senior leadership recognizes 
narco-trafficking\'s threat and is committed to combating it. 
To the extent that the GOG can show progress in overcoming 
the corruption 

hampered law enforcement 

consideration of their request for assistance in setting up 
vetted units and intelligence-sharing arrangements 

as equipment ranging from helicopters to bullet-proof vests. 
DERHAM 
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U.S. delegation and the directors at Actidyn had engaged in 
what appeared to be \"a frank and transparent exchange.\" 
ESTH/NP officer further informed Jaunet that the company had 
allowed the members of the U.S. delegation to view the 
vibrafuge. 


2. (S) ESTH/NP officer also highlighted that Actidyn 
interlocutors had agreed to send members of the U.S. 
delegation a copy of the signed contract for the vibrafuge 
transaction and that the company had promised to pass 
delegation members any new information obtained from its 
Chinese and U.S. partners involved in the transaction. 
ESTH/NP officer further advised that U.S delegation and 
Actidyn representatives had agreed that all future exchanges 
of information should go through French MFA channels. Jaunet 
remarked that the GOF preferred that channel 

forward to cooperating with the U.S. on this matter in 

future. 

3. (S) ESTH/NP officer expressed USG appreciation to 
Jaunet for assistance in arranging the U.S. delegation visit 
to the company 

brief the French Embassy in Washington directly. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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not participate in the election. PJ\'s Mejias told poloff 

that his party hoped the government would do so to highlight 
its anti-democratic ways. In a show of bravado 

Allup publicly challenged the government to do so as well. 
The GOV has since backed away from that threat 

may be considering the negative publicity it would receive by 
banning the most prominent opposition parties. 


9. (C) The government may also not need provocation. The 
National Assembly will be considering some bills this term 
such as the Citizen Power Law (ref b) 

define political parties and significantly restrict their 

activities 

between the opposition and GOV. The legislature also plans 
to introduce laws 

reportedly could represent a major new intrusion by the 
government into private and church schools 

might provoke substantial negative public reaction. In 
addition 

road to the airport may keep the GOV on the defensive as 
well. Most opposition leaders have been slow to seize on 
this last issue--possibly out of fear their own parties may 
also be blamed for past negligence--but this may change now 
that presidential contender Julio Borges (PJ) has recently 
begun to take advantage of this opportunity to criticize the 
GOV. The opposition\'s efforts to make this a political issue 
hinge in part on the economic and other dislocations the 
bridge collapse will occasion; those effects are only now 
beginning to become clear. 


10. (C) Appealing to the International Community: On 
December 14 opposition leaders 

with the diplomatic corps to explain the reasons for the 
opposition\'s pullout of the December 4 legislative elections. 
Mendoza announced plans for similar meetings and monthly 
status reports to update the diplomatic corps on its status 
and future plans. He also said the group will present the 
long-promised report detailing the fraud they allege occurred 
during the 2004 referendum (ref c). The report was not 
released last year to prevent discouraging voter 

participation in the municipal and legislative elections. 

The relatively low turnout for the meeting compared to 
similar meetings in 2004 which drew dozens of diplomats 
suggests international fatigue with the opposition has 
probably set in and this strategy is unlikely to succeed. 
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11. (C) Negotiation: Following the recommendations of the 
OAS and EUVs preliminary observation reports 

government 

national dialogue. During the December 14 meeting with the 
diplomatic corps 

only if the GOV sets a concrete agenda--unlike in previous 
efforts where the government drifted into abstract discussion 
about its \"revolution\"--leading with a discussion of 
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replacing the National Electoral Council. The GOV has said 
it will not accept \"preconditions\" for dialogue. Calls for a 
national dialogue are typically raised following an electoral 
event 

political progress. In fact 

raised this idea it has usually driven deeper divisions 

within the opposition. 


12. (C) Instead of sparking the regeneration of a new cadre 
of opposition leaders as hoped (ref d) 

now 

the criticism in the OAS and EUVs preliminary reports are 
allowing the opposition to continue blaming other factors 
than the themselves for their own problems within the 
Venezuelan political structure. As a result 

opposition appears to be continuing to resort to the same 
stale thinking that has only exacerbated the current 
political situation. PJ may be taking a risk in holding 
internal elections 

a stronger 

political fallout from the bridge collapse directly 
challenges the GOV\'s ability to govern and may be an 
important harbinger for the opposition\'s future by becoming 
either an issue on which the traditional opposition parties 
launch their comeback 

if they are unable to channel discontent in their direction. 
This cable covers the traditional opposition parties 

there are some new parties 

that appear to be trying to develop a different political 
approach 

coalition. Post will take a more in-depth look at these 
developments in the coming months. 


BROWNFIELD 
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sending his better half to Ghana. He expressed special 
appreciation for U.S. assistance 

expected signing of a $500 million MCA compact. The First 
Lady responded by noting the warm hospitality she had been 
shown in Ghana and expressed appreciation for Ghana\'s 
friendship and support to the U.S. The two also exchanged 
gifts. 


Extensive Media Coverage 


6. Local media coverage of Mrs. Bush 

and generally positive. Each of Ghana\'s four television 
stations 

popular private radio stations (Peace FM 

coverage of the first and last days of the First Lady\'s 
three-day stay. Ghana\'s two largest papers 

Daily Graphic and Ghanaian Times 

and Daily Guide ran front-page stories for these days as 
well. National wire service Ghana News Agency provided 
considerable coverage on its website ghanaweb.com and in 
selected print outlets. 


7. Most articles focused on the launch of the Africa 

Education Initiative and devoted significant space to 
straightforward and factual accounts of the initiative and 

Mrs. Bush\'s commitment to education. Visits with HIV/AIDS 
patients at Korle-Bu Hospital and President Kufuor at the 

Castle received positive but limited coverage because of 
controlled media access. State-owned Ghana Television ran an 
eight-minute summary of the First Lady 

item on its January 17 evening news. 


8. The Daily Mail carried a January 16 editorial entitled 
\"Akwaaba (welcome) Laura Bush!" that urged the First Lady to 
convince President Bush of the importance of African 
development and growth. The visit also generated significant 
international press 

pool of Reuters 

Times. 


Comment 


9. Mrs. Bush 

relations 

since Hillary Clinton\'s visit. Mrs. Bush clearly enjoyed her 
stay and was particularly impressed with the impact that 
organizations of persons living with HIV/AIDS can have in 
fighting stigma and discrimination. Post was delighted with 
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the visit and we appreciate the support we received from the 
Department 


BRIDGEWATER 
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Council (HRC). USG absence 

disaster (and a gift horse to the PRC). Concerning the 
eventual size of the Human Rights Council 

France preferred an HRC of no fewer than 45 members. 
Anything less would limit WEOG participation. Bermann and 
Hissard also opined that agreeing on human rights criteria 
for election was tricky. Many in the EU 

want abolition of the death penalty to be a requirement for 
HRC election. 


3. (C) Bermann made a point of introducing Kassianides in 
terms of his new lO responsibilities in readying a referral 

of Iran to the Security Council. Kassianides had attended 16 
January London meetings on Iran -- the first time that the 
MFA lO department had taken part 

volunteered that the EU-3 were working jointly on an IAEA 
resolution that would be circulated in draft in Vienna in 
advance of the 2/2 BOG. Bermann said SC referral should be 
seen as the \"normal\" next step 

efforts a parenthetical chapter in the process. She 
commented on the need for constant contact with SYG Annan in 
coming weeks in order to keep him on message. 


4. (C) On Security Council reform 

commitment to the G-4 resolution. She emphasized French 
solidarity with Germany in its aim for permanent membership 

a sine qua non for any Council reform 

essential for re-energizing the United Nations. Bermann 
commented that the G-4 resolution also offered the best 
outcome overall for African interests 

continent\'s internal divisions. Bermann and Kassianides 
inquired about Japanese consultations with the USG on Council 
reform 


5. (C) Regarding the selection of Annan\'s successor 
volunteered that France was only beginning to look at the 
various Asian candidates. She advised deferring discussion 
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into the next General Assembly for fear that Annan would 
otherwise become an ineffectual lame duck. She was gratified 
that the USG had backed off from its alleged aim to settle on 
Annan\'s successor by June. Bermann said she looked forward 
to consultations with A/S Silverberg in the near future 
suggesting the possibility of a February visit to New York 

and Washington. 


6. (C) Guidance Request: Post requests guidance in response 
to A/S-equivalent Bermann\'s concern about a possible boycott 
of the UN Human Rights Commission if it has not been replaced 
this summer by a new Human Rights Council. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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illusions\" about future relations with the Morales 

administration but would approach the new government \"in good 
faith" A/S Shannon noted that Morales\'s rhetoric had 
softened somewhat recently but was still very personal and 
attimes 

dialogue. A second key area to our future relations would be 
the Morales response to our counternarcotics programs. A/S 
Shannon asked how we approach the new government on this 
issue without provoking immediate problems and confrontation. 
He noted that while he understood that cocoa growers were 
the original base of support for Morales 

remained a key part of U.S. anti-drug strategy in Bolivia 

along with interdiction and development programs. The 
Assistant Secretary said Argentine and Brazilian involvement 
would be key in maintaining democratic institutions in 

Bolivia. 


4. (C) FM Taiana acknowledged the difficulties that lay 

ahead for Bolivia. He said the margin of victory Morales 
obtained in the December elections had come as a surprise to 
the GOA. However 

still no answer as to \"what is Bolivial" and that the Bolivian 
social compact was essentially Wbroken.Y Taiana said the 
indigenous angle to the elections was \"unprecedented\" not 
only for Bolivia but for South America. He opined that 
Morales viewed himself as \"the Nelson Mandela" of indigenous 
Bolivians but that it was still not clear how much influence 

the indigenous movement would have in the new government. 


5. (C) In an earlier meeting with Deputy Foreign Minister 
Roberto Garcia Moritan 
Brazil have important interests in Bolivia. He said the U.S. 
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faced a diplomatic challenge with the Morales government 
that the first step would be to start a dialogue and see what 
is possible. He said that we faced two obstacles to that 
dialogue. The first was Morales\'s rhetoric 

personal and reflected the confrontational tactics of Chavez. 
The second barrier was Morales\'s position on our 
counternarcotics program. Since so much bilateral assistance 
is tied to the GOB 

relationship will suffer across the board if the 
counternarcotics program falls apart. Shannon said we want 
to coordinate our actions with the GOA 

multilateral instruments like the Inter-American Commission 
on Drug Control (CICAD). 


6. (C) Garcia Moritan said the success of Bolivian democracy 
was very important and the GOA intended to help the Bolivians 
achieve success. He said if Morales asks the GOA for help 
Vwe will see what we can offer.\" Under Secretary for Latin 


American Policy Leonardo Franco said the GOA was working on a 
variety of bilateral projects in the areas of trade 

education 

constitutional reform. The GOA was also looking at BoliviaWs 
entry into MERCOSUR as a full member. Franco praised the 
United States for its mature reactionW to Morales\'s 

electoral victory. 


7. (C) On the question of drugs 

would work closely with Bolivia and liked the idea of using 
regional mechanisms like CICAD. He said it was important to 
watch Morales 

against painting Morales as a narcotrafficker. 

GUTIERREZ 
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Icelanders\" (who only recently obtained Icelandic 
citizenship) 

and non-resident NIV applicants. During FY2005 
received NIV applications from citizens from 44 countries. 
The most significant third country national groups are 
citizens of Poland (15 applications) 

applications) 

applications) 

applications). 


Post receives approximately 2 turnaround reports each month 
mainly for previous overstays on the Visa Waiver Program or 
evidence of intended illegal employment. 

Post had two NIV applicants that were suspected to have 
fraudulent passports. After taking these passports to the 
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Icelandic Immigration Authorities and using their equipment 
to examine these passports post was assured that these 
passports where genuine 

applicants obtained a new passport and qualified for a Visa. 
The other applicant was refused under 214b. 


4. IVFRAUD: The IV units\'s main fraud concern is family 
based IV applications from third-country nationals with 
foreign birth 

this period there was one suspected case. In that case 
there was a concern if a marriage between an American 
citizen husband and an Icelandic citizen wife was solely for 
Immigrant Visa purposes. The wife had an overstay in the 
U.S. and there was a concern if the marriage was genuine. A 
DHS officer from London came to Iceland to interview the 
couple and approved the petition. The case will be finished 
here in Iceland. 


5. DV FRAUD: Post did not uncover any cases involving DV 
fraud during FY2005. The majority of DV applicants in 
Iceland are Icelandic citizens. That makes it easier for 

the post to examine documents. 


6. ACS FRAUD: U.S. passport fraud is minimal at post. 
During this period there was one suspected case. The case 
involved an American soldier stationed in Bahrain whose 
Ethiopian wife obtained fraudulent documents for employment 
in Bahrain. Their child was born in Bahrain with the 
mothers fraudulent name on the birth certificate. The case 
is still open. False claims to U.S. citizenship and photo- 
substituted identification documents are the main fraud 
concerns in the ACS unit. Lost or stolen passport cases 
occur frequently as many tourists come to Iceland and lose 
their passports. 


7. ADOPTION FRAUD: Post does not handle any adoption 
documents. 


8. ASYLUM AND OTHER DHS BENEFITS FRAUD: Post did not 
uncover any cases involving asylum fraud during FY2005. 


9. COOPERATION WITH HOST GOVERNMENT AUTHORITIES: 
Cooperation between post and the Icelandic authorities 

issuing passports and investigating fraud is very good. The 
Border Police have excellent equipment to investigate 

fraudulent documents and have willingly assisted post 

whenever post has requested it. 


10. AREAS OF PARTICULAR CONCERN: Iceland is a transit 
point for alien traffickers and refugees from China 
and Eastern Europe. lt is relatively easy to obtain 
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Icelandic refugee travel documents or alien passports even 
when the identity of the applicant is not clearly 

established. Some refugees become naturalized Icelandic 
citizens within three to seven years 

for travel on the Visa Waiver program. Post has also seen 
an increased number of media reports about alien smugglers 
trafficking Chinese women through Iceland to other countries 
in Western Europe and potentially to the United States. 


11. STAFFING AND TRAINING: We do not have a Fraud 
Prevention Unit at post. All consular LES staff are cross- 
trained in basic fraud prevention tools and tactics. One of 
the LES staff received the Fraud Prevention training at FSI 
and held an information session at post sharing what she had 
learnt at FSI for the Consular Section and the Regional 
Security Office. The Consular Section used the Consular 
Leadership Day in January 2005 to strengthen the 
relationship between the section and the Icelandic Border 
Police at the airport. They showed post their equipment and 
how they make use of it. They also informed post of the 
kinds of cases with which they had been dealing and how they 
had been able to detect these cases. Post recommends 
additional fraud prevention training for the Consular 

Officer. 
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Mercurio!" (circ. 116 

Karin Ebensperger entitled 
Quote: 


VThe election in Chile made international news because it was the 
first time a woman in South America reached the presidency and the 
level of democracy achieved by Chileans is recognized as a regional 
example. Nevertheless 

role the system assigns to the opposition... The most notable 
example is Great Britain...in which the State grants a salary to the 
opposition leader: they pay him for his opposition. Another country 
with great political stability...is the United States. lts system 

aims to prevent that those who lose an election be crushed while a 
central government becomes omnipotent.... Since its return to 
democracy 

opposition but a more inclusive system would be beneficial so that 
in the future those who do not come to power may systematically 
contribute to development." 


KELLY 
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2) 12/07 Ortega Self Defense Bloc Cajibio 168 
Leader: AKA \"EI MonoW and AKA \"Rubider\" 


TOTAL 1 
2004 
DATE GROUP PLACE DEMOBILIZED 
3) 11/25 Bananero Bloc Turbo 447 


Leader: Eder Veloza 

4) 12/04 Magdalena South Bloc Santa Ana 47 
Leader: Jose Maria Barrera 

5) 12/09 Cundinamarca Bloc Yacopi 148 
Leader: Luis Eduardo Cifuentes 


6) 12/10 Catatumbo Bloc Tibu 1 
Leader: Salvatore Mancuso 
7) 12/18 Calima Bloc Bugalagrande 557 
Leader: Juan de Dios Usuga 
TOTAL 2 
2005 
DATE GROUP PLACE DEMOBILIZED 
8) 1/18 Cordoba Bloc S.F.Ralito 925 


Leader: Jairo Andres Angarita 

9) 1/30 Southeast Antionqueno Ciudad Bolivar 126 
Leader: Alcides de Jesus Durango 

10)2/3 La Mojana Front Guaranda 109 
Leader: AKA \"Ramon Mojana\" 

11)6/15 Heroes de Tolava Bloc Valencia 464 
Leader: AKA \"Don Berna 

12)7/14 Montes de Maria Bloc Maria La Baja 594 
Leader: AKA \"Diego Vecino 

13)7/30 Libertadores del Sur Bloc Taminango 689 
Leader: AKA \"Pablo Sevillano 

14)8/01 Heroes de Granada San Roque 2 
Leader: Daniel Alberto Mejia 

15)8/06 Meta and Vichada Fronts Pto. Gaitan 208 
Leader: Jose Baldomero 

16)8/23 Pacifico Bloc Istmina/Ralito 359 
Leader: Francisco Zuluaga 

17)8/25 Vencedores de Arauca  Ralito 62 

18)9/03 Centauros Bloc Yopal 1 
Leader: Vicente Castano 

19)9/11 Northwest Antioquia Bloc Sopetran 222 
Leader: Luis Tuberquia 

20)9/24 Vichada Bloc Cumaribo 325 


21)10/22 Tolima Bloc Ambalema 207 
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Leader: Diego Martinez 
22)12/12 BCB: Northeast Antioqueno Remedios 1 
Bajo Cauca 
Leaders:Javier Montanez 
AKA VMacacoW and AKA \"Julian Bolivar" 
23)12/15 BCB: Heroes de Guatica Santuario 552 
Leader: AKA \"Leo 
12/23 Vencedores de Arauca Tame 486 


TOTAL 10 


YEAR NUMBER OF EQUIPMENT TURNED-IN 
DEMOBILIZED ARMS AMMUNITION GRENADES 


3. (U) The GOC\'s program to encourage individual members from 
IAGs to desert and reenter civilian life has encouraged over 

8 

the deserters are from the Revolutionary Armed Forces of 
Colombia (FARC). Following is the breakdown of the 

individual deserter program: 


INDIVIDUAL DESERTER PROGRAM 
FARC AUC ELN OTHERS 
2002 529 0 139 62 
2003 1 
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\"Don Berna;\" and Carlos Mario Jimenez 


3. (C) According to Peace Commissioner Luis Carlos Restrepo 
the groups expected to demobilize before mid-February 2006 
are the Central Bolivar Bloc (BCB) with 3 

Mineros Bloc with 2 

Self-Defense Mid-Magdalena Bloc with 650 

Cardenas Bloc with 500 members. Restrepo was less hopeful 
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about the demobilization of the Northern Bloc 

401"; regional pressures and the security situation could 

delay matters. In addition 

combatants have deserted since August 2002. About half are 
from the Revolutionary Armed Forces of Colombia (FARC). See 
ref A for complete breakdown of the GOC\'s collective (group) 
demobilization efforts as of December 23 

individual deserter program. 


4. (U) The benefits from removing 22 
are clear. According to data from the Security and Democracy 
Foundation 


in 2005 

In its report on security in 2005 

that the government\'s democratic security policy is providing 
results and that the policy includes \"the demobilization of 
paramilitary groups 

the homicides committed by these groups." The bottom line is 
that violence has decreased significantly in the country. 

The homicide rate is at the lowest level in 18 years. Other 
violence indicators also show significant downward trends -- 
kidnappings (down 39%) 

terror attacks (down 42%). 


5. (C) Understanding the original composition of the 
paramilitary structures helps envision how they will evolve 
post-demobilization. Most analysts agree that the 
paramilitaries can be broken down into three groups: 


-- a. The \"ideologues 
the guerrillas; 


-- b. Private security forces that became organized crime 
networks; and 


-- c. Narco-traffickers that became paramilitaries to 
\"legitimize\" their criminal enterprises. 


6. (C) This division explains how some paramilitaries 
demobilized 

society 

illegal activities. Colombian National Police Intelligence 
(DIPOL) analysts who have followed the paramilitary 
phenomenon for over a decade estimated that seven to eight 
percent of the total demobilized combatants 

25 
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activities. This estimate is based in part on DIPOL\'s 
current figures 

have been arrested for committing crimes after demobilizing; 
129 have been murdered and 27 have been wounded while 
participating in criminal activities; and over 1 

participate in illicit activities who have managed to escape 
capture. 


7. (C) Most demobilized paramilitaries have dismantled their 
organizational structures and the majority have returned to 
their places of origin 

American States (OAS) Verification Mission in Colombia report 
(please treat as close hold since the report has not yet been 
made public). However 

about the following post-demobilization phenomena: 


-- a. the regrouping of demobilized combatants into criminal 
gangs that seek control over communities and illicit economic 
activity; 


-- b. groups that have not demobilized; and 


-- c. the appearance of new armed players and/or the 
strengthening of those already in existence in zones 
abandoned by demobilized groups. 


a. REGROUPING OF DEMOBILIZED GROUPS 

(C) According to the OAS Verification Mission report 
regions where guerrilla influence is minimal and the control 
of government authorities has not yet taken hold 
demobilized mid-level paramilitary leaders are reasserting 
their presence. In these places 

approximately 5 to 30 members) are moving into criminal 
activities 

\"social cleansing 


blocs. These paramilitary sub-groups though significantly 
smaller than the larger paramilitary structures are found in 
the municipality of Palmito 

influence of the former Heroes Montes de Maria Bloc); the 
municipality of Montelibano 

influence of the former Sin and San Jorge Blocs); Puerto 
Gaitan 

Self Defense Peasants of Meta and Vichada); Buenaventura 
Valle de Cauca Department (under the influence of the former 
Calima Bloc); and in Tumaco 

influence of the former Libertadores del Sur Bloc.) 
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b. GROUPS THAT HAVE NOT DEMOBILIZED 

(C) These groups are sub-units of demobilized blocs that 
refused to demobilize and continue to carry out criminal 
activities in their zones of influence. For example 
Tierralta 

of the Heroes de Tolova Bloc 

\"Traquetos\" continues operating in the area. This group 
protects illegal cultivation and controls the coca paste 
trade in the zone. In Puerto Gaitan 

self-defense group of the Vichada Front of the Central 
Bolivar Bloc (BCB) did not demobilize and now fights over 
extortion opportunities and control of illicit cultivation in 
that sector. In Sucre Department 

of Rodrigo Mercado alias \"Rodrigo Cadena 

Morrosquillo Front 

that some blocs 

Campesinos del Casanare 

Guaviare 

with by police or military action. 


c. APPEARANCE OF OLD/NEW ARMED PLAYERS IN ZONES ABANDONED BY 
DEMOBILIZED GROUPS 

(C) The OAS Mission has observed cases of criminals 
establishing themselves in areas once ruled by paramilitaries 
and recruiting new combatants 

vibrant illegal economy already exists. For example 

officials have been advised of drug trafficking groups 
forming in the north of Valle del Cauca and Choco 
Departments. Diego Montoya and Wilber Varela 

cartel leaders 

combatants among the demobilized and civilian populations. 
In Narino Department 

(Black Hand) or Y Aguilas Negras!" (Black Eagles) operates 
where the Libertadores del Sur Bloc used to reign and is 
trying to gain a monopoly over the purchase of coca. A 
similar phenomenon is evident in Norte de Santander 
Department 

(Blue Eagles) pressures the demobilized of the former 
Catatumbo Bloc who reside in the zone 

some demobilized have been assassinated or displaced. These 
new criminal groups also will have to be dealt with through 
police or military action. 


8. (C) The strength of paramilitary organizations in the past 
was based on the demands for security from citizens in areas 
with a weak government presence. This still resonates with 
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the Colombian public. According to the most recent 
Cid-Gallup poll 

(one in 8 Colombians) 

percent for the ELN. This suggests there are significant 
challenges to completely eliminating paramilitary influence 

in these areas. According to Semana Magazine security editor 
Marta Ruiz 

years 

institutions 

demand for do-it-yourself justice will continue. Researcher 
Gustavo Duncan argues that Colombian citizens\' need for 
\"mafia-like security organizations\" undermines the State. He 
noted a dichotomy between urban demands for democratic 
principles and modern capitalism 

responsiveness to immediate security and economic needs that 


criminal organizations are better positioned to provide. For 
example 

communities blocking paramilitary demobilizations because 

they were afraid the FARC would return. Some analysts warn 
that most communities prefer AUC over FARC presence since the 
guerrillas are a violent indoctrinating force while the AUC 

is seen as a corrupt political machine that brought a measure 

of stability and dispute resolution. 


9. (C) The demobilization process has allowed paramilitaries 
particularly among the leadership 

from illegal combatants to legal citizens 

them greater latitude to participate openly in local and 

national politics. This in turn 

to protect criminal activity 

Ideas for Peace Foundation President Camilo Gonzalez Pozo has 
stated that the paramilitaries\' economic power permitted them 
in the past years to better position themselves politically 

which will allow them in the coming years to protect their 
financial and legal interests. Gonzalez described the 
paramilitaries as essentially \"well-oiled mafias\" whose main 
objective was to achieve a monopoly over a set of profitable 
economic activities 

racketeering 

political power at the local and national level. 


10. (C) AUC leader 

article in July 2005 claimed that for several years 
paramilitaries have intervened in politics 

and regional political processes 

structures. Columnist and paramilitary analyst Claudia 
Lopez 

influence on the Atlantic Coast 

since 1997 the paramilitaries have tried to gain influence at 
all levels of government to legalize their status. She 
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explained that in the last national and local elections 
paramilitaries 

politicians who were likely to win and willing to represent 
their needs. This strategy of supporting any politician -- 
notwithstanding their party association -- allowed them to 
further spread their influence. In an interview with Semana 
Magazine in June 2005 

said that 35 percent of the National Congress consists of 
paramilitary \"friends 

paramilitaries) will have increased that percentage\" (see ref 
B and C). This figure may be fact or boast. Senator and 
pre-presidential Polo Democratico candidate Antonio Navarro 
Wolf has suggested that only seven senators solidly support 
the paramilitaries with others occasionally supportive or 
intimidated to be supportive. (Navarro Wolf himself has been 
accused of accepting campaign contributions from 
narco-traffickers so he is not a disinterested observer.) 

The involvement of paramilitary supporters in the elections 
and intimidation of candidates and voters by the paramilitary 
themselves 

parties acting to distance themselves from paramilitary 
influence (septel). 


MEDELLIN 


11. (C) Poloff visited Medellin in mid-December and met with 
several leading figures to discuss the local influence of 
former paramilitaries (see ref D). According to Mayor Sergio 
Fajardo 

city is complex and involves guerrillas and paramilitaries as 
well as youth gangs and bands of common criminals regulated 
by these IAGs. He explained that in the 1980s 

became synonymous with the cocaine trade 

the highest per capita murder rate in the world. However 
homicide rates have fallen significantly in recent years in 
large part because of the handling of the reinsertion of the 
868 demobilized paramilitaries from the Cacique Nutibara 
Bloc. An OAS Mission report in early 2005 noted that the 


city\'s improving homicide rate is directly related to the 

lower rates of violence found in areas where many demobilized 
live. Medellin\'s reinsertion and reintegration model 

the best in the country 

demobilized 

training 

program. Medellin\'s program funding takes up 0.34 percent of 
the total municipal budget and has strong political backing. 
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It remains to be seen if the national program 
responsible for demobilizing over 14 

have the same success as the local program. 


12. (C) Former Mayor Luis Perez (and likely mayoral candidate 
in 2009) took a different view 

gone down in Medellin because the AUC controls \"everything\" 
unlike before 

Perez argued that demobilized paramilitary chiefs such as 
\"Don Bernal" did not fully-demobilize their military 

structures and still wield significant power in Medellin. He 
claimed that the AUC has a stranglehold on public 
transportation 

stores. Labor leaders Carlos Julio Diaz and Jorge Luis Soto 
pointed to a recent National Administration Department of 
Statistics of Colombia study that showed residents of 

Medellin feel more secure today than ever before 

most \"extorted\" in the country. The 2005 annual report from 
the office of Medellin\'s human rights ombudsman 

paramilitary groups are exerting new authority in some 
neighborhoods of the city and some demobilized combatants 
charge \"protection taxes. According to a Semana Magazine 
article in April 2005 

is troubling because it may not be in response to a 

legitimate State restoring peaceful coexistence among the 
citizenry 

weakens democratic institutions. 


BARRANQUILLA 


13. (C) During a December visit to Barranquilla 

with government officials 

and labor union members. According to the Interior Secretary 
for Atlantico Department 

important strategic location for criminal groups because it 

is an industrial city with a maritime port close to the 
Magdalena River 

the AUC to move coca and weapons. Garcia said Barranquilla 
unlike Cali and Medellin 

major cartel but used by drug trafficking groups from other 
parts of the country. However 

existed were displaced by the AUC\'s North Bloc. Garcia 
nevertheless 

compared to other departments on the Atlantic Coast 
Cordoba 


14. (C) According to the President of Barranquilla\'s private 
sector association 

perceive there are ongoing turf battles among \"paracos\" 
(paramilitary-narcos) 

pass themselves off as AUC. Sarabia said the AUC\'s purpose 
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has been to control spaces in the city to operate their 

illegal businesses. He added that the AUC had some 
participation in local power 

diverted resources from the health sector and they had a high 
participation in gambling 


15. (C) The President of Central Labor Union (CUT) Jesus 
Tovar said the situation in Barranquilla will continue to be 
\"serious\" because no one expects the AUC to stop targeting 
sectors such as unionists 

claimed that corruption and AUC influence in local politics 

is growing. He added that labor activists continue to 

receive threats and intimidation because they have denounced 
this situation. 


16. (C) We are still at the beginning of this process 

also at the beginning of the 2006 Congressional and 
Presidential campaigns. Several political leaders are trying 
to ensure their candidate lists remain paramilitary-free. 
Liberal party leader and former president Cesar Gaviria is 
convinced that the evolution of the paramilitaries is headed 
in a dangerous direction with the end result being criminal 
organizations on the scale of the Cali cartel of the 1980s 
(septel). Others believe he is exaggerating the issue for 
campaign purposes 

issues to challenge President Uribe\'s strong standing in the 
polls. The most effective way for the GOC to confront the 
post-paramilitary period is to ensure that as many 
demobilized as possible are discouraged from returning to 
illegal activities. But this requires resources to train and 
resocialize the ex-paramilitaries. Resources are needed in 
amounts well beyond the Colombian government\'s ability. 
Therefore 

Without such assistance the Colombian nightmare of 
narco-terrorism could be made many years longer. To achieve 
this in a country where parallel criminal structures have 
operated for decades 

programs for demobilized combatants are also essential. 
Inadequate leadership and coordination among GOC institutions 
is delaying this process 

significance of the GOC\'s successful efforts since 2002 to 
remove illegal actors from the battlefield. 

WOOD 
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Middle!" featuring DS Agents. 


2. Information contained within video will be placed 
in RSO library for Embassy personnel to view at their 
leisure. 


GILROY 
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doors" cannot help but like each other. This sometimes gets 
in the way 

not too different from the way many Latins feel about Fidel 
Castro. While most know intellectually that Castro is a 
dictator 

they remain awed by him and cannot help but like Cubans 
personally. 


2. (C) When Penate visited Venezuelan Interior and Justice 
Minister Jesse Chacon in late December to discuss GOV charges 
that GOC military officials were working with former 

Venezuelan military officers to overthrow Hugo Chavez 
(reftel) 
subordinates put the finishing touches on a document 
suggested that he and Chacon go off and eat at a nearby 
well-known restaurant. Chacon begged off 
reluctant to visit restaurants these days. Customers tended 
to verbally abuse him --\"break plates and yell at mel" about 
various government-related issues. Penate told polcouns his 
experience in Bogota restaurants was just the opposite. When 
people recognized him 
approached his table with expressions of praise or gratitude. 

(2) Penate was also struck by how Cuba-oriented Chacon was. 
Chacon had never visited Bogota but could not count how many 
times he had been to Cuba. The walls of Chacon\'s office were 
covered by Cuban memorabilia 
that Cuban government official. Penate said he learned that 
promising young Venezuelan diplomats now travel to Havana for 
three months of training and then return to take up posts 
reserved for senior diplomats. Many senior Venezuelan 
diplomats are on extended leave 
careful not to fire them for fear foreigners would interpret 
it as politically-motivated. But they are effectively 
sidelined. 


3. (U) Penate said Chacon is scheduled to visit Bogota the 
week of January 16 

security situation on the border. Penate said the binational 
security project would focus on fighting drug trafficking 
kidnapping and extortion as well as the detection and 
elimination of illicit crops. 

WOOD 
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50038 
Port-au-Prince. 


3. (C) Comment: This is the first incidence of violence 
clearly directed toward a presidential candidate. St. Marc 
was a flashpoint of violence during the campaign to oust 
Aristide 

Prime Minister Yvon Neptune for his alleged role in the St. 
Marc violence. This incident reflects ongoing local 
political tension that until now not had a wider impact on 
the national security climate. It is a disturbing 
development in the context of the increasingly polarized 
presidential campaign. Preval told Polcouns on January 17 
that he was embarking on a campaign swing that would 
encompass the entire north and northeast 

fears about threats against him. End comment. 

CARNEY 
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with an operational branch in China. 


5. (C) Taiwan regulators currently take the view that no 
Taiwan banks should establish branches in China until there 
is an agreement on regulatory supervision of banks between 
Taiwan and China. However 

have made it impossible to establish such an agreement. 


6. (C) Wells Fargo wanted AIT\'s advice on whether to 
approach Taiwan regulators with these facts in hope of being 
exempted from the regulations covering Taiwan banks. AIT 
offered to relay discreetly the question to banking 

regulators (Wells Fargo said it would discuss the AIT offer 
with SCBHKYs Taiwan shareholders before responding to our 
offer) 

being considered anything other than a Taiwan bank as long as 
it is 57% owned by a Taiwan bank. However 

if Wells Fargo were to increase its stake to become the 
largest shareholder 

no longer a Taiwan bank. 


7. (C) Comment: This case provides an example of the 
disarray of Taiwan agencies on cross-Strait policy and 
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implementation and its impact on U.S. companies 
marvelous description of the high level of integration in 
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business circles throughout Greater China 

across the Strait. People talk about how complex and 
sensitive relations are across the Strait 

previously noted in the airline business 

sides of the Straits often have well-established relations 
know each other\'s business 

opportunities that they can exploit 

policies prevent the companies from implementing rational 
arrangements. 


8. (C) Leading families in Greater China often hedge their 
bets by assigning different branches of the family to 

different geographic locations 

Taiwan 

of the family support the ruling party and others support the 
opposition parties. The emerging results are global business 
networks that transcend country 

that are well-positioned for an increasingly important role 

in a globalized economy. These mixed institutions offer some 
unique channels to strengthen practical cross-Strait 
cooperation 

prepared to be flexible and supportive. Post January 1 
prospects appear dim on the Taiwan side at least for the 
short term. 

PAAL 
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is little reason to expect sharp changes in specific 
economic policies under a new government. Of greater 
importance is the ConservativesY commitment to respect 
provincial jurisdiction 

adjustment of the federal governmenti\'s role in Canadian 
economic life. This meshes with the agendas 

the Bloc Quebecois 

END SUMMARY 


NDP FOCUS ON HEALTH CARE 


3. Of the four parties in Parliament 

democratic New Democratic Party (NDP) has put a sustained 
spotlight on one economic issue in this campaign. The NDP 
which has its core support in public sector unions 
consistently attacked what it calls \"privatization\" in 
Canada\'s single-payer health care system. Health care was 
an important issue in the 2004 campaign (reftel) 

parties vowing somehow to \"strengthen\" the system 

the current race 

beyond their previous stances. 
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LIBERAL ECONOMIC RECORD UNCHALLENGED 


4. The Conservative Party\'s traditional economic policy 
mantras from the Mulroney era (1984-93) -- trade 
liberalization 

effectively adopted by the Liberals after they took office 

in 1993. (While the Mulroney team had succeeded with the 
first two goals 

struggle with inflation 

fiscal deficit). Losing these campaign planks contributed 
to the Conservatives\' internal crises over the past decade. 
Even now 

policies and priorities 

parties) generally do not attack the Liberal macroeconomic 
record. 


SIMILAR GRADES FROM BUSINESS GROUPS 


5. Major business groups and most observers rate the two 

major parties\' economic platforms similarly in the current 

race. The Canadian Chamber of Commerce\'s campaign scorecard 
(see www.chamber.ca ) rates both parties \"poor\" on 

international trade but \"good\" on workforce strategies; it 

credits the Liberals with being somewhat better on fiscal 

policy and innovation 

on energy/environment and health care. 


CONSERVATIVES WOULD RETREAT FROM KYOTO ACCORD 


6. One key point of difference is that the Conservatives 
admit that the Kyoto Accord is unworkable 

that it intrudes on provincial jurisdiction. Instead 

would begin consultations with provincial governments to 
develop a new plan for reducing Canada\'s greenhouse gas 
emissions. The Conservatives say that an international 
replacement for Kyoto should include the United States 
China and India. 


DECENTRALIZING THEME HAS WIDE IMPLICATIONS 


7. The Conservative Party\'s call on the GOC to focus on its 
own constitutional responsibilities and respect provincial 
jurisdiction is long-standing and would have implications in 
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many areas 

this may be the theme which would most affect Canadian 
economic policy under a Conservative government 

been highlighted in the current campaign. 


A MINORITY GOVERNMENT COULD SPELL BUDGET TROUBLE 


8. Because a minority government is a likely outcome from 

this election 

Parliamentary support among members from the smaller parties 
(both of which are left-leaning) 

probably face strong upward pressure on spending. Combined 
with a heritage of large spending and transfer commitments 
made by the GOC over the past two years (such as on health 
care) 

North America 

federal fiscal surpluses may be drawing to a close. 


9. This risk might further increase under the Conservatives 

if they act on their promises to cut taxes. Indeed 
Conservatives have also made a range of spending promises 
during the campaign 

fiscal plan (though it is approved by major economists) 
incompetent and under-funded by C$22 billion. 
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until the new government is fully in place. The transition 
period will not be a time for bold new initiatives but it 

will not be moribund either. END SUMMARY 


When the Electoral Smoke Clears 


2. (SBU) By late evening on January 23 the results of the 
election will be announced in the national media. But the 
party with the largest share of votes does not immediately 
\"take over" and assume office. Following the election 
Governor General appoints the leader with the greatest chance 
of holding the confidence of the House as the Prime Minister. 
Almost invariably this would be the leader of the party with 
the most seats 

consider a proposed coalition of two (or more) other parties. 
Since none of the national parties in the current election 
have expressed any interest in forming a coalition 
government 

has not occurred in modern Canadian history 
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low. So we are confident that the party with the most seats 
will be the one asked to form government. 


Formation of a Cabinet 


3. (SBU) The Constitution neither defines nor regulates the 
length of time between Election Day and when a Prime Minister 
and his cabinet are sworn in. In the past half-century 
average time between Election Day and the official swearing 
in of the new Ministry has been thirteen days. In this 

short 

Government maintains its Ministry in order to avoid a 
governance gap. James Hurley 

Constitutional Advisor 

Minister and the leader of the incoming government would sit 
down and agree on a date for transition.\" This allows the 
outgoing Ministers time to clear their desks and move from 
their offices and gives the incoming Prime Minister time to 
finalize the details of his new Cabinet. The Clerk of the 

Privy Council 

traditionally coordinates in advance with a likely new Prime 
Minister and his advisors and is a key player in ensuring 

that preparations are under 

way for the transition. 


The New Parliamentary Session 


4. (SBU) Once the Cabinet is sworn in 

begin to take charge of their offices. They will hold 

cabinet meetings with the Prime Minister in Ottawa and 
possibly even elsewhere in Canada. The Parliament 
traditionally does not come into session for some time. The 
previous Parliament 

was set to resume on January 30 

Qwas set to resume on January 30 

Parliament 

Parliamentary calendar is determined by the Prime Minister\'s 
Office 

Prime Minister 

to be done before the new session is called. The newly 
elected Prime Minister would be under no obligation to adhere 
to the former Parliamentary calendar 

well stay out until mid to late March. Some estimates even 
have Parliament staying out until after the Easter Break in 
mid-April. 


Public Servants Beaver On 
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5. (SBU) Much of Ottawa\'s senior bureaucracy will go into 
overdrive in the event of a transition to a Conservative 
government. While many Conservative MPs will have experience 
in Opposition 

or municipal governments 
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Federal Government 

Similarly 

years of Liberal rule and will have to adapt to potentially 
significant changes. In the weeks following the election we 
expect them to be seriously preoccupied and distracted. 


Hires and Fires 


6. (C/NF) An incoming Prime Minister from a new party does 
not have unlimited options in dealing with appointees of the 
previous administration. A new Prime Ministers cannot 
example 

Supreme Court and he also does not have carte blanche to 
replace senior civil servants 

recall Ambassadors 

believe that many of the Deputy Ministers have come to be 
closely associated with the Liberal Party and a new 
Conservative team would be reluctant to trust them to carry 
out the new agenda. So we can expect a number of senior 
personnel shuffles 

new postings in other areas 


7. (C/NF) Commentators have begun to speculate on when they 
expect Ambassador Frank McKenna 

posting to Washington 

for the leadership of the Liberal Party. He may wait for the 
presumed post-loss \"dust\" to settle so he doesn\'t get caught 
up in the blame game for the Liberal defeat 

him to toss his hat into the Liberal leadership ring soon and 

he will not be effective doing so from Washington. 


The Clerk of the Privy Council 


8. (SBU) One expected early departure is Canada\'s Senior 
Civil Servant 

Traditionally 

but the time frame for this is not rushed. The Clerk is a 
career civil servant with an important role in the transition 
so we expect the incumbent 

between two to five months to keep a steady hand on the 
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transition. A possible successor would be Peter Harder 
currently Deputy Foreign Minister 

who 


9. (C/NF) Comment: Assuming a transition to a Conservative 
minority (which we are on record as assuming) 

a slower than usual transition that will have more than its 
share of hiccups. The Conservatives will presumably come 
into office with a share of humility based on their tenuous 
hold on power and would not be expected to lead any bold 
moves until they see what they face on the floor of 
Parliament 

do until they have a firm strategy in place and have done 
their homework. The professional bureaucracy in this 
transition period will meanwhile continue to provide us with 
the interlocutors we need to get the minimum accomplished 
but we shouldn\'t expect to see any real engagement on new 
policies until the May-June timeframe. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 
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TELLS AMBASSADOR 


Classified By: Classified by Amb. Antonio O. Garza 
B/D) 


1. (C) Summary: A confident Felipe Calderon and key campaign 
advisors Ernesto Cordero and Josefina Vasquez Mota told the 
Ambassador January 10 that recent polls showed Calderon 
slightly ahead of Democratic Revolution (PRD) candidate 
Andres Manuel Lopez Obrador (AMLO). The National Action 
Party candidate expressed concern about the perceived 
worsening of U.S.-Mexico relations 

differences would inevitably enter into the election debate. 
Calderon and his team were interested in -- and apparently 
previously unaware of -- both USAID programs and law 
enforcement initiatives between the U.S. and Mexico. 
Calderon demonstrated once again that he shares our point of 
view on everything ranging from migration to competitiveness 
to border security. In contrast to his Institutional 

Revolution (PRI) counterpart Roberto Madrazo (septel) 
Calderon didn\'t bring any PAN party leaders with him 

entirely focused on his own race. End Summary. 


Nm Going to Win\" 


2. (C) The Ambassador 
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public affairs ministers-counselor 

Legat 

for breakfast January 10 in the first of three sessions with 
the leading presidential contenders. Calderon arrived 
slightly late after a meeting with President Fox 

right to business. Calderon noted that a recent door-to-door 
poll of 33 

Jimenez of ARCOP) gave him a two point lead over AMLO 
five point lead over Madrazo. Calderon said he had hoped to 
start the campaign season (which officially launches January 
19) slightly below the other contenders. This was a great 
boost. \"I\'m going to win 


Migration as Politics 


3. (C) Calderon noted that there was a deterioration in the 
U.S.-Mexico relationship 

perception that relations were more difficult because of the 
controversy over migration 

Sensenbrenner bill coupled with a recent migrant shooting 
along the border near Tijuana. The negative spin on 
migration in the Mexican press clearly hurt the Fox 
administration and by extension 

campaign. He couldn't allow AMLO to take one vote on the 
migration issue 

\"border wall as well. The Ambassador clarified a few points 
about the bill 

right tack by stressing that Mexico needed to build 
opportunities here so citizens wouldn\'t have to look at 
migration as their source of hope. Certainly it was politic 

to reject the border fence 

Solutions involved fixing the problems that spurred 
migration. Calderon agreed 

his intent to inflame the debate 

constructive terms. Turning to specifics he was very 
interested in the possible timing of any migration reform 
that might be considered by the U.S. Congress. He was also 
perplexed that 

pepperguns 

Patrol in the area north of Tijuana. 


The Cooperative Relationship 


4. (C) To demonstrate the range of excellent cooperation 
between Mexico and the U.S. 

director to brief on key programs. Both Calderon and 

Vasquez Mota seemed surprised and impressed by the range of 
USAID activities 

justice system reforms 

government access to capital markets. Vasquez Mota said she 
would follow up with AID\'s office at a later point in time 
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regarding those programs. Calderon said his number one 
agenda item is enforcing the rule of law and making Mexico a 
safer country. He listened intently to a presentation by the 
Legal Attache on U.S. programs to combat border violence and 
to track Special Interest Aliens (SIA) in Mexico 

followed-up with questions about drug-trafficking and 

improved methods for searching vehicles crossing the border.Q 
The Campaign Ahead 


5. (C) Comment: Calderon met with the Ambassador just a 
day after adding former Secretary of Development Vasquez Mota 
to his campaign team 

with Los Pinos over the designation of Vazquez Mota\'s 
successor. It was also the day before Calderon\'s formal 
registration as the PAN presidential candidate. Calderon and 
his team made clear they hoped to be in touch during the 
campaign 

initiatives underway with Mexico 

concerns regarding reform 

competitiveness -- which is no surprise. Unlike PRI 
candidate Madrazo (septel) 

leaders in his wake 

platform rather than the entire PAN ticket for Congress 

state governors 

that the \"political truce\" had apparently not cost him the 
popular momentum he was starting to build just before the 
Federal Electoral Institute called a halt to campaigning 

right before Christmas. Calderon\'s challenges will include 
consolidating the support of his party 

disaffected youth and other uncommitted voters 

his momentum building during the long campaign ahead. 


6. (U) Visit Mexico City\'s election blog at 
http://blogs.csp.sgov.gov/blojsom/blog/ mexicoelect06/ 


Visit Mexico City\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/mexicocity 
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2. (SBU) Unofficial translation follows: 

//BEGIN TEXT// 

The Ministry of Foreign Affairs of the Republic of 


Kazakhstan presents its compliments to the Embassy of the 
United States of America and has the honor to convey the 
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following information. 


In 1997 

the amount of $2.7 million to the firm Allen and Associates 
so that they could carry out a conversion project under the 
Nunn-Lugar program that would 

pharmaceutical production at JSC \"Biomedpreparat\" 
(Stepnogorsk 


To this end 

Kazakhstani side a tablet production line for some 50 
pharmaceuticals owned by the pharmaceutical companies \"IKN- 
Galenika\" (Yugoslavia) and \"Pharachim\" (Bulgaria) 

of which was assessed by the American side as $900 

Foreign partners delivered this equipment to JSC 
\"Biomedpreparat\" without financial support 

maintenance service 

experts from OJSC \"Uralbiopharm\" (Russia) 

manufacturers in Ukraine 

Health have concluded that the production of pharmaceuticals 
(in tablet form) cannot be carried out on the equipment for 

the following reasons: 


--Lack of assembly and start-up documents 

--Lack of equipment for granulation of the primary mass for 
subsequent pre-forming 

--Lack of equipment to produce the tablets 

--Unsuitability of the equipment for future production 
--Incompatibility of subsystems within the overall 
production line 

--Lack of documentation concerning the operational ability 
of the equipment 

--Lack of warranty on the part of the vendor with regard to 
the presale preparation of the equipment 

--Incomplete 


In particular 

equipment it was noted that the machine for blister-packing 
the tablets and the line for packaging ready-made tablets 
into vials was manufactured in 1987. The dust-removal 
machine 

press machines were manufactured in 1957. 


According to the experts from JSC \"Uralbiopharm 
conclusion is that the tablet production line does not meet 
the requirements of modern technology. This equipment is 
very old and was in use for more than 10 years at a plant in 
Yugoslavia before it was dismantled and brought to 
Kazakhstan. It has been in the storage facility at 
\"Biomedpreparat\" since the equipment was received. 
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The Ministry of Education and Science has repeatedly 
conveyed to representatives of the U.S Secretary of Defense 
during the course of official meetings (including Gen. 
Thomas Kuenning 

production line is not complete 

outdated. The American side has promised to provide 
financial and technical support. However 

measures have been taken. 


Considering the aforementioned information 

Education and Science proposes that it will not consider the 
delivery of this equipment as assistance on the part of the 
U.S. government to Kazakhstan 

this equipment to the provider to be necessary. 


The same proposal was made by the Committee of International 
Affairs 

Parliament while drafting the law pertaining to the Republic 

of Kazakhstan joining the Convention to Ban Exploitation 
Production 

their Destruction. 

The issue regarding the return of the equipment to the 

United States has already been discussed within the 
Interagency Workgroup for realization of the Biological 
Weapons Proliferation Prevention program. 


The Ministry of Foreign Affairs requests that this 

information be conveyed to the appropriate U.S. agencies 
regarding the return of the aforementioned equipment to the 
providers. 


The Ministry avails itself of this opportunity to renew to 
the Embassy the assurances of its highest consideration. 


//End Text of Unofficial Translation// 


3. (U) POCs for this action are DTRO-A Staff Laura Smiley 
and Anne Post; Office Tel. (from the U.S.) 011-7-3272-50-49- 
76; Fax 011-7-3272-50-24-77; Mobile tel. 011-7-327-333-223- 
08-64; E-mail: AlmatyDTRO@state.gov 
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Riedmatten has for over a decade been closely tied to 
international efforts to achieve a political dialogue in 
Burma. A close confidant of Aung San Suu Kyi 

several years as former UN Special Envoy RazaliWs local 
liaison to both the regime and the democratic opposition. 
The ILO had also asked de Riedmatten to serve as its 
coordinator on a forced labor program 
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2003 assault on ASSK. De Riedmatten spearheaded the ICRC\'s 
successful efforts in the 1990s to gain access to regime 

prisons 


3. (C) According to De Riedmatten 

informed him that they will not renew his residency permit 
which expires on February 22. He has appealed 
success thus far 

GOB has not responded 

unnamed senior authorities accuse him of acting as a 
\"politician 

Riedmatten noted that Razali\'s recent resignation may have 
given the GOB an opportunity to \"get rid of me 

offered that it is unclear if the primary target is him 

NGO 

decision goes much higher\" than the relevant Ministries. 


4. (C) De Riedmatten expressed uncertainty over what has 
spurred the GOB to end his residency and seek his removal 
from Burma. He acknowledged that virtually every activity in 
which he has been involved over the years is currently under 
siege 

the opposition 

special envoy. In mid-2005 

Labor Conference in Geneva 

anti-ILO campaign which resulted in death threats directed at 
the ILO liaison officer and also de Riedmatten (ref B). 


5. (C) De Riedmatten welcomed an offer from the Charge to 
assist him 

neighboring countries and with the GOB could help demonstrate 
U.S. and international community interest in his situation. 

De Riedmatten said that the ILO had raised his case with the 
Burmese Ambassador in Geneva 

but probably has no influence with regime authorities. 


GRIM PROSPECTS FOR UN AGENCIES AND NGOS 


6. (C) UNDP resident representative and UN resident 
coordinator Charles Petrie also called on the Charge on 
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January 17 to discuss his upcoming trip to New York to brief 
the UNDP Executive Board. Petrie 

ICRC officials (ref A) 

regarding restrictions on UN agencies and NGOs in Burma. 


7. (C) Petrie said that the Minister of Health 
primary point of contact within the GOB 
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that the Minister of National Planning and Economic 
Development would soon take the leading role in oversight of 
all UN and NGO activities in Burma. UN agencies and NGOs 
currently coordinate their activities directly with \"line 
Ministries that have relevant technical capacity and 
expertise. According to Petrie 

(Soe Tha 

would likely impose new restrictions on the humanitarian 
organizations 

outside of Rangoon 

new demands on local staff hiring. 


8. (C) Petrie said that the Ministry of Planning\'s WForeign 
Economic Relations Department" (FERD) will soon become the 
GOB\'s specific oversight entity and will issue a directive 
governing the activities of all UN agencies and NGOs. \"For 
example 

TDYers to obtain FERD clearance for their travel and 

activities inside Burma.\" Petrie said this development did 

not bode well for the humanitarian organizations and noted 

that the regime\'s relocation of the capital to remote 

Pyinmana is already creating many obstacles for UN activities. 


9. (C) The Charge observed that Petrie\'s report shows the GOB 
is still moving in the opposite direction. Nonetheless 
surmised 

other countries to join the international consensus on Burma 
and put more pressure on the regime. Petrie agreed 

that the move to Pyinmana had antagonized \"even Burma\'s 
friends.\" He said that given the recent Burma discussion at 
the UN Security Council 

humanitarian needs 

region 

The Charge encouraged him to discuss the successful efforts 
of UN agencies to operate at the community level 
unencumbered by regime restrictions. 


COMMENT: CUTTING OFF THEIR NOSE DESPITE THEIR FACE 


10. (C) The Global Fund terminated its programs in Burma in 
2005 because of GOB intervention in the delivery of resources 
and restrictions on access to target populations. 

Illogically 

problem by broadening its restrictions. UN agencies and 
NGOs 

new restrictions 

international assistance while making the delivery of 

existing aid a taxing endeavor. 


11. (C) Leon de Riedmatten\'s mediation role has diminished 
considerably with the prolonged detention of ASSK 
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of Khin Nyunt 

with UN envoys. He is a valuable resource 

would be a key player should any opening for political 
dialogue emerge. The regime\'s treatment of him reveals the 
generals\' disregard for both the international community and 
for efforts to seek genuine national reconciliation. 


12. (C) We recommend that the Department and Embassies in the 
region consider citing these examples of disregard for the UN 

and its activities when talking with counterparts about Burma 
policy. We should be sending a consistent message that the 
regime needs to increase access for the international 

community 

VILLAROSA 
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their agency certify to the State Department Bureau of 
Diplomatic Security that the employee has undergone 
equivalent security training. The contact for this 
certification is Assistant Director of training 

telephone (703) 205-2617. Country clearance will not be 
granted for any traveler with planned TDY in excess of 30 
days if this information is not stated/certified. POC for 
additional information is DS RSOBangkok@state.gov. 


- (U) Crime is generally non-confrontational in nature. 
Criminal acts are usually crimes of opportunity such as 
purse-snatchings 

pocketing. Visitors should be especially alert in crowded 
buses 

should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


- (U) Be aware of common scams and frauds (including credit 
cards 

at well-established and reputable businesses. Visitors 

should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 

it is illegal to import these products into the U.S. Be wary 

of common scams for jewelry 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized 

Police by dialing 1155. 


- (U) Visitors are cautioned from visiting bars involved in 
the sex trade. Many of these operate illegally and clients 
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can be subject to RTG law; they often charge exorbitant drink 
prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
frequent reports of victims being drugged and robbed or 
beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment 

overdosed 


C. (U) TRAFFIC: 


- (U) The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side 
opposite from the U.S. 

flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


D. (SBU) TERRORISM: 


- (SBU) The threat from transnational terrorist groups to 

the U.S. Mission in Bangkok is currently ranked high. Despite 
stepped up RTG efforts to monitor its borders 

relatively porous and allow easy illegal access. 

Transnational terrorist groups 

Jemaah Islamiyah (Jl) 

point. 


- (SBU) The threat from indigenous terrorist groups is 
currently rated as low. There is no evidence to indicate 
that indigenous terrorist groups are planning acts against 
U.S. personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups - including bombings of 
public places - indicates a potential threat to American 
citizens. 


- (U) The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia 

Thailand. Travelers to Thailand should therefore exercise 
caution 

such as clubs 

areas 


E. (U) OTHER SECURITY TIPS: 
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- (U) Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


- (U) Precautions should also be taken not to discuss 
sensitive or classified matters outside secure environments 
or over unsecured and/or cellular telephones 

safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


- (U) Visitors should also be aware of the State 

Department\'s Consular Information Sheet for Thailand and the 
most recent Worldwide Caution Public Announcements 
available via the Internet at http://travel.state.gov. DOD 
personnel must review the PACOM Force Protection Levels for 
Thailand found at http://131.84.1.218/staff/at/athome.shtml. 


- (U) In essence 

appropriate caution and be alert to their surroundings with 
regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Bangkok (Tel. 
02-205-4000 

we hope you have a safe and pleasant visit. 

ARVIZU 
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ARMY SERGEANT MAJOR ACADEMY\" AND \"US ARMY COMMAND AND 
GENERAL STAFF COLLEGE\". SLOVENIA HAS NOT RECEIVED AN 
INVITATION FOR \"THE US ARMY WAR COLLEGE\". 


3. WE HAVE STARTED OUR PLANNING CYCLUS FOR THE IMET 07. 
THE INVITATIONAL LETTERS WERE SENT TO THE COMMANDERS OF 
MAJOR UNITS INVITING THEM TO START PLANNING FOR 2007. 

TO PROMOTE THE PROGRAM AND ITS TRAINING OPPORTUNITIES 
THE ODC WILL CONTINUE WITH ITS \"ROAD-SHOWS\" BRIEFINGS 
AT VARIOUS UNITS. THE IMET PROGRAM WILL CONTINUE 
SUPPORTING US PROGRAM OBJECTIVES WITH THE BULK OF THE 
TRAINING DIRECTLY SUPPORTING SLOVENIA\'S NATO TRAINING 
GOALS. 


D. MARSHALL CENTER: 


1. SLOVENIA WILL HAVE ONE PARTICIPANT FROM THE MOD AT 
BOTH WTHE PROGRAM IN ADVANCED SECURITY STUDIES\" (PASS 
06-1) AND \"PROGRAM IN TERRORIST AND SECUIRTY STUDIES\" 
(PTSS 06-2). 
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E. MIL-TO-MIL: 


1) AVTC WLL BE CONDUCTED ON 16 FEB WITH JCTP TEAM TO 
REVIEW FY 2007 SUBMISSIONS FROM SLOVENIA. 


3. PERSONNEL/RESOURCES/LOGISTICS: 
A. PERSONNEL: 

1) PERSPECTIVE GAINS: NONE 

2) PERSPECTIVE LOSSES: NONE 


3) ATTACHED PERSONNEL: NONE 


4) ODC CHIEF APPROVED TDY/LEAVE: 
LEAVE 


5) RATING SCHEME CHANGES: NONE 
6) EXTENSIONS/CURTAILMENTS: NONE 


B. RESOURCES. VEHICLES AND ADP EQUIPMENT ARE 100% 
OPERATIONAL. 


4. WAY AHEAD (UPCOMING EVENTS): ODC CHIEF VISIT TO 
STATE-SIDE SECURITY COOPERATION PROGRAM POINTS OF 
CONTACT FROM 30 JANUARY TO 3 FEBRUARY. FMS CASES WILL 
BE REVIEWED; KEY ISSUES AND THE PROGRAM WAY AHEAD WILL 
BE DISCUSSED. 


5. CHIEF COMMENTS: DECEMBER WAS A RELATIVELY QUIET 
MONTH DUE TO THE HOLIDAY BREAK. WE EXPECT JANUARY TO 
BE VERY BUSY WITH MULTIPLE ODC BRIEFINGS TO KEY 
SLOVENIAN GENERAL STAFF AND UNIT PERSONNEL. 


6. POC: 

LT COL GENE MOTY 

21-471-2873 

EMOTYOSAN.OSD.MIL 

-OR - 

MAJ SCOTT FREDERICKSEN 
?1-471-2165 
SCOTT.FREDERICKSEN@US.ARMY.MIL 


NNNN 
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human rights activists and reporters were to gather in front of NV 
headquarters and march to the Presidential Administration to 
protest the authorities second seizure of NV. Poloffs in 
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observance did not witness any such gathering. On Jantary 12 
Abramovich was sentenced to seven dayr in jail. 


9. Lebedko Travel Ban 


On Januarx 11 

the Visa and Passport Department denied Anatoly Lebedko 

the United Civic Party (UCP) 

pretext that the BKGB had not granted permission. After publicly 
airing his protest 

January 17 

requested. Lebedko did not know the official reasoning behind the 
incident 

Although the UCP office reported that the ban prevented Lebedko 
from traveling abroad 

January 14 using an old passport. According to one version of the 
story 

passport had no space for visas 


10. Pensioners Denied Association 


On January 11 the Minsk city government rejected a second 
application submitted by pensioners seeking permission to hold a 
founding convention for their association. The pensioners 
support democratic change 

hall for the gathering 

did not indicate their previous employment on the application nor 
who would pay for security 

group plans to seek a venue in a neighboring country. 


11. Student Not Welcomed Back to School 


The Ministry of Education (MoE) dismissed an appeal to reinstate 
student Tatiana Khoma in the State Economic University (SEC). 
Khoma 

attending a National Unions of Students of Europe conference in 
France and being elected to its executive committee. The MoE sent 
a letter to Khoma listing the 14 80-minute classes she missed in 

the first semester of the 2004-2005 academic year 

the second semester 

2005-2006 academic year. Khoma plans to take the case to court. 
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Civil Society 


12. Polish Radio in Belarus 


On January 6 

candidate Milinkevich that Poland would begin broadcasting radio 
programs to Belarus ahead of the March elections. Milinkevich 
considered the move \"very important" in supplying Belarusians with 
independent information. The broadcasts would include programs in 
Belarusian and Polish languages. 


13. Nazi March Uninterrupted 


On January 9 

that several dozen skinheads marched through Grodno shouting 
obscenities and nazi slogans and attacking pedestrians. One 
victim 

through the city\'s central square and beat him up after he tried to 
restrain them. The march dispersed when police arrived. According 
to Pavroz 

years. UBP activist and journalist Pochobut noted the rise in 
activity among skinheads and neo nazis in Grodno 

appearance of Nazi graffiti on city streets. The police department 
at the October district 

were not aware of any such march. 


14. No Private Doctors in Public Hospitals 


On January 11 

doctors from holding a second job at private medical institutions. 
According to a MoH department head 

alternative - one either chooses to work for the state or for the 
private sector. The official noted that 

like his/her job conditions at a private institution 

welcome to work with a state one." In 2005 

left state medical institutions to work in the private sector. The 
official added that private health clinics had a good future ahead 
of them and due to people\'s rising income 

not affect them. 


15. Russian TV Re-opens Bureau In Minsk 


The Belarusian Embassy in Moscow announced on January 12 that the 
Belarusian Council of Ministers would allow the Russian State 
Television and Radio Company (RSTRC) to reopen its office in Minsk. 
The GOB closed the office in July 2004 after it allegedly 

misreported the number of participants in an opposition protest. 
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Authorities accused the RSTRC of disseminating false information 
that insulted Belarusian citizens and had a negative effect on 
Belarus\' image. RSTRC expects to get its Belarusian accreditation 
within two weeks. 


16. MPs Want Internet Control 


In a January 11 session of Parliament\'s human rights and national 
relations committee 

\"legal\" framework for several internet sources. According to the 
MPs 

by law. State-controlled newspaper Narodnaya Gazeta and wire 
service BelTA participated in the meeting. The MPs concluded that 
the legal regulations for BelarusY media was outdated and contained 
many Wgaps. The Information Ministry was continuing its work on a 
new mass media law 


17. GOB Nationalizes Motorcycle Plant 


On January 9 

Belarus\' \"privately-owned\" motorcycle and bicycle factory Motovelo 
in exchange for 99.9 percent of its shares. Lukashenko plans to 
restructure the company\'s USD 978 

of the company by the total sum of the debts. The state would 
repay Motovelo\'s USD 4.9 million in utilities in return for a 

transfer of shares to the state. Belpromstroybank will loan 

Motovelo USD 1.4 million to purchase materials and components and 
the Minsk city administration would provide Motovelo USD 4 million 
in subsidies for 2006 and an additional USD 4 million in 2007. 
Motovelo will transfer shares to each entity in return for the 

loans. In November 

monthly wages. In 2005 


18. .And Yet Another Plant 


Lukashenko on January 10 signed another ordinance granting the GOB 
a greater stake in the joint stock Gorodeya Sugar Refinery. The 
company plans to issue additional shares 

USD 8 million debt in equipment purchases 

percent stake. Gorodeya Sugar Refinery was established in 1956 and 
turned into a joint-stock company in 1995. In 2004 

broke even with USD 80 million in revenues and USD 76 million in 
expenses. In 2003-2004 

refinery reached USD 18 million. In 2005-2006 

have to export no less than 90 

from last year\'s sugar beet harvest) to break even. 
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19. Belarus Wants In WTO 


After a January 13 meeting with Amina Mohamed 

General Council representative of Kenya in the UN 

Foreign Affairs Sergei Martynov announced that the next round of 
talks on Belarus\' accession to the WTO would be in February. 
Martynov opined it was too early to speculate the possible date of 
Belarus accession to the WTO 

possible\" to speed up the process. The minister noted that customs 
regulations and the \"golden share\" were issues that needed to be 
settled and hoped no others would emerge. According to Martynov 
Belarus planned to finish bilateral negotiations with WTO members 
and hoped to sign agreements with 15 to 20 countries. Currently 
Belarus has bilateral agreements with only five countries 

including China and Turkey. Mohammed noted that Belarus was at an 
\"advanced\" stage of WTO accession and claimed that the long 
negotiations were necessary to ensure that Belarus fully complied 
with WTO standards. 


20. Algerian Military Shipment 


The Middle East Newsline agency reported on January 10 that Belarus 
and Algeria were discussing a USD 1.5 billion arms deal. According 
to the article 

ata lower price than what Russia offered. Belarus Defense 

Minister Leonid Maltsev made a visit to Algeria to discuss 

bilateral military cooperation. The Algerian defense ministry told 
reporters that Belarus offered everything 

weapons development to production. Belarusian officials were not 
available for comment. 


21. U.S. Created The Bird Flu 
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On January 9 

entitled Human Rights: Look At The World 

Novikov. Novikov accused the U.S. of intentionally starting the 

SARS 

AsiaWs economies and conquer new market outlets. Novikov concluded 
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this because the U.S. has not yet had an outbreak. Such 
\"artificial\" outbreaks in Asian and European countries 
opined 

of the afflicted nations in order to \"defend the local population 
from disease and installing U.S. world order." 


22. Oxford\'s University Status in Question 


The British Deputy Chief of Mission in Minsk told Econoff that a 
Belarusian student had gained admission and a full scholarship to 
study at Oxford. In 2005 

all students wanting to study abroad to first get permission from 
the Ministry of Education (MoE). Before allowing the student to 
leave for Oxford 

to see the university\'s original charter 

DCM 

the 900-year university to Belarus was out of the question. 


23. Cambridge Names MP \"International Professional of 20051" 


MP and outspoken critic of the West Nikolai Cherginets told 
independent online news source BelaPan that on December 29 
International Biographical Center at Cambridge named him the 
\"International Professional of the Year 2005." The MP claimed to 
have received a certificate and a medal for his achievements in 
politics and called it recognition of Belarus\' progress." 

According to the British DCM 

was really a publishing house where anyone can nominate a person 
for an award. In addition 

collect his \"award.\" On January 10 

statement denying that Cambridge had awarded Cherginets the prize. 
“When informed of the reports 

at the University level 

politicians in this way.\" 


24. After his amateur hockey team won a tournament for the second 
year in a row on January 9 
athletes about the upcoming Turin games. 


\"[Belarusian athletes] should feel shamed if they don\'t cheer our 
people with excellent results. We\'ve done everything possible for 
them. That is why we are expecting good results.\" 
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25. During a trip to Vitebsk 

allow any destabilization of Belarus and commented that the March 
elections would not be falsified: 


\"We don\'t need to rig the vote. On the contrary 

utmost to avoid any accusations 

registered all [contenders] and are nearly collecting signatures 
for them 

in anybody\'s way? It is not.\" 
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spokesman--an account disputed by Tamil eyewitnesses. The 
SLMM 

pro-LTTE bias 

strong public statement on recent LTTE attacks against the 
Sri Lankan military that warned that 

from both parties 

imminent. We are continuing to monitor the security 

situation in Trincomalee and elsewhere and have convened a 
meeting of the Emergency Action Committee on January 19 to 
review the situation. End summary. 


2. (SBU) At mid-morning on January 17 a remote-detonated 
device exploded near a bus carrying Sri Lanka Navy (SLN) 
personnel on a well-traveled road in the eastern district of 
Trincomalee 

Initiative (OTI) office. Eight sailors were injured in the 

blast. Arthur Tveiten 

Lanka Monitoring Mission (SLMM) in Trincomalee 

that following the blast members of the security forces 
converged on the area 

gunfire for about 30-40 minutes. When the gunfire stopped 
two Tamil civilians (both reportedly shot in the head) were 
dead 

rounded up for questioning. Military spokesman Brigadier 
General Atula Jayawardena told POL FSN the following morning 
that the two civilians had been killed in the \"cross fire\" 
when a group of suspected Liberation Tigers of Tamil Eelam 
(LTTE) cadres opened fire on security forces after the blast. 


3. (C) In his conversation with poloff 

disputed the spokesman\'s account. Tveiten asserted that SLMM 
had received no reports of \"crossfire\" and asserted that it 

would have been extremely difficult for armed LTTE cadres to 
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infiltrate that particular stretch of road 

described as typically heavily patrolled by the security 

forces 

manage to plant the mine that hit the Navy bus unobserved.) 
We have no reports of any members of the security 
forces--including the sailors who stumbled off the bus in the 
immediate aftermath of the blast and could have provided 
prime fodder for LTTE marksmen--being injured in the 
crossfire. 


4. (C) A Sri Lankan Catholic priest who was at his NGO 
jobsite about 50 meters away at the time of the blast 

poloff that he heard gunfire after the detonation and 

asserted that Sri Lanka Army (SLA) soldiers on the scene were 
spraying bullets everywhere. He later acknowledged 

that he kept his head down during the gunfire and did not 
actually see anyone shooting. Poloff also spoke by telephone 
with a Tamil restaurant owner who had been injured in the 
post-blast gunfire. According to this source 

normally stationed on the road began firing wildly after the 
blast occurred. The restaurant owner said he sought refuge 
inside his business and was hit in the arm by a bullet. He 
confirmed that the shooting went on for about 30 minutes 
during which time he observed eight motorbikes carrying two 
masked SLA soldiers each. POL FSN spoke with another local 
business owner 

the blast 

phones 

currency. 


5. (SBU) Citing \"the recent escalation of violence in 
Trincomalee 

the temporary suspension of operational activities in 
Trincomalee. In a conversation with poloff the following 

day 

response to a particular threat but rather because of general 
concerns about safety risks in the increasingly volatile 
environment. He added that the particular road on which the 
explosion took place is one that SLMM typically travels 
several times a day--sometimes accompanied by the 
military--and that two SLMM monitors happened to be only a 
few hundred meters away from the site when the blast occurred. 


6. (SBU) Trincomalee has seen near-continuous hartals 
general shutdowns 

students (reftel). Schools opened January 16 for the first 

time since the beginning of the month after police 

People\'s Forum and the SLMM negotiated an end to the hartals. 
The back-to-back shutdowns (some of which were called by an 
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LTTE-backed Tamil organization and some of which were called 
by Sinhalese nationalist Janatha Vimukthi Peramuna (JVP) 
fronts) pose an obvious and severe economic strain on all 
residents 

(When the JVP MP for Trincomalee turned up in town to see how 
the JVP-sponsored shutdown Jan. 12-14 was being observed 
vehicle was attacked by angry Sinhalese 

beat a hasty retreat.) Local OTI staff reported a virtual 

run on the pawn shops--a generally reliable indicator of 
economic stress--when banks and businesses were allowed to 
open for a half day last week. 


7. (U) The SLMM action follows an uncharacteristically stern 
public statement from the monitors on January 13 condemning a 
January 12 attack on an SLN vehicle that killed 10 sailors in 
Vavuniya and describing as \"unacceptable\" repeated LTTE 
claims that \"\'the PeopleW" are behind the attacks on the 
military.\" The statement went on to fault the security forces 
for harassing the civilian population and implicitly blamed 

the Government for allowing alternative armed elements\" to 
operate in Government-controlled areas and destabilize the 
ceasefire. Calling on both parties to remedy the situation 
\"instead of merely blaming each other and pointing fingers 
the statement emphasized the need for evidence of \"more 
commitment from the two Parties if war is not to break out in 
Sri Lanka.\" Within hours of the statement being issued 

the night of January 13 an explosive device detonated under a 
parked vehicle in the SLMM compound in the eastern district 
of Batticaloa 

were present on the compound at the time of the blast 

the security guard on duty (who was reportedly asleep at the 
time of the incident) was not injured. No one has claimed 
responsibility for this attack. 


8. (C) SLMM head Hagrup Haukland met with the LTTE in 
Kilinochchi on January 16. Norwegian Ambassador Hans 
Brattskar told the Ambassador the following day that Haukland 
\"went pretty far 

operate in a situation of armed conflict and threats. 

Brattskar said Haukland essentially accused the LTTE of lying 
when it denied responsibility for recent attacks on the 

security forces and other violence. 


Column 3 

9. (C) The SLMM suspension may have been just as much a 
political decision--to send a wake-up call to the parties 

that the current environment is unacceptable--as a security 
decision. The Emergency Action Committee will meet on 
January 19 to assess the situation. We continue to monitor 
the safety of OTI staff and the small American community in 
the area (and in other parts of the north and east) closely. 


10. (C) Comment (cont.): The pressure on security forces in 
the north and east has been unrelenting since the 

presidential election in mid-November 

accounts of events are accurate 

discipline generally shown by the security forces thus far 

may be beginning to fray. The security forces\' reaction to 

the blast as reported to us 

LTTE hands and does little to improve the Government\'s image 
within an already suspicious and fearful Tamil community. We 
will use the opportunity presented by upcoming high-level 
meetings with Sri Lankan officials to stress the need for 
continued restraint 
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which is expected to be made public by the time of your 

visit. A conference in late 2005 previewing some of the 
white book themes highlighted three particular issues of 
concern: 1) suicide bombers: the consensus was that suicide 
bombing would remain a tool of choice for terrorists. 2) 
many commentators focused on the growing role of French 
prisons in converting those involved in low-level criminality 

to global jinadism 

radical thought and action had become extremely short 

it much harder for intelligence services to track the new 
terrorists. We expect Francis Delon will want to brief you 

on the White Book 

assessment of the threat from extremists returning from Iraq. 


10. (SBU) The GOF\'s counter-terrorism bill 

developed in reaction to the July bombings in London and 
Sharm el-Sheikh 

Constitutional Council it is expected to enter into force by 
Spring 2006. It will vastly increase the amount of video 
surveillance in France and require retention of details about 
cellular phone connections for one year. Other major aspects 
of the bill include heightened surveillance of international 
trains and other transportation means (including authority to 
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collect PNR data on passengers arriving from or departing to 
destinations outside the EU) 

prison sentence for France\'s \"terrorist conspiracy\" charge 
from 20 years to 30 years. The maximum prison sentence for 
\"terrorist association" will also be lengthened from 10 years 
to 20 years. Nicholas Sarkozy will probably wish to brief you 
on the implications of this bill 

views regarding the potential for radicalization of Muslim 
youth in France. 


11. (SBU) We have taken a long and circuitous path toward 
ensuring French co-operation with TSA Emergency Amendments. 
Designation of anumber of &flights of interest8 requiring 
special security measures in December 2003-January 2004 led 
to the establishment of the Embassy and SGDN as the key 
channels for communication on aviation security issues. GOF 
insistence on maintaining sovereign control over 
name-screening performed by French airlines on French soil 
has led to a convoluted arrangement in which Air France must 
deal with TSA and the Embassy Legatt via the French Border 
Police on No-Fly cases. Air France is still awaiting 

government approval to implement new arrangements for 
transmission of the Master Crew List that came into effect in 
October 2004 

came into force in September 2003. 


12. (SBU) Francis Delon may wish to discuss how our aviation 
security cooperation is working 

response to our repeated requests that the that the GOF 
authorize Air France to implement Selectee List screening 

the GOF responded in August 2004 that it could not move ahead 
without the results of &a joint analysis8 of No-Fly 

incidents 

protection 

visited Washington in September 2004 to examine the 
functioning of the No-Fly system. We have indicated to SGDN 
that we believe all the elements of these requirements have 
been met. We should indicate to SGDN that it is past time 

for France to implement Selectee screening 

of improved aviation security for all. We should also make 
clear that we are looking to enhance cooperation in a number 
of areas 

required security inspections and better information sharing 
about security measures in place in France. 


13. (SBU) We have also been repeatedly told of GOF concerns 
that No-Fly screening stands on a shaky legal foundation 
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could be open to challenge in court for non-conformity with 
French data protection legislation. Though apparently 
sincere 

concern at present. In recent conversations Air France 
officials have indicated to us that they believe they 
received approval from CBP in December to participate as 
overseas airline pilot testers of Secure Flight. Air France 
is enthusiastic about the prospect 

this as a possible solution to their legal concerns 

it as an additional reason to delay implementing Selectee 
screening. 


14. (U) French reluctance to advance on aviation security 
cooperation is linked to their oft-expressed doubts about the 
functioning of the No Fly system. Air France has in fact 
accounted for a disproportionate number of flight diversions 
due the presence on board of passengers on the U.S. No-Fly 
and Selectee List--a cause of concern for both the airline 

and the GOF. Five flights have been diverted 

three since the GOF ordered AF to begin No-Fly screening in 
December 2004. The most recent case dates to October 2005. 
Though no one cause appears to account for these diversions 
the most recent case was apparently due to the inability of 

AF software to check for spelling variations in passenger 
names. In several cases of no-fly matches we have 
&downgraded3 no-fly listees to selectees and allowed them 

to fly after detailed examination of their cases. Our GOF 
interlocutors sometimes point to these diversions as evidence 
confirming their suspicions about problems with the quantity 
and quality of our watchlist data. We have responded by 
insisting on our need to make real-time decisions based on 
the best information available to the USG at the time. 


15. (C) For these reasons 

recommended prudence in approaching the French with proposals 
for sharing watchlist data. We believe it is highly unlikely 

the GOF would consent to unilateral sharing of its data 
without strict reciprocity. The GOF would probably be 
reluctant to share names of French citizens or residents with 
us without clearly defined and mutually agreed upon criteria 
for inclusion or exclusion from our watchlists 

that sharing data raises legal or privacy protection issues. 
We are also concerned that the GOF could use expanded 
information sharing as leverage for requesting underlying 
intelligence about names included on our lists 

those of French citizens and residents 

issue of why names are included or excluded from the No-Fly 


Column 3 
and Selectee lists. 


16. (U) Maritime port security is a high priority for the GOF 
as evidenced by its successful cooperation with Customs and 
border Protection on the Container security Initiative (CSI) 
and its intention to cooperate with the U.S. Coast Guard 
foreign port assessment program 

some obstacles in maintaining the diplomatic status of CSI 
inspectors stationed at Le Havre and Marseille. France has 
also been highly concerned about the vulnerability of mass 
transit to terrorist attacks since the first metro bombings 

in 1985. SGDN has included many rail and maritime specific 
measures in its &Vigipirate8 reaction plans 

to have a well-thought out response to any proposals 
involving cooperation on mass transit security. 


17. (SBU) In spite of MOI assurances to the Embassy that 
France would be able to produce biometric passports in time 
to meet the October 26 deadline by using a private 
contractor 

with the National Printing Office 

have successfully argued in court that legislation gives them 
a monopoly over the production of such documents. We 
understand that the MOI continues to search for alternate 
solutions 

would not be capable of producing biometric passports before 
late April. 


18. (SBU) The massive increase in visa demand has lead to a 
growing appointment backlog 

consulate 

press 

Spring and reach enormous proportions by summer if no 
solution is found. The Embassy has argued forcefully that it 
is doing all that it can to increase visa issuance 

limited by available manhours 

and security considerations from doing more. Though we 
recognize the costs in lost tourism and business and poor 
public relations 

and the responsibility for finding a solution 

placed squarely where they belong*on the French government. 
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19. (SBU) France\'s effort to prepare for avian flu is headed 
by an interministerial delegate 

serves concurrently as the Director General of Health in the 
Ministry of Health 

France has an ambitious plan to prepare for the pandemic 
which French officials started working five years ago 

which was last revised in May. Goverment health authorities 
plan to cover the needs of thirty per cent of the population 
for anti-viral drugs 

control the spread of the disease in approximately 25 per 
cent of the French territory. 


20. (SBU) Your visit will provide a welcome opportunity to 
reaffirm the strength and vitality of our cooperation with 

the French on C/T and transportation security. Atthe same 
time 

biometric passports and aviation security 

more before we can fully reap the benefits of this 
relationship. END COMMENT 

Please visit ParisW Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 
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According to Lozovik 

came from Kozulin\'s Social-Democratic Party (Gramada) and was 
similar to other complaints that happen \"tens\" of times during 
elections. However 

the problem as soon as possible to avoid any \"speculation.\" 


4. (SBU) Though Lozovik claimed the campaign was running 
smoothly 

interference. According to Milinkevich\'s group 

constantly detaining signature collectors and preventing them 
from collecting in public places. Poloff on January 8 spoke to 

a Milinkevich supporter who was gathering signatures on Minsk\'s 
main street 

booth with Milinkevich\'s picture in plain view 

police constantly harass signature gatherers and often tell them 
to move. According to Milinkevich\'s campaign manager Sergei 
Kalyakin 

questioned by the police and 40 individuals quit due to pressure 
from the authorities. 


5. (U) According to CEC rules 
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signatures in public places 

However 

barred from collecting in public places. A Milinkevich 

signature collector was detained and released in Pinsk on 
January 3 in the market after police claimed his accreditation 
to Milinkevich\'s party was false. Later that day 

collector refused to allow police to search his document folder 
and was again detained 

January 4 

\"unsanitary\" conditions at his signature booth. On January 5 
police told Milinkevich signature gatherers that they would have 
to move their booths away from TSUM (Minsk\'s central department 
store) because they did not have permission to collect 
signatures in a public place. The police failed to show proof 

of the alleged law and claimed to be acting out the orders of 
the city authorities. 


6. (U) Paznyak\'s group reported on January 5 that police banned 
their members from gathering signatures in subway stations and 
dormitories. Kozulin reported that the authorities in Vitebsk 
instructed police to prevent Kozulin supporters from gathering 
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signatures within the city. On January 9 

a complaint to the CEC about the authorities\' \"persistent and 
strong psychological pressure\" on members 

threats and blackmail that already caused five Kozulin 
supporters to abandon the campaign. 


Luka\'s Strategy: Coercion 


7. (C) Numerous reports have surfaced about authorities coercing 
students 

sign their support for Lukashenko. On January 6 

news source Charter97 reported that students at Belarusian 
universities were forced to sign for Lukashenko\'s nomination as 
a candidate or risk expulsion 

dormitories. At the Belarusian State University (BSU) 

in the chemistry 

philology 

coerced to sign for Lukashenko before taking their final exams. 
On January 5 

the university rector passed Lukashenko\'s signature petition 
around the classroom and \"strongly\" encouraged them to sign. 
According to the student 


8. (U) On January 9 
students in the mathematics and mechanics department at BSU who 
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accused the university administration of threatening students 
with evictions from dormitories if they did not sign for 
Lukashenko within three days. The students expect authorities 
to visit the dormitories during early voting in March 

they did during the 2004 referendum 

students to vote for Lukashenko. 


9. (U) On January 11 

the CEC in response to allegations that the Slutsk city 
government forced employees of government-controlled 
organizations to sign for Lukashenko. According to Kozulin\'s 
group 

are gathering signatures for Lukashenko during working hours. 
In Polotsk on January 7 and 8 

were forced to sign for Lukashenko after being threatened with 
dismissal. Kozulin\'s group called the irregularities unlawful 
and a violation of voting rights. 


The Foreseeable Outcome 


10. (C) Yanukevich doubted that the authorities would interfere 
too much with the signature campaign because it would be too 
obvious to foreign observers. Instead 

the signature verification process 

election commissions 

supporters 

signatures for alleged falsifications. If Milinkevich was 

denied the right to be on the presidential ballot 

claimed that the Milinkevich\'s team would organize a 20 
person march. 


11. (C) Aleksandr Voitovich 

dropped out of the race on January 9 after collecting only 

20 

told Poloff on Jan 9 that Voitovich\'s signature gatherers were 
losing their jobs and businesses and the GOB was using less 
visible methods of harassment. He also considered the campaign 
to be an illusion for the public and claimed that if he 

continued to participate 

people into thinking the elections would be free and fair. 
According to Fedorov 

together and it is doubtful that he or his team would support 

any other opposition contender. Fedorov expected General Frolov 
to bow out of the race in the near future and that only three 
candidates 


The CEC\'s Opinion 


12. (C) Pol/Econ Chief and Poloff met with CEC Secretary Lozovik 
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on January 17 to discuss the CEC\'s official warnings to 
Milinkevich and Poznyak\'s initiative groups for distributing 
campaign materials during the signature campaign. According to 
Belarus! electoral laws 

until their presidential hopeful is officially registered as a 
candidate. Lozovik claimed to have verbally warned Milinkevich 
and Poznyak\'s groups several times to cease campaigning 

no avail. On January 18 

Lozovik and the CEC would then decide what actions to take. 
Lozovik claimed he did not know if the CEC would punish the two 
initiative groups or not 

to invalidate the signatures collected in the regions where the 
electoral violations took place. If the violations occurred 

across the country 
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signatures and have to start from the beginning. Lozovik hoped 
it would not come to this and stressed that he would like to 
register all seven presidential hopefuls as candidates. [Note: 
The CEC ended up issuing an official warning to both groups on 
January 18 

called the reasons behind the warning \"far-fetched\" and 
announced plans to contest the warning at the Supreme Court. 
Poznayk\'s group claimed that the distribution of printed the 
materials was legal and called on other initiative groups to do 
the same. Head of the CEC Ludmila Yermoshina 

to Poznyak\'s statement 

warning was \"too mild.\"] 


13. (C) Poloff asked Lozovik about rumored violations from 
Lukashenko\'s initiative group 

officials coercing students and government employees to sign 
their support for the President. A defensive Lozovik claimed 
that such reports were based on rumors 

Lukashenko\'s support was so high that he did not need to resort 
to such measures. The CEC reviewed Kozulin\'s complaints 
particularly about kindergarten teachers in Vitebsk. Lozovik 
pointed out that alleged violations took place on Saturday and 
Sunday when school was not in session 

teachers could not have been forced to sign on the alleged date. 
Kozulin\'s other complaints also allegedly proved to be false. 
According to Lozovik 

forced to sign for Lukashenko 

to the CEC and the Prosecutor General\'s office 

sources and foreign institutions. If officials are abusing 

their power on behalf of Lukashenko\'s campaign 

acting on their own accord and should be removed. Although 
Lozovik opined that these accusations were false 

CEC would investigate. 
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Comment 


14. (C) Post is in agreement with Yanukevich and Fedorov that 
the GOB will use many means to tilt the wheel in greater favor 
to Lukashenko. The CEC will have ten days to verify the 
authenticity of signatures following the January 27 deadline. 
Judging from the 2004 parliamentary elections 

process that thousands of signatures could be declared invalid 
for clerical technicalities or alleged falsifications. But some 
analysts have told Post that the CEC may allow all presidential 
hopefuls on the ballot 

\"democratic vote\" and show the international community that the 
GOB is conducting free and fair elections. According to his 
view 

percent) and would settle for a less fraudulent 

convincing victory over a rigged election that would cast even 
greater doubt on the legitimacy of his government. 
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QUANTITIES 
RATHER THAN OTHER COMMODITIES. 


11. ALTHOUGH MANY (IN FACT 

RECEIVE SIGNIFICANT SUPPORT FROM THEIR RELATIVES IN DJIBOUTI 

CITY 

REMAIN IN NEED. IN ADDITION 

SITUATION FOR RURAL DJIBOUTIANS BECOMING MORE FRAGILE 

BEEN SUBSTANTIAL PASTORAL MIGRATION TO ETHIOPIA (MOSTLY 
SEASONAL) AS WELL AS TO DJIBOUTI CITY TO SEEK WORK AND FOOD. 

GIVEN THE RISES IN FOOD AND NON-FOOD PRICES 

NEED TO ASSESS THE CITY AS WELL TO DETERMINE URBAN FOOD SECURITY 
CONDITIONS. 


12. WFP/DIKHIL STAFF WERE VERY KNOWLEDGEABLE AND INFORMATIVE 

AND NOTED THE DIFFICULTIES OF GENERAL DISTRIBUTION ESPECIALLY 
REGARDING POPULATION NUMBERS 

NUTRITION AND FFW COULD BE A BETTER ALTERNATIVE TO GENERAL 
DISTRIBUTIONS. WFP/TADJOURAH STAFF HOWEVER WERE SOMEWHAT WEAKER 
THAN THEIR COLLEAGUES IN DIKHIL 

FOR 50% POPULATION INCREASES IN THE GENERAL DISTRIBUTION WITHOUT 
ANY SOLID ASSESSMENT OR ANALYSIS. 


13. WFP PLANS A JOINT FOOD SECURITY ASSESSMENT WITH FEWS 

AND THE GRD IN DECEMBER. WHILE MOST OBSERVERS AGREE THAT THE 
SITUATION REMAINS SERIOUS 

POPULATION NUMBERS 

URBAN DWELLERS. DJIBOUTIVS FIRST EVER MUNICIPAL ELECTIONS ARE 
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SCHEDULED FOR DECEMBER 

BETTER ACCOUNTABILITY IN THE TARGETING PROCESS. FOR NOW 
HOWEVER 

MANY PEOPLE ARE MOST AFFECTED AND CHRONICALLY VULNERABLE; AND 
HOW CAN IT BEST TARGET THEM? 


14. IFTHE COASTAL XEYS/DADA RAINS FAIL OCTOBER-FEBRUARY 
CONDITIONS WILL REMAIN SERIOUS. BASED ON THE UPCOMING JOINT 
ASSESSMENT IN DECEMBER 

OPERATION (EMOP) INTO A PROTRACTED RELIEF AND RECOVERY OPERATION 
(PRRO) BEGINNING IN APRIL. WFP PLANS TO USE THE ASSESSMENT TO 
JUSTIFY AND QUANTIFY A PLANNED TWO-THREE YEAR PRRO FOR 
VULNERABLE DJIBOUTIANS 

PHASING IN FOOD-FOR-WORK ACTIVITIES AND MORE TARGETED SUPPORT TO 
VULNERABLE PEOPLE IN RURAL AND POSSIBLY URBAN AREAS OF THE 
COUNTRY. 


15. THE RELATIVELY SMALL DJIBOUTI REFUGEE CASELOAD HAS OVER THE 
YEARS BEEN ONE OF THE BIGGEST HEADACHES PER CAPITA WORLDWIDE 
WITH REFUGEES REFUSING TO BE COUNTED SINCE 1997 AND REPATRIATION 
MOVEMENT SLOW. HOWEVER 

GREATLY IN BUILDING MOMENTUM FOR REPATRIATION 

CUTS SINCE MARCH THIS YEAR PLAYING A LARGE SUPPORTING ROLE. 

16. REFUGEE NUMBERS ARE DOWN TO AROUND 9 

IN APRIL 

UNHCRVS REPATRIATION PUSH 

UNHER IS NOW PLANNING TO REPATRIATE APPROXIMATELY 4 

REFUGEES TO SOMALILAND BEFORE THE END OF THE YEAR. THERE IS A 
PLAN TO CLOSE HOLL-HOLL CAMP IN THE COMING MONTHS 

UNHCR REPRESENTATIVE IS BEGINNING NEGOTIATIONS WITH THE GRD ON A 
TARGET DATE. THAT SAID 

ADDING ANY URGENCY TO CAMP CLOSURE AT THE MOMENT. 


17. REFUGEE NUMBERS HAVE HISTORICALLY BEEN DIFFICULT TO 
ASCERTAIN 

THAT HALF RATIONS WOULD CONTINUE TO BE PROVIDED UNLESS A 
REVALIDATION EXERCISE COULD TAKE PLACE. WFP HOWEVER CONTINUES 
ITS SUPPORT TO SUPPLEMENTARY AND THERAPEUTIC FEEDING CENTERS IN 
THE CAMPS. 


18. WFP HAS NOW ALREADY MAINTAINED 50% REFUGEE RATIONS FOR THE 
PAST EIGHT MONTHS. THE MEDICAL NGO AMDA HAS CONDUCTED MONTHLY 
NUTRITIONAL ASSESSMENTS WITH WFP 

FROM THIS REDUCTION 

SIGNIFICANTLY EXAGGERATED OFFICIAL REFUGEE NUMBERS. WFP AND AMDA 
OF COURSE WILL CONTINUE TO MONITOR THE NUTRITIONAL SITUATION IN 
THE CAMPS. 
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19. THE NEW UNHCR/DJIBOUTI REPRESENTATIVE 

NOW FOCUSED (CORRECTLY IN OUR VIEW) ON REPATRIATION RATHER THAN 
ON A REVALIDATION EXERCISE 

RELATIVELY-SAFE SOMALILAND HAVE INCREASED THIS YEAR 

DUE TO THE REDUCED FOOD RATIONS IN THE CAMPS. IT IS AS YET 
UNCLEAR WHAT STAND HE WILL TAKE ON THE HALF-RATION ISSUE 
REDSO/FFPO AND UNHCR\'S OWN STAFF EXPRESSED SUPPORT FOR 
CONTINUATION OF THIS DURING OUR VISIT. WFP HAS NOW DONE THE SAME 
FOLLOWING OUR VISIT. THERE IS CERTAINLY A NEED FOR A CONCERTED 
EFFORT TO MAINTAIN HALF RATIONS IN THE CAMPS AND CONTINUE THE 
REPATRIATION MOMENTUM THAT HAS BEEN BUILT UP OVER THE PAST 
MONTHS. 


20. FFP CONTRIBUTED APPROXIMATELY $1.5 MILLION TO WFP IN FY 

2005 

(INCLUDING THE REPATRIATION FOOD PACKAGE). THE PIPELINE FOR THE 
EMOP IS CURRENTLY STRONG 

REMAINING COMMODITIES ARE CARRIED OVER INTO THE NEW PRRO IN 
APRIL. THE REFUGEE PRROV\'S PIPELINE IS CURRENTLY RATHER HEALTHY 
(WITH HALF RATIONS) THROUGH MID-2006. 


21. AT PRESENT 

DROUGHT-AFFECTED EMOP; 2) COUNTRY DEVELOPMENT PROGRAM SUPPORTING 
SCHOOL AND OTHER INSTITUTIONAL FEEDING; AND 3) REFUGEE PRRO. 
WFP/DJIBOUTIVS NEW COUNTRY DIRECTOR BELIEVES THIS IS TOO MANY 

FOR SUCH A SMALL COUNTRY 

ALL ITS ACTIVITIES. 


22. WFP PLANS TO ACHIEVE THIS IN THREE STEPS: FIRST 

THE EMOP\'S GENERAL DISTRIBUTIONS 

ACTIVITIES WITH APRIL\'S PRRO. THE DECEMBER FOOD SECURITY 
ASSESSMENT WILL HELP TO JUSTIFY THIS NEW PRRO; SECOND 

STILL IN THE DISCUSSION STAGE 

PROGRAM INTO THIS PRRO 

FLEXIBILITY AND LIKELY BETTER FUNDING AS WELL; AND THIRD 

THE REFUGEE PRRO BY DECEMBER 2006 OR (IF THE CASELOAD REMAINS 
OVER 5 

2007. WE THINK THAT WFP\'S STREAMLINING PLANS MAKE SENSE FOR SUCH 
A SMALL COUNTRY AND PROGRAM. 


23. IN THE MORE IMMEDIATE TERM 

DEPTH FOOD SECURITY ASSESSMENT 

HELP BETTER IDENTIFY POPULATION NUMBERS 
MECHANISMS TO REPLACE GENERAL DISTRIBUTIONS. 
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CONCLUSION/RECOMMENDATIONS 


24. REDSO/FFP AND USAID/DJIBOUTI BELIEVE THAT THE FOOD SECURITY 
DIFFICULTIES IN DJIBOUTI ARE SERIOUS 

CRITICAL LEVELS 

COMPRISING FEWS 

THE END OF THE YEAR IN ORDER TO JUSTIFY AND QUANTIFY WFP\'S 
TRANSITION TO A PRRO FROM ITS CURRENT EMOP. USAID/FFP WILL ALSO 
BE INVOLVED WITH WFP IN THE DEVELOPMENT OF THIS PRRO. 


25. WE ADDITIONALLY BELIEVE THAT UNHCR IS HEADED IN THE RIGHT 
DIRECTION BY CONTINUING TO BUILD REPATRIATION MOMENTUM 

NOW CLOSED AOUR AOUSSA CAMP AND TRYING TO CLOSE HOLL-HOLL IN THE 
COMING MONTHS. WFP\'S HALF RATION HAS LIKELY HAD AN IMPACT IN THE 
REPATRIATION INCREASES 

RETURN HOME. IN ORDER TO ALLOW THESE REFUGEES TO CONTINUE 
REPATRIATING VOLUNTARILY 

INDUCING DRAGS TYING THEM TO THE CAMPS SHOULD CONTINUE TO BE 
REMOVED 

REDUCED REFUGEE RATION. 


26. THERE WILL BE CONTINUING FOOD SECURITY NEEDS IN DJIBOUTI 
THROUGH 2006 

MONTHS. GIVEN THESE CONTINUING NEEDS 

WILL NEED RESOURCES AS SOON AS IT BEGINS IN APRIL 

THAT FFP IMMEDIATELY PROVIDE $750 

WITH THE UNDERSTANDING THAT PART OF THIS COULD BE CARRIED OVER 
TO THE EMOP\'S SUCCEEDING PRRO. 


27. WE DO NOT RECOMMEND A CONTRIBUTION TO THE REFUGEE PRRO AT 
THIS TIME 

WARRANTED LATER IN FY 2006 FOR THE REFUGEE PRRO AS WELL AS THE 
UPCOMING DROUGHT-AFFECTED PRRO. WE WILL CONTINUE TO MONITOR AND 
REPORT ON THE SITUATION 

APPROPRIATE. 
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possibility that the Syrian regime would attempt to spin the 
loan deal to its own political advantage. Both van Wersch 
and Boussaid acknowledged that the EIB/FEMIP loan should have 
raised \"alarm bells 

after the assassination of Lebanese journalist and 
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parliamentarian Gibran Tueni. After consulting with its EU 
partners 

reconsideration of the loan was not possible at this stage 
given the need for unanimity to reverse such a decision. Van 
Wersch told Econoffs that the MFA 

the MOF 

any future loans or grants to Syria would be a factor in EIB 
decisionmaking. 

BLAKEMAN 
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are legally compelled to buy and sell according to their 
publicly quoted prices. The highest and lowest prices are 
thrown out and a computation is made according to an 
unrevealed weighted average of the remaining bids. 


4. (U) Market observers believe the weightings are heavily 
geared towards China\'s \"big four banks 

institutions account for the lion\'s share of RMB trading. 
Another feature of the new system is that banks can trade RMB 
over-the-counter (OTC) 

was previously conducted between the People\'s Bank of China 
(PBOC) and the respective banks. In the two weeks since the 
change to the pricing mechanism was announced 

no apparent impact on RMB trading behavior; the currency has 
traded between 8.065 and 8.07 to the USD. In the longer 

term 

renminbi revaluation 


POTENTIAL IMPACT 


5. (SBU) Breaking the link with the previous dayVs pricing 

has created a mechanism by which the PBOC can orchestrate 
significant changes in the RMBVs value without being accused 
of determining rates in an arbitrary manner. DBS Bank 
Managing Director Andrew Fung suggested to us that if 
example 

currencies that now determines the RMB\'s value 

day\'s central parity rate could then be fixed well above the 
previous day\'s close. Fung 

percent appreciation for the RMB this year 
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arrangement will yield a more flexible and market-determined 
crawling peg for the currency. (Comment: The USD has slipped 
a couple of percentage points against major Asian currencies 
so far this year 

continue. Since the RMB\'s value is in principle determined 
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against a currency basket 

theoretically make it easier for China to allow for a 
market-based appreciation of its currency. End Comment) 


6. (C) Goldman Sachs Managing Director Hong Liang used the 
occasion of the January 12 visit of US Executive Director to 
the Asian Development Bank 

comment on the change in the RMB value-setting mechanism. 
She said that the new methodology offers China a means to 
save face in responding to political pressure by creating a 
plausible way to move the currency\'s value quickly. In her 
view 

days of pricing -- at least in theory 

serves as a basis for a truly free float. The new 

flexibility is more significant than most observers realize 

but much control still remains. Based on trading patterns 

that she is aware of 

daily price offerings presently determine 70 to 90 percent of 
the value of the new exchange rate each day. In the future 
however 

market makers 

in determining the central parity rate. 


7. (C) Liang said that China is well aware that its recently 
released global trade figures showing a USD 102 billion 
surplus in 2005 underscore a need for RMB appreciation. She 
predicted that the surplus along with the recent 17 percent 
upward revision in GDP would increase calls by trading 
partners on China to allow its currency to appreciate 
commenting that members of the U.S. Congress are likely to be 
particularly vocal. Liang cautioned that China would be 
particularly sensitive about appearing to cave in to foreign 
demands 

visit the U.S. in the coming months. (Note: Goldman Sachs 
forecasts a 9 percent RMB appreciation over the next 12 
months. End Note) 


8. (SBU) Deutsche Bank Managing Director Jun Ma echoed 
Liang\'s views on the change to currency price-setting. In 

MaVs view 

technical basis for accelerated RMB appreciation 

the actual pace of the currency\'s movement will depend much 
more on domestic and international politics. JP Morgan 
Managing Director Grace Ng assessed the new mechanism as a 
more market-based \"price findingW system for the determining 
daily changes in value. She views the change as a step 

beyond last July\'s break of the RMB/USD peg -- a move towards 
laying the groundwork for more RMB flexibility down the road. 
(Note: JP Morgan forecasts the RMB will appreciate 13% this 
year relative to the USD. End Note.) 

Cunningham 
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Once Croatia became part of the EU 
go away. 


3. (C) Drnovsek told COM that he briefed Prime Minister Jansa 
on the idea and that Jansa responded favorably and may 

raise this with Croatian PM Sanader. The President 
mentioned in an aside that he disagrees with Foreign 

Minister Rupel 

as an EU member to pressure Croatia on the border issue. 
Drnovsek also reported that the Croatian Ambassador in 
Ljubljana is fairly positive and is waiting for reaction 

from Zagreb. (Comment: Drnovsek told COM he had discussed all 
of his initiatives - the Croatia border issue 

Darfur with PM Jansa. However 

been left out of the loop 

between the former FM Vajgl and Rupel. End comment.) 


A Change in Coalition? 


4. (C) When COM asked whether the GOS coalition - and particularly 
the nationalistic Slovene People\'s Party (SLS) -- could support 

the idea of such a provisional agreement" on the border issue 
Drnovsek agreed the Government would have some work to do. But 
he added 

near future which could make working this issue easier. Drnovsek 
speculated that the primary opposition party 

Democracy of Slovenia (LDS) 

majority of more moderate members are fed up with current 
president Jelko Kacin\'s leadership style. Vajgl 

involved behind the scenes 

parliamentary members might leave to join a more moderate group. 
(Comment: Drnovsek was clearly hinting 

at the desirability of a grand coalition of the governing Slovene 
Democratic Party (SDS) and the LDS to provide a more consistent 
centrist leadership for Slovenia. End comment.) 


Montenegro Referendum 


5. (C) Drnovsek said that in a recent conversation during 
Montenegrin President Djukanovic\'s visit to Slovenia during the 
holidays 

current relationship with Serbia." Drnovsek noted that the three- 
year term of the agreement between Serbia and Montenegro on not 
holding a referendum on independence expires on February 7. He 
reported that he and Djukanovic discussed how to proceed with 
such a referendum without exacerbating tensions with the 
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opposition. Drnovsek told COM that Djukanovic had proposed much 
earlier 

immediately before a referendum he would announce that if the 
referendum were successful 

would conclude an association agreement with Serbia that would 
establish the basis for shared embassies overseas 

Defense Ministry 

activities 

countries. All of this would be designed to lessen tensions that 
might exist between the Montenegrin forces for independence and 


those opposed to it. 


6. (C) Drnovsek also discussed the issue of what conditions are 
necessary for the referendum to pass. He said that the 
Montenegrin opposition is demanding that any vote require an 
absolute majority of eligible voters for independence to be 
valid 

simple majority of voters. Drnovsek proposed that 

Djukanovic compromise with the opposition and adopt the 
Danish model 

eligible voters would have to support independence. Drnovsek 
said Djukanovic found this to be an interesting and attractive 
idea. Drnovsek mentioned that he has discussed this with 
Solana and urged Solana to bring the Montenegro opposition 
on board with it. He thought we might want to use our good 
offices to bear in that direction as well. 


Slovenia Decision on Iraq 


7. (C) COM thanked Drnovsek for his support for the GOS decision 
to send trainers to Iraq. Drnovsek said that while he did 

not agree with the initial decision to go to war 

strongly that the U.S. cannot leave Iraq now. He expressed 
conviction that an early U.S. departure would lead to 

chaos. He reported that PM Jansa had informed him about the 
decision before it was made public. Vajgl criticized the 
Government for keeping its decision on Iraq secret from the 
opposition. Drnovsek disagreed 

Kacin as untrustworthy and difficult to deal with 

it was understandable why the Government did not preview its 
decision with Kacin. 


Drnovsek\'s Health 


8. (C) The Slovenian press is reporting that Drnovsek\'s health 
is worsening. One paper 
acknowledging that his cancer has spread and that he has 
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given up on conventional medical treatment. The commercial 
broadcaster POP TV said the President discussed his health 
publicly for the first time with a Croatian publication 

revealing that his last tests in January 2005 showed no 
improvement in his condition. There is frequent 

speculation that Drnovsek\'s ambitious initiatives regarding 
Kosovo 

his poor health and desire for a lasting legacy as a 
peacemaker. 


ROBERTSON 
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for three weapons systems slated to be purchased from the 

U.S. This tussling over Taiwan\'s 2006 central government 

budget has further complicated a cabinet reshuffle as Premier 
Hsieh steps down and former DPP party Chairman Su Tseng-chang 
steps in as Premier/President of the Executive Yuan. End 
Summary. 


Budget Tussle Expedites Cabinet Reshuffle 


2. (U) On January 12 

the central government budget 

total funds requested by the Executive Yuan (EY) and froze an 
additional 16% of requested funds pending further input from 
agencies. The large scale cuts 

LY member Su Chi told AIT 

the government and helped accelerate a cabinet reshuffle that 
had been widely expected. Premier Frank Hsieh (Chang-ting) 
reacted immediately on January 13 by declaring that the EY 
would return the entire budget to the LY for reconsideration 

but when President Chen Shui-bian failed to endorse the 
Premier\'s tough talk over the weekend 

his resignation 

the budget stands as passed on January 12. On the morning of 
January 19 

Tseng-chang would be the new premier. New cabinet members 


SIPDIS 

have yet to be named 

that the principal economic figures 

Minister of Finance Lin Chuan 

Ho Mei-yueh and Chairman of the Council for Economic Planning 
and Development Hu Sheng-cheng 

possibly within a matter of days. 


Column 3 
The Budget Numbers 


3. (U) The EY submitted its budget proposals in August 2005 
seeking total government revenues of NT$ 1 

44.14 billion) and total expenditures of NT$ 1 

(US$ 50.26 billion). On January 12 
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LY approved a budget that cut 2006 expenditures by NT$ 36.4 
billion (US$ 1.1 billion) or 2.26% of the total planned 
expenditures to NT$ 1 

budget to buy PAC-IIIs 

The LY cut NT$ 10.9 billion slated for the PAC-III missile 
program as well as NT$ 300 million slated to prepare the way 
for future purchases of P-3C antisubmarine aircraft and 
diesel submarines. The combined cut of NT$ 11.2 billion 
represents 4.6% of the total military budget of NT$ 241.8 
billion. The LY also cut another NT$ 11 billion that the 
military requested for replacement of old facilities and 
buildings. 


5. (U) As was the case for the 2005 budget 

also targeted individual ministers by slashing their 

individual operating funds. For example 

Government Information Office (GIO) Minister Pasuya Yao was 
reduced by NT$ 228 

cut by NT$ 636 

Grand Justices was lowered 23% to NT$ 90.475. The LY also 
placed limits on who is permitted to use certain government 
facilities for meetings and entertaining. The recently 
renovated Taipei Guest House 

limiting its use. 


6. (C) KMT LY members Chiang Pin-kung (also a KMT Vice 
Chairman) and Su Chi told AIT/T January 18 that the 
\"chemistry\" between the LY and certain ministers is poor. In 
addition to GON's Yao 

Affairs Council (MAC) Chairman Joseph Wu. Chiang and Su went 
on to say that the ruling party makes little or no effort to 

work with the LY or \"massage\" LY members to explain 
government programs and policies. They contrasted the ruling 
DPP party practices with their own efforts to maintain good 
relations with the LY when the KMT was in power 

the Minister of Economic Affairs 

the MAC. They said the LY budget actions are an effort by 
the LY to get the EY to show some respect for the LY. 


Revenue Cuts are Political Too 
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7. (U) The revenue cuts are politically motivated also. As 
reported in ref B 
opposed the EY financial reform program and criticized its 
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basic goals. With this budget the Ministry of Finance will 
not be able to sell its remaining 17% stake in Changhwa 
Commercial Bank 

Taishin Financial Holding Company in 2005. This cut will 
undoubtedly further delay privatization of public-sector 
banks beyond 2006. 


LY Freezes Funds to Block Administration Programs 


8. (U) In addition to outright budget cuts 

426 billion or 16% of total funding. The LY has used this 

tactic in the past to get the government\'s attention 

to this degree. In retaliation for EY plans to reform the 

pension system for retired government workers (largely KMT 
appointed) 

2/3 of the funding for the Premier\'s office and all of the 

funding for the Ministry of Personnel Affairs. The LY is 
prepared to \"defrost\" (jiedong) the funds 

agencies seek LY concurrence with the pension system reform. 
Similar freezes have been imposed across a wide range of 
agencies 

parks 

Taiwan\'s executive agencies have been scrambling for several 
days and will continue to do so as they attempt to respond to 
the LY demands to be more forthcoming on programs and 
policies. 


9. (C) Vice Minister of Economic Affairs Steve Chen 
(Ruey-long) told AIT/T January 17 that he is completely 
immersed in the budget matters for MOEA and that they consume 
all of his time. He remains optimistic that solutions will 

be found to defrost the currently frozen funding and 
emphasized that the normal process for defrosting funds is 
for the relevant agency to report to the LY and quickly get 

its funding restored. He said that the process at this time 

is mainly an inconvenience. Chen made it clear that from his 
perspective the proper response to the situation is for the 
agencies to go to the LY and report on all the various issues 
that LY members have raised. While Chen remains optimistic 
about defrosting funds that have been frozen 

Premier Hsieh\'s plan to have the full budget reconsidered 
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was \"entirely a different matter 
little support in the government for such a plan. 


KMT Wants to Find Solutions 


10. (C) KMT legislators Chiang and Su emphasized to AIT/T 
that the LY actions in cutting and freezing funds did not 
impair the ability of the government agencies to carry out 
their operations and programs. If they had used U.S. budget 
terminology they would have said the LY was cutting the fat 
and not the muscle. Su 

of funds did not in any way mean a permanent reduction in 
funding. He and Chiang said that the purpose of freezing 
funds is simply to encourage agencies to come to the LY and 
fully explain their programs. They both fully expect that 
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funds will be restored for the various programs that have 

been affected. Chiang noted 

that LY Committees could 

choose to reduce funding for projects if they find the EY 
agencies do not have a good justification for their proposed 
spending. (Comment: Vice Minister Chen\'s reaction above 
suggests that by and large the government agencies are 
preparing to report to the LY as Chiang and Su suggested and 
get their funding restored. End Comment.) 


11. (C) Chiang said that KMT Chairman Ma Ying-jeou has been 
instrumental in shaping the KMT approach in the LY and been 
intimately involved in setting policy. Ma meets every 

Tuesday with a small 

Chiang 

comes prepared with the issues he wants to discuss and 
resolve. Su Chi added that this is strictly a working 

meeting; the group eats simple box dinners brought in to the 
meeting room rather than gathering at a restaurant with a 
formal meal. Chiang said that Ma wants the KMT to move 
forward and come up with solutions and ways to work with the 
government to accomplish goals. Ma wants to find ways to 
solve problems 

Su cited the formation of three task forces as examples of 
how the KMT wants to be constructive. One task force is to 
establish a KMT approach to military procurement and is to 
have its proposal ready by the end of February. The other 
two other task forces are to solve the long standing conflict 
over appointment of officials to the Control Yuan and to 
resolve the issue of completing Taiwan\'s High Speed Railway 
which has been bogged down in financial issues for many 
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months. 


U.S. Interests 


12. (C) Besides zeroing out the long-proposed purchase of 
three weapons systems from the U.S. 

provision affecting Microsoft Corporation and the reopening 
of the beef market. Ref A reported on the background of the 
Microsoft case. In addition to raising the issue with trade 
officials at the Board of Foreign trade on January 13 

also raised it with Vice Minister Steve Chen on January 17 
and KMT legislators Chiang and Su on January 18. None of the 
three had any direct knowledge of the measure and called on 
aides to supply background information. The three all agreed 
that the measure was unusual in that it targeted an 

individual company but were unable to offer any immediate 
relief to Microsoft. At this point 

LY provision calling for a 25% reduction in central 
government purchases from Microsoft is in force and that EY 
agencies are probably preparing to respond to a provision 
demanding that agencies prepare a plan on how they would 
reduce their purchases. The LY provision regarding Microsoft 
notes that it is null and void if the provision is found to 

be in violation of Taiwan law. With a new premier named 
today and the expectation that new ministers will be named in 
the next few days 
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the EY is going to step forward and declare the Microsoft 
provision to be legal or illegal under Taiwan law. AIT will 
continue to coordinate with Microsoft/Taiwan and pursue this 
issue with Taiwan officials. 


13. (U) The beef issue is in a similar position of waiting 

for a responsible person to step forward. The Department of 
Health has been widely quoted in the press that its decision 
to resume imports of U.S. beef has been referred to the EY 
for final approval. AIT/T has confirmed that DOH has 
officially sent its report and recommendation to the EY. The 
resignation of the Premier and the pending dissolution of the 
cabinet leave open the question of who will now finally make 
the decision and authorize an official public announcement. 
The final outcome is now a foregone conclusion 

continued delay in making an \"official\" announcement creates 
more opportunity for political sniping. 


Comment 
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14. (C) While it has been widely expected that Chen 
Shui-bian would select a new Premier 

flap over the 2006 central government budget has accelerated 
the timing and may influence the composition of the new 
cabinet. While not raised in any of the budget discussions 
one of the central issues for the KMT and the DPP is Taiwan\'s 
approach to cross-Strait economic policies. The KMT is 
firmly convinced that Taiwan\'s economic health requires 
immediate attention to cross-Strait policies and wants to see 
implementation of the three links. The KMT has been 
disappointed in DPP refusal to move forward on pandas 
tourism and regular flights and is pushing the issue in the 
budget arena. Chen 

\"active management 

has been interpreted as a tightening of cross-Strait 

policies. The next move in this drama will be the 

appointment of new Cabinet ministers. If the economic 
ministries are filled with people seen as opposed to 
cross-Strait economic integration then we can expect the Chen 
Administration to implement tighter cross-Strait policies and 
continued confrontation with the KMT and the LY. If more 
centrist people are appointed then it is possible that we 

could see more cooperation between the EY and the LY. End 
Comment. 

PAAL 
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Vietnam\'s \"high appreciation\" for this \"historic event." 
Vietnam notes that this was the first East Asia Summit 

helpfully pointed out. After considerable prodding 
acknowledged that Vietnam changed its tune on the EAS after 
satisfying itself that ASEAN\'s position \"in the driver\'s 

seat" of the EAS changed the EAS from a mechanism to dilute 
ASEANVs influence to one that elevated ASEANVs importance as 
the anchor for an organization that will complement the 
ASEAN+3. Ha also revealed that Vietnam supports the further 
development of the EAS and the addition of Russia 

position that she believes Indonesia and Singapore do not 
support. The sticking point currently obstructing consensus 

is the fact that some ASEAN countries disagree on the 
question of whether there is \"substantial\" ASEAN-Russia 
cooperation 

EAS. 


3. (SBU) When asked about Vietnam\'s plans for the EAS 
said that Vietnam supports the creation of an East Asian 
Community (EAC) in the long term 

the short term 
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of Asian countries would make that impossible. Vietnam 
supports using the EAS as a mechanism to advance the goal of 
narrowing the development gap between rich and poor. The 
EAC \"needs to be considered step-by-step over the long 
term.\" At this point 

agreed 

senior officials\' meeting still not decided within ASEAN. 
Vietnam supports the EAS 

that the plans for the EAS are \"well considered\" and that 

the EAS does not take on more of a mandate than all member 
countries think appropriate. 


THINK TANK: KEEP IN MIND THAT VIETNAM IS NEW AT THIS 


4. (SBU) Director of Vietnam\'s Institute for Southeast Asian 
Studies Dr. Pham Duc Thanh told Poloff December 29 that 
Vietnam\'s stance on the EAS and EAC is based on its 
perception that the emergence of an East Asian Community is 
inevitable; that China will be the \"nucleus\" of such a 
grouping; and that for ASEAN to retain its relevance and 
importance it will have to make East Asian architecture as 
inclusive as possible while guarding ASEAN prerogatives and 
interests. 


5. (SBU) Vietnam has evolved extremely quickly 

continued 

crafted according to the Soviet line to an ASEAN country 
that has linked its future to other ASEAN countries 
collective success. \"Very recently 

was the greatest enemy of ASEAN countries. Now the ASEAN 
members are like brothers." Vietnam is still developing its 
foreign policy proficiency and testing out possible 
international roles. \"You may be frustrated with Vietnam\'s 
cautiousness 

walk." Currently 

unsophisticated 

its outlook and capabilities in that area. 


6. (SBU) The foreign affairs bureaucracy in Vietnam spent a 
great deal of time and effort working out an appropriate 
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response to the EAS 

where Vietnam had to follow its own counsel and could not 
rely on ASEAN consensus to guide its policy. In the end 
Vietnam decided that it would be best for Vietnam and ASEAN 
if the EAS were to go forward with ASEAN in the driver\'s 

seat and with as much participation as possible from outside 
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the ASEAN+3 grouping. Vietnam definitely wants Russia to 
participate in EAS 

constructive role for the United States as well. Vietnam 

has not considered the practical aspects of the EAC because 
it seems too unrealistic at the moment. \"In 100 years 

may have an EAC 

Japan and China seem too far apart." Still 

degree of intertwining and interdependence in Asia is 
inevitable 

constructive role in that process that protects Vietnam\'s 
interests 


\"NEIGHBOR\" DIPLOMATS: VIETNAM AGGRAVATINGLY UNPREDICTABLE 


7. (SBU) An exasperated Singaporean diplomat told Poloff 
January 13 that Singapore has given up trying to determine 
Vietnam\'s position towards the EAS or EAC. \"We don\'t know 
what they want 

diplomat complained. She confirmed that Vietnam has stated 
its position definitively vis--vis Russian participation in 

the EAS 

through. \"Singapore was not enthusiastic about the creation 
of the EAS in the first place 

Vietnam. But now that the EAS is a reality 

should be an effective and well-crafted group 

concerned about some of Vietnam\'s positions.\" As an 
example 

position on the status of individual members. Singapore 
wants to ensure that there is not \"tiered membership\" in the 
EAS 

seats 

and commitment of India 

falter 

prefer to exclude those countries anyway. Vietnam should 
oppose this if it genuinely supports an inclusive EAS. The 
fact that Singapore cannot extract a commitment either way 
on this issue is emblematic of Vietnam\'s frustrating 
approach to the EAS and ASEAN issues in general 


BOARDMAN 
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Ambassador a copy of the speech he delivered at the 
conference 

First Lady 

issues during their meeting in February 2005. 


EDUCATION: A LEADING ROLE FOR THE FIRST LADY 
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5. (U) Literacy: The Ambassador noted the First Lady\'s 
interest in taking a more high-profile role in UNESCO\'s 

literacy program. The DG reported that Education Assistant 
Director Peter Smith had told him about the First Lady\'s 

visit to Nigeria; he expressed regret that there was not 

much to see on the ground to represent UNESCO\"'s investment 
in Nigerian schools 

level in that country. Ambassador Oliver noted that Nigeria 

is in the first group of target countries for the literacy 

program 

opportunities for the First lady to make similar visits in 

the future. The DG reported that Education ADG Smith had 
also mentioned a possible high-level conference for the 
spouses of Presidents in May. The Ambassador explained that 
that is part of an effort to build political will in 

countries for literacy initiatives 

decision has been made and no date determined yet. (Note: 
The Ambassador asked ADG Smith whether a September meeting 
in New York would work and he replied that it would as long 

as the date was not too close to that of the September 26- 
October 12 Executive Board. End Note.) 


THE MARTI PRIZE TO CHAVEZ: A POINT OF DISCORD 


6. (C) Marti Prize: The Ambassador told the DG that the 
decision to bestow UNESCO\'s Marti prize on Venezuela 
President Hugo Chavez is of great concern to Washington. 
The DG said he did not know about it until after it had 
happened. The Ambassador replied that this constituted a 
direct challenge to both the DG and U.S.: A challenge to 
the DG because it was done without his knowledge 

U.S. because Chavez was chosen. The DG said that his first 
instinct had been to set aside the decision 

advised by his staff not to do so 

countries had joined in the nomination; he agreed that it 
was a \"coordinated set-up\". The Ambassador said that the DG 
should have overturned the decision 

first time a UNESCO prize had been given to a politician. 
The DG demurred 

Peace prize 

Ambassador stressed that if UNESCO gives prizes to 
politicians 

controlled: UNESCO is supposed to be a technical agency 
working at the experts\' and technical level 

political body 

larger than that of prizes. What is UNESCO\'s responsibility 
for prizes 

UNESCO cannot allow its name to be used and then claim it 
has no responsibility for decisions made on prizes and for 
work done by institutes bearing its name. UNESCO cannot 
allow its name to be used and then claim it has no 
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responsibility for the consequences. The Ambassador assured 
the DG that she would raise these questions at the January 

19 Executive Board Meeting with the DG. The DG concluded by 
saying that he thought he had made a mistake in allowing 
Chavez\'s name to go forward and that he would try to 

minimize the impact of the prize. He noted the involvement 

of ADG for Social and Human Sciences Pierre Sane in the 
Chavez decision 


7. (C) The DG said that he had visited several of the 
Caribbean islands as part of his trip to Barbados for the 
tsunami conference 
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on the Executive Board. He noted that Cuba and Venezuela 
are making a big push in the Caribbean by offering free 
medical care and flying patients for treatment and doctors 

for training to Cuba for free. He said the U.S. should be 
concerned about this and that we should promote our positive 
involvement in Caribbean tsunami work. He noted Japan\'s 
increased focus on the Caribbean. 


NATURAL AND SOCIAL AND HUMAN SCIENCES: U.S. ROLE IN REVIEW 


8. (C) Science Review: The Ambassador asked about the 
planned review of the SHS and Natural Science sectors -- 
mandated by the October 2005 General Conference -- querying 
the DG on when decisions will be made on membership. The DG 
replied that the delay was due to the fact that some 

geographical groups had been slow in submitting names: 
GRULAC has just submitted its nominations 

group submitted only one name despite being asked for two. 
The first meeting of the Review panel will take place in 

late February 2006 

before then. DG said many Ambassadors have sought meetings 
with him to push their candidates 

Director Olsen would definitely figure on the panel. (Note: 

Group | submitted the names of seven candidates. Given the 
paucity of candidates from the Africa Group 

Washington have a name to suggest? End Note.) 


9. (C) MOST: The Ambassador expressed concern about the 
size (more than 1 

profile of the February 2006 MOST meeting that will take 
place in Buenos Aires and several other Latin American 
cities. She indicated that the outcome document will be of 
critical importance. The U.S. does not want to see an 
expansion of this initiative. Although we recognize that 

social sciences are an important part of the sciences 

not want to see the MOST program expanded as it is not a 
priority for UNESCO. She informed the DG that the U.S. 
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would send a State Department officer and a National 
Commission member to the meeting. The DG responded that he 
planned to send Deputy Director General Barbosa to the 

meeting to \"keep control of it" He added that he had asked 
SHS ADG Sane to invite more Americans. 


PERSONNEL ISSUES CRUCIAL TO SET THE STAGE FOR U.S. 
OBJECTIVES 


10. (C) ADG Culture: Referring to her December 2005 
conversation with the DG 

concern about the choice of the new ADG for Culture. Unlike 
the Chavez decision -- which involved other players -- the 
ADG decision is the DGVs alone to make 

responsible for it. The Ambassador underlined concerns 
about the symbolism of the choice 

position was \"wired\" for Francoise Riviere. The DG denied 
the rumors 

chosen 

as acandidate. The Ambassador remarked that if this latter 
assertion were reported to Washington 

The DG responded that he would insist on professional 
qualifications 

consider (Comment: same number cited by current ADG 
Bouchenaki. End Comment.) Ambassador Oliver expressed the 
hope that there is a qualified candidate for the position 

who is not currently working for UNESCO and who does not 
come from a country that was a key proponent of the Cultural 
Diversity Convention. If this is not the case 

should be re-competed. It makes more sense to take extra 
time and choose the right person -- as was done in 

recruiting the ADG for Education -- than to choose the wrong 
person and have ongoing problems 

11. (C) Other personnel issues: The Ambassador noted that 
the Capacity Building P5 position in Science Sector has 

still not been re-advertised 

will put forward a strong candidate. The DG advised that 

the U.S. encourage more than one strong candidate to apply 
for the position. 


The Ambassador urged that the Democracy P5 position in the 
Information and Communication be competed externally 

is a key position for the U.S. 

and the total absence of Americans in high-level positions 

in the Cl Sector. 


The Ambassador expressed concerns about the process for 
recruiting the D1 Human Rights position in SHS 

that a highly qualified U.S. candidate had not made the 
short list. Although we support a transparent hiring 

process 
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preliminary stages might have different criteria than the DG 
and might eliminate the wrong people. DG recalled that in 
fact current ADG for Education Peter Smith had originally 
been eliminated. He said that he has the authority to 
request that candidates be brought back into competition at 
the D1 level 

U.S. candidate. 


The DG reported that he plans to consolidate the staffs of 

the General Conference and the Executive Board because the 
staff of the General Conference works hard only during the 
General Conference and had little to do the rest of the 

time. 


OLIVER 
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SHOULD LOCK VALUABLES IN HOTEL SAFE DEPOSIT BOXES NOT IN 
THEIR HOTEL ROOMS. 


- BE AWARE OF COMMON SCAMS AND FRAUDS (INCLUDING CREDIT 
CARDS 

AT WELL-ESTABLISHED AND REPUTABLE BUSINESSES. VISITORS 
SHOULD BE CAREFUL WHEN PURCHASING BRANDED OR COPYRIGHTED 
GOODS. THERE ARE MANY PIRATED COUNTERFEIT PRODUCTS IN THE 
MARKETPLACE; THEIR PURCHASE IS AGAINST POST REGULATIONS AND 
IT IS ILLEGAL TO IMPORT THESE PRODUCTS INTO THE U.S. BE WARY 
OF COMMON SCAMS FOR JEWELRY 

ANTIQUITIES. THERE ARE NO THAl GOVERNMENT-OWNED OR SPONSORED 
GEM STORES. IF VICTIMIZED 

POLICE BY DIALING 1155. 


- VISITORS ARE CAUTIONED FROM VISITING BARS INVOLVED IN THE 

SEX TRADE. MANY OF THESE OPERATE ILLEGALLY AND CLIENTS CAN 
BE SUBJECT TO RTG LAW; THEY OFTEN CHARGE EXORBITANT DRINK 
PRICES AND COVER CHARGES. THERE ARE ALSO MANY INCIDENTS OF 
CRIME AGAINST PATRONS IN THESE ESTABLISHMENTS. DRUGGING AND 
ROBBING OF UNWARY INDIVIDUALS IS NOT UNCOMMON. THERE ARE 
FREQUENT REPORTS OF VICTIMS BEING DRUGGED AND ROBBED OR 
BEATEN WHEN VISITING THESE BARS. THE DRUGS USED CAN CAUSE 
SERIOUS TEMPORARY MEMORY IMPAIRMENT 

OVERDOSED 


8. (U) TRAFFIC AND OTHER SECURITY TIPS 


- THE TRAFFIC SITUATION IN BANGKOK CAN BE DIFFICULT AND 
DANGEROUS FOR BOTH PEDESTRIANS AND VEHICLE OCCUPANTS. ALL 
VISITORS SHOULD BE ALERT TO TRAFFIC PATTERNS AND UNEXPECTED 
MOTORCYCLE DRIVERS. TRAFFIC DRIVES ON THE LEFT-HAND SIDE 
OPPOSITE FROM THE U.S. 

FLOWS IN THE OPPOSITE DIRECTION. PEDESTRIANS SHOULD USE THE 
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OVERHEAD WALKWAYS FOR CROSSING BUSY STREETS. 
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- VISITORS SHOULD AVOID MAKING ANY PEJORATIVE COMMENTS ABOUT 
ANY MEMBERS OF THE THAI ROYAL FAMILY OR ENGAGING IN 
DISRESPECTFUL CONDUCT WITHIN TEMPLES OR TOWARD RELIGIOUS 
OBJECTS. SUCH BEHAVIOR CAN RESULT IN ARREST AND/OR EXPULSION 
FROM THAILAND. 


- VISITORS SHOULD ALSO BE AWARE OF THE STATE DEPARTMENT\'S 
CONSULAR INFORMATION SHEET FOR THAILAND AND THE MOST RECENT 
WORLDWIDE CAUTION PUBLIC ANNOUNCEMENTS 

VIA THE INTERNET AT http://travel.state.gov. 


9. (U) IN ESSENCE 

APPROPRIATE CAUTION AND BE ALERT TO THEIR SURROUNDINGS WITH 
REGARD TO THEIR PERSONAL SECURITY. SUSPICIOUS 
INCIDENTS/ACTIVITIES SHOULD BE REPORTED TO RSO BANGKOK (TEL. 
02-205-4000 

WE HOPE YOU HAVE A SAFE AND PLEASANT TRIP. 

ARVIZU 
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Japan\'s long run interest. The Secretary closed by 
expressing confidence in the Embassy civair officers and his 
negotiators but again said that he would remain involved in 
the talks and asked that Minister Kitagawa would as well. 


4. (SBU) Minister Kitagawa responded that he usually gave 
general directions in bilaterals but left specific matters to 
his negotiators. Nonetheless 

Secretary\'s request. He quipped that being involved would 
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mean he would have to negotiate with his negotiator. 
Nevertheless as the discussion progressed he promised to 
remain involved and said that he would watch the negotiations 
\"very carefully\". Minister Kitagawa\'s response also included 
the Japanese position on the number of slots maintained by 
U.S. airlines at Narita. He said that he had requests for 

new service at Narita from 40 countries and that these 
countries questioned why Japan allowed the United States so 
many slots. He maintained that the number of U.S. slots at 
Narita\'s was greater than Japan\'s 

did not know. He said the talks should discuss the slot 
situation. He added that with Centrair and completion of 
runways at Narita and Haneda the situation would change 
significantly by 2010 and the talks should take this into 
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consideration. He noted that completion at Haneda might slip 
to 2010 (from 2009) but that Haneda was mainly seen as a 
domestic hub. He closed with a pitch to use the new Osaka 
international airport in his home region. 


BASA; ICAO 


5. (SBU) Secretary Mineta noted the importance of quickly 
completing the Bilateral Aviation Safety Agreement (BASA) to 
support Japanese and U.S. manufacturers cooperation in 
developing new aircraft. He offered U.S. help in any way 
possible and hoped that the BASA could be signed at the 
September 2006 Safety Forum. Kitagawa said it was their 
intention to actively discuss this issue. 


6. (SBU) Secretary Mineta noted concerns with the current 
leadership of the International Civil Aviation Organization 
(ICAO) Secretary General. The United States had expected 
France to nominate a candidate but when they did not the 
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United States decided just the previous day to nominate 
William Voss 
Kitamura promised to consider carefully Voss\' candidacy. 


7. (SBU) Delegation Members: 


US Government Participants: 
Secretary Mineta 


SIPDIS 

Andy Steinberg 
Tyler Duvall 
David DeCarme 
James Zumwalt 
Daniel Fantozzi 
Chris Metts 


GOJ Participants: 
Kazuo Kitagawa 
Hiroshi Maruyama 
Transport 

Ryuhei Maeda 
and Transport 
Teiji lwasaki 
Bureau 

Norifumi Ide 
Aviation Bureau 
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Postscript 


8. (SBU) On January 18 

General Daniel Russell that he had thoroughly enjoyed his 
time with Secretary Mineta and appreciated very much the time 
the Secretary spent in Japan. Minister Kitagawa said he 
appreciated the Secretary\'s position in the Cabinet (Kitagawa 
is the only Komeito member of the cabinet in Japan) and felt 
that the Secretary was a skilled politician who was in tune 

with the issues that mattered to the voters. 

DONOVAN 
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2. (C) On January 16 Department of Defense Principal 
Director for Asian and Pacific Affairs for International 
Security Affairs 

Royal Thai Supreme Command (RTSC) Chief of Joint Staff 
General Lertrat Ratanavich. General Allen thanked General 
Lertrat for Thailand\'s role in aiding and rebuilding the 
region after the 2004 tsunami 

of U-Tapao Naval Airbase for regional relief operations. 
General Lertrat commented that conditions are fast returning 
to normal in the Thai affected regions and said that the goal 
now was to get tourists back to revive the economy. 


3. (C) In response to General Allen\'s query on Sino-Thai 
military relations 

nations\' armed forces cooperation as \"level 

falling. He added that the Thai military continues to have a 
much greater degree of cooperation and interaction with its 
\"oldest ally 

Allen added that though U.S.-Sino military ties have not 
included operations-related activities 

educational exchanges 

Rumsfeld\'s visit to China last year. 


4. (C) General Lertrat said that he plans to be in 
Washington March 13-14 to visit the Joint Forces Command 
(JFCOM) to study transformational opportunities. He added 
that 

discussions in Washington. General Lertrat said that he is 
interested in visiting JFCOM in Norfolk and in learning more 
about transformational activities. He was particularly 
interested in understanding how the U.S. armed forces are 
transforming 

to study a range of aspects to the Thai armed forces 
transformation 

switch to a military/civilian mix in its personnel system. 
General Lertrat is also interested in how the U.S. military 
would conduct the Defense Resource Management Study (DRMS) 
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offered to Thailand. 


5. (C) General Allen responded that in visiting JFCOM the 
Thai could gain insights on transformation in organization 
education 

added 

enhance joint and special operations. General Allen said 
that briefings on the DRMS could be added to the General\'s 
program while he is in the U.S. He repeated the invitation 
for Thailand to send officers to the Philippines to view that 
country's DRMS program and benefits. Allen cautioned 
however 

program 

shortly or we will have to invite others in Thailand\'s place 
for this slot. Lertrat replied that RTSC will brief the 

Prime Minister shortly on the U.S. offer and he would likely 
have an answer before he comes to the U.S. 


6. (U) BGen Allen has cleared this message. 
ARVIZU 
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smaller countries in the region. End Summary. 


STRATEGIC THREAT PICTURE 


2. (C) On January 16 

Principal Director for Asian and Pacific Affairs Brigadier 
General John R. Allen 

National Security Council Secretary General Winai 
Phattiyakul. Following BGen Allen\'s briefing on an upcoming 
Royal Thai Armed Forces trip to the Joint Forces Command in 
March 

military 

strategic threat framework. Terrorism remains the primary 
threat 

conflict (LIC). LIC \"is what we have to deal with in the 

next century 

keeping operations 

concerns in Southeast Asia. For example 

settled its borders with its neighbors 

to tension. Moreover 

neighbors--poorer and less politically stable--could 
challenge Thailand\'s security as well. In order to meet 
these challenges 

forces into a \"smaller 
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3. (C) When asked about the Burmese government\'s recent 
suprise decision to relocate their capital 

that the RTG had been surprised by the move as well. This 
opaque decision on the part of the junta in Rangoon had 
caused consternation within the recent ASEAN leaders meeting 
in Kuala Lumpur. Winai explained that the military 

leadership in Rangoon had four possible reasons for the move: 
fear of a U.S. military strike on the capital (though Winai 

noted that the move doesn\'t mean much given U.S. military 
capabilities) 

country from a more central location 

generals give much consideration to astrology and numerology) 
and 

his hometown 

According to Winai 

upcoming Armed Forces Day in March to show the new capital to 
some foreign Ambassadors and Defense Attaches. 


BURMESE 


4. (C) Winai denied that the move of the Burmese capital has 
resulted in increased numbers of Burmese refugees on the Thai 
border. The population in the border camps remains stable. 
Good RTG-USG-UNHCR cooperation aside 

by the reality of life for these refugees. The younger 
generations have never lived outside of the camps. \"These 
people have no future.\" According to Winai 

considering expanded educational assistance to these 

refugees 

can serve as a key group in a newly revitalized Burma. 


5. (C) Winai expressed frustration with the host of other 
refugee issues that Thailand faces. The RTG is \"not happy\" 
with the trickle of North Korean refugees that cross over 

from Laos and RTG provincial officials have been instructed 
to find and arrest them. Hmong refugees from Laos are even 
bigger problem 

Petchaboon province in the last year 

anew U.S. resettlement program would be in the offing. 
According to Winai 

little-by-little to send the message that Thailand cannot 

take them. \"We hope that our friends will understand when we 
have to take strong action.\" 


6. (C) Winai expressed appreciation for USG understanding 
that the Thai South is a domestic issue. The situation there 
is \"a little better.\" Incidents of violence were down in 
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December--only 30 in that month compared to an average of 
about 150 in October and November. Part of this downturn may 
be due to the serious flooding in the area 

According to Winai 

efforts to understand the separatist movement 

right people and disrupt the violence. Local citizens are 
providing much more information to authorities 

to the arrest of several bomb makers and Wcommandos. Some 
people are \"happy to be arrested 

cease working for the separatist cause without fear of 

reprisal from the insurgents. 


7. (C) Based on the success of civil affairs programs and 

this shift in local thinking 

a special \"plea-bargaining\" law that would provide increased 
incentives to those people who turn themselves in. Though 
short of an actual amnesty program 

latter may be under consideration as well. When asked why 
the local population was cooperating with the government now 
Winai explained that more and more southerners are starting 
to understand that the violence was not improving their 

lives. On a side note 

Malaysia continues to improve 

officials now understand that the flight of 131 Thai Muslims 
to Malaysia last year was not a legitimate refugee issue 

a plot concocted by separatist leaders to generate attention 
to the situation in the South. 


8. (C) Gen Allen briefed Winai on the Global Peacekeeping 
Operations Initiative (GPOI) and USG efforts to improve 
relations with China 

relations which 

education. Winai expressed strong interest in this issue 
saying \"that is really a relief for us smaller countries in 

the region." 


9. (U) BGen Allen has cleared this message. 
ARVIZU 
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that transformation of the Thai military should begin with 
reducing the number of generals on the payroll. 


OPTIMISTIC ON THE SOUTH 


8. (C) Pisan expressed optimism that the situation in 
southern Thailand will soon show signs of improvement. He 
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said that the people in the south are generally against the 
violence 

He stated that the RTG is working to address the roots of 
problem 

President General Prem has helped improve trust between the 
government and the local population. 


9. (C) Pisan said that improved Thai-Malaysia relations 
resulting from the recent ASEAN summit will further help the 
situation in the south. 


10. (U) BGen Allen cleared this message. 
ARVIZU 
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local custody similar to those of the SOFA with Japan and 
Korea." The resolution was unanimously approved by the 
committee 

Senate. (Full text in para 8.) 


3. (SBU) The DFA on January 19 sent Embassy a new diplomatic 
note reiterating its position on custody 

concern over difference in treatment of US military personnel 

here vis-a-vis under agreements with other countries 

expressing a wish to continue discussions on this matter." 

(Full text in para 9.) 


4. (C) DFA Undersecretary for Special Concerns Rafael 
Seguis separately told Charge on January 19 that the 
diplomatic note was at the behest of Foreign Secretary Romulo 
in Washington. Seguis indicated that the diplomatic note was 
an attempt to deal with the mounting political pressure from 
senators and others demanding that the GRP pursue the custody 
matter again. Seguis noted that he had been called to 

testify before the Oversight Committee during the afternoon 

of January 19. CDA conveyed his hope that Seguis would use 
his testimony as an opportunity to remind the Committee that 
the VFA is working as designed. CDA further suggested 
Seguis agreed 

the Philippine public and Congress as to how the VFA actually 
works. CDA stressed that this case so far should be seen as 
a \"success story" for the VFA. Seguis said that he would 

like to explore with the Oversight Committee additional 

access to the Marines if the U.S. maintains custody. CDA 
explained that the Embassy had offered in December to arrange 
a meeting for Committee members 

until January 

9. He noted that the Embassy would consider requests from 
the Committee as well as VFA Commission and other relevant 
GRP or court officials. He emphasized 
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Embassy also had an obligation to protect the rights of the 
accused 

would have to consult with their defense counsels as well 
before approving any visits. CDA assured U/S Seguis that the 
Embassy remained fully willing to continue discussions with 
the DFA and others in the GRP on this and all other matters 
while reiterating our expectation that diplomatic discussions 
and communications should remain private. 


5. (U) Olongopo City Regional Trial Court Judge Renato 

Dilat told the media that \"as far as I\'m concerned the trial 
should not be delayed just because the U.S. Embassy refused 
to turn over custody of the accused 

was \"part of the law of the land 

could begin in February. Malacanang spokesman Ignacio Bunye 
publicly urged that Wwe should not turn this into an 

emotional issue against an old-time friend and ally.\" 


6. (U) Embassy prepared and used the following press 
guidance: 


Q. Any reaction to vote in the Legislative Oversight 
Committee of the Visiting Forces Agreement to terminate the 
Visiting Forces Agreement? 

-- The VFA is a mutually beneficial and useful framework 
that clarifies the legal status of visiting U.S. military 
personnel. The Agreement enables the U.S. and the 
Philippines to conduct joint training exercises and naval 

ship visits that help advance the national security of the 
Philippines 

Philippine military personnel. 


-- The U.S. will continue to cooperate with the Philippine 
authorities as this case moves to trial under Philippine 
jurisdiction 

Agreement. 


7. (C) Comment: Rhetoric remains high -- growing briefly -- 
as politicians seek to assert their nationalist credentials. 
Public emotions nonetheless remain muted 

groups of leftist demonstrators. Even in Congress 

is much more focused on the issues of wiretapping 
accusations 

the recent escape of some of the key Oakwood mutineers of 
2003. The newest diplomatic note appears to be only a 
placeholder and as such Embassy sees no real value in formal 
response at this time. In the absence of formal quashing of 
the arrest warrants 

guidance from Washington on whether or not to seek formal 
assurances from the GRP that its law enforcement agents will 
not attempt to serve any arrest warrants 
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four accused Marines off the Embassy compound. We should 
also begin to prepare to an eventual discussion on possible 
exchange of notes on controversial provisions of the VFA 

even possible renegotiation at some future date. The VFA 
remains a vital document in our military partnership and is 

the backbone for our counterterrorism cooperation 

under the proposed new Security Engagement Board. We note 
with some concern that the GRP has not yet forwarded for the 
Chief of Mission\'s signature (on behalf of the Council of 
Ministers 

approval of the exercise and activity program recommended by 
the Mutual Defense Board (Admiral Fallon and then AFP COS 
General Abu) to the Council of Ministers in June 2005. We 

are discreetly trying to find out if this is deliberate or an 
oversight. 


8. (U) Text of the resolution introduced by Senator 
Santiago 

full Oversight Committee: 

quote 


THIRTEENTH CONGRESS OF THE REPUBLIC) 
OF THE PHILIPPINES ) 
Second Regular Session 


) 


SENATE 
S. Ct. 


Introduced by Senator Miriam Defensor Santiago 


CONCURRENT RESOLUTION 

EXPRESSING THE SENSE OF CONGRESS THAT 

NOTICE OF TERMINATION SHOULD BE SERVED 

TO PAVE THE WAY FOR THE RENEGOTIATION OF THE VFA 


WHEREAS 

signed in Manila on 16 February 1998 

concurred in by the Philippine Senate; although no similar 
action was taken by the U.S. Senate 

U.S. considers the VFA not as a treaty 

agreement; 


WHEREAS 

of any U.S. personnel over whom the Philippines is to 
exercise jurisdiction shall immediately reside with U.S. 
military authorities 

of the offense until completion of all judicial proceedings;\" 
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WHEREAS 

difference from the Japan-U.S. Status of Forces Agreement 
(SOFA) 

custody of an accused member of the United States armed 
forces or the civilian component over whom Japan is to 
exercise jurisdiction shall 

United States 

charged by Japan;\" 


WHEREAS 

difference to the Korea-U.S. SOFA 

in Article 22 

member of the United States armed forces or civilian 
component 

is to exercise jurisdiction shall remain with the military 
authorities of the United States until he is indicted by the 
Republic of Korea;\" 


WHEREAS 

extraordinary cases 

its position to the United States Government regarding 
custody 

full account;\" 


WHEREAS 

concerning \"exceptional cases 

has the right \"to reject a U.S. request for waiver of 
Philippine primary jurisdiction in cases of particular 
importance (to the host state) 

violations of the Dangerous Drugs Act 

Law;\" 


WHEREAS 

investigation 

resolution to file in court an information for rape - which 
is a heinous crime - against four U.S. Marines; 


WHEREAS 

Philippine secretary of foreign affairs 
of 16 November 2005 

cases 

custody ofthe accused Marines; 


WHEREAS 
U.S. Embassy rejected the Philippine request for custody; 


WHEREAS 

properly take into account the high level of sensitivity with 
which the Filipino public views the custody of U.S. 
servicemen on Philippine territory accused of crimes such as 
rape; 
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WHEREAS 
renegotiation; 


WHEREAS 

remain in force until the expiration of 180 days from the 
date on which either party gives the other party notice in 
writing that it desires to terminate the agreement;\" 


WHEREFORE 

Philippines 

express the sense that notice of termination of the VFA 
should be issued 

months 

provisions on local custody similar to those of the SOFA with 
Japan and Korea. 


Adopted 


MIRIAM DEFENSOR SANTIAGO 
end quote 


9. (C) Text of Diplomatic Note received on January 19: 
quote 
No. 06-0103 


The Department of Foreign Affairs presents its compliments to 
the Embassy of the United States of America and 

reference to the Embassy\'s Note No. 0060 dated 16 January 
2006 

Philippine Government as conveyed through the Department\'s 
Note No. 05-2662 dated 16 November 2005 


\"Pursuant to the exercise by the Philippines of its primary 
right of Jurisdiction over the case as conveyed through the 
Department\'s Note Verbale No.05-2579 and in view of the 
non-receipt of a formal request for initial United States 
custody over the United States military personnel involved in 
the alleged rape relative to Article V. Paragraph 6 of the 
Agreement and the extraordinary nature of the case 
heinous crime 

of the Philippines and the United States of America Regarding 
the Treatment of United States Armed Forces Personnel 
Visiting the Philippines) requests the Embassy of the United 
States to turn over custody of said U.S. military personnel 

to Philippine authorities as soon as practicable.\" 
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On the specific issue of what constitutes an extraordinary 
case in the context of Article V 

Agreement 

precepts of civilized society 

circumstances as alleged in the Subic Case 

considered as simply an \"ordinary case\" and should 

by policy and by good conscience 

an \"extraordinary case 

the Philippines agreed to the inclusion of this formulation 
inthe Agreement. This intent was further amplified in 
Philippine Senate Concurrence Resolution No.18 


In addition 

Agreement and similar agreements entered into by the United 
States 

the patent disparity in the treatment of US military 

personnel in other countries on the issue of custody in 
criminal cases. 


In the light of the decision of the United States Government 

to maintain its position on the issue of custody during 

trail 

discussions on this matter between the Philippine Government 
and the United States Government. 


The Department of Foreign Affairs avails itself of this 
opportunity to renew to the Embassy of the United States the 
Assurances of its highest consideration. 


Pasay City 


end quote 
Bellard 
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context.\" Mien said that Vietnam would not have an official 
position on the question of referring Iran to the UNSC \"for 
some time\" because of the sensitivity of the issue and the 
need to develop consensus in the Vietnamese leadership. 
However 

about the fact that the IAEA cannot confirm that Iran\'s 
nuclear research is peaceful. 


BOARDMAN 
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endorse PSI first or concurrently with Thailand 

avoid the appearance that Thailand is getting too far in 

front of its neighbors and because of concern over how 
endorsement might be perceived vis-a-vis the situation in the 
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South. 


OUTSTANDING ISSUES 


5. (C) For most of the Thaksin administration 

atodds over our respective approaches to Burma -- 
essentially agreeing to disagree. The RTG under Thaksin has 
claimed that though it agrees that the regime must show 
progress in bringing out national reconciliation 

must stay engaged with the SPDC in order to keep a dialogue 
open on issues that directly affect Thailand such as illegal 
immigration from Burma and narcotics smuggling. We have 
maintained that Thailand has appeared to go beyond this to 
the appoint of being perceived as an apologist for the 

regime. Lately 

closer to regional and international opinion 

criticizing the SPDC on its continued detention of Aung San 
Suu Kyi and resistance to national reconciliation. 


6. (C) We have also criticized the RTG for some of its 

human rights practices. A bloody crackdown on alleged drug 
vendors during a \"war on drugs campaign!" in 2003 and actions 
by security forces in the south 

incident at Tak Bai 

annual human rights reports and in public fora 

our private conversations with Thai officials. 


7. (C) Your meetings with Thai officials 

dinner with academic and press observers of the south 
give you an opportunity to thank the Thai for their 
cooperation with us in the Global War On Terrorism 
notably their deployments of troops to Afghanistan and Iraq 
their capture of Hambali in Ayudhaya in 2003 and their role 
in promoting regional cooperation in fighting international 
terrorism. It will also be a chance for you to urge the Thai 
to sign on to the PSI Statement Of Principles and to 
underscore Thailand\'s commitment to fully join the 
international community to combat the proliferation of 
weapons of mass destruction and their precursors. 
ARVIZU 
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the Program of Work and Budget(PWB) 

reviewed three separate topics. The first focused on 
the results of the 2004 Program Implementation Report 
(PIR) 

AGR/CA/RD(2005)2 

regarding the output areas in terms of both quality of 
work and potential impact. The PIR is considered a 
useful tracking tool for the PWB 

expressed doubt regarding the reliability of the PIR 
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mechanism and suggested improvements in the 
methodology used to measure and communicate impacts. 
The results of the PIR for 2004 did not suggest the 

need for any changes in focus for the upcoming (2007- 
08) PWB. The low completion rate for COAG projects was 
below the average for OECD (68 versus 86 percent). In 
general 

concern and that 

should be given to the size of the workload when 
developing the next PWB. 


13. The second topic reviewed by the COAG under this 
agenda item was the medium term orientations survey 
that Members had completed in early fall 2005 at the 
request of the Secretary General and the Council. 
Delegates had been asked to indicate whether budget 
allocations for the individual PWB output areas should 
be increased 

next (2007-08) budget biennium. For the COAG 
results indicated that many Members (specifically 
several EU countries 

to decrease the budget allocation for the output area 
of \"Agriculture and Trade. Some delegations 

those of Canada and New Zealand 

survey results should be interpreted with a great deal 
of caution as they did not reflect the number of votes 
for keeping resources on a constant level. 

Additionally 

reflect the sensitive character of such work as it 
relates to the WTO negotiation. The United States 
recommended keeping about constant the budget 
allocations for the three agriculture-related output 
areas 


14. The final topic raised under this agenda item 
addressed plans for the upcoming renewal of the mandate 
for the COAG in December 2008 (AGR/CA/RD(2005)3). The 
work of the Committee will first be evaluated. The 
Committee Chair and the Secretariat will develop the 
terms of reference for the review. The process will 

involve interviews with various stakeholders and a 
questionnaire survey for policy-makers on the national 
level. The in-depth evaluation will be conducted in the 

first half of 2008 by an evaluation subgroup of the 

Council and the Internal Evaluation Coordinator 

will be presented to the COAG within six months after 
launching the evaluation. Currently 

for an independent third party review. 


ORIENTATIONS OF THE PWB FOR 2007-08 
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15. The Committee held preliminary discussions on its 
broad policy priorities and direction of future work 

for the next budget biennium (2007-2008) 
AGR/CA(2005)18 

Budget. The core work of policy monitoring and 
evaluation was supported by many delegations (including 
the United States) 

distributional issues and on the food economy. 

Countries such as Canada 

called for increased efforts to work in these areas 

some of which is already underway. The EC advocated a 
focus on issues such as food security and societal 
concerns 

animal welfare and rural development. Some delegations 
(Australia and New Zealand) took issue with the topic 

of food security. New Zealand made clear that issue of 
food security is associated globally with access to 

food and pertains to countries that are food insecure - 

- which is clearly not the situation for EU countries. 

The United States underscored its desire to see more 
country-specific studies along the lines of the Brazil 

and China work and suggested that Thailand might be a 
future candidate for review. Further 

States suggested that the COAG could be helpful in 
analyzing the outcome of the current round of WTO 
negotiations post-Hong Kong. Japan called for 
increased attention to the work related to agri- 
environmental concerns. 


16. The Secretariat outlined the process for 
developing a draft Program of Work and Budget 
include an interim draft to be circulated before the 

end of 2005 compiling the ideas raised in the COAG 
discussion. Member countries will then have the month 
of January to develop more specific proposals for 
submission to the Secretariat. Based on the input 
received following member country consultations 
detailed program proposal will subsequently be 
developed 

meeting in April 2006. The Secretariat noted that the 
final draft proposal will include a budget 

corresponding to about 75 percent of the program of 
work 

among the competing priorities suggested by Members. 
It is expected that Members will debate their 
respective priorities at the April meeting 

particularly with respect to new or controversial areas 
of work 
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17. The Committee approved the proposed graduated 
approach to outreach outlined in AGR/CA(2005)11 and 
AGR/CA/RD(2005)5 

activities ranging from broad dialogue initiatives 

such as the Global Forum 

activities to eventual Committee observership. lt was 
further agreed that although a full-fledged OECD 
country review is an important step in effective 
engagement with non-members 

prerequisite to consideration of observership status. 
The COAG further stressed that the number of observers 
should be limited and that an appropriate \"mix\" of 
economies be represented. Based on the discussions 
was decided to recommend to Council that the current 
observerships of Argentina 

(in Russia\'s case 

extended until December 31 

Argentina and Chile be initiated during this period. 
Further 

observership for Thailand in the Committee 

the Secretariat would continue discussions with 
Thailand for a country study. The Secretariat 
confirmed that it is already engaged in discussions 
with Thailand 

contributions to conduct the work on their respective 
agricultural policies and that early indications of 
support are very promising. 


18. There is no consensus in the committee on 

additional countries that might be approached with 

regard to regular observership. Japan noted 

that it does not support observership for Thailand 

would prefer that Indonesia and Taiwan be considered. 
New Zealand countered this suggestion by underscoring 
its belief that countries must first make a request to 
become observers and 

request has been forthcoming from Taiwan nor Indonesia 
whereas Thailand has made a specific and formal request 
for observership with the COAG. With regard to the 
general issue of observership 

New Zealand voiced serious concerns privately to the 
United States on the specter of enlarging EU 
representation within the OECD. This followed the 

fervid intervention by the EC opposing the suggested 
invitation of Estonia 

as ad hoc observers to some agriculture meetings 

the EC arguing that those four would more properly be 
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full OECD Members. 


19. Under \"Other Business 

COAG undertake an evaluation of its agricultural 
policies and expressed willingness to cover the entire 
costs of the review. Mexico 

Secretariat 


SIPDIS 

details of the proposal. The Mexican delegate noted 
that the timing is crucial as transition arrangements 
under NAFTA were coming to an end 

agricultural support program 

would 

policy direction. CoAg was agreed to undertake the 
study as part of the 2006 Program of Work. 


20. The Analysis of Sugar Policy Reform and Trade 
Liberalization\" (COM/AGR/TD/WP(2004)54/REV2) was 
discussed for declassification during the April and 
November 2005 meetings of the Joint Working Party on 
Agriculture and Trade. The United States blocked 
derestriction at the November meeting 

sensitivity of the subject matter and the potential 
negative impact on ongoing WTO negotiations. Since no 
agreement could be reached in that venue 

decided to refer the matter to the parent committee for 
discussion. At the COAG 

the Friendlies - specifically Australia and Canada 

called again for declassification. The United States 
remained firm in its refusal to derestrict the study 
leaving the Chair to conclude that the report would 
remain \"for official use only.\" 


21. The Secretariat distributed the tentative schedule 
for upcoming meetings in 2006. Privately 

States raised its concerns that the Fall meeting for 

the COAG coincides with Thanksgiving and could prove 
difficult for U.S. delegations. The Secretariat 
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recognized the problem and also noted that the spring 
meeting of the COAG might change from April to May 
because of the Easter holidays in Europe. They will 
inform Members of any changes in meeting dates. 


REID 
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Reform and Trade Liberalization 
COM/AGR/TD/WP[2004]54/REV2) 

including the \"friendlies\" (i.e. 

Australia 

the U.S. decision to block declassification. As the 
meeting came to an end 

tense 

U.S. position on the sugar paper appearing to linger in 
the minds of most of the delegations. It was finally 
decided to have the Committee on Agriculture (CoAg) 
its meeting beginning later that month 

Joint Working Party\'s discussion and the decision to 
block the sugar paper. END SUMMARY. 


2. The draft Agenda (COM/AGR/TD/WP/A[2005]44) and 
draft summary record of the 54th Session 
(COM/AGR/TD/WP/M [2005]19) were both adopted as 
presented. 


3. Commodity Market Impacts of Trade and Domestic 
Agricultural Policy Reform (For Discussion and 
Declassification) (COM/AGR/TD/WP(2005)12/REV1): The 
United States began the discussion by stating that the 
paper was sensitive 

that any work that distinguishes winners and losers 
would not be helpful in Geneva. In addition 

United States noted that further technical work is 
needed. Other delegations supported the idea that the 
paper still needs further editing 

a political block provided that the author incorporated 
their comments. France had the most substantial edits 
focusing on semantics such as when the text repeatedly 
interchanged words like \"export support\" with \"export 
subsidies\" (which it argued could mean different 
things) 

account preferences or price volatility within its 

analysis. Canada was a little annoyed that the 
Secretariat continued to inappropriately analyze 


Column 3 

SIPDIS 

Canadian cheese 

discrepancy at the last JWP meeting. Australia and New 
Zealand had a few technical comments 

asked for the writers to better clarify the overall 
presentation. The Secretariat said it would work with 
Canada and the other delegations to get the changes 
made 

by stating for the record that the United States had 
placed a political block on the paper 

the beginning of 2006 

would be more willing to approve declassification. 


4. Global 

and Agricultural Policy Reform (For Declassification) 
(COM/AGR/TD/WP[2005]45): Most delegations supported 
declassification 

questions on the document. Those delegations that gave 
full support included the Netherlands 

Zealand 

asked for more time for review 

Germany 

what aspects to edit: France believed that the 
methodology was not realistic 

extrapolated the results of developed countries to less 
affluent nations 

showed relevant conclusions 

lacking. Mexico had difficulty with the study as well 
saying that it would declassify if its concerns were 

met 

written comments. The United States was the only 
delegation that mentioned the political sensitivity of 
the document for the Doha Development Round of 
negotiations in the World Trade Organization (WTO) 
again asked for publication to be delayed until early 
2006. However 

comments on modeling and errors in the Mexican case 
study on farming communities 

communities. The Secretariat 

at the U.S. position 

with the delegations in an effort to have 
declassification approved under the written procedure 
by mid-January 

holdups. Delegations were given two weeks to submit 
comments in writing. 


5. Agriculture Non-reciprocal Tariff Preferences by 
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Quad countries (For Discussion and Declassification) 
(COM/AGR/TD/WP[2005]15/REV1): The general consensus 
from most of the delegations was that this paper was 

too sensitive for publication before the WTO 

Ministerial meeting in Hong Kong in December 2005. For 
example 

models 

sensitivity 

declassification proposal after December. France 
commented more on the trade flows and whether the study 
could concentrate on which liberalized products would 
more greatly benefit less affluent nations. Japan and 
Canada had similar sentiments. Noting that 

MFN rate 

would lose benefits 

this aspect within the paper. Canada in particular 

pushed to have the Secretariat model the actual 
outcomes after the Doha negotiations have finished. 

The United States opined that both the AgLink and 
GTAPEM models have limitations and may not be the most 
appropriate tool for this study. Moreover 

States also declared this paper to be sensitive and 

said that it would revisit the possibility of 

declassification after January 

to nine months. After acknowledging every delegation\'s 
comments 

political block and inquired whether the United States 
would be willing to consider declassification in 

January. After the United States agreed to consider 
declassification at a later time 

refrained from asking the other delegations the same 
question. The consensus was to ask delegations to send 
in written comments within two weeks and to hold a 
written procedure for declassification sometime in 
January. 


6. Summary of Expert Meeting on how to Model the 
Impacts of Preferential Trade Arrangements and how to 
Improve the Directorate\'s Empirical Trade Modeling 
Tools (For Information) (COM/AGR/TD/WP/RD[2005]46): 
There was very little discussion on this agenda item 

with the EC noting how timely it was to get scholarly 
input from the OECD on future trade issues. The United 
States stated that analysis using models other than 
AgLink and GTAPEM may be useful to better understand 
the questions that the writers pose. 


7. For which Countries and Commodities do 
Agricultural Preferences Matter? (For Discussion) 
(COM/AGR/TD/WP [2005]47): Most countries had issues 
with the methodology used in the study. Canada was the 
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only Member that supported the paper. France jokingly 
wondered if it had read the same document and asked the 
authors to analyze: 1) more developing countries; 2) 
how preferences affect exporters; and 3) the effects of 
quota rents. Norway agreed with France and wanted the 
analysis to concentrate on the before and after effects 

of liberalization. New Zealand questioned the actual 
data since it believed the quota rents were too high. 

The EC was particularly sensitive to the study\'s 

critique of its sugar program and said that its 

objective was not to make countries such as Fiji depend 
on sugar; rather 

diversification. Later 

criticized Australia 

EC\'s soapbox lecture 

to rehash its logic. The United States stated that the 
paper was put on OLISnet (the OECD\'s internal website) 
too late for review and regretfully had no comments. 

The Secretariat promised to work with the delegations 

to address their concerns and to use quota rents within 
its analysis. This sparked a ten-minute debate between 
France and the Secratariat 

preferences to be analyzed first and quota rents 

second. In the end 

bilaterally with the Secretariat 

irked that its request had not been initially 
acknowledged. 


8. Linkages between Foreign Direct Investment 

and Trade Policy: An Economic Analysis with 
Application to the Food Sector (For Discussion and 
Declassification) (COM/TD/AGR/WP[2004]45/REV1): Little 
dialogue took place between delegations since everyone 
agreed to support declassification of this analysis. 
Canada and the EC were particularly favorable towards 
the document 

States had technical comments 

easily be addressed in a revised version. France 
argued to have both the French and English versions 
declassified at the same time 

incorporated all the comments 

agreed to. 


Sugar Paper: U.S. Objection to Declassification under 
Fire 
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9. Other Business: An Analysis of Sugar Policy Reform 
and Trade Liberalization (For Declassification) 
(COM/AGR/TD/WP [2004]54/REV2): The Secretariat stated 
that it was going to add the sugar paper to the JWP 

agenda and kindly thanked the Netherlands 

Australia for their comments. Afterward 

Secretariat redirected its attention to the United 


SIPDIS 

States 

declassification in the written procedure. The United 
States responded multiple times to questioning from 
different delegations 

declassify now because of the sensitivity of the topic. 
The EC provided the most stinging remarks 

that the United States had objected to six papers thus 
far in 2005 and opining that the United States has 
misused the OECD\'s resources by agreeing to a working 
agenda and then blocking it. Both the EC and Denmark 
asked if the issue could be placed on the agenda of the 
JWPYs parent body 

(CoAg). Most of the \"friendlies\" also spoke against 
the U.S. decision 

the least scathing remarks and wondering when the topic 
of sugar would be less sensitive. New Zealand 
completely agreed with the EC 

the U.S. decision to be discussed atthe CoAg. (A 
\"friendlies\'\" meeting had been held before the JWP at 
the U.S. Mission 

clear then that they would not support the U.S. 

position on the sugar paper.) France decidediy 
remained quiet and composed 

conversation with the U.S. delegation 

having problems with declassification. Adding more 
fuel to the fire 

stated that the paper had been planned in the Program 
of Work and Budget (PWB) for some time and that the 
intention to release it publicly had been clear from 

the outset. He believed that staff morale will be 
seriously affected 

of their work would be published if the current 
precedent continues. In the end 

refer the matter to the CoAg for discussion. 


10. Facilitating Adjustment: Sector Experiences from 
Agriculture 

(TD/TC/WP[2005]28): The “Other Business\" agenda item 
included the discussion of a new paper that would 

follow up on the Trade and Structural Adjustment 

Project (which was completed and presented to the May 
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2005 Ministerial Council Meeting). The Secretariat 
responding to a question posed by the United States 
confirmed that other developed countries would be 
included in the work. Afterward 

briefly gave a summary of an outreach activity in 
Manila 

liberalization. The conference went particularly well 
and the OECD hopes to do another similar event in the 
Latin America and the Caribbean in 2006. 
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only minor edits from most delegations. The \"Policy- 
Related Transactions Costs and Policy Choice\" report 
was subject to a lot of debate from Norway 

Korea 

wanted immediate declassification. The Secretariat\'s 
attitude worsened during the discussion over the 
biofuels paper 

Poland asked for more review time 

later lashing out at New Zealand\'s constructive 
comments on the private standards paper. Members gave 
other documents 

Behavior 

Role of Compensation in Policy Reform 

the Degree of Jointness\" the most negative reviews 
with many delegates questioning the overall 
methodologies 

these papers. The remaining studies received reactions 
ranging from general enthusiasm to little to no 

interest. The meeting ended on an upswing with a 
positive reaction to the roll-out in Brasilia of the 

report on Brazil\'s agricultural policies. END SUMMARY. 


2. Both the draft agenda for the current session 
(AGR/CA/APM/A[2005]2) and the draft summary record of 
the previous APM meeting (AGR/CA/APM/M[2005]1) were 
approved. 


3. Decoupling-Policy Implications (For 

Declassification) (AGR/CA/APM[2005]22): The Secretariat 
noted changes made from the previous (Spring 2003) 
draft of this paper 

the background and methodology as well as some of the 
conclusions for Asia. Generally 

delegates 
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including the United States 

Denmark 

paper and supported its declassification on the 
assumption that the Secretariat would incorporate each 
delegate\'s edits. Japan 

concerns with paragraphs 38 and 39 that were not 
resolved after a brief exchange with the Secretariat. 
Japan agreed to have a bilateral with the Secretariat 
so that a decision could be made on declassification by 
November 4. The document was declassified on this 
date. 


4. Policy-Related Transaction Costs and Policy 
Choice: Main Report (For Declassification) 
(AGR/CA/APM[2003]REV2): This report got a lukewarm 
reception 

disapproval of the draft for not having incorporated 
many of their previous suggestions. Japan had the most 
considerable complaints. lts main concern was that it 
did not want dead-weight losses to be added to transfer 
losses 

separately. Norway and Korea also were not ready for 
declassification 

provide written comments. However 

delegations did not garner much support from other 
participants 

Australia 

thought that the methodology was sound and pushed for 
declassification. The United States had no comments. 
Because of the pressure from other delegations 

noted that it wanted its recommendations incorporated 
since it was unclear what the Secretariat intended to 

do with the work in the future. Japan\'s statement 
prompted the EC and Switzerland to chime in that they 
wanted more transparency from the Secretariat so that 
delegates have a better idea of future plans for the 
paper. In the end 

aimed to work with delegates to address their concerns; 
however 

the project 

since some countries provided scant information to the 
author. Japan 

their written comments to the Secretariat by the end of 
November. The final product would be placed on the 
Agriculture Directorate\'s restricted website (Delegates 
Corner) 

planned for early December. 


5. Adjustment Options and Strategies in the Context 
of Agricultural Policy Reform and Trade Liberalization 
(For Declassification) (AGR/CA/APM[2005]18/REV1): The 
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Secretariat grew increasingly frustrated during the 
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discussion of this paper when two Members requested 
additional time for review. Frances comments were 
mainly editorial 

such as a request for further elaboration of the 
Australian pork industry. Japan had written comments 
that it offered to give to the Secretariat. Canada 
expressed the most dissatisfaction with the project 
noting that the Irish example was a poor one 

Ireland had never truly revamped its agricultural 

policy 

Canada\'s agriculture in paragraph 21 was incorrect. 
The United States agreed with Canada and said that some 
of the paragraphs should be sharpened 

oppose declassification. The Secretariat was very 
surprised by Canada\'s response since it was the only 
delegation that had a serious problem with the 
document; Canada and Japan said they would have 
bilaterals with the Secretariat to resolve the issues. 

All delegations agreed to declassify the paper 
contingent on the incorporation of JapanYs and Canada\'s 
comments. The final product will be placed on 
Delegates Corner 

procedure planned for early December. 


6. OECD Agricultural Policies 2006: At a Glance (For 
Information and Guidance) (AGR/CA/APM[2005]23): For the 
most part 

well. France noted it would like the creation of a box 
to compare the data of different developing countries. 
Switzerland also had a very positive reaction and was 
pleased with the second revision. The EC favorably 
reviewed the report and noted that France had a good 
point about adding a box since it would help the reader 
better visualize different developing nations. 

Although the Secretariat at first questioned the value- 
added of the box 


7. Improving Indicators of Support for Agricultural 
Policy Evaluation (For Information and Guidance) 
(AGR/CA/APM/RD[2005]3): The Secretariat began the 
discussion by mentioning that it plans to have a second 
meeting of experts on this issue in 2006. The outcome 
will be discussed at the May 2006 APM 

determined if it is possible to start collecting data 

from OECD members for a new Producer Support Estimate 
(PSE) analysis. During the October 2006 meeting 
Members will decide whether to use the collected 
information for reports prepared in 2007. The 
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Secretariat apologized for the late arrival of the 
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paper 

arrive until the last day of the deadline and 

expressing regret that many experts did not respond. 

It further stated that a clear explanation will be 

available to delegates on PSE changes and the formula 
will be provided 

and provide feedback. 


8. Agricultural Market Impacts of Future Growth in 

the Production of Biofuels (For Declassification and 
Guidance on Further Work) (AGR/CA/APM[2005]24): Most 
countries supported this study 

reservations coming from Germany and the United States 
which noted that Members had only agreed at the April 
APM meeting to having a scoping paper prepared. The 
Nordic countries were generally quite pleased with the 
document. Conversely 

Secretariat\'s intentions for projects based on this 
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analysis before it would agree to declassification. 
Canada and France offered similar sentiments. Japan 
asked for annexes that would provide figures and data. 
The EC ended the round by remarking that the data on 
Poland contradicted other Polish studies. Immediately 
Poland responded by saying it was not informed of the 
inconsistency and wanted to talk with its experts at 
home before it could agree to declassification. The 
Secretariat welcomed almost all of the comments 
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consequently lashed out at Poland 

wanted the paper to be declassified and was \"tired of 
playing cat and mouse games!" with all the delegations. 
Poland remained firm and continued to ask for more time 
to review the document. At one point 

that the Polish piece be pulled out of the study in 

order to advance the issue. In the end 

to send written comments to the Secretariat within 7-10 
days. The paper 

on Delegates Corner for declassification under the 
written procedure by late November. 
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Analyzing Developments in the Food Economy 


9. Changes in Retail Buying Behavior and the Impacts 
on Structure and Returns on Agriculture (For Discussion 
and Guidance and Further Work) (AGR/CA/APM[2005]25): 
Most delegations gave lukewarm support to the study and 
thought it had the potential to add value to existing 
scholarship 

scope. For example 

fundamental methodology since it focused on only a few 
nations. Canada similarly thought that the study was 

too narrow and complicated. France agreed and 
critiqued some of the case studies. The United States 
offered a few technical comments to clarify 

distribution channels available to farmers and asked 

for a more geographic discussion of markets. The 
Secretariat concurred and promised to incorporate all 
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the delegatesY comments. 


10. Private Standards and Developing Country Access to 
Global Supply Chains (For Discussion) 
(AGR/CA/APM[2005]26; AGR/CA/APM[2005]27; 
AGR/CA/APM[2005]28): Many delegations warmly supported 
this work and encouraged further studies on the 

subject. However 

Mexico 

the study should not only focus on the benefits of 
meeting private standards 

difficulties 

Mexico to have emergency exits in its avocado fields. 
France agreed in principle that the paper needs to 
improve its approach and also recommended it 
distinguish between public and private standards. 
Likewise 

focus on factors that are important for developing 
countries 

applicability of the questionnaire used in the study 

which asked general questions and did not seem to delve 
into specific issues. The Secretariat responded 

what some considered an unduly harsh manner 

Mexico needs to be more specific; 2) it had addressed 
the differences between public and private standards; 
and 3) the questionnaire is sound and does not need to 
be narrowed. 


11. Analysis of Price Transmission along the Food 
Chain (For Discussion and Guidance on Further Work) 
(AGR/CA/APM[2005]29): The Secretariat said that it 
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would keep this document unclassified as a working 
paper 

methods suggests in the paper would be used to complete 
other studies 

on retail buying behavior 

policy implications of price transmission based on a 
number of case studies. Most delegations thought the 
work had merit and only criticized the highly technical 
language it used 

explanations in the common tongue." Members also 
wanted to know what an unclassified \"working paper" 
meant. The United States had a few comments on the 
methodology 


12. The Six-Commodity PEM model: Preliminary Results 
(For Discussion and Guidance on Further Work) 
(AGR/CA/APM[2005]30): An experts\' meeting on this paper 
is planned for Spring 2006. The Secretariat asked 
whether OECD Members would be able to provide more 
national data. The United States gave the Secretariat 
some written comments after the meeting. A few 
delegations 

numbers used in the model 

the EC 

experts to the upcoming meeting. The Secretariat 
explained that many of the numbers used in the model 
are merely placeholders for those to be settled on 

during the experts\' meeting. 


13. Scoping Paper on Information Deficiencies and 
Agricultural Policies (For Discussion and Guidance on 
Further Work) (AGR/CA/APM[2005]31): Japan was the only 
country that explicitly praised the project. France 

and Australia also supported the work 

enthusiastically 

grammatical and logistical issues. The United States 
and Canada were the only delegations that expressed 
reservations 

priority list 

a good job in defining its objectives and prioritizing 

its components 

environmental issues. The Secretariat was hopeful that 
it would be able to work with the United States and 
Canada to make the study more attractive and plans to 
take a broader approach than just the environment. 


14. Policy Design Characteristics for Effective 
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Targeting: Preliminary Report (For Discussion and 
Guidance on Further Work) (AGR/CA/APM[2005]32): The 
Secretariat asked the delegations to provide their 


SIPDIS 

experiences with targeting policy and any advice that 
could help better the scholarship. Most countries 
showed interest in the work 

clarification on many of the piece\'s theoretical 
points. For instance 

more empirical methodologies. Other delegations 
as France 

more questions on modeling techniques 

expected conclusions 

and the necessity of defining targeting from income 
assistance. The United States questioned the lack of 
direction 

theme while other sections were more specific. The 
Secretariat agreed to incorporate most of the 
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suggestions. 


15. Policies that Affect Land Mobility and Land/Quota 
Values: Project Proposal (For Discussion and Guidance 
on Further Work) (AGR/CA/APM[2005]33): Most 
delegations had an initial negative reaction to the 

paper and wondered what its purpose was. However 
were helpful in giving direction to the Secretariat. 

The United States suggested doing a literature review 
to better focus the study and ensure it does not 
produce any inaccurate or misleading results. 
Delegations 

Netherlands 

proposal 

GTAPEM models were not useful in understanding land 
mobility and quota values. The Secretariat agreed to 
come back with a literature review in the revision and 
after 


16. The Role of Compensation in Policy Reform: Project 
Proposal (For Discussion and Guidance on Further Work) 
(AGR/CA/APM[2005]34): At the onset 

was particularly enthusiastic about the study and eager 

to hear comments from the delegations. The reaction 
from most members was generally more quizzical than 
negative in nature. For example 
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more information 

methods of research nor a description of which case 
studies would be used. Canada and Australia did not 
particularly like the papers definition of subsidy as 

a fundamental right and said the Secretariat should 
characterize subsidy as a privilege. Although the 
Secretariat agreed with most of the comments provided 
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by other delegates 

and Australia on terminology 

consented to redraft the paper with new language. 


17. Evaluating the Degree of Jointness: Project 

Proposal (For Discussion and Guidance on Further Work) 
(AGR/CA/APM[2005]35): Most of the delegations supported 
the proposed work\'s going forward 

generally was mixed. Several 

Netherlands 

EC 

examples. Canada offered the most scathing criticism 
questioning whether there was any value to the study. 
The United States and New Zealand took more moderate 
positions 

analysis 

paper to be drafted. The Secretariat easily agreed to 

add more empirical analysis and will have a synthesis 
report by the May 2007 APM. Moreover 

organize a workshop from November 13 to December 1 
2006 to review three papers that provide policy advice 
within the theme of jointness. 


18. Other Business: The Secretariat gave an update on 
past and future OECD activities. The Global Forum 
(which took place in early December 2005) was to have 
participation from five ambassadors 

Agricultural Secretaries/Under-Secretaries 

six high level officials from nonmember economies. The 
study on Brazil\'s agricultural policies had been 
released in-country and received an enthusiastic 
reaction from the government and the local press. The 
workshop on policy coherence for agriculture and rural 
development policies in Slovakia went very well 
focused on agricultural and rural development policy. 


REID 
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infiltration of the Parties\' January 20 demonstration. End 
Summary. 


Package: Postpone Elections 


2. (C) The Ambassador separately advised the three HMGN 
officials that the USG would welcome an announcement by HMGN 
postponing the municipal elections 

the political parties 

the Maoists and the Parties for a comprehensive cease-fire 
with effective monitoring. The Ambassador explained that 
such a package would only do harm to the Maoists - if they 
decided against a cease-fire 

international community that they had no interest in a 
peaceful future 

grip of Maoist terror over the countryside. A dramatic 
government announcement could also pressure the political 
parties to enter a dialogue. The Ambassador noted that the 
government could make clear during its announcement that 
municipal elections were not being cancelled but merely 
postponed 

government to demonstrate magnanimity 

statesmanship. 


Thapa: Concern about The Parties Reaction ... 


3. (C) Home Minister Kamal Thapa (and new head 

contested in the Supreme Court by Pashupati Rana 
pro-Palace RPP party) 

the proposal and would take it up with the King. He added 
that he was unsure how the King would interpret the proposal. 
However 

announcement might make HMGN look weak with regard to both 
the Parties and the Maoists. He worried that there was no 
indication that the political parties would come for 
reconciliation. Thapa said that the political parties needed 

to provide the government a \"basis of understanding 
accepting the 1990 Constitution and abandoning talk of a 
constituent assembly as well as accepting the King\'s 
\"election agenda 

the proposal. Although the Ambassador pointed out that Thapa 
was asking the Parties to give up everything when the 
government would offer nothing to the Parties to save face 
Thapa nevertheless maintained that if the Parties took such 
actions 

However 

King. 
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... And the Maoists 


4. (C) Thapa also posited that since the Maoists had resumed 
violence 

the government were going backwards. Thapa stressed that the 
timing was not good for such a move 

political parties\' planned January 20 demonstration. He 
proposed waiting until after the municipal elections to 

pursue a cease-fire with the Maoists and reaching out to the 
political parties. In reply 

would likely be much more difficult after the elections to 

regain the Parties\' trust. 


Concerned Giri: King Wants to Talk with NC Leader Koirala 


5. (C) In response to the Ambassador\'s outlining of the 
package described above 

his understanding that the legitimate political forces needed 

to reconcile. Worrying that the extreme left was beginning 

to dominate the seven-party alliance 

asked Nepali Congress (NC) President G.P. Koirala to come in 
and talk with the King. Giri noted that 

did so 

elections. He lamented that the NC leader had not yet 
responded to his queries. The Ambassador explained that this 
option forced Koirala to take a lot of risk for an uncertain 
reward. The Ambassador stressed that an announcement by the 
King of a package postponing elections to allow time to 
discuss with the political parties a way to include them in 
elections and calling for negotiations among the HMGN 
Maoists 

response from domestic and international public opinion. It 
would also provide Koirala with cover and allow him to talk 
with the King. Giri undertook to convey the AmbassadorYs 
proposal to Gyanendra when he flew east to the King\'s camp on 
January 19. (Note: The King left the capital January 1 for a 
three week tour of eastern Nepal. End Note.) 


6. (C) Vice-Chairman Bista agreed that there was \"no doubt" 

the proposal was a good idea. He added that the King was 

\"not that obstinate\" and would listen to reason. However 

Bista doubted that the proposal would lead anywhere. Bista 

who had read Maoist Deputy Baburam Bhattarai\'s op-ed in Samay 
(reftel) 

government-proposed cease-fire 

of a totalitarian government. 


Pandey: Timing Problematic 
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7. (C) Although agreeing with the merits of the proposal 

Foreign Minister Pandey first protested that things had moved 

too far for HMGN to be able to act at this time. He 

argued that HMGN would \"lose face!" because the King would not 
be able to act before the political partiesW January 20 
demonstration against the elections. The FM proposed that 
immediately after the municipal elections 

appeal to the political parties and there would be room to 

start negotiations for reconciliation. The Ambassador pushed 
back 

should demonstrate statesmanship and find a way to compromise 
with the political parties 

The Ambassador noted that the King could still act after 

January 20 


HMGN Will Prevent Maoist Infiltration on January 20 


8. (C) The Ambassador encouraged both Vice-Chairmen to 
consider the freedoms of peaceful assembly and speech as HMGN 
considered how to deal with the legitimate security concerns 
arising from the seven-party alliance\'s demonstration planned 

for January 20. V-C Giri responded that 

demonstrations that day 

if the political parties tried to move forward with their 

plans. HMGN had tried to avoid a confrontation with the 


Parties 

Kathmandu Valley 

institute preventive measures. Bista explained that HMGN 
could \"not sit idle 

aggressive to respond to the threat of Maoist infiltration. 
He added that HMGN knew it had to be careful to avoid a 
\"mishap\" on January 20. 


Considering Acting on RCCC 


9. (C) V-C Giri told the Ambassador that HMGN was considering 
advising the Supreme Court that it would be acceptable to 

rule that the Royal Commission to Control Corruption (RCCC) 
was unconstitutional 

Bahadur Deuba. However 

ruling would allow other challenges to the King\'s authority 

under Article 127 of the Constitution - perhaps making it 
\"difficult for the King to use Article 127.\" The Ambassador 
emphasized that the USG would welcome a decision that the 
RCCC was unconstitutional and a subsequent release of the 
former Prime Minister. The Ambassador noted that the Supreme 
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Court could both issue a narrow ruling that the RCCC was 
unconstitutionally formed while preserving the King\'s Article 
127 authority. 


Comment 


10. (C) All four interlocutors 

bloody Maoist attacks inside the Kathmandu Valley on January 
14 

understand the need for compromise between the Palace and the 
political parties 

prestige on holding the elections 

possible alternative solutions with him. On January 19 
early-morning arrests 

political leaders 

extended curfew hours (septel). 

MORIARTY 


50091 

soon as was diplomatically acceptable. (Ali privately relayed 

he is concerned about the policeWs future working 

relationship with the NSIS -- as he himself has had no such 
working relationship with Gichangi during the latter\'s two 

years as NCTC Director.) Gichangi began showing up for work 
at NSIS the next morning. 


BOINETT\'S WORDS TO LIVE (AND SPY) BY: 


7. (U) Boinett\'s farewell remarks January 17 to the NSIS rank 
and file received widespread press coverage. In a thoughtful 
and respectful speech 

attributes of great consequence\" for the managing and 
sustaining a robust intelligence service. What lessons 

Boinett chose to pass on to his troops speak volumes about 
the man -- and his concerns for the future of the NSIS. They 
thus bear repeating. 

8. (U) ONE: The government should continuously invest in 
\"the character of their gatekeepers and its watchdogs.\" TWO: 
The NSIS Director General \"should have direct and unfettered 
access to the Head of State and Government. In order to earn 
trust 

fear 

loyal and balanced.\" THREE: \"All men and women of the 
service must direct all their time and energy towards 
promoting and projecting that which only serves and informs 
the national interest. FOUR: The Service should operate 
within the law.\" FIVE: The Intelligence Service is a 

national insurance for counterintelligence. Yet a balance 

has to be struck between the national security interests and 
international threats and challenges. Information-sharing 


Column 3 

with other nation states has been the practice from time 
immemorial. These partnerships will need to be maintained 
taking into consideration mutual respect 

international law and the nature of power and its influence 
in a globalized environment." 


BIO NOTES 


9 (C) BIO NOTE: Brigadier Michael Gichangi is an ethnic 
Kikuyu 

affiliated Embu and Meru tribes from the Mt. Kenya area) has 
an increasing lock on major power positions in the Kibaki 
government. Gichangi is reportedly close to both Cabinet 
Secretary Muthaura and former Security Minister Christopher 
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Murungaru. During his just-concluded tenure as head of the 
National Counter-Terrorism Center 

nail against the creation of a Joint Terrorism Task Force 
designed to bring police 

experts into a joint team. Relatively new to NSIS 

is as well-known for being a political operator as he is a 
military professional. 


10. (U) BIO NOTE (Cont.): Gichangi was born September 9 
1958 in Kirinyaga District 

School Alumni 

pilotin 1977. In 1982 he became an F-5 instructor. From 
1986-1991 

KDoD Headquarters 

in Iraq 

Staff College 

Gichangi served as a commanding officer of the Air Force\'s 
Flying Wing. He then served as Commander of the Laikipia Air 
Base 

plans and policy at KDoD Headquarters 

the first version of KDoD\'s White Paper" on national defense 
strategy. He has spent the past two years as the founding 
Director of the National Counter-Terrorism Center. 


COMMENT 


11. (C) COMMENT: Boinett is just the latest of a series of 
competent professionals forced out of the Kibaki 
administration. Anti-corruption czar John Githongo left last 
year 

Murgor was sacked last May for similar efforts to pursue high 
crimes. And now Boinett 

of NSIS into one of Africa\'s premier 

services is shown the door. While Gichangi might surprise 
us 
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widely expected to be a willing accomplice in responding to 
political pressures from State House -- perhaps taking NSIS 
back towards the days of the Special Branch -- is troubling. 

It is the latest in a long line of post-referendum 

appointments to let tribe trump talent. State House is 
increasingly willing to drop public pretense as those around 
President Kibaki angle to do whatever it takes to ensure they 
stay in power through 2007 -- and beyond. Post has let State 
House know privately that 

decision for Kenya to make 

manner of his appointment 

our highest joint priority 
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MiamiW during his Miami transits. 
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such transactions to the Central Bank. The trigger amount is 
also very high: on a daily basis 

required to submit reports detailing all transactions greater 
than $100 

rarely if ever applied to financial institutions or 
intermediaries outside the banking sector. 


Kenya has little in the way of cross-boundary currency 
controls. Kenyan regulations require that any amount of cash 
above $5 

In reality this provision is rarely enforced. Central Bank 
guidelines call for currency exchange firms to furnish 
reports on a daily basis on any single foreign exchange 
transaction above about $10 

foreign exchange inflows and outflows of about $100 
Under September 2002 guidelines 

required to ensure that cross-border payments are not 
connected with illegal financial transactions. 


The Banking Act amendment of December 2001 authorizes 
disclosure of financial information by the Central Bank of 
Kenya to any monetary authority or financial regulatory 
authority within or outside Kenya. In 2002 

Association issued guidelines requiring banks to report 
suspicious transactions to the Central Bank. These guidelines 
do not have the force of law and only a handful of suspicious 
transactions have ever been reported. 


Kenya is a party to the 1999 UN International Convention for 
Suppression of the Financing of Terrorism. It has cooperated 
fully with the United States and the UK 
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have the investigative skills 

equipment to conduct complex investigations independently. In 
April 2003 

Bill into Parliament. The bill contains provisions that will 
strengthen the GOK\'s ability to combat terrorism 

legislation is opposed by many for fear of human rights 
violations 

as such. The public does support the government\'s attempts to 
increase transparency and to clean up corruption 

include its efforts related to money laundering. 

There is no legislation permitting the seizure of the 

financial assets of terrorists. All charitable and nonprofit 
organizations are registered with the Government and have to 
submit annual reports. Noncompliance could lead to 
de-registration; however 

government did de-register some NGOs with Islamic links in 
1998 in the wake of the bombing of the U.S. Embassy in 
Nairobi 


Kenya is a party to the 1988 UN Drug Convention. Kenya is an 
active member of the Eastern and Southern African Anti-Money 
Laundering Group (ESAAMLG) 

has an informal agreement with the U.S. for the exchange of 
information regarding narcotics 

other serious crime investigations. 


At present the government entities responsible for tracing 

and seizing assets include the Central Bank of Kenya Banking 
Fraud Investigation Unit 

Anti-Narcotics Unit and the Anti-Terrorism Police Unit 

the Kenya Revenue Authority. 


The passage of anti-money laundering legislation and the 
creation of a financial intelligence unit by Kenya will help 

to formalize its relationship with the U.S. and with other 
countries. In 2001 

Anti-Money Laundering Task Force with the mandate of drafting 
a comprehensive anti-money laundering law 

public and government to money laundering issues 

addressing terrorist financing. The Task Force meets 

regularly 

to discuss AML issues. 


After the inception of the task force 

laundering was drafted 

for final revision 

referendum 

delayed action As of November 2005 

identified 21 other statutes that would need to be amended to 
be consistent with the AML bill. The Task Force has 
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clarified 

issues raised by the Attorney General 

AG 

to finalize the bill and send it to the Cabinet for approval 
and 

transmission to Parliament. Although President Kibaki 
announced 

on December 7 his replacements for the Cabinet 

over 

the appointments continued. The difficulties of forming a 
new 

Cabinet 

Parliament 

will further delay action on the bill. 


The key points of the draft legislation include tracing 
seizing and 

freezing suspect accounts 

financing 

of terrorism; confiscation of the proceeds of crime 
declaration of the source of funds; outlawing of anonymous 
bank accounts; and introduction of mandatory reporting of 
suspicious transactions above a certain amount. Some of the 
provisions regarding the financing of terrorism may be 
subsumed in 

the Suppression of Terrorism Bill discussed above. The 
proposed 

legislation is not explicit on seizing legitimate business if 
used 

to launder money. The draft legislation provides for criminal 
forfeiture 

only. Actual seizure of assets and forfeiture under current 
law is rare. 


Once a new Cabinet is finalized and Parliament returns 


should 

expedite the passage of its comprehensive anti-money 
laundering 

legislation and Suppression of Terrorism Bill legislation. 
End text 
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notes HRW\'s charge that: \"the void created by the U.S.Ys 
retreat with regard to human rights could have been filled by 
Europe. but it has proved to be incapable of doing so." 


\"The UN is Caught in a Trap in Cote d\'Ivoire\" leads Le Figaro 
this morning. For Le Monde: \"The International Community is 
Looking to Sanction Laurent Gbagbo\" and La Croix\'s headline: 
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The Ivory Coast Defies the UN. Commentary tends to agree that 
the UNVs credibility in Africa is on the line in this new 

clash with the Ivory Coast. (See Part C) 


Le Figaro\'s front page announces: \"A Diplomatic Change of 
Course in the U.S.\" following Secretary Rice\'s Speech at 
Georgetown University on ‘transformational diplomacy.\'(See 
Part C) 


\"Europe Refuses to Negotiate With Iran\" reports Le Figaro: 
\"The EU 3 is out of patience and considers that its 
interlocutors in Teheran are insincere. Nothing today seems to 
be able to undermine the Europeans\' determination to transfer 
the issue to the UNSC. and the United States 

supports the European initiative 

blessing of the China and Russia.\" Alexander Adler in Le 
Figaro pens an op-ed outlining The Scenario for the 
Inevitable Fall of Anmadinejad.\" (See Part C) 


Prime Minister de Villepin\'s trip to Germany is widely 

reported today and Le Monde\'s editorial focuses on Angela 
Merkel\'s foreign policy stance. For its part Le Figaro calls 
Merkel\'s diplomacy \"a widely popular revolution.\" Le Monde\'s 
editorial remarks: \"Ms Merkel brought up the issue of 
Guantanamo when she met with George Bush during her first 
official visit to Washington 

done. The days of the Paris-Berlin-Moscow axis that was 
created in 2003 following the conflict in Iraq appear to be 

over and the \"Merkel tone\" suggests a diplomatic attitude that 
France would do well to copy.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Ivory Coast 


\"Caught Red-Handed\" 

Francois Ernewein editorializes in Catholic La Croix (01/19): 
\"This uprising in the lvory Coast would like to be able to 
justify itself on the basis of what it sees as foreign 
interference in the country. In reality it is merely the 
umpteenth time that the head of state has tried to manipulate 
the people in order to stay in power in contempt of the 
commitments made during the Marcoussis Accord in 2003. 
[Gbagbo\'s] politics are founded on the repeated refusal to 
respect the terms of UN Resolution 1633 that calls for power 
sharing between Gbagbo and his supporters and the opposition 
in the northern part of the country. But today Gbagbo is up 
against the international community and facing a powerful 
retort. In Paris at the Defense Ministry and in New York at 
the UN the reactions to the situation in the lvory Coast have 
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been intense. Made all the more so by the fact that in the 
last few days the forces that are in place to ensure that the 
Marcoussis agreements are upheld have been targeted. The 
international community will not turn away and a tool exists 
[to pressure Gbagbo] sanctions.\" 


\"In Favor of Sanctions for the Ivory Coast" 
Right-of-center Le Figaro\'s editorial calls for UN sanctions 
on the lvory Coast. Pierre Rousselin writes (01/19): 
\"Considering the legal void in which the Ivory Coast has 
placed itself 

as this authority is being exercised in consultation with the 
Ivory Coast and other African partners. Let us not forget that 
the objective is not to redistribute power but to finally plan 
for democratic elections and to disarm the belligerents. 
Beyond the Ivory Coast 

African continent that is at stake especially considering the 
difficulties it had in Rwanda 

is resolutely committed to doing so 

get out of this sterile confrontation -- propagated by Ivorian 
extremists -- with its former colony.\" 


Secretary Rice\'s Speech on Transformational Diplomacy 
SIPDIS 


\"Condi Rice Wants to Change the World Gently.\" 
Washington correspondent for right-of-center Le Figaro 
Philippe Gelie 

more subtle ways than war to change the world. In a speech 
that marks a distinct shift from the doctrine of unilateral 
action and preventive strikes 

yesterday the major tenets of her ‘transformational diplomacy\' 
in front of a group of students at Georgetown University. This 
ambitious change in direction is taking place at a crucial 
turning point in the U.S.\'s strategic planning. The National 
Security Council. will be making public next month the new 
\"National Security Strategy\" that will replace the doctrine 
previously drafted by Condoleezza Rice in 2002. After 
September 11 

respond to the threat of terrorism. via the formation of ad 

hoc coalitions or unilateral action. The new direction 

out by the head of the NSC Stephen Hadley 

on democratization and methods to help countries that are on 
the verge of collapse. Beyond preventing conflicts 
Condoleezza Rice also intends to regain control of managing 
post-war situations. At the close of 2005 George Bush asked 
her to take charge of the Bureau of Reconstruction and 
Stabilization and Congress ordered that the Pentagon hand over 
100 million dollars to the State Department to this end. Condi 
Rice\'s move to the front lines on these issues confirms her 
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dominant position in American politics. With a 63% approval 
rating in the polls she is the undisputed star of the second 
Bush Administration. This allows her to hold her own and mark 
her independence at the head of the State Department. She has 
succeeded in renewing the ties of the transatlantic 

relationship 

Lebanese and Syrian situation 

agreement with Israel concerning the southern border of Gaza 
and she has been able to soften negotiations with North Korea 
and find a consensus with Iran. The Republicans 

searching for the ideal candidate for 2008 

forward her name in spite of her repeated refusals.\" 


Iran 


\"The Scenario for the Inevitable Fall of Anmadinejad.\" 

The op-ed by Alexander Aldler in right-of-center Le Figaro 
(01/19): \"There is no mystery behind the extremely serious and 
tense situation in Teheran right now. The new president 
Ahmadinejad has deliberately done away with all of the 
safeguards that were put in place by his predecessors to avoid 
Iran\'s lapsing into a level of international isolation like it 

has known in the 1980s. But the Iranian leader\'s most recent 
gesticulations are not merely the product of blind fanaticism. 
there is a definite strategy behind his politics. to halt once 

and for all what [Ahmadinejad and his supporters] see as the 
continual and fatal drift of post-revolutionary Iran toward a 

de facto alliance with the U.S.. The real battle concerning 
Teheran today 

determined by the strength of the historic ties that bind Iran 

to its most steadfast partners Russia 

It is time for Washington to send the necessary signals to 
Moscow and Beijing. so that they do everything in their power 
to enable reason to triumph. To absurdly punish the Iranian 
people. through sanctions is not the right way. STAPLETON 
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He said that although Uruguay was not influential with the 
UNSC or the IAEA 

his colleagues at the MFA and the UN. 

Nealon 
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and security in the societyA" In an apparent effort to keep 

the demonstration on track 

January 18 asserted the Maoists would not \"use force 

infiltrate or incite the masses\" during the January 20 rally. 
End Summary. 


Government Acts Against Politicos 


Column 3 
Infiltration 


3. (U) On January 19 

landline service at 0530 local time and began arresting 
politicos from their homes as early as 0400 local time. 

These actions followed the January 14 Maoist attacks in the 
Kathmandu Valley - the bloodiest in over a year (reftel). 
Government leaders asserted that the steps were designed to 
prevent Maoist-incited violence from erupting during a mass 
meeting called by the political parties for January 20 to 
protest the King\'s actions and the upcoming municipal 
election. Party leaders had insisted on holding the 
demonstration despite the government\'s January 16 ban on all 
political demonstrations in the Kathmandu Valley and other 
urban areas. Separately 

party\'s Bhim Rawal told Emboff that Bamdev Gautum 

UML 

the January 20 demonstrations. That proposal 

been voted down by the UML\'s central leadership. Rawal 
speculated that was why MK Nepal and all seven-parties 
alliance members had released a statement on January 17 
calling for a peaceful demonstration on January 20. 


Government Has List of 200 Leaders to Arrest... 


4. (C) Police contacts told the Embassy that the Home 
Ministry provided them a list of 200 political party leaders 
and civil society activists to arrest under the Public 

Security Act (PSA). Under the PSA 

anyone for up to three months without a warrant or a hearing 
\"to maintain peace and security in the society.\" The 
government used the PSA to arrest politicos and others after 
the King took control on February 1 

the government also announced a curfew from 2000 to 0400 
hours in Kathmandu 

previous night. There were persistent rumors that the 
government might announce an all day curfew on January 20. 
(Note: See EAC report septel. End note.) Cell-phone service 
remained down 

service at 0830 local time on January 19. 


. At Least 93 Others Jailed 


5. (C) As of 1500 local time on January 19 

monitors confirmed the arrest of at least ninety-three 

people: UML twenty-eight; NC twenty-two; People\'s Front Nepal 
eight; NC(D) five Nepal Workers and Peasant\'s Party one; and 
human right's activists and others nine. The wife of former 
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State Minister for Foreign Affairs and Nepali Congress 
Democratic member 

police brandishing an arrest warrant rang her bell at 0430 on 


January 19 looking for her husband. She said that though she 
came to the gate and asked them to wait while he got dressed 

they jumped the gate 

house. Police told her that they were taking him to the 

Armed Police Force headquarters under the PSA. She reported 
that police returned to her house at 0830 on the same day to 
conduct a room to room search for her husband\'s brother 

former Foreign Minister and Nepali Congress member Ram Sharan 
Mahat. He was not there and police left after the search. 


Key Political Leader Under House Arrest 


6. (C) On January 19 

elderly leader GP Koirala under house arrest. Security 
forces told the Embassy that they had only this leader under 
house arrest and would reevaluate the situation in 24 hours 
to determine whether to continue the house arrest. UML 
leader MK Nepal confirmed to us that security forces jumped 
his gate at 0400 on January 19 

search for UML member Bandev Gautum 

MK Nepal himself 

placed on his movements. (Note: Embassy understands that 
Gautum has gone underground. End note.) 


Government Still Detaining Activists Arrested Earlier 


7. (C) On January 18 

political party activists under the PSA while the politicos 

were carrying out a motorcycle rally as part of their 
door-to-door awareness campaign for the January 20 mass 
meeting and municipal polls boycott. The sixteen included 
five people from NC 

leaders from the UML. The government later released one 
activist 

custody for up to three months as permitted by the PSA. This 
action and rumors of a government crackdown sent large 
numbers of party activists into hiding. Calling into the 
Embassy from an undisclosed location to avoid arrest 
Narsingh KC (NC) told Emboff on January 19 that plans for the 
January 20 rally were in turmoil as no one knew who had been 
arrested or where they could meet to discuss plans without 
being arrested. Party cadre from each of the seven-parties 

in the alliance had previously informed the Embassy that they 
planned to gather at their respective party headquarters and 
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then converge on Kathmandu Durbar Square at around 1330 on 
January 20. 


Maoists Announce No Infiltration Into Demonstration 


8. (C) The arrests came after a January 18 statement by 

Maoist leader Prachanda claiming that the Maoists would not 
\"use force 

January 20 rally. However 

would \"fully support" any anti-government program organized 
by the seven-party alliance as per the 12-point understanding 
reached between the Parties and the Maoists in November 2005. 
Prachanda termed the government\'s ban on demonstrations as 
an excuse \"to restrict peaceful assemblies and rallies by 
citizens.\" (Note: We have heard from several sources that 
Maoists were \"urging\" villagers in areas surrounding the 
Kathmandu Valley to participate in the January 20 
demonstration. End note.) 


International Community and Human Rights Monitor Scrambling 


9. (C) Human rights organizations 

the High Commissioner for Human Rights (OHCHR) 

Human Rights Commission (NHRC) 

Service Sector (INSEC) 

of those arrested. OHCHR reported that they were making 
efforts to contact those most likely to have been arrested 

and had established a presence at the ICJ-sponsored Human 
Rights Home for human rights defenders and the UN House in 
addition to their headquarters building to receive reports. 


Other Embassies reported that they were working on statements 
condemning the government\'s actions and seeking the immediate 
release of those arrested. Uncharacteristically 

Japanese Embassy told Emboff that they were working with 
Tokyo to craft a statement deploring the arrests. 


Comment 


10. (C) Following the January 14 Maoist attacks in Kathmandu 
(reftel) 

enter the valley and attack police posts 

understandably afraid of further Maoist violence. But the 
government\'s actions of banning gatherings and arresting 
political party leaders only increase the antagonism between 
the Parties and the Palace and will make ultimate 
reconciliation of the legitimate democratic forces more 
difficult. We need to send a clear and forceful denunciation 
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of the government decision to preemptively incarcerate 
political party leaders to avoid Maoist violence. 


Action Request 


11. (U) Post recommends that the department spokesperson 
issue a statement condemning His Majesty\'s Government of 
Nepal for arresting political party leaders and human rights 
activists. 


Begin suggested text. 


The United States is deeply concerned by His Majesty\'s 
Government of Nepal\'s preemptive detention of political party 
leaders and civil society activists on January 19 before a 
political program scheduled by political parties on January 

20. 


There can be no excuse for the resumption of violence by the 
Maoists. The United States has consistently called upon the 
Maoists to abandon violence and come into the political 
mainstream. However 

preemptive arrests by the government to prevent citizens from 
gathering to peacefully express their views. 


We call on the Palace to urgently reach out to the political 
parties and find a way to return to democracy and to address 
the Maoist insurgency that threatens the very existence of 
the nation. 


End suggested text. 
MORIARTY 
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13. (SBU) Visibly uncomfortable when Senator Martinez 
wondered how such a bilateral deal would be possible with 
Venezuela in Mercosul 

questions \"remain unanswered\" regarding Venezuela\'s Mercosul 
membership 

is more of a political desire than a reality.\" 


THE PLANALTO 


14. (SBU) The Presidency\'s Minister for Institutional 
Security 

with the CODEL with a briefing on the functions of his 
office 

Presidency. He explained the GSI\'s roles in overseeing 
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Brazil\'s intelligence service (ABIN) 

armed forces 

program and planning for and facilitating interagency 
management of a range of crises 

major land invasions. Felix was accompanied by senior GSI 
officials with responsibilities in these areas. 


The Tri-Border Area 


15. (SBU) Senator Burr asked Felix for his views on US-Brazil 
cooperation in intelligence and security 

in the US intelligence community (IC) had impacted Brazil. 
Felix responded that bilateral cooperation is very good 
long-standing and successful operational cooperation between 
Brazilian security services and US counterparts 

monitoring activities in the Tri-Border Area (TBA). He 
indicated changes in the US IC had not negatively affected 
cooperation 

visit to US agencies 

work closely together in facing threats that cross borders. 
Elaborating on the TBA question 

is a fulcrum for a range of illegal activities 

smuggling 

laundering 

operational activities by terrorist cells. But Brazil 

continued 

and has also mounted a major interagency enforcement effort 
in the TBA over the past year aimed at interdicting smuggling 
and other illegal cross-border activities. 


16. (SBU) Senator McConnell pressed Felix on his assertion 
that there is no indication of terrorist activities in the 

TBA. Felix stressed the use of the term \"evidence\" and 
hastened to add that the GOB understands and concerned that 
cells are present in the area 

them. He went onto explain changes in the last two-plus 
decades in Middle Eastern immigration into Brazil 

traditional majority of Christians from Syria and Lebanon 
settled in greater Sao Paulo 

increase in Muslims from Lebanon moving especially into the 
TBA. But the GOB is resistant to characterizations that 
could \"stigmatize\" entire ethnic groups 

in its assessments and statements regarding terrorism 
added. 


BRASILIA 00000117 004 OF 004 


Bolivia 
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17. (SBU) In response to questions from Senator Thune and 
Martinez 

other frontier areas with Bolivia include arms trafficking 

(he noted the preponderance of weapons are of U.S. and 
Eastern European origin) and 

With regard to the recent electoral victory in Bolivia of Evo 
Morales 

distinction between growth of coca leaf for traditional 
applications 

which Morales says he will combat. The GOB is watching this 
closely and has outlined its concern to Morales 

a recent meeting between Morales and Lula. The length of 
Brazil\'s border with Bolivia and the influx of cocaine 

products into Brazil make this a crucial issue 

but Brazil is approaching the question calmly. There is 

focus within the GOB on finding ideas and channels for 
investment and development in Bolivia that can ameliorate the 
extreme poverty that makes cocaine trafficking so attractive 
to many growers 


18. (U) This cable was cleared by CODEL McConnell prior to 
transmission. 


CHICOLA 
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asked for Washington\'s thoughts on how the Secretary would 
like to focus this point of the agenda. Carrington suggested 
helping Haiti consolidate democratic governance after the 
election as a worthy objective. 


5. (SBU) Trade/Economic Competitiveness. CARICOM asked for 
more information on the trade competitiveness initiative and 

for a USG point of contact in Washington on this topic for 

meeting preparation. Carrington noted that CARICOM states 
would need both technical assistance and opening of trade 
restrictions on the U.S. side. He described a pessimistic 

scenario from CARICOM\'s standpoint where the Caribbean Single 
Market Economy (CSME) achieves its aims of removing economic 
barriers and increasing the region\'s competitiveness only to 

\"hit a brick wall" of U.S. market inaccessibility. 


6. (SBU) Related to the trade/economic issue 

creating a Regional Development Fund (RDF) and Regional 
Development Agency (RDA) designed to help the region\'s less 
developed and disadvantaged states (DECS 

as well as specific sectors (i.e. 

RDF and RDA are meant to fundamentally redesign the Caribbean 
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economy along the European model 

RDA would house a small team to deliver technical assistance 
quickly in target areas. Carrington wants to explain this 
strategy to the Secretary in more detail at the meeting so 

that the USG will be better positioned to make decisions when 
CARICOM seeks contributions for the RDF from the donor 
community. He said that a \"modest\" RDF would be USD120 
million 


7. (SBU) Disaster Preparedness. CARICOM foreign ministers 
broadly support this agenda topic. Granderson said that 
disaster preparedness is of great importance to them because 
of its impact on economic development. Specifically 
mentioned: a) the widespread difficulty of obtaining risk 
insurance in the region because private insurers are 

reluctant to write policies in the wake of recent disasters; 

b) the need for equipment 

order to properly institute a tsunami-warning system; and c) 
the need for enhanced communications capability during 
disasters. 


8. (SBU) Law Enforcement/Security Partnerships. Ambassador 
said that many regional entities and countries are working 
independently on the security issue 

preparation for World Cup Cricket in 2007. He suggested that 
centralizing these efforts would maximize the efficacy of 
security cooperation and the resources that USG can bring to 
bear on this initiative. Carrington agreed in principle with 

this approach and will raise the issue with the CARICOM Crime 
and Security \"czar\" 

Francis Forbes. 


9. (SBU) Ambassador reiterated his advice that raising the 
deportees issue with the Secretary under the security rubric 
would be self-defeating. Nevertheless 

indicated how fixated Caribbean leaders remain with this 

issue. He suggested that the USG might want to change how it 
assists countries receiving deportees. He said the region 
perceives the U.S. response to complaints about deportees as 
\"almost brutal\". He also mentioned that the U.S. is 

suffering an image problem on account of tne marked increase 
in light arms now flowing into the region. 

10. (U) Energy Policy/Conservation. CARICOM asked whether 
this energy rubric proposed by USG is the same as the energy 
initiative discussed at the Summit of the Americas. 


New Proposed Meeting Date: Week of March 27 


11. (SBU) CARICOM FonMins need more time to prepare for the 
meeting. They proposed postponing it to the week of March 
27. Like the original date of February 23 or 25 
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presumably enable the Secretary to attend the meeting on the 
way to or from the inaugural of a new Haitian government. 

The CARICOM FonMins would also like to know the duration of 
the meeting 


12. (SBU) Action Request: Post requests that WHA provide 
further clarification on how the Secretary intends to address 

the democratic governance 

policy agenda topics. Post requests a Department point of 
contact to work with CARICOM on the trade/economic 
competitiveness topic in advance of the meeting. Lastly 

Post requests feedback on the new proposed meeting date and 
the duration of the meeting. 

BULLEN 


6. (SBU) While the transitional provisions of the 

Constitution (Chapter 12) mention that the National Assembly 
should approve the Government and Supreme Court within thirty 
days of sitting 

organize the Assembly itself 

more in line with the regular provisions of the Constitution 

on interaction between the executive and legislative branches 
(Chapter 5). Chapter 5 states that government legislation 
should be voted upon by the WJ within 30 days of its 
presentation to Parliament. In a variety of discussions with 
POLOFFs 

justices as an upcoming agenda item for the National 
Assembly. Supreme Court nominees are not likely to come on 
the agenda until Karzai announces the slate of judges he 
intends to nominate. lt will be an executive-driven process. 


Comment 


7. (SBU) The attitude of most MPs seems positive 

on progress in establishing the parliamentary framework. 
Whatever private deals are being made regarding committee 
memberships and whatever their private ambitions 

MPs of all stripes are using the rhetoric of harmony and 
cooperation with each other and with the Karzai 
administration. END COMMENT. 

NORLAND 
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Saudi Arabia 


Background 


2. (C) On January 15 

Office of Conventional Arms Threat Reduction in the 

International Security and Nonproliferation Bureau 

UAE Chairman of Space Reconnaissance Programs Colonel Mahash 
al-Hameli at the Space Reconnaissance Center located at 

al-Dhafra Air Base. Col. al-Hameli was accompanied by Major 
Sultan al-Ketbi 

intelligence. Kessler was accompanied by Embassy Abu Dhabi 
political officer and Deputy DATT. 


3. (C) The meeting was the first between Col. al-Hameli and 
Kessler since November 18 

six-person USG interagency team to Abu Dhabi to discuss a 
draft Government*to-Government Agreement (GTGA) that the USG 
had presented to the UAE in May 2003 (ref A). At that 

meeting 

U.S. draft 

and adding some provisions to address additional types of 
remote sensing technologies not included in the original U.S. 
proposal 

rather than purchase a satellite or satellites. The USG 
developed a new draft text of the agreement which sought to 
address new UAE proposals (ref B). Embassy delivered the new 
U.S. draft on June 29 

to Col. al-Hameli. For the next 18 months 

respond to the USGVs invitation to come to Washington to 
further discuss the text. In the meantime 

Col. Al-Hameli had privately informed Kessler would be 
necessary for political reasons 

Cooperation Council partners on a collective program pursuing 

a remote sensing system. This latter program became known as 
\"Hudhud 

vendors 

UAE 

soliciting tenders from U.S. and other satellite vendors 

while the UAE remained silent on the bilateral agreement 

and some U.S. vendors interested in selling a remote sensing 
system to the UAE were under the impression that the Emiratis 
were only talking about one program. 


Bilateral Remote Sensing Agreement 


4. (C) Col. al-Hameli stressed to Kessler that the U.S.-UAE 
bilateral remote sensing agreement was separate from the 
Hudhud program it was pursuing under the aegis of the Gulf 
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Cooperation Council. Al-Hameli said the UAE has had a 
\"strong desire" to proceed bilaterally on an agreement to 
procure a remote sensing system from the U.S. since 2002. 
When Kessler attempted to learn more about Hudhud 

said he was not empowered to discuss it. WI cannot discuss 

it legally. You will have to discuss it with the GCC.\" 

Kessler explained his concern that if the Emiratis were 
partnering with the Saudis and Qataris on a remote sensing 
agreement involving U.S. satellite technology 

would have to reach an agreement that included all three 
countries. The USG did not want to initiate discussions with 
Saudi Arabia and Qatar unless this was the course the USE 
desired for its remote sensing program. (Note: Raytheon Vice 
President in the Middle East Robert Lunday (PLEASE PROTECT) 
provided Embassy with a white paper for the WHudhud Remote 
Sensing System for the Cooperation Council of the Arab States 
of the Gulf ) UAE 

the Raytheon-led team is the only U.S. vendor to bid in the 
GCC Hudhud process. End note.) 


5. (C) Col. al-Hameli said that as far as he was concerned 
the draft GTGA required a single amendment before being 
signed. The UAE would like to add a clause under Article 3.1 
of the agreement stating that the UAE could purchase an 
Electro Optical System with a 0.5-meter resolution. Col. 
al-Hameli seemed to interpret the absence of any 
specification of resolution in this Article as possibly 

implying that the USG would limit the UAE a system with a 
1-meter resolution. Kessler emphasized to al-Hameli that 
such was not the case 

consider such a clause but wanted to ensure that doing so 
would not foreclose the UAE obtaining a higher resolution 
(such as 0.25-meter) in the future. Col. al-Hameli responded 
to the effect that for now they want a 0.5-meter system to 
start their program. 


6. (C) Col. al-Hameli added that he was keen on meeting with 
U.S. vendors to discuss technical aspects of the satellite 

but said the companies told him they could not talk about a 
system with a half-meter resolution until they obtained the 
necessary clearances from the State Department. Kessler said 
that if the UAE alone is planning to purchase a satellite 

then there is a basis for an agreement 

then discuss the system\'s technical aspects. Kessler said 
that when he returned to the United States 

all the interested vendors in one meeting to explain that the 
bilateral and Hudhud remote sensing programs were separate 
and that they could proceed with obtaining the necessary 
marketing licenses enabling them to hold technical 
discussions with the UAE. That process can take place before 
the GTGA is signed 
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signed before any sales occur. 


Comment: 


7. (C) Col. al-Hameli appeared to favor the bilateral 

agreement with the U.S 

pursuing the Hudhud remote sensing program for GCC-related 
political reasons. Ambassador will discreetly raise this 

issue with Abu Dhabi Crown Prince and Deputy Supreme 
Commander of the UAE Armed Forces Sheikh Mohammed bin Zayed 
upon his return from his trip abroad later this month. 


8. (U) Towards the end of the discussion 

asked whether the U.S. might provide a “consultant on export 
controls to help them develop an effective national system. 
Kessler responded that there were mechanisms by which the USG 
could provide assistance 

pursue this matter separately. 


9. (U) Kessler has cleared this cable. 
SISON 
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approach!" cited in reftel points. 


2. (C) According to Healy 

taken a special interest in Iran\'s nuclear safeguards 

violations. She cited a January 10 press release by FM Ahern 
urging the Iranian Government to reconsider its actions and 
abandon further uranium enrichment research and development. 
(found at 

http://foreignaffairs.gov.ie/Press Releases/20060110/1956.htm) 
FM Ahern also conveyed Ireland\'s strong views during a 
bilateral meeting with Iran\'s Foreign Minister on the margins 

of the NPT Review Conference in May 2005. Healy said that 
she would share with Post FM Ahern\'s prepared Qs-and-As on 
Iran for a January 25 Irish Parliamentary session (which we 

will forward to EUR/UBI). 


3. (C) Healy also noted that the DFA had not been in touch 

with the Iranian Embassy in Dublin since a December demarche 
denouncing President Anmadinejad\'s remarks about Israel. 
Communication with Iran\'s Embassy 

complicated since Iranian Ambassador Seyed Hossein Mirfakhar 
was recalled to Tehran in the autumn and charged with 

financial crimes allegedly involving a network of Iranian 
diplomats. Healy expressed the GOl\'s suspicion that the 

recall may have been politically motivated 

perception that Ambassador Mirfakhar was out of step with the 
more hard-line Ahmadinejad Government. 
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KENNY 
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get around the law. Ambassador responded that neither 
proposal would work. Rather 

needed to focus on how to come together to sign an Article 98 
agreement. End Summary. 


Loss of ESF for Labor Programs 

2. (C) Labor Minister Fernando Trejos phoned Polcouns on 
December 13 in a panic. He had just returned from meetings 
with USDOL in Washington where he was told that Costa Rica 
would not be eligible to receive a share of FY 2005 and FY 
2006 funds for trade capacity-building programs in CAFTA-DR 
countries. The GOCR already had plans for spending FY 2005 
funds to modernize the labor justice system 

labor ministry inspection system 

laws against sex discrimination. Trejos asked Polcouns for a 
meeting on the subject between President Pacheco and 
Ambassador Langdale after the holidays. 


3. (C) The meeting took place in the President\'s office on 
January 11. Along with President Pacheco and Labor Minister 
Trejos were Minister of Foreign Affairs Roberto Tovar 

Minister of Foreign Trade Doris Osterlof 

Ambassador to the United States Tomas Duenas. Trejos opened 
the meeting by explaining the importance of U.S. funding for 
the functioning of his ministry. He said that in 2003 

then-USTR Zoellick announced a USD 7 million assistance 
package to improve labor standards in CAFTA-DR countries. 
That money 

which he claimed had the highest labor standards in Latin 
America along with Chile. He said it was disturbing that 

Costa Rica 

receive its proportional share of USD 19 million in FY 2005 
Economic Support funds (ESF) to boost labor standards in 
CAFTA-DR countries; nor will Costa Rica receive FY 2006 ESF. 


4. (C) Trejos said he had understood in Washington that 
Costa Rica would not get a waiver from the prohibition in the 
Nethercutt Amendment. He believed 

another way to ensure that his ministry continued to receive 
critical funding. He suggested that the remaining funds in 
the USD 7 million program (which antedates and is therefore 
not subject to Nethercutt) be redirected to Costa Rica 

Costa Rica will get none of the USD 19 million package. 
Trejos said the shift in program funds would provide his 
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ministry with an additional USD 4 million 

that the other CAFTA-DR countries were on board with such an 
arrangement. Ambassador Duenas referred to Trejos\'s plan as 
Vcreative accounting Y 


Concern About Effect on CAFTA-DR Ratification 

5. (C) Duenas noted that trade capacity-building funds were 
key to the passage of CAFTA-DR in the United States and will 
also be important in Costa Rica. He said that the Bush 
Administration promised Democrats in Congress that effective 
programs would be put in place to improve labor standards in 
Central America. He added that USTR officials told him that 
money for trade capacity-building would not be subject to 
Article 98 prohibitions because it would come from \"other 
baskets.\" (Note: Embassy subsequently checked with the 
Department to find out if USTR had indeed made any such 
commitment and was assured it had not.) Duenas said that if 
Costa Rica were to be denied trade capacity-building funds at 
the time CAFTA-DR ratification is being debated in the 
Legislative Assembly 

Minister of Foreign Trade Osterlof added that 

of trade capacity-building funds becomes known to the press 
and public 

further delay the ratification process. 


Ambassador Urges Article 98 Agreement 

6. (C) Ambassador responded that it was highly unlikely that 
the USG would either agree to a waiver under Nethercutt or 
consider shifting funds around to avoid the consequences of 
Nethercutt. Instead 

USG and GOCR could come together to sign an Article 98 
agreement. If such an agreement could be signed 

would again become eligible for ESF and U.S. military 
assistance 

our two countries. Ambassador reminded Foreign Minister 
Tovar that the State Department stands ready to renew talks 
on Article 98 and is only awaiting the go-ahead from Costa 
Rica. 


7. (C) Tovar said that the Rome Statute does not require 
party countries to surrender accused criminals to the 
International Criminal court (ICC) and that 

Costa Rica signs an Article 98 agreement 

refuse to turn over U.S. nationals. Tovar did not understand 
why Costa Rica is \"being punished only for being a member of 
the court.\" He said the cutoff of U.S. military assistance 

was serious 

creates political problems for us.\" He said that the United 
States should take into account the close relations it has 
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with Costa Rica and exempt Costa Rica from the prohibitions 
in the Nethercutt Amendment and American Servicemembers\' 
Protection Act (ASPA). President Pacheco closed the meeting 
with a plea to Ambassador that he help Washington to 
understand Costa Rican concerns and motivations. 


8. (C) On January 17 

on an \"alternative\" to Article 98 based on existing 
agreements between the United States and Costa Rica and 
existing Costa Rican law. He hoped to have a written 
proposal ready in two weeks. 


Oscar Arias on Article 98 

9. (C) During a meeting with Congressman Dan Burton and 
Ambassador on January 10 

asked about the effect on Costa Rica of not signing an 
Article 98 agreement. He did not say whether his 
administration 

would have a different approach to Article 98 than has the 
Pacheco administration 

Vunilateralism 

join the ICC. After the meeting 

mate Laura Chinchilla asked for a copy of the U.S.-Colombia 
Article 98 agreement 


Comment 

10. (C) This week of meetings brought us no closer to an 
Article 98 agreement with Costa Rica. The Pacheco 
administration is not focused on negotiating an agreement 
but on how to get around the adverse effects of not having an 
agreement. Though we are already engaging Oscar Arias 
Pacheco\'s probable successor 

even more against Article 98 than Pacheco has been. 
LANGDALE 
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opening Khaddam has provided 

separate note 

opening to the Syrian Muslim Brothers (MB) and urged the U.S. 
to engage with the MB leadership 

they posed a threat to future secular democratic development 
in Syria. (Comment: Our contacts are divided on whether the 
MB poses a potential threat. Post will provide a fuller 
assessment septel.) 


6. (C) Comment: Post shares Kilo\'s assessment that 
Khaddam\'s press interviews have created some space for the 
opposition 

strengthened remains to be seen. The January 18 release of 


Column 3 

Riyad Seif and four other Damascus Spring detainees seems to 
represent a regime attempt to respond to Khaddam and close 
off his effort to rally the oppositon to his side. Seif is 

now likely to attract all that opposition support (and to 

draw much broader support in Syrian society). The SARG 
release of Seif is likely to render Khaddam a less imposing 
figure 

alternative to the regime. Seif\'s prison term would have 
ended in September of this year in any case 

to deal with his case soon enough. The fact that it moved 
now 

to precipitate 

rattled the regime\'s leadership. Seif 

the regime as a potential Mandela-type figure on the Syrian 
political scene 

distraction and perhaps for the regime as less threatening 


than Khaddam. In the long run 

momentarily cast by Khaddam 

the far more imposing opposition figure (but without access 

to the weapon of \"regime secrets wielded by the former VP). 
The SARG for its part will work strenuously in the coming 
months to split the opposition 

opening resulting from a new parties law 

circumscribe to the maximum Seif\'s political potential. 
SECHE 
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US-India relations. In the context of the July 18 agreement 

he emphasized India\'s \"impeccable\" record on 
non-proliferation 

and those of China and Pakistan. He emphasized that India is 
a responsible democratic state and that any commitment India 
made would be a firm one. MP Raashid Alvi explained that the 
July 18 agreement was of paramount importance 

that any failure to reach a deal could negatively affect 
US-Indian relations. 


3. (SBU) Several MPs suggested that passage of the July 18 
agreement would enable the GOI to lessen its links to Iran by 
allowing India to focus on the domestic production of energy 
through nuclear power. MP B. J. Panda noted that India 
currently meets only 3% of its power needs through nuclear 
power 

a country that India \"would rather not deal with.\" Deepinder 
Hooda said that the civil nuclear agreement was \"very 
important" to India given that most oil and gas reserves were 
located in unstable parts of the world. MP Chandran Mitra 
editor of the Pioneer 

and long-term energy needs 

that the United States fully appreciated India\'s energy 
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requirements. He noted that the India-Iran gas pipeline was 
the most palatable option to India from a security standpoint 
as other pipeline options passed through too many \"disturbed 
areasW such as Afghanistan. 


4. (SBU) Several Indian Parliamentarians underlined the 
virtues of shifting from older 

as coal to the cleaner energy provided by nuclear power. 
They suggested that the long-term solution to India\'s energy 
needs was clean nuclear power 

has a high ash content. 


CONGRESSIONAL DELEGATION: DEAL NOT DONE YET 


5. (SBU) Congressman Gillmor stated that Congress needs to 
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be further convinced of the merits of the nuclear 
understanding 

contemplated by the July 18 agreement. However 
he remained optimistic that a deal could be done. 


6. (SBU) The Ambassador stressed India\'s role in making 
agreement possible 

July 18 Agreement the centerpiece of the Prime Minister\'s 
visit to the US 

that would allow the US Congress to approve the new 
framework. He also expressed concern that India did not 
understand the central role of the US Congress in approving 
the understanding 

engage with the Congress. The Ambassador said that he 
believed a deal was achievable 

forward a sufficient separation proposal as there is \"no 
point in proposing legislation that would fail.\" 


TRADE A WIN-WIN SITUATION SAY DELEGATES 


7. (SBU) Both delegations recognized the benefits of 

increased trade between India and the US. The Indian 
Parliamentarians listed the ways in which US companies 
benefited from offshoring high technology research and 
development to India. MP Deepinder Hooda noted that low cost 
technology centers in India not only help US companies remain 
globally competitive but also create a growing middle class 

in India 

The Congressional delegation agreed 

Granger noting the increased ties made possible by the Open 
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Skies agreement and the prospect for further cooperation in 
defense co-production. Congressman Walden expressed hope 
that trade barriers could be lowered 

tariffs on US agricultural products. 


GETTING TO MARKET - THE IMPORTANCE OF INFRASTRUCTURE 


8. (SBU) The Indian Parliamentarians cited impressive 
projected central spending on infrastructure upgrades such as 
the golden quadrilateral road project 

the need for much more foreign investment in roads 

and airports. Several MPs stated that constraints on 
infrastructure development included a parliamentary budget 
system that made long-term planning difficult 

given the need to reallocate money for projects on an annual 
basis. Panda also noted the difficulties inherent in 

building Parliamentary consensus for large-scale projects 
citing as an example the three years it took to craft one 

large electricity law. 


TERRORISM A SHARED CONCERN 


9. (SBU) Members of both delegations highlighted terrorism 
as a shared concern between India and the US. The Indian 
Parliamentarians emphasized the number of terrorist attacks 
aimed at India 

largest victim of terror in the world. The Indian MPs also 
placed the blame for terrorist attacks in India squarely on 
Pakistan 

cause of terrorism within India. Many drew distinctions 
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between India and Pakistan\'s respective political systems and 
respect for minority rights. Several MPs noted that US 
support for Pakistan was difficult to explain to the Indian 

public given the oft-stated US emphasis on democratic values. 


10. (SBU) Meeting participants included: 
United States - 

The Ambassador 

Congressman Paul E. Gillmor 
Congressman Jerry Costello 
Congressman Sam Johnson 
Congresswoman Kay Granger 
Congressman Dennis J. Kucinich 
Congressman Greg Walden 
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Congressman Bobby Jindal 
Mr. Chris Walker 

Rev. Daniel P. Coughlin 
Mr. Steve Rusnak 

Mr. Eric Stocky 

PolOff David Snider 

PolOff Courtney Kramer 
PolOff Adam Packer 


India - 

MP N.P. Durga 

MP P K. Sambasiva Rao 
MP Santosh Bagrodia 
MP P.K. Maheshwari 
MP Anand Sharma 

MP Murali Deora 

MP B.J. Panda 

MP Tarlochan Singh 

MP Deepinder S. Hooda 
MP Chandran Mitra 

MP Raashid Alvi 

MP Ashwani Kumar 


11. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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The Ambassador raised Egypt\'s reluctance to refer Iran to the 
Security Council 

the U.S. and Egyptian investigators in the Flash Airlines 
crash investigation 

unfounded concerns over avian flu. Nazif said he would look 
into each of these issues 

Ambassador\'s offer to look into ways to increase police 
training in the wake of the botched removal of Sudanese 
refugees by Egyptian police. End summary. 


2. (C) During a meeting with the Ambassador on January 16 
Prime Minister Nazif noted that President Mubarak wants to 
maintain stability in the region. He does not want Syria to 
become another conflict 

Nazif hoped the U.S. recognized Mubarak was willing to go 
wherever he was needed and do whatever he must to help 
prevent conflict in the region 


3. (C) Nazif expressed frustration that U.S. newspapers had 
declined to print an op-ed he had written about Egypt\'s 
progress in democratic and economic reform. The Ambassador 
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encouraged Nazif to talk to U.S. and world broadcast media to 
present a fuller international understanding of Egypt and to 
consider building \"public diplomacy\" into Egypt\'s standard 
diplomacy 

substantial budget increases for the embassy in Washington 
for this purpose. The upcoming World Economic Forum in Davos 
was another opportunity to advance the bilateral dialogue 
Deputy Secretary of State Zoellick would lead a high-level 
U.S. delegation to the event 

Minister of Trade Rachid. Nazif replied that he was planning 
to attend Davos and would welcome meeting U.S. officials 
there. 


4. (C) Nazif emphasized his interest in improving Egypt\'s 
relationship with Congress. He pledged to meet with any 
visiting members and to brief them candidly about the GOE\'s 
challenges and policies. The Ambassador noted that 
Congressman Wolf was in town 

rights issues. Ayman Nour\'s case was of great concern 
Wolf\'s request for a meeting with Nour had not yet been 
approved (Note: In the end the GOE declined to permit Wolf 
to meet with Nour. End note). It was important that Nour\'s 
case be fully explained 

Congress. Nour was a \"crook 

not grant clemency 

promised he would look into the possibility of release on 

bail pending Nour\'s appeal. 


5. (C) On the issue of trade 

Nour case and problems with the recent parliamentary election 
had made this was an inopportune moment for the 
Administration to notifying Congress of intent to negotiate 

an FTA. We hoped Nazif's January 30 presentation to the new 
parliament of the GOE\'s program would show renewed 
determination to advance democratic reforms and help generate 
some \"good news\" stories about Egypt. 


6. (C) On Iran 

stated publicly that the U.S. wanted to pursue diplomatic 
means to handle the conflict with Iran 

Security Council was the only option for keeping diplomacy 
alive. So far 

consensus view within the IAEA. Nazif noted that Egypt\'s 
views were based on its policies toward Israel 

nothing to do with favoring Iran. He said he would see what 
could be done 

was in on the opposing side of the issue in the IAEA. 


7. (C) The Ambassador also raised the investigation of the 
Flash Airlines crash in Sharm el Sheikh in January 2004 
noted the disagreement between the conclusions of the U.S. 
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National Transportation Safety Board and those of the 
Egyptian investigators regarding the cause of the crash. 
Nazifl's Chef de Cabinet 

of the investigative team from the French government was in 
agreement with the Egyptian investigatorsY conclusions. The 
Ambassador disagreed 

Ambassador 

line with the U.S. 

briefed on the issue 


8. (C) The Ambassador noted that avian influenza-related 
import restrictions were impeding the U.S. Naval Medical 
Research Units (NAMRU) efforts to help Egypt and the region 
combat the problem. Customs had also now banned imports of 
feather meal and powdered eggs without any scientific 
justification. Nazif replied that the previous Minister of 

Health had gotten President Mubarak \"scared\" about the issue. 
He said that sound science must be the basis of GOE actions 
on this issue. Zaghloul added that the NAMRU issue had been 
resolved 

virus could live in the feathers. The Ambassador countered 
that the feather meal was processed at high temperatures 
killing any viruses. A scientific investigation should 
demonstrate the safety of feather meal imports. 


9. (C) Nazif regretted the tragic outcome of the police 
attempt last month to remove Sudanese refugees from a 
residential district. The police clearly had mishandled 

their execution of the task. The Ambassador noted that he 
had discussed the issue with Mrs. Mubarak 

U.S. could do to help. Ifthe GOE was interested 
Ambassador would consider seeking law enforcement training 
for Egypt. He had already broached this with the Minister of 
Interior 

replied that he believed something needed to be done about 
the police in Egypt 

review of Egypt\'s law enforcement policies. Mubarak would 
have to agree to this 

done in a way that did not threaten the law enforcement 
agencies. The GOE had to be careful how it handled public 
perceptions of U.S. assistance 

that the U.S. always had ulterior motives for assistance. 


RICCIARDONE 
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complies with all legal requirements 

chairman of the supervisory council of the 

privatization agency 

channel. He called the deal the most restrictive that 

he has ever seen. The \"20-year\" clause was introduced 
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specifically to prevent the buyer from selling off the 
studio\'s valuable real estate. 


2. The Embassy has provided advocacy support at every 
step of the process by pressing the Government to 

follow its own procedures under the Privatization law. 
While the Supervisory Board\'s approval of the deal is a 
major milestone in this lengthy and often non- 
transparent process 

additional administrative steps that could present new 
opportunities for mischief by the critics of the deal. 


3. The main opponents were the studios current 
managing board 

government oversight 

film-making community. A number of film makers object 
to the \"action\" genre films that Nulmage specializes 
in 

facilities. We expect this group to continue efforts 

to derail the deal. On the flip side 

developed support from the production community and 
regularly employs hundreds in technical positions. 
\"Black DahliaW a 50-million-dollar production directed 
by Brian DePalma and scheduled for release later this 
year 

LEVINE 
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against small towns and garrison points continue to meet with 
success 

numbers of government troops and significant quantities of 
arms and ammunition. End Note.) Romero said that during the 
war 

lost 


5. (S) Romero said that he did not believe the FMLN turned in 
all its arms in 1992. As an example 

museum in the city of Perquin 

displayed in violation of the Peace Accords. Romero told the 
Charge that he was concerned that so many weapons in good 
condition were discovered in Honduras and said that the 
possibility that the FMLN had been hoarding them made him 
uneasy. (Note: Since the war ended 

frequently uncovered after earthquakes and mud slides that 
disturb the earth in which they are buried. However 

weapons are usually found in poor condition. U.N. documents 
state that the U.N. Observer Mission to El Salvador (ONUSAL) 
had supervised the destruction of more than 10 

by 1995. However 

FMLN had kept large quantities of weapons in hidden deposits 
in El Salvador and certain neighboring countries. Open 
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source research on the disarmament process suggest that the 
FMLN hid a significant number of arms in El Salvador 
Honduras 

suggests that many small arms were retained by ESAF soldiers 
demobilized at the end of the conflict. The report also notes 
that ESAF inventories did not include all the weapons 
distributed during the conflict. End note.) 


No Information on PNC Confiscated Weapons 

6. (SBU) Former Vice Minister of Governance Rodrgio Avila 

now Chief of the National Police 

Emboffs with information on weapons seized from gang members 
and other criminals. Post will forward that information to 

DDTC as soon as it is made available. 


Milgroup Finds no Matching Weapons from 2003 Destruction 
Exercise 

7. (SBU) During the period of September 15-29 

Milgroup coordinated the destruction of 11 

M16A2 rifles as part of a Department of State funded 
initiative. All weapons were inventoried by two U.S. military 
officers prior to undergoing melting at a civilian contracted 
facility. One of the officers was a member of the New 
Hampshire National Guard and also an agent with the Bureau of 
Alcohol 

assisted in the verification process. The weapons were 
inventoried and kept in sealed containers until destruction 
was accomplished. Numbered seals on all containers were used. 
Given number of weapons and the fact that only two smelters 
were used 

safeguard weapons 24/7. The group camped at the smelter 
to the weapons 

the rifles destroyed had already been disassembled and 
cannibalized for parts throughout the years. While it is 
possible that guard personnel stole M16s during the 
destruction exercise 

accountability of serial numbered items (cannibalized lower 
receivers). Also 

parts prior to destruction did not provide for future use. 

The Milgroup has conducted a check of all 11 

the 124 M16A2s destroyed and found no matches against the 
serial numbers provided. 


Post Believes Weapons Likely Lost During War 

8. (S) Comment: Post finds Romero\'s assessment 
found in Honduras were lost during the war 

likely scenario. During the intervening years 

have been stored and maintained in El Salvador 
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Nicaragua. lt is unlikely that these weapons were removed 

from ESAF stocks within the last year or so. This assessment 

is based on the reality that during the war 

thousands of weapons were lost 

hidden by the FMLN and former government soldiers after the 
war. Post is confident in the ESAF\'s current ability to 

control weapons stocks and prevent large-scale theft of the 
scale that would have been necessary to stockpile 174 M16A1s. 
End Comment. 


9. (S) Translation of Minister\'s Second Report 


Begin Text: 
Secret 

SIPDIS 

Report Number 2 


Subject: M16A1 Rifles Captured in Choloma 
15 


Further to this subject 
provided: 


One. In our inventories we have located M16A1 Rifle with 
serial number 5414938 
there is no backup documentation available. 


Two. With regards to the rifles with serial numbers 131390 
and 133658 

it is noteworthy that 

posses the arms 

substantiate their withdrawal from service or loss. 


Three. With respect the M16A1 with serial number 5402010 
according to our records 
accident on September 28 


With regards to the rest of the weapons 
investigation; however 

very high 

that took place in our country from 1980-1992. 


10. (S) Translation of Minister\'s Third Report 


Begin Text: 
Secret 


SIPDIS 
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Report Number 3 


Subject: M16A1 Rifles Captured in Choloma 
15 


Further to this subject 
provided: 


One. In an inventory conducted in 1987 
Rifle with serial number 134314 
there is no backup documentation available. 


Two. With regards to the M16A1 rifle with serial number 
5388749 
no additional records regarding its loss or destruction. 


Furthermore 

numbers 5360191 and 9604906 

is very high 

conflict that took place in our country from 1980-1992. 


11. (S) DAO 
message. 
Barclay 
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international airports where goods in transit may be temporarily 
stored under customs supervision. Goods may be repacked 
or relabeled. 


45. Cumulative U.S. direct investment in the Netherlands totaled 
$202 billion in 2004 

Analysis 

breakdown in paragraph 50 below). The U.S. data 

reinvested earnings 

Netherlands of $13 billion in 2004. 


46. Official Dutch government statistics on the level of FDI in 

the Netherlands (by country of origin and industry sector) 
comparable data covering the stock of Dutch FDI abroad 

compiled by the Netherlands Central Bank (NB) on an ad hoc basis 
(http://dsbb.statistics.nl). The NB\'s FDI inflows are based on 
sources of capital transactions rather than on actual \"by country\" 
investment outlays; the NB\'s FDI data differ substantially from 
those published by the U.S. Bureau of Economic Analysis. 
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47. The NBVs FDI statistics reveal that the total stock of FDI in 
the Netherlands amounted to 368 billion euros (roughly $440 
billion) 

GDP ratio in the Netherlands continues to be among the highest in 
the EU. According to NB data 

Netherlands continue to drop sharply 

in 2001 

percent in 2004. This last figure is due to a significant 
decrease in investment from other European countries and a 
negative flow from the US of almost 8 billion euros. 


48. Foreign companies established in the Netherlands account for 
roughly one-third of industrial production and employment in 
industry. Atthe end of 2004 

foreign establishments in the Netherlands came from the U.S. 
percent from Germany 

Scandinavia 

Asia and the remaining 2 percent from other non-OECD and non-EU 
countries. 


49. The top fifteen U.S. investors in the Netherlands 

sales (investment outlays are protected) include: Cisco Systems 
International BV 

Cargill BV 

Technologies Nederland BV 

Sharp & Dohme BV 

Nederland NV 

Nederland BV 

BV. 


50. Other prominent U.S. investors in the Netherlands include 3M 
Nederland BV 

BV 

BV 

www.nfia.com) 

51. Extent of U.S. Investment in Selected Industries - U.S. 
Direct Investment Position in the Netherlands on a historical cost 
basis - 2004 (Millions of U.S. Dollars) 

Category (Amount) 

All Industries (201 

Total Manufacturing (24 

Of which: Chemicals & Allied products (12 

Of which: Food & Kindred products (4 

Of which: Primary & Fabricated Metals (2 

Of which: Electric & Electronic Equipment (1 

Of which: Transportation Equipment (1 

Of which: Industrial Machinery & Equipment (851) 

Finance incl. Depository Inst. (22 

Wholesale Trade (13 

Information (4 

Petroleum (3 
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Services (1 

Utilities (102) 

Other Industries (131 
Source: USDOC 


52. Web Resources 


http://www.bakernet.com 
http://www.bea.gov 
http://www.belastingdienst.nl 
http://www.cbs.nl 
http://www.cpb.nl 
http://dsbb.statistics.nl 
http://www.eiu.com 
http://www.iasb.org 
http://www.imf.org/external/country/nld/index .htm 
http://www.nom.nl 
http://www.liof.nl 
http://www.nfia.com 
http://www.oecd.org 
http://www.oostnv.nl 
http://www.rjnet.nl 
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Secretary Rice referred to Finland\'s PRT\'s in Afghanistan 


SIPDIS 

during her meeting with Ambassador Pekka Lintu. (Comment: 
His enthusiasm was a reminder of the importance Finland 
attaches to its commitment to Afghanistan 

of the largest recipients of Finnish development assistance. 
End comment.) 


3. (U) Pyhala recommended that the third pillar of the 
Afghanistan Compact be amended to reflect economic and 
social development 

environmentally sustainable." 


HYATT 
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poverty" in the country. Retired Cardinal Rosalio Castillo 
Lara torpedoed the remaining geniality on January 14 
during a Barquisimeto religious festival he accused the GOV 
of establishing a Castro-style communist dictatorship in 
Venezuela. Chavez trained his rabid response on the rogue 
Cardinal 

hierarchy. After Church officials effectively capitulated 
Chavez said he looks forward to a dialogue with the CEV on 
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January 24. The Church says it is trying to keep its powder 
dry in case it is called upon to mediate a future political 
crisis 

for religious schools as well as GOV plans to eliminate 
Catholic religious training from public schools. We doubt 
dialogue is what Chavez really wants from the Church 
rather a convenient punching bag in the absence of a 
political opposition. End summary. 


2. (C) The tumultuous new chapter in church-state relations 
began on January 8 during a World Peace Day mass offered by 
Archbishop of Caracas Jorge Urosa. Papal Nuncio DCM Joseph 
Spiteri told poloff January 17 the special mass 

long-standing papal initiative to welcome the New Year 

not been celebrated for the last several years because of 
political crises. Archbishop Urosa 

installed in November last year with the approval of 

President Hugo Chavez 

GOV officials as a sign of good faith of the Church\'s desire 

to improve relations with the state (ref a). Vice President 

Jose Vicente Rangel 

Metropolitan Caracas Juan Barreto 

German Mundarain and Controller General Clodosbaldo Russian 
attended the mass. Charge also attended with the diplomatic 
corps. Urosa warmly welcomed Rangel and the GOV officials 
during the mass. 


3. (C) On January 9 

Episcopal Conference of Venezuela (CEV) 

Maracaibo Archbishop Ubaldo Santana as the new conference 
president 

Porras 

his second three-year term and 

down. The bishops chose Santana 

his reputation as a moderate. Nearly all senior CEV 
leadership changed 

is in his second term as the CEWs Second Vice President. 
Spiteri described the decision as an attempt by the Church to 
create new opportunities for dialogue with the government. 
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4. (U) However 

January 11 

in which they expressed worry over the direction of 
VenezuelaWs democracy. They cited the \"unusual\" results of 
the December 4 National Assembly elections 

deep!" corruption 

Most notably 

not taking steps to address the root causes of poverty in 
Venezuela 

increase. President Chavez took the CEV to task on this 

last point during his January 13 State of the Union address 
before the National Assembly. Chavez argued that the 
episcopal statement was \"far from the truth" and failed to 
recognize the positive results of GOV social programs such as 
Mision Robinson (literacy). Leaving the door open 

Chavez said he had already called Archbishop Urosa to express 
his concerns and hoped to discuss them at length with the 
ecclesiastical leadership soon. 


5. (C) The still warm feelings were quickly chilled 

when retired Cardinal Rosalio Castillo Lara (refs a and b) 
addressed a religious festival in Barquisimeto in Lara State 
on January 14. The procession of the \"Virgin of the Divine 
ShepherdW is a popular commemoration of the miraculous end to 
a plague that afflicted Barquisimeto in 1856. This year\'s 
event was particularly important as it marked the 150th 
anniversary of the miracle. Lara Governor Luis Reyes Reyes 
both a fervent Chavista and Catholic 

extraordinary support for the event 

say attracted up to two million visitors. The procession 
culminated in an outdoor mass in front of the church on 
Barquisimeto\'s central plaza 

of Urosa 

Spiteri 

invited Cardinal Castillo to deliver the homily as the most 
senior Catholic priest (though retired) in Venezuela. 


6. (C) Castillo proceeded to unleash an explosive litany of 
government wrongdoings 

establishing a Cuba-style dictatorship while permitting 
rampant corruption and widespread violation of human rights. 
Spiteri said Castillo\'s sermon 

likened the Chavez administration to the plague that once 
afflicted the town. While getting some applause at first 

said Spiteri 

an injunction to get on with the service and leave the 
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politics aside. At this 

left the mass 

Divine Shepherd statue withdrew (there were unconfirmed press 
reports that the guardsmen cut the power to the Cardinal\'s 
microphone). Two bishops had to intervene with the Cardinal 
as he spoke 

in protest. \"Let them leave 

over the microphone. Spiteri said the Papal Nuncio spoke 
after the Cardinal finished 

ease the tension created by Castillo. 


7. (C) Acting incensed 

his weekly Sunday television broadcast on January 15 

his comments \"shameful\" and \"horrible.\" Chavez said the 
Cardinal\'s charged homily could have started a violent riot 
among the 500 

events probably saw two million participants 

on the plaza drew 500 

Santana had called Vice President Rangel to express their 
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\"sorrow\" over the event. Chavez said he spoke with Berlocco 
and questioned whether the bishops were truly caught unaware 
by the Cardinal\'s sermon. Chavez said private apologies were 
inadequate for such an act 

Catholic hierarchy\" on behalf of Castillo. Spiteri said none 

of the Catholic authorities would issue a formal apology. 

Most senior Church officials 

distancing themselves and the Church from the retired 
Cardinal. Urosa gave a press conference January 16 

example 

inopportune\" and strictly the personal opinion of the 

Cardinal. Chavez quickly applauded these and similar 
statements from other Church leaders as an official rebuke of 
Castillo. A few political opposition groups 

Alianza Bravo Pueblo 


8. (C) Chavez continued his two-pronged approach of entice 
and attack on January 17 

statement that the President had accepted a meeting with CEV 
leadership for January 24 

a climate of trust and mutual respect.\" Earlier in the day 
however 

ex-president Porras after the latter claimed to have saved 
Chavez! life during the April 2002 near-coup. Chavez 
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routinely differs with the archbishop over what happened that 
critical night of April 11 

was 

had sought Porras! forgiveness that night 

only asks God to \"forgive them 

do.\" 


9. (C) Spiteri said the Church\'s moderate position served a 
two-fold purpose. First 

capacity of mediator during some future political crisis 

said 

side. Under previous leadership 

viewed as being close to the opposition. Second 

said the Church has become increasingly worried about the 
future of its own religious and social programs. 

Specifically 

seek to establish a \"lay educational system\" meant that 
Catholic religious instruction in public schools was at-risk. 
Spiteri also said the GOV increasingly viewed private 
schools as superfluous 

Catholic-run schools under the \"Fe y Alegria\" (WFaith and 
Happiness\") program. 


10. (C) We doubt Chavez sincerely wants a dialogue with the 
Church but rather a mechanism to neutralize its political and 
moral power. Chavez is always wary of the Church because it 
consistently garners higher popularity numbers among the 
public (which is markedly Catholic despite political 

affiliation). Additionally 

Chavez needs a domestic enemy\" he can use as a punching bag 
when it suits him. He will likely try to keep the Church on 

the ropes 

vocal clergyman such as Castillo and Porras as pretexts for 
attacks. CastilloWs homily was probably a bit much and may 
have cost him some credibility 

remaining Church leaders willing to take on the GOV directly. 
The Caracas Archbishop 

senior priest 

bent on accommodation 

to upstage him. We also note that the Church\'s agenda of 
seeking additional funds for education from Chavez 

currently oozing money 
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as Venezuela\'s social conscience. 
BROWNFIELD 
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strategies and peoples! resistance 

struggles for social emancipation.\" The GOV-backed 
organizing committee has released scant details about the 
mega-conference and has not outlined a specific plan for 
transporting the 30 

especially difficult by the limited access to Caracas from 

the international airport caused by the closure of akey 

bridge. WSF organizers recently called upon Venezuelans to 
assist with providing housing and food for conference 
participants. Major events of the six-day conference include 
appearances by President Hugo Chavez and Brazilian President 
Ignacio Lula da Silva on January 27 and a Chavez keynote at 
the January 29 closing. Post expects the normal anti-U.S. 

talk from Chavez and wonders whether the GOV is really taking 
the logistical arrangements seriously for this signature 

event of the anti-globalization movement. End summary. 


2. (U) At the end of the 2005 World Social Forum V (WSF) in 
Porto Alegre 

(or \"poly-centric\") fora in 2006. Venezuela will host the 

WSF VI/Americas January 24-29 in Caracas (the other fora are 
in Bamako 

Brazil as a developing world alternative to the prestigious 
World Economic Forum held annually in Davos 

keeping with the custom of the WSF 

developed via consultations with social movements and NGOs 
throughout 2005. The six \"thematic axes\" arrived at are: 


-- 1) Power 

This will include \"struggles against neoliberal capitalism in 
the Americas\" and will ask 

possible?\" 


-- 2) Imperial strategies and peoples! resistance. This 
includes the \"\'war of civilizations\' as a new strategy for 
imperial expansion\" and \"militarization 

struggles and poverty 

fear.\" (Note: GOV organizers have announced that U.S. 
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anti-war activist Cindy Sheehan plans to attend the WSF to 
address this theme.) 


-- 3) Resources for and rights to life: alternatives to the 
predatory model of civilization. This will address 
\"capitalism and threats to life (such as) global warming and 
\'natural\' catastrophes 

desertification.\" WPatterns of hegemonic knowledge and 
construction of anti-hegemonic knowledge\" is another 
sub-theme. 


-- 4) Diversities 
Studies indigenous issues 
and inter-religious dialogue 


-- 5) Work 
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includes labor 
form of exploitation 


-- 6) Communication 

democratizing dynamics. Includes \"right to information and 
communication in order to strengthen citizenship 

to the concentration of ownership of the media 
socio-cultural movements as forms of peoples\' resistance 
anti-hegemonic educational models.\" 


3. (U) Post has been unable to obtain a detailed schedule of 
events -- the schedule is not posted on the Internet -- but 
organizers have stated that more than 2 

including 200 cultural events 

forum. The forum will be inaugurated on January 24 with a 
\"March Against War and Imperialism.\" Organizers said most of 
the events will be \"self-organized 

groups reserving spaces for their particular events. 

Venezuelan organizers mentioned they were setting up 10 
booths dedicated to various themes 

Alternative for the Americas (run jointly by Venezuelan and 
Cuban delegations); the United States Poor; Palestine; the 
Bolivarian Congress of Peoples; and Mercosur. There will be 
other fora held under the auspices of the WSF as well 

including the Fourth World Forum for Education. Forum sites 
include a camp established near the downtown Los Caobos Park 
(near the Botanical Gardens); specific meetings are also 
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planned at various GOV offices and public universities. Some 
events will be held outside of Caracas 

reports. 


4. (U) President Chavez is scheduled to appear at an event on 
the evening of January 27 sponsored by the Brazilian \"Sin 
Tierra\" landless movement. Chavez will also deliver the 
closing address on the evening of January 29 

during last year\'s WSF. Brazilian President Ignacio Lula da 
Silva is scheduled to appear at an event in the afternoon of 
January 24 sponsored by the Brazilian Unified Central of 
Workers (CUT) and the Bolivarian Workers\' Force (FBT). 
Official media have said the two presidents do not plan to 
have a formal meeting during the WSF. 


5. (U) Transportation to and from the airport has been 
significantly complicated by the recent closure of a key 
bridge connecting Caracas to Maiquetia International Airport. 
Organizers announced the GOV had allocated some 1 

to make the two-plus (sometimes five-) hour trek over the 
mountain. Itis not clear 

mobilization plan can accommodate the 30 

visitors expected to attend the WSF. No senior GOV officials 
have addressed the strain that the added traffic might cause 
on the already swollen alternate routes to the airport. 


6. (U) Early indications that WParque del Estel" (\"East Park\") 
in Caracas\' upper-middle class district would be used as a 
tent city for participants were quickly denied by GOV 

officials. Conference organizer Julio Fermin said January 17 
that WSF organizers were calling on Venezuelans to provide 
\"solidarity housingW for conference participants in poor 
Caracas barrios. Fermin also said WSF officials had asked 
for 500 kiosks to be made available near Los Caobos Park for 
food vendors and artisans 

money 

addition 

will make foodstuffs available to participants. 
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7. (C) The WSF\'s anti-imperialist theme is not surprising 
given the forum\'s genesis and history. The Chavistas can be 
expected to spin the event as the rest of the world starting 

to think like they do. We should expect some anti-U.S. 
histrionics from Chavez 

with foreign audiences. The underlying question is whether 
Chavez will try to steal the show 

Brazilians by giving the WSF a Bolivarian imprimatur. The 
GOV doesn\'t appear to be trying too hard 

demonstrated by its amazing lack of planning to deal with the 
bridge problem. Arguably 

five-star treatment 

optimistic. 
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two great democracies\" share common values such as rule of 
the people 

rights 

significant numbers of Indians had settled and flourished in 
the US. The PM recounted how pleased he had been to see so 
many young Indian-Americans working in Congress when he 
visited in July. The new linkages 

creating ties that would endure. \"Hardly a middle class 

family exists nowadays in India that does not enjoy a link to 
ason 

PM. India 

offered an example to the world as a \"special case\" where all 
could live harmoniously in a democratic 


AND THE BEST IS YET TO COME 


3. (SBU) The PM recounted how 

July 

relations 

If the July 18 Joint Statement was fully operationalized 
insisted the PM 

development of bilateral relations in fifteen major areas of 
cooperation. The civilian nuclear energy agreement was the 
cornerstone of that agreement 

and the US would also work together to propagate human 
rights 

scientific and technical cooperation 

collaboration to ensure economic development. The PM 
reminisced about how the Ford Foundation 

Foundation 

assistance to India in its early years as an independent 
country. Ohio State University 
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with Punjab Agricultural University in Ludhiana to develop 
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\"miracle seeds\" that had sparked a Green Revolution. The PM 
recounted that he and the President had decided to use 
science again to ensure a second Green Revolution. 


SUSTAINED ECONOMIC GROWTH A POLICY PRIORITY 


4. (SBU) India today had a well-functioning market economy 
thanks to the economic reforms of the 1990s 

Not many states could point to 15 successive years of 
following a sustained policy to open markets and spur broad 
reform. India\'s economic policies that had sparked current 
growth had been followed through three major changes of 
political leadership over the past 15 years without suffering 
a reversal. India 

portfolio and direct investment 

regimes 

respect intellectual property rights enshrined in WTO 
agreements. The President and the PM had established a CEO 
Forum to seek further advice on ways to make trade 
technology cooperation 

growth increased to 8 or 9 percent 

opportunities for bilateral trade and investment would be 
enormous. With the US as India\'s largest trading partner 
was ideally situated to benefit. Already 

public airlines had places staggeringly large orders for 
American aircraft 

that India\'s airport infrastructure had failed to keep pace 
with growth in the aviation sector. Rep. Walden appealed to 
the PM for a further lowering of agricultural tariffs so 

Oregon apples 

Indian markets 


A QUANTUM LEAP IS AT HAND 


5. (SBU) Singh said he fervently believed that US-India 
relations were about to take a quantum leap in importance. 

The most important element of that leap 

securing the legislative remedies in Congress required to 

help India meet its burgeoning energy needs. Annual economic 
growth 

range. India\'s ambition 

growth. Such a step was possible 

savings rate was 28 percent of GDP 

was also growing 
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of the working age population was growing 

West and in Japan. Productive jobs for that demographic 
segment would 

and the savings rate. In order for the government to meet 
their expectations 

commercial energy. 


BUT WE NEED PLENTIFUL 
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6. (SBU) Were India to continue to access increasingly rare 
hydrocarbons and fossil fuels to trigger this dramatic 

growth 

would be significant 

sought an energy profile that would be less damaging. It 
also sought a more secure and predictable source of energy 
than hydrocarbons 

import from the Middle East 

concerns. The PM recounted how he and the President had 
agreed that 

resources to push oil above USD 100 per barrel 

US and Indian growth would occur. However 

were curbed through the use of other options 

India could economically expand its civilian nuclear energy 
production capacity 


THAT\S WHERE THE US COMES IN 


7. (SBU) Since 1974Vs initial Indian nuclear test 

complained that the US and the rest of the world had treated 
India in a \"discriminatory\" manner that had limited its 

ability to expand nuclear power production despite a surfeit 
of qualified scientists and technicians due to the fear that 
technology might be diverted to strategic programs. As a 
result 

inherent in nuclear power. The President and he agreed 
noted the PM 

nuclear power needed to be a key 

countries. Securing Congressional support for the 
legislative changes required to undo decades of delay would 
be critical 

the delegation would support such legislation. Undoing the 
restrictions in place since 1974 

away with the Indian sense of grievance that the rich world 
had placed unfair restrictions on a poor country that stifled 
its growth even as China had been allowed unfettered ability 
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to develop its capability and export its know-how. If India 
were to remain stifled 

this part of the world would remain unrestricted. This 
opined the PM 


BUT INDIA WILL ALSO DO ITS PART 


8. (SBU) To facilitate passage of necessary US legislation 
the PM said India had firmly committed itself to the 
separation of its civilian and military nuclear assets. 

India had also decided that 

sites would become fully safeguarded. India was not an 
adherent of the Nuclear Non-Proliferation Treaty (NPT) 
mentioned Singh 
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similar to those enshrined in the treaty by imposing a 
moratorium on further tests 

of thwarting onward proliferation 

control laws to ensure no unauthorized transfers of 
technology or materials 

arena and with the US to work out controls on fissile 
materials. In order to secure US help to expand its civilian 
nuclear energy production capacity 

would do its part. On this point 

world was entitled to have India\'s assurances. The US should 
have no doubt 

any proliferation of sensitive nuclear technologies or 
materials. 


GILLMOR: THIS NUCLEAR DEAL IS IN OUR INTERESTS 


9. (SBU) Rep. Gillmor thanked the PM for his statement 
arguing that his visit to Washington had been a great success 
thanks to his character and leadership. Gillmor added that 
the nuclear agreement sketched out by the PM was in our 
mutual interests as large democracies 

environmental interest of the entire world. Gillmor 
acknowledged the \"strong and positive\" message from the PM 
about the nuclear agreement 

Congress the importance of the matter. Gillmor explained 
that the proposed agreement with India signified \"a big 
change in policy\" that would require careful planning 
although he stressed that he was in no way implying the deal 
could not be approved. Gillmor also mentioned Ohio\'s 
tremendous coal reserves 

and the US would work together on clean coal technologies. 
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JINDAL: NUCLEAR DEAL AVOIDS COMPETITION FROM MIDDLE EAST 


10. (SBU) Rep. Jindal commended the PM for the success of his 
economic policies as Finance Minister that had yielded such 
prosperity for India. Jindal also thanked India for its 

support in the IAEA on Iran. Jindal agreed that Indian and 
American strategic interests were in harmony 

the even greater importance of shared values 

the issues of the day. He added that there was no need to 
convince him of the inherent logic of the nuclear agreement; 
India and America could either compete for scarce 
hydrocarbons from an unstable Middle East or follow the path 
charted by the President and PM. Jindal said he was 
gratified to know that the PM was so focused on the future 
potential of the US-India relationship 

would evolve in an historic fashion. 


KUCINICH: NEED TO CONVINCE THE CONGRESS 
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11. (SBU) Rep. Kucinich lauded India for having proven its 
trustworthiness in matters of onward proliferation 

that Congress needs to understand clearly how a change in the 
nuclear architecture for India might change the entire global 
nuclear framework. Would it 

proliferation 

NPT 

weapons. The PM noted that India had a firm \"no first use\" 
policy despite facing two nuclear neighbors; America had to 
take note of the \"nuclear blackmail\" facing India. Rep. 
Costello said there were many friends of India in the 
Congress 

details 

Secretary of State Burns would be in India in a few days 


SIPDIS 
Costello urged India to work closely with him to explain such 
a \"major shift in policy.\" 


INDO-PAK 


12. (SBU) Rep. Kucinich reminded the PM of the Nunn-Lugar 
Comprehensive Threat Reduction Initiative between the US and 
USSR during the Cold War 
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for India and Pakistan to diminish tensions and build trust 
and confidence. Such a step 

would bolster Congress\' confidence in the nuclear deal. 


PSEUDO-EPHEDRINE 


13. (SBU) Rep. Walden raised his concern about Indian 
manufacture and export of pseudo-ephedrine 

pharmaceutical product which 

to the manufacture in the US of toxic methamphetamine 

with devastating effect on the people of the rural US. 

Walden appealed to the PM to work to establish export 
controls to curb abuse of the drug. The PM readily committed 
to looking into establishing such a protocol with the US to 
prevent any abuse of Indian exports of pseudo-ephedrine. 


DEFENSE COOPERATION 


14. (SBU) Rep. Granger mentioned that the Bell 407 is 
manufactured in her district 

India would consider the Bell 407 in replacing the Cheetak 
helicopter. The PM said that US-India defense relations had 
caught a favorable tide 

Defense Cooperation 

a healthy dialogue. 


PARTICIPANTS 
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15. (SBU) INDIA: 


Prime Minister Manmohan Singh 

Foreign Secretary Shyam Saran 

National Security Advisor MK Narayanan 

PM\'s Media Advisor Sanjay Baru 

PM\'s Office Director Venkatesh Verma 

PM\'s Office Joint Secretary Sujata Mehta 

PM\'s Principal Secretary TKA Nair 

MEA Joint Secretary for the Americas Dr. Jaishankar 


USA: 
Ambassador Mulford 


Rep. Paul Gillmor (R-OH) 
Rep. Jerry Costello (D-IL) 
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Rep. Sam Johnson (R-TX) 
Rep. Kay Granger (R-TX) 
Rep. Dennis Kucinich (D-OH) 
Rep. Greg Walden (R-OR) 
Rep. Bobby Jindcl (R-LA) 
Chris Walker 

Atul Keshap 


16. (U) CODEL Gillmor reviewed this cable prior to its 
transmittal. 


17. (U) Visit New Delhi\'s Classified Website 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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who are afraid of rising Shiite power in the region 

pressure Syria too hard on Syrian-Lebanese relations and on 
Syria\'s participation in the UNIIIC investigation. In 
Moubayed\'s view 

countries is short-term and tactical. 


5. (C) Other analysts say that Syria also wants to remind 
the U.S. that it has dangerous friends and that it still has 
cards to play to regain the Golan Heights and retain its 
interests in Lebanon. These analysts express concern 
however 

alliance and that Syria may get dragged into Iran\'s fights 
with the West and damage its future prospects for better 
relations with the U.S. 


6. (U) Anmadinejad was accompanied by Iranian FM Manouchehr 
Mottaki; the Minister of Housing and Urban Development and 

the head of the Iran-Syria Joint Economic Commission Mohammad 
Saeedi-Kia; Iranian government spokesman Gholam-Hossein 
Elham; and Presidential Advisor Mehdi Chamran 

Iranian media. The Iranian President was met at the airport 

by Syrian FM Farouk Al-Shara\'a; Minister of Higher Education 
Hani Murtada; Minister of Economy and Trade Amer Husni Luffi; 
Syria\'s Ambassador to Iran Hamid Hassan; and the Iranian 
Ambassador in Damascus Mohammed Hassan Akhtari. 

SECHE 
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also undermine the International Working Group 
Obasanjo\'s foreign minister co-chairs. End Comment. 
Hooks 
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in a January 18 vote of the party\'s central board. Gom\'a\'s 
supporters stormed the party headquarters in a failed attempt 
to disrupt the proceedings. Still 

fighting back 

expel the disloyal board members. GomVaWs attempts to cling 
to the leadership of the venerable but faded party are likely 

to fail. The GOE might welcome the prospect of a rejuvenated 
Wafd 

Brotherhood\'s gains in the new parliament 

to the absence of a viable secular opposition. End summary. 


2. (C) Dr. No\'man GomVa 

removed from his post as leader of the Wafd Party on January 
18 by a 33-10 vote of the party\'s central committee. The 
septuagenerian GomVa had led the party since 2000. Mahmoud 
Abaza 

five-member parliamentary delegation 

acting party leader 

was led by Christian businessman Mounir Abdel Nour 

of one of the party\'s founding fathers. Abdel Nour\'s feud 

with GomVa became public in early January 

ordered his expulsion for \"sedition\" from the party - an 

order subsequently reversed by the party\'s central board. 


3. (C) Gom\'a and his supporters did not take his removal 

lying down. The party headquarters 

colonial mansion in the upscale neighborhood of Dokki 
witnessed chaotic scenes late on the afternoon of January 18 

as a crowd of GomVa partisans stormed in with chants of 
support. Scuffles between the Gom\'a supporters and opponents 
prompted dozens of riot police to intervene 

crowds from the headquarters and setting up a perimeter 
outside. 


4. (C) GomVa 

September presidential election 

party members and outside observers for his autocratic and 
inflexible leadership style 

inability to appeal to the electorate. Despite his 

unpopularity within the party 

fend off challenges to his leadership with apparent ease. 

The ten central board members who voted for GomVa were quoted 
in Egyptian media reports claiming that the vote had been 
taken in violation of party procedures and vowing to expel 

the 33 who voted against Gom\'a for subversion and disloyalty. 


5. (C) Comment: The only real surprise in Gom\'a\'s removal is 
that it took this long. Gom\'a\'s lack of charisma and his 
dictatorial style have long alienated him both from the party 
membership and the public. His distant third place finish in 
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the presidential election was viewed as a scandal among the 
party faithful 

ruling party in the King Farouq era 

opposition force. While it is not certain that the Wafd will 
emerge from this infighting strenghthened 

clearly a prerequisite step toward restoring the party as a 
viable political actor. The GOE\'s political leadership might 
well view a rejuvenated Wafd Party as something in its 
interest 

parliamentary gains of the Muslim Brotherhood - due both to 
the unpopularity of the ruling NDP and to the absence of any 
viable secular alternative parties. End Comment. 
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Summary 

1. (C) As reported reftels 

elements of Parliamentarian Bernard Carayon 

intelligence8 recommendations 

report. The GOF issued a decree on December 31 

define which sectors merit protection from foreign control 

for &national defense8 reasons 

process for proposed foreign investments. The GOF tried to 
bypass EU concerns by making the decree applicable only to 
non-EU entities 

deal with EU concerns about its economic space. Officials 
assure us that the decree is only a technical amendment 
that assessment is belied by PM Villepin 

signaling the decree is part of his &economic patriotism8 
agenda 

text as published. While the Government 

remains one that publicly encourages foreign investment with 
the goal of creating jobs in France 

that at least some key officials do not fully appreciate the 
benefits of foreign investment and an open investment regime. 
End Summary. 


Investment Controls Enacted 

2. (U) The GOF tightened foreign investment controls by 
decree published December 31 

2006. The underlying legislative basis for scrutinizing 
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foreign investments in France remains unchanged. Currently 
Article 151-3 of the French Monetary and Financial Code 
provides that the Ministry of Economy and Finance must 
approve all foreign investment that a) could impair France\'s 
public order 

and b) is related to the research 

arms 

penalty for an investor who contravenes the law can be up to 
double the amount of the illegal investment. 


3. (SBU) What has changed in France is the regulation 
implementing the legislative authority. The new decree 
number 1739-2005 of December 30 

Journal Officiel on December 31 

sectors as specifically as expected. When initially leaked 
to the press 

industries. However 

of covered activities 

(casinos) 


4. (U) The eleven covered categories are: 

-- activities involving gambling; 

-- activities concerning private security 

security is provided to an operator of vital importance; 
provided to civil aviation or maritime ports; or provided to 
zones where national defense secrets are kept; 

-- activities involving the research 

production of means to combat the illicit use by terrorists 
of pathogenic or toxic agents or to prevent the health 
consequences of such use; 

-- activities concerning the material used for the 
interception of communications and for eavesdropping; 
-- activities for the centers of evaluation for security 
certification for computer products or systems; 

-- activities for the goods or services of security for 
computer systems used by contract by public or private 
operators of defense installations; 

-- activities related to dual-use technologies 

EU regulation 1334/2000 of June 22 

-- activities relative to cryptology resources as well to 
cryptology for ensuring confidence in the digital economy; 
-- activities exercised by firms that are depositaries of 
national defense secrets; 

-- activities of research 

munitions 

military use; 

-- activities exercised by firms that have concluded 
contracts for study or for providing equipment for the 
Ministry of Defense 

any of the goods or services listed above. 
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5. (SBU) Although the decree more or less tracks the same ten 
industrial sectors identified in previous press leaks 

is most striking about the way it is written is its emphasis 

on &activities 

about getting approval for investing in a firm that even only 
tangentially is involved in the national defense. 


The Mouse that Roared 

6. (U) The decree also changes the triggers for GOF 
investment scrutiny. The prior decree required GOF review if 

a proposed investment were to rise above the threshold of 33% 
of the outstanding shares or voting rights. Now 

spells out that any investment that grants control of a firm 

or surpasses the 33% threshold 

branch of any firm that has established headquarters in 

France 


7. (C) In our analysis 

preventing the purchase of firms with the intent of moving 
production 

of France 

an incentive for moving a firm 

properties 

attachment to &headquarters8 can be explained in part by 
the Texas Pacific Group 

firm Gemplus 

Gemenos 

France over economic patriotism. The firm 

&smart8 cards 

only to the Grand Duchy of Luxembourg 


A Tortured History 

8. (C) We spoke with Vincent Guitton 

Investments at the Ministry of Economy and the chief 
architect of the decree 

originally envisioned a year ago 

supposed to be a technical amendment. Against Guitton 
written recommendation 

decided to vaunt the decree as part of his &economic 
patriotism8 agenda (reftels). As soon as that happened 
Guitton related that the drafting of the decree became an 
inter-ministerial nightmare. According to one local diplomat 
also covering the same issue 

greatly broaden the scope of the decree 

views of what industries needed protection and/or help toward 
becoming European (that is 


9. (C) According to Guitton 
September 2005 when the European Commission voiced concerns 
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about the compatibility of the decree with EU economic 
rights. The Commission viewed with suspicion the idea that 
French officials could prevent capital flows among its 
citizens 

forestall Commission concerns 

making prior approval a requirement only for people not 
members of the European Community 

those states 

states. The decree as originally written required prior GOF 
approval for investments by citizens of the EU 
headquartered in the EU 

EU states; the GOF added the &not8 to each category (a 
significant typo) by amendment on January 4. There was also 
a legal disagreement within the GOF about whether 8. European 
Community8 included the countries of Lichtenstein 

and Norway. The GOF finally concluded yes 

lawyers now take the opposite view. So 

will issue another amendment clarifying that the decree does 
not apply to citizens or firms from the European Economic 
space. 


10. (C) Among the factors that shaped the final decree was a 
conference at the National Assembly on 10 October 2005 
which US Treasuy and Embassy reps participated 
addressed the possibility of creating a French equivalent to 
the Committee on Foreign Investment in the United States 
(CFIUS) and a French version of the Exon-Florio provisions. 
The new decree explicitly allows the GOF to negotiate and 
apply conditions to mitigate national defense concerns before 
an investment can proceed. According to Guillot 

been the prior GOF practice 

authority. U.S. participants had pressed the GOF to allow 
for mitigation 

with stark choices 

action that would allow the investment to proceed. 


Comment 

11. (SBU) The need to allay the French people\'s fears of 

high unemployment has affected how the current government is 
using its &economic patriotism8 agenda. As far as we are 
aware 

France 

patriotism8 proposals supposedly seek to level the playing 

field with France 

strive to inject a bit of GOF control into the enterprises 

through which it can still project French power 

defense industries. We have seen an evolution in the 
&economic patriotism8 rhetoric. The PM 

much more focused on making France a champion for employment 
and a protector against outsourcing 
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better to the electorate. However 

clearly signaled his intent to use the decree to create 
French champions 

decree 

also be curious over time to see whether the current 
investment climate chills new investment in the targeted 
areas of activities. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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All papers reported a statement by Sheikh Hassan Nasrallah 
Secretary General of Hizbollah 


SIPDIS 

interests necessitate ending any possible hostility between the 
Syrian and Lebanese governments and peoples. Nasrallah pointed 
out that the latest severe wave of political 

psychological instigation against the Syrian government and 
people have a racial nature. He dismissed the possibility of a 

new civil war in Lebanon. 

End summary. 

2. Selected Headlines: 


\"President Ahmadinejad commences today a state visit to Syria: 
Tehran and Damascus reject foreign intervention in regional 
affairs\" (Government-owned Tishreen 


\"Nasrallah: Jumblatt\'s project is to fragment the region.... We 
refuse to demarcate the Syrian-Lebanese border under occupation. 
Qansuh [Regional Secretary of the Syrian Social National Party]: 
Masks have fallen.... The truth is approaching\" (Government-owned 
Al-Ba\'th 


\"Russia reiterates the importance of a professional IIC 
investigation. Lebanese Daily Al-Diyar: The new witness scandal 
causes the collapse of Mehlis\' credibility\" (Government-owned 
Tishreen 


\"Two Israeli soldiers injured during an arrest campaign in Jenin. 
Abbas calls for resumption of negotiations. Fateh and Hamas will 
be committed to protecting elections\" (Government-owned Al-Ba\'th 
1/19) 


\"A new military operation in Al-Anbar. US marine killed in 
Baghdad. Fallujah is sealed off for three days. A State 
Department memorandum refutes Bush\'s allegation that the Iraqi 
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regime obtained uranium from Niger" (Government-owned Al-Thawra 
1/19) 


\"Washington rejects negotiations with Iran. The Troika prepares 

to refer Iran\'s nuclear file to the UN Security Council. Iran: We 

are ready for partnership; threats are useless\" (Government-owned 
Al-Ba\'th 


\"Human Rights Watch denounces hypocritical rhetoric and the 
arrest of thousands of suspects without trial: US violations of 
human rights are flagrant\" (Government-owned Al-Ba\'th 


3. Editorial Block Quotes: 


Omar Jaftali 

commented (1/19): \"Thousands of Lebanese students demonstrated 
outside the US Embassy in Beirut on 17 January to protest 

American interference in Lebanese affairs.... This interference 

has taken the form of egregious positions and statements 

recently expressed by Ambassador Feltman and US Assistant State 
Secretary David Welch.... 


SIPDIS 
\"The demonstration will perhaps bring Americans back to their 
senses.... The Lebanese reject American and foreign 


Syrian papers also cited a speech by Dr. Mohammed al-Ghofari 
Syrian Minister of Justice 

Conference of the Arab Bar Federation in Damascus 

said that Syria is still cooperating with the IIC investigation 

into the killing of former Lebanese PM Rafik Hariri and is keen 
to reach the full truth about the crime. Headlines also featured 
a statement by Ibrahim Simlali 

Federation 

threats that \"contradict the international charter." 

All papers reported a statement by Sheikh Hassan Nasrallah 
Secretary General of Hizbollah 


SIPDIS 
interests necessitate ending any possible hostility between the 
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Syrian and Lebanese governments and peoples. Nasrallah pointed 
out that the latest severe wave of political 

psychological instigation against the Syrian government and 
people have a racial nature. He dismissed the possibility of a 

new civil war in Lebanon. 

End summary. 

2. Selected Headlines: 


custodianship.... The demonstration represents an eloquent 
response to those who accused the national resistance of 

treason.... 

“The demonstrations by youth in Beirut and Tripoli were the most 
prominent national topic 

pan-Arab sentiments against the attempts to separate Lebanon from 
its Arab environment and turn it into a base for conspiracies 

against Syria and the region 

American-Zionist plans that seek to impose hegemony and serve 
Israel\'s interests....\" 


Khalid al-Ashhab 

commented (1/19): \"Jeffrey Feltman 

stated that Vit is time now for the Lebanese government to get 
rid of Hizbollah if it seeks Washington\'s full support....\’ 

\"This American position is being translated into action by Walid 
Jumblatt and others 

by describing Hizbollah\'s weapons as treacherous and accusing the 
party of loyalty to foreign countries.... 

\"The Lebanese must be alert and must understand well what is 
being hatched against them and what maintains their power and 
strength 

resistance....\" 


Isam Dari 

(1/18): \"The rancorous orchestra in Lebanon has stooped to 
unprecedented levels in its abusive language against Syria and 
attacks on the Lebanese resistance.... But this campaign fully 
exposed this group before the Lebanese people and the Arab 
nation... 

\"This group 

every honorable thing in Lebanon and everything related to 
Arabism 

bring accord back to Lebanon and preserve the country\'s national 
unity... 

\"The Lebanese people 

allow revival of the agreements of humiliation and surrender and 
will drive off the specter of sedition and civil war 

enemies of Lebanon and Arabism are preparing....\" 


Column 3 
Seche 


50133 
support the mission. 


Parliamentary Trip Canceled 


2. (C) MFA Deputy Head for Conflict Prevention Joop Nijssen 
told Polmiloff January 19 that Parliament opted to cancel the 
proposed fact-finding trip to Afghanistan because it would 
have \"little added value" in the upcoming parliamentary 
debate. Nijssen said the MFA and MOD had arranged a 
whirlwind schedule involving one day in Kabul and another in 
Kandahar 

to discuss the security situation. Nijssen said several 
parliamentarians insisted on physically visiting Uruzgan 
which the GONL declined due to \"logistical problems." 
Nijssen acknowledged the MFA was \"not particularly upset\" the 
trip had been canceled; security concerns played a key role 
in turning down the request to visit Uruzgan. 


3. (C) Parliament hopes to invite experts from NATO and 
Afghanistan to participate in the January 30 hearing 

obviating the need for the trip. Moreover 

could use the additional time to prepare for the debate 

Nijssen said. Several parliamentarians -- including Labor 

Party (PvdA) spokesman Koenders and CDA spokesman Ormel -- 
said during a January 17 dinner that they were not enthused 

about a trip unless they could visit Uruzgan 

confident they could receive the requisite information during 

the hearing to make an informed decision. 


Support Building in PvdA 


4. (C) Several members of the opposition Labor Party (PvdA) 
have expressed their willingness -- with caveats -- to 

support the ISAF III mission. In an interview with the 
left-of-center Amsterdam daily newspaper \"Parool\" on January 
18 

described the ISAF III deployment as \"the kind of mission 
that the PvdA supports\" but cautioned that questions remain 
about whether the significant reconstruction would be 
achievable given the security situation and the degree of 
separation between ISAF and OEF. According to van Hulten 
the PvdA \"will gladly go if the mission is sound.\" 


5. (C) In a meeting with Polcouns on January 18 
Spokesman Frans Timmermans assessed that support for the 
mission within active PvdA membership currently stood at 
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about 80 percent. (Note: This is much higher than we have 
heard from other sources. End note.) Timmermans stressed 
that this support was fragile 

it appeared that the Dutch would not be able to conduct 
significant reconstruction work in Uruzgan and/or if the 

mission could not be disentangled from OEF. While many in 
the party 

support the deployment on moral and humanitarian grounds 
some also saw the current debate as an opportunity to 
embarrass and possibly bring down the current government and 
would argue against the deployment for that reason. 
Timmermans added that PvdA Parliamentary Faction Leader 
Wouter Bos had not yet made up his mind on the issue; once he 
did 


6. (C) Charge and Polcouns met with Wouter Bos and Koenders 
on January 19. After hearing Charge\'s arguments in favor of 
the Dutch deployment 

principles of the mission and noted that there was 

significant support for it within the party. The PvdA 

however 

had been aired and questions answered. Bos described himself 
as \"not yet convinced\" about the mission but did not rule out 
possible PvdA support. Koenders also expressed support for 


the principles of the mission 
concerns about keeping OEF and ISAF operations distinct. 


Comment 


7. (C) PvdA has played the Stage III question cautiously 
continues to keep an open mind. While the news of their 
possible receptivity to the mission is encouraging 

not yet sold and we still expect an uphill battle in 
Parliament. 
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that no one has done more for Egypt\'s Christians than he has. 
The President said that Egyptian public opinion and Egypt\'s 
role in the Group of 77 limited its ability to support USG 
positions in international fora. The President noted that 

Egypt has played a supportive role on Iraq and on other 
regional challenges 

expressed his concerns about the threat of the Muslim 
Brotherhood. End summary. 
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2. (C) Congressman Frank Wolf met President Mubarak 

was joined by his spokesman Ambassador Soliman Awad 
Ittinadiya Palace for 45 minutes on January 17 

after Mubarak\'s meeting with Vice President Cheney. The 
Ambassador 

poloff Roger Kenna (notetaker) accompanied the Congressman. 


3. (C) Congressman Wolf opened the meeting--as he did with 
interlocutors at the Ministries of Foreign Affairs 

Justice 

Gamal Mubarak--by passing the President copies of the 
December 29 

Washington Post and New York Times. Rep. Wolf said that he 
was speaking to the President as \"a friend 

respect 

open with each other" Rep. Wolf said that he did not intend 
to dwell on the particulars of the Nour case 

that Nour\'s continued imprisonment--in the eyes of many in 
Congress--is Wan impediment to our relationship." 


4. (C) Rep. Wolf told Mubarak he felt like he was watching 
in slow motion as an accident took place involving a friend. 
Rep. Wolf argued that Nour was Wan unknown! for members of 
Congress until he was arrested in January 2005 

GOE\'s jailing of Nour had raised his profile tremendously 
\"like (the British jailing of) Gandhi.\" He urged the 
President to use his influence to work for Nour\'s release 
from prison pending his appeal to Egypt\'s highest court (the 
Court of Cassation). Rep. Wolf told Mubarak that he 
understood that Nour might be eligible for a suspended 
sentence or to be confined to his home pending his appeal. 


5. (C) President Mubarak responded that neither house 

arrest nor probation was an option 

matter lies with the Egyptian courts. He said that he had 
personally \"helped this man (Nour) a lot. | sympathized with 
him at the beginning. Mubarak said that he had \"prevented\" 
an earlier criminal case against Nour when then-Minister of 
Information Technology and Communications Nazif (the current 
PM) had sought to prosecute Nour for a scam involving 
international telephone services. Mubarak asserted that he 

had \"helped\" Nour with his run for president. Mubarak 
attributed Nour\'s loss of his parliamentary seat in November 
2005 to the animus of the Wafd candidate No\'man Goma\' who had 
been humiliated by his distant third-place finish in the 
presidential contest. Mubarak alluded to the case of an 
unnamed Mubarak family member who had been prosecuted for 
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unspecified crimes 

the face of the independent Egyptian judiciary to intervene 
in the case of his family member. Mubarak asserted that 
Nour\'s wife 

making lots of stories 

Nour had been unfairly treated. \"You can be sure 
president 


6. (C) Rep. Wolf thanked the President for his efforts to 
preserve and expand religious freedom 

continue to make progress on this important issue. Regarding 
the December 2005 presidential decree devolving decisions 
about Church repair and rebuilding to governorate level 
decisions 

all decisions to the governorate level 

Shenouda Ill had specifically asked the President to maintain 
control of the process for granting permits for new church 
construction. 


7. (C) In response to Rep. Wolf's questions about the 
requirement that religious identity (limited to the \"three 
Heavenly religions\": Judaism 

on national ID cards 

\"dangerous\" to do away with the requirement since it would 
lead to confusion and the potential for fraud in civil cases 
which are often decided according to religious (vice civil) 
laws. 


8. (C) Turning to the issue of UN reform 

the President for GOE support on UN management reform 
new Human Rights Council 

IAEA to the Security Council. The President noted that 
public opinion 

the GOE from taking positions in international fora that were 
at odds with the Group of 77 or that appeared to hold Israel 
to a different standard. \"The Group of 77 is not always 
right 


9. (C) In response to Rep. Wolf\'s question about the 
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significance of the Muslim Brotherhood 

that the MB members of Parliament were the inheritors of a 
tradition of terror that had tried to kill Nasser 

Sadat 

Mubarak assured Rep. Wolf that the GOE is watching the MB 
\"very closely 

USG and GOE on this subject was very strong. 


Iran 


10. (C) Turning to Iran 

profound distrust of Iran and its ShiVa religious government. 
He described Iran as an agent of malign influence in every 
country in the region with a sizable ShiVa population. 


11. (C) The President reviewed for Rep. Wolf his efforts to 
secure the cooperation of the Bashar Al-Asad regime with the 
Mehlis investigation. He also alluded to his counsel to Asad 
to secure Syria\'s border with Iraq. Mubarak noted that he 
believed that promoting the ouster of Asad was misguided 
since it would spark a return to the situation in Syria in 

the early 1950s 

bed first in the morning was able to launch a coup that day.\" 


12. (C) In a pull-aside with Rep. Wolf after the meeting 

with the President 

details of the GOE case against Nour and provided Congressman 
Wolf with a non-paper of the alleged evidence of Nour\'s shady 
past and a copy of a May 2005 Washington Times article making 
the same claim. Awad also noted that the GOE\'s efforts to 

take steps to improve religious freedom 

contentious matter of religious identity on national ID 

cards 

not to inflame extremist Islamist opinion against the GOE. 

Awad argued that the GOE could not provide civil documents to 
Bahal'is 

without sparking a backlash from the Islamists. Rep. Wolf 

told Awad that the USG had not identified a precise solution 

to the problem but rather hoped that the GOE could devise an 
Egyptian solution to this obvious problem. 
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14. (U) Rep. Wolf did not have the opportunity to clear 
this message before his departure. 
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makes individual bankers responsible if their 
institutions launder money. The law protects bankers 
and others with respect to their cooperation with law 
enforcement entities. 

5. Italy has addressed the problem of international 
transportation of illegal-source currency and monetary 
instruments by applying the $15 

reporting requirement to cross-border transport of 
domestic and foreign currencies and negotiable bearer 
instruments. Reporting is mandatory for cross-border 
transactions involving negotiable bearer monetary 
instruments (e.g. 

nevertheless 

maintain a uniform anti-money laundering database for 
wire transfers and to submit this data on a monthly 
basis to the UIC. The UIC analyzes the data and can 
request specific transaction details if warranted. In 
2004 

laundering and 288 related to terrorism finance. The 
UIC does little filtering of the STRs 

virtually all of them to the Anti-Mafia Investigative 

Unit (DIA) and the Guardia di Finanza (GdF). Law 
enforcement opened 328 investigations based on STRs 
which resulted in 103 prosecutions. 

6. Because of these banking controls 

traffickers are using different ways of laundering drug 
proceeds. To deter nontraditional money laundering 
Government of Italy (GOI) has enacted a decree to 
broaden the category of institutions and professionals 
required to abide by anti-money laundering regulations. 
The list now includes accountants 

exchange houses 

estate agents 

dealers and importers 

antiques dealers 

notaries. Not all implementing regulations for the 
decree have been issued 

comprehensive internal auditing and training 
requirements for its (broadly-defined) financial 

sector 

financial institutions lags behind that of banks 
evidenced by the relatively low number of suspicious 
transaction reports (STRs) filed by nonbank financial 
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institutions. According to UIC data 

institutions submit 88 per cent of all STRs. Other 
financial intermediaries such as exchange houses submit 
5.5 per cent 

postal sector 2.6 per cent 

than one per cent. 

7. he UIC 

receives and analyzes STRs filed by covered 
institutions 

Mafia Directorate 

(local public prosecutors) or the Guardia di Finanza 
(GdF) (financial police) for further investigation. 

The UIC compiles a register of financial and non- 
financial intermediaries that carry on activities that 
could be exposed to money laundering. The UIC also 
performs supervisory and regulatory functions such as 
issuing decrees 

not require a court order to compel supervised 
institutions to provide details on regulated 
transactions. 

8. A special currency unit of the GdF is the Italian 

law enforcement agency with primary jurisdiction for 
conducting financial investigations in Italy. STRs led 
the GdF to identify $14 

2003. Both the UIC and the special currency unit have 
access to the Bank of Italy\'s central archive. 
Investigators from other divisions in the GdF and other 
Italian law enforcement agencies must obtain a court 
order prior to being granted access to the archive. 

9. Italy has established reliable systems for 

identifying 

assets from narcotics-trafficking and other serious 
crimes 

currency accounts 

drugs 

money 

Mafia legislation 

assets of organized crime groups can be forfeited. The 
law allows for forfeiture in both civil and criminal 
cases. Through October 

more than 160 million in forfeited assets due to money 
laundering in 2004. Italy does not have any 
significant legal loopholes that allow traffickers and 
other criminals to shield assets. However 

of proof is on the Italian government to make a case in 
court that assets are related to narcotics-trafficking 

or other serious crimes. Law enforcement officials 
have adequate powers and resources to trace and seize 
assets; however 

local magistrate is working a particular case. Funds 
from asset forfeitures are entered into the general 


Column 3 

State accounts. Italy shares assets with member states 
of the Council of Europe. Italy is involved in 
multilateral negotiations with the European Union (EU) 
to enhance asset tracing and seizure. 

10. In October 2001 

(subsequently converted into legislation) that created 
the Inter-Ministerial Financial Security Committee 
(FSC) 

to track and interdict terrorist financing. The FSC 
members include includes the Ministries of Finance 
Foreign Affairs 

CONSOB (securities market regulator) 

Carabinieri 

as well as the Anti-Mafia Investigative Directorate 
(DIA). The Committee has far-reaching powers that 
include waiving provisions of the Official Secrecy Act 
to obtain information from all government ministries 
and the as-yet-unused authority to order a freeze of 
terrorist-related assets. 

11. A second October 2001 decree (also converted into 
legislation) made financing of terrorist activity a 
criminal offense 

and 15 years. The legislation also requires financial 
institutions to report suspicious activity related to 
terrorist financing. Both measures facilitate the 
freezing of terrorist assets. Per FSC data as of 
December 2004 

to 55 persons 

relating to terrorist financing. The GOI cooperates 
fully with efforts by the United States to trace and 
seize assets. Italy is second only to the United 

States in the number of individual terrorists and 
terrorist organizations it has submitted to the United 
Nations (UN) 1267 Sanctions Committee for designation. 
The UIC transmits to financial institutions the EU 

and U.S. Government (USG) lists of terrorist groups and 
individuals. The UIC may provisionally suspend for 48 
hours transactions deemed suspect. The courts must 
then act to freeze or seize the assets. Under Italian 
law 

can only be seized through a criminal sequestration 
order. Courts may issue such orders as part of 
criminal investigation of crimes linked to 

international terrorism. The sequestration order may 
be issued with respect to any asset 

of property 

linked to the criminal activities under investigation. 

A provision of the Italian implementing legislation of 
the 3rd EU Money Laundering directive would give the 
government authority to issue a decree law to allow the 
freezing 
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assets belonging to terrorist groups and individuals. 
The legislation must be passed by the Parliament before 
it dissolves for the March 2005 national elections or 

the law must be resubmitted by the new government. 
12. In Italy 

refers to nonbank regulated institutions such as money 
transfer businesses. Informal remittance systems do 
exist 

communities 

drug trafficking organizations to transfer narcotics 
proceeds. Italy does not regulate charities per se. 
Primarily for tax purposes 

category of \"not-for-profit organizations of social 

utility" (ONLUS). Such an organization can be an 
association 

To be classified as an ONLUS 

register with the Economics Ministry and prepare an 
annual report. There are currently 19 

ONLUS. 

13. The ONLUS Agency was established in 2000 and has 
the power to issue guidelines and to draft legislation 

for the non-profit sector 

statistics 

violations of existing obligations 

listing from the ONLUS registry. The ONLUS Agency 
cooperates with the Finance Ministry in reviewing the 
conditions for being an ONLUS. The ONLUS Agency has 
recently launched a $240 

of a centralized database 

information related to all Italian ONLUSY. The ONLUS 
Agency has reviewed 1 

dissolution of several ONLUS which were not in 
compliance with Italian Law. Italian authorities 

believe that based on the analysis of the UIC and the 
investigations of the GdF 

terrorism financing in the Italian non-profit sector. 

14. Italian cooperation with the United States on 
money laundering has been exemplary. The United States 
and Italy have signed a customs assistance agreement as 
well as extradition and Mutual Legal Assistance 
treaties (MLAT). Both in response to requests under 
the MLAT and on an informal basis 

United States records related to narcotics-trafficking 
terrorism and terrorist financing investigations and 
proceedings. Italy also cooperates closely with U.S. 
law enforcement agencies and other governments 
investigating illicit financing related to these and 

other serious crimes. An effort to provide a mechanism 
under the MLAT for asset forfeiture and the sharing of 
forfeited assets has not yet come to fruition. Assets 
can only be shared bilaterally if agreement is reached 
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on a case-specific basis. 

15. Italy is a party to the 1988 UN Drug Convention; 
the UN International Convention for the Suppression of 
the Financing of Terrorism; and the Council of Europe 
Convention on Laundering 

Confiscation of the Proceeds from Crime. Italy has 
signed 

Transnational Organized Crime. 

16. Italy is a member of the FATF and held the FATF 
presidency in 1997-98. As a member of the Egmont 
Group 

countries\' FlUs. The UIC has been authorized to 
conclude information-sharing agreements concerning 
suspicious financial transactions with other countries. 
To date 

with France 

Slovenia 

Federation 

negotiating agreements with Japan 

Thailand 

Switzerland 

with foreign governments in the areas of investigative 
cooperation on narcotics-trafficking and organized 
crime. There is no known instance of refusal to 
cooperate with foreign governments. 

17. The GOl is firmly committed to the fight against 
money laundering and terrorist financing 

domestically and internationally. However 

relatively low number of STRs being filed by nonbank 
financial institutions 

training efforts and supervision in this sector 
decrease its vulnerability to abuse by criminal or 
terrorist groups. The GOI should also continue its 
active participation in multilateral fora dedicated to 
the global fight against money laundering and terrorist 
financing. 
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Avivi: Turkey 

Ambassador to Turkey 

shared ‘parallel views\' regarding Iran 

Avivi warned that Iran will pose a big threat against Turkey 
if Tehran acquires the capacity to produce nuclear weapons 
and develops missiles with a 4 

satisfied with Turkish efforts to ease regional tensions 

Avivi noted 

opportunity to convey its concerns to Tehran. 
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Talabani Wants Coalition Government in Iraq: In an 
exclusive interview with the mass-appeal daily \"Bugun 
Iraqi President Jalal Talabani said that he will accept the 
position of "officialY President of Iraq for the next four 
years only if a coalition government is formed in the 
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country 

parliament will convene 15 days after the announcement of 
election results to select its speaker and a president for 

the country. Talabani\'s candidate for the Iraqi Parliament 
speaker is Sunni politician Tarik al-Hashimi 

the Iraq Islam Party. Hashimi has close and friendly ties 
with Turkey 

Ministry (MFA.) Talabani will be the sole candidate for 

Iraq Presidency. Talabani says his Sunni vice-president may 
be lyad Samarrai 

other deputy. The Iraq Constitution stipulates that the 
president have two aides -- a Sunni and a Shiite. Iraqis 

will go to the ballot box again in the four months following 
the formation of a government in Iraq to vote for 
constitutional changes. The first half of 2006 will show 
whether Iraq will proceed toward a better future 

civil war 


HRW 2005 Report: Torture Declines 

Still Strong in Turkey: New York-based Human Rights Watch 
(HRW) praised human rights developments in Turkey in its 
annual 2005 report 

commitment\' to reform 

report. The HRW report 

was inhibited by anti-reform elements within the judiciary 
police 

progress in fighting torture in Turkey last year 

number of reports of ill-treatment in police stations was 

lower. Police compliance with laws and regulations is 
generally good 

continued to decline 

from the first moments of detention. The report 

stressed that little progress had been made in ensuring 
freedom of language and free speech. The report underlined 
that women wearing headscarves continue to be excluded from 
higher education 

The HRW said that scores of people had been charged with 
speech-related offenses 

The HRW report also stated that more evidence came to light 
in 2005 which indicated that torture and mistreatment were a 
deliberate part of the Bush administration\'s 

counterterrorism strategy. 
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New Efforts to Make US a Welcoming Country: Turkish papers 
report that in 2006 

efforts to ease the visa restrictions following 9/1 1. 

Reports say that "friendly" customs officials and video 
messages will greet visitors to the US 

will be used for interviews. The Islamist-oriented \"Yeni 

Safak\" wonders whether the video-interviews will be added to 
intelligence files on visa applicants. 


UN Agencies on Turkish Fight against Bird Flu: The World 
Health Organization (WHO) 

(FAO) 

full confidence in Turkey 

beating the bird flu outbreak 

bird flu outbreak in the country has claimed the lives of 
four children in the east of the country. The virus has 

also spread to the west of Turkey. More than 1 million 
birds have been culled across Turkey in efforts to contain 
the outbreak. WHO Contagious Diseases official Margaret 
Chan said the Turkish government has been "acting 
transparently 

international agencies.\' FAO Chief Veterinary Officer 
Joseph Domenech said that the geography and climate of 
eastern Turkey was suitable for the spread of the virus 
that it will take time to achieve results in the region. In 

a statement issued by Turkey\'s National Avian Flu 


ANKARA 00000207 003 OF 004 


Coordination Center 

for suspected avian flu had been identified in laboratories 
in chickens and wild birds in 13 provinces. The statement 
emphasized that a further 59 locations existed today. 
Meanwhile 

reported yesterday that an Iraqi woman died of bird flu ina 
village in Suleymaniye in northern Iraq. The agriculture 
ministry in the Iraqi Kurdistan region said that measures 
were taken to prevent the spread of the epidemic 
particularly in border areas with Turkey. 


Ozkok Visits Paris 

Turkish General Staff (TGS) General Hilmi Ozkok arrived in 
Paris on Thursday on a three-day official visit as the a 
guest of his French counterpart Henri Bentegeat to discuss 
bilateral military issues 

hand 

visit Turkey in early February to discuss mainly economic 
issues 
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PACE to discuss Kurdish Issue in Paris: The Council of 
Europe Parliamentary Assembly (PACE) has begun discussing 
the situation of the Kurdish communities in Iraq 

Iran in a meeting held in Paris on Wednesday 

Agency" (CNA) reports. The gathering 

for last autumn 

lawmaker Murat Mercan 

PACE 

meeting had been selected from supporters of the outlawed 
PKK. Taking Mercan\'s objection into consideration 
Committee on Culture 

‘impartial\’ and "moderateW experts to the conference. A 
report on the Kurds by British Council of Europe member 
Lord Russell Johnston 

meeting. 


Freed Turkish Paragliders Return Home from Iran: Islamist 
rebels in southeastern Iran released three Turkish 
paragliders they had kidnapped in late December 

Turks were Sunni Muslims 

returned home on Thursday. 


CD Manufacturer Sentenced for Music Piracy: \"Hurriyet\" 
reports that a Turkish court has sentenced a CD manufacturer 
to 67 months in jail 

piracy. The report says that it is the first time a 

manufacturer has been jailed in Turkey for piracy 

from street sellers who have been given minor penalties in 
past years. 


EDITORIAL OPINION: Iraq 


\"lraq is Slipping Away" 

Gunduz Aktan commented in the liberal-intellectual \"Radikal\" 
(1/19): \"After every election in Iraq hopes for a 

democratic regime 

insurgency falters. After the last elections 

against the US troops and the Shiites increased. The US is 
withdrawing 20 

expected development. But the US has to announce the second 
part of its withdrawal within six months. At this point 

even the announcement of withdrawal will lead Iraq to 
disintegration. A US military official predicts that the 

Iraqi military will split along ethnic and tribal lines and 

will turn into armed gangs and militants. The US has been 

in close contact with the Sunni insurgents for some time 

an effort to separate the Sunni insurgents from Al-Qaeda 
militants. The US reprimands the Kurds and the Shiites for 
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their efforts to leave Sunnis outside the coalition 
government. The seriousness of the crisis in Kirkuk is 
increasing immensely. Because of their support 

allowed Kurds to migrate to Tamim in large numbers. The 
Kurds also squeezed the Arab population out of Kirkuk and 
settled around 350 

of the main factors leading to the disintegration of Iraq. A 
result could be that the Sunnis and the Shiites join 
together against the Kurds 

possible civil war. Since the terrorist attacks have spread 
to Kirkuk 


\"To Depend on Iran" 

Yilmaz Oztuna wrote in the conservative-nationalist 
\"Turkiye\" (1/19): \"Turkey\'s stance against Iran is going to 
determine its future. In any case 

over its nuclear program. In the end 

level of cooperation with the US -- could either join the 
super states 

rather poor 

US planning in Iran? It is going to repeat its Afghanistan 
and Iraq act in Iran as well. But 

the US to keep all of Iran under its military control. The 
US is going to apply a more developed plan there. And 
Russia and China will learn to be satisfied with verbal 
protests while they wait for their turns.\" 
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continue to focus on the legal possibility that Nour\'s 
sentence could be suspended pending consideration of his 
appeal 

in his conversation with Congressman Wolf. The Egyptian 
media devoted considerable attention to reports in the New 
York Times and Washington Post linking the postponement of 
FTA talks with the Nour case. So far there are no 
indications that the GOE is seeking a quick way out of the 
Nour problem. The most realistic best case scenario is that 
Nour\'s appeal would be heard and accepted by April or May 
triggering an interim release pending a retrial. End 
summary. 


2. (C) The issue of jailed opposition leader Ayman Nour 
figured prominently in U.S.-GOE interactions in January. 
Congressman Wolf 

made the case one of his priorities 

meetings with President Mubarak 
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Justice Minister Aboul Leil 

well as ruling party figure (and presidential son) Gamal 
Mubarak. Wolf emphasized to his Egyptian interlocutors that 
the jailing of Nour was badly damaging Egypt\'s reputation in 
Washington 

reform in the Arab World has become a key element of U.S. 
foreign policy. Wolf also repeated his request (first made 
on his behalf by the Embassy 

be allowed to visit Ayman Nour in prison. The Egyptians 
acknowledged the request 

although it was not granted \"due to a lack of time." 


3. (C) Mubarak and his ministers have reiterated the line 
that Nour\'s case is in the hands of an independent Egyptian 
judiciary and not subject to political influence. They 
emphasized that Nour had received a fair trial 

had the right to appeal. (Comment: The fair trial argument 
is undermined both by the appointment of the same ill-reputed 
three judge panel that tried and convicted dissident Saad 
Eddin Ibrahim of \"tarnishing Egypt\'s image\" in 2002 
because one of the prosecution\'s key witnesses recanted 
announcing he had been coerced into giving false evidence 
against Nour. End comment.) 


4. (C) Wolf also met in Cairo with Nour\'s wife 

Ismail 

Party. (Kassem also discussed the Nour case in a meeting 
with John Hannah 

advisor.) In their discussions with Wolf 

discussions with poloffs 

a legal mechanism 

allow the GOE to release Nour from prison pending 
consideration of his appeal. This mechanism is often applied 
on humanitarian grounds 

Kassem noted. Nour 

disease 


5. (C) President Mubarak apparently ruled out this avenue in 
his meeting with Congressman Wolf (septel) 

nothing would happen in his case until his appeal is 
considered. Earlier in January 

of Cassation 

poloff that his case would receive a priority position on the 
Court\'s docket 


6. (C) Ayman Nour\'s case continues to figure in the Egyptian 
media 

on the U.S. angle to the case. Al-Masry Al-Youm 

most prestigious independent daily 

in its January 18 issue to the Washington Post report that 

the USG had suspended FTA talks in protest over the GOE\'s 
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handling of the Nour case. Earlier in the week 

media covered prominently Congressman Wolfl's request to see 
Nour. Interestingly 

the pro-government daily Al-Akhbar showed a rustic but wise 
peasant urging a kindly 

Nour 


7.(C) Comment: While the President technically has the 
power to pardon Nour 

exercise this power. Moreover 

cave in to foreign pressure 

family are convinced) have a personal grudge against him. At 
this point 

consideration of the appeal by the Court of Cassation - 
perhaps by April or May - and an overturning of the verdict. 
That would trigger Nour\'s interim release 

retrial. In the case of Saad Eddin Ibrahim 

clear parallels to Nour\'s 

him (he was twice tried by the same panel that tried Nour) 
before Cassation issued its own definitive acquittal. End 
comment. 
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approach 

the pike to March. Stoere\'s Chief of Staff confirmed to us 
separately that Stoere is now prepared to follow the British 
direction on reporting Iran to UNSC. 


3. (S) Comment. Aas was obviously pleased by the new 
marching orders he had received from FM Stoere. Norway may 
still be queasy 

course and backtrack on his decision now to follow Britain\'s 
lead. The conversation with Foreign Secretary Straw seems to 
have done the trick and brought Stoere on board. 


Visit Oslo\'s Classified website: 
http://www state.sgov.gov/p/eur/oslo/index.cf m 


WHITNEY 
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Argentina 

the region. The Kirchner-Morales meeting did not produce any 
official changes in the price or volume of Bolivian natural 

gas exports to Argentina. The meeting appears to have served 
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primarily to address the public perception of a rift between 
the two leaders. End Summary. 


2. (U) President Nestor Kirchner dispatched an airplane to 
bring Bolivian President-elect Evo Morales to Buenos Aires 
for a meeting on January 17. Kirchner had reportedly not 
extended Morales an invitation to visit Argentina when he 
called to congratulate the Andean president-elect on his 
victory in the December 18 election. Press reports 
characterized Kirchner\'s gesture as correcting an oversight 
by the Argentine Foreign Ministry in not suggesting to 
Kirchner that he invite the president-elect to make a stop in 
Argentina following his win in December. Morales visited 
Argentina after meeting with leaders in Venezuela 

Brazil 

coverage of the meeting with Kirchner has suggested that it 
was organized to dispel rumors that Morales distrusts or is 
sending a message on gas prices to Kirchner. The discussion 
outlined general domestic and bilateral themes the incoming 
Morales administration will face. Cabinet Chief Alberto 
Fernandez 

Jorge Taiana 

participated in the meeting. 


3. (U) Foreign Minister Taiana appeared with Morales during 
a brief press event at the Casa Rosada that followed the 
meeting. A journalist asked Morales whether Kirchner had 
given him advice on managing relations with the U.S. Morales 
responded that Kirchner told him to defend Bolivian interests 
but 

cautious. Morales said that one of the themes of the meeting 
was the idea of forming an \"energy alliance" that would 
include Argentina 

the energy problem would be \"one of the themes of the 
millennium 

first step toward the development of this \"alliance\" could be 
the barter exchange of natural gas for technology from 
Argentina to expand the distribution of natural gas within 
Bolivia. Morales announced that \"Bolivians cannot live on 
top of the gas and live without it. This must end." 

Business daily \"El Cronista Comercial" reports that 

the meeting with Kirchner 

Argentina\'s agreement with Venezuela on the exchange of 
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Venezuelan fuel oil for Argentina\'s agricultural technology 
and equipment. 


4. (U) Press reports on January 6 quoted Bolivian Vice 
President-elect Alvaro Linera as saying that Morales would 
visit Argentina to \"negotiate a regional market price (for 
natural gas) that fundamentally benefits Bolivia.\" Morales 
explained during the press conference that Bolivia is 
\"interested in strengthening energy agreements 

serious interest in increasing the volume of (natural gas) 
exports 

that he could not make any official changes in price or 
volume before he takes office on January 22. 


5. (C) Both Kirchner and Taiana expressed their views to 
Assistant Secretary Shannon and the Ambassador on January 12 
that Bolivia under Morales was entering uncharted territory 
(Reftel A). Neither was ready to offer a concrete GOA plan 

of action in support of the Morales government. Kirchner 
noted that Argentina has multiple bilateral strategic 

interests with Bolivia and said that MERCOSUR was the best 
mechanism to address issues of economic and political 
stability in Bolivia. Kirchner pledged during those meetings 

to work closely with President Lula to ensure the 
\"consolidation of republican institutions\" in Bolivia. The 

only demonstration of support appears to be an offer of an 
energy-for-industrial-goods bartering arrangement similar to 
the current relationship Argentina has with Venezuela (para 

3). Planning Minister DeVido made reference to GOA\'s 
willingness to establish a bartering arrangement with Bolivia 
during a January 12 meeting with Assistant Secretary Shannon 
and the Ambassador (Reftel B). 


6. (C) The January 17 Kirchner-Morales meeting appears to 
have been a protocol visit more than anything else. There 
was no progress in establishing a price for future purchases 
of Bolivian natural gas. The GOA did 

avoid the appearance of slighting 

slighted by 


7. (C) To see more Buenos Aires reporting 
website at: http://www.state.sgov.gov/p/wha/buenosaires.< /a> 
GUTIERREZ 
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while at the same time \"emphasizing that (the GOA) supported 
the work of the IAEA in relation to the application of 

safeguards in the Islamic Republic of Iran and of conformance 
with the Non-Proliferation Treaty... and 

of the diplomatic efforts undertaken by Germany 

United Kingdom and the European Union. 

GUTIERREZ 
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Classified By: Charge DVAffairs Jeffrey Levine 


1. (C) SUMMARY. The main event on Bulgaria\'s political 
calendar this year is often considered to be the November 
presidential election 

Chief Prosecutor today may have more of a lasting impact on 
BulgariaWs future. As previewed with the Ambassador by 
Interior Minister Rumen Petkov on January 17 

Judicial Council selected Boris Velchev 

adviser to President Purvanov 

members voting in favor. Velchev is well and favorably known 
to the Embassy. With Velchev\'s replacement of the incumbent 
Prosecutor Nikolai Filchev 

rule-of-law climate will see immediate improvement. Filchev 
is widely acknowledged to be the most capricious and 
vindictive high-ranking public official in Bulgaria 

powers of his office are vast. The EU views selection of his 
replacement as one of Bulgaria\'s few opportunities to 
demostrate its credibility on rule-of-law issues before its 

final report. END SUMMARY. 


2. (U) The Supreme Judicial Council (SJC)))the principle 
body that overseas the judiciary))elected Boris Velchev 

the head of President\'s Legal Council 

Prosecutor on January 19. Although several names had been 
circulating in the press as possible candidates 

the only nominee proposed by the SJC. Shortly after the 
nomination 

the position rather than wait until January 22 when they were 
obligated to start the election process. 


3. (C) Interior Minister Petkov told the Ambassador in a 
meeting on January 17 that Velchev had emerged as the 
front-runner to succeed Nikolai Filchev as Chief Prosecutor. 
At that time 
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minimum 17 votes on the Council needed to ensure the 
selection of Velchev. Petkov praised Velchev as the right 
person for the job 

the fact that he was acceptable to the judicial system. He 
asked the Ambassador directly how the U.S. would react to 
Velchews selection. The Ambassador responded that the U.S. 
reaction would be positive 

be replaced. 


4. (U) Opposition parties were quick to criticize Velchev\'s 
election and the fact that he was the only nominee. They 
charged that the Chief Prosecutor\'s election was clearly 
rigged and that the government and President had blatantly 
interfered in the independence of the Supreme Judicial 
Council. Peter Stoyanov 

Forces (UDF) 

the election of the Chief Prosecutor the politicians of the 
ruling coalition openly arranged for the SJC to elect a 
specific person to the post" with the help of the President. 
Another member of UDF said Velchew's election was a clear 
violation of the independence of the individual branches of 
government and likened it to an attempt by 
\"someone\"--presumably the President--to consolidate all the 
branches of government into one. 


5. (C) According to the law 

magistrates 

university professors---must initiate the selection process 

for a new prosecutor general one to two months before the 
incumbent\'s term expires 

A Chief Prosecutor must first be nominated by the SJC (or by 
the Justice Minister) by at least one-fifth of SJC members. 

In order to be elected 

out of the 25-member SJC. Velchev received 23 of 25 votes 
according to the press. The overwhelming support for Velchev 
surprised many 

Tanchev 

knows Velchev well. Tanchev told us he expected 18-20 votes 
for Velchev. He believes the quick vote was a smart tactical 
move by Velchev\'s supporters 

Velchev\'s opponents enough time to organize a campaign 
against him. Tanchev worried out loud that Velchev could be 
risking his life for this job if he proceeds in the direction 
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he has indicated 

cronies. He confirmed that 
resign 


6. (C) Velchev\'s replacement of the incumbent Prosecutor 
Filchev could represent a dramatic shift in the rule-of-law 
climate in Bulgaria. Filchev is widely acknowledged to be the 
most capricious and vindictive high-ranking public official 

in Bulgaria 

last seven years 

and his cronies and to pursue judicial vendettas against 
numerous real and perceived enemies. This 

Chief ProsecutorYs almost complete lack of accountability 
under the constitution ) BulgariansY describe him as 
\"responsible only to God\" -- make the choice of a new Chief 
Prosecutor a bellwether for both the U.S. and the EU of 
Bulgaria\'s willingness to confront the problems of organized 
crime and corruption. According Interior Minister Petkov 
Filchev is likely to be appointed an ambassador 

a former Soviet republic like Kazakhstan. The idea is to send 
Filchev to a country \"without a direct flight\" to Bulgaria 
quipped Petkov. (We suggested Minsk 

and Lukashenko would quickly develop a strong affinity.) 


7. (C) Boris Velchev 

associate law professor and has a PhD in law. He teaches 
criminal law at Sofia University and the University of Veliko 
Turnovo. He currently serves as the Chairman of the 
President\'s Legal Council. Velchev\'s family was closely tied 
to the former communist regime 

in the news media. His grandfather was a Politburo member 
who was close to Todor Zhivkov. His father was a diplomat 
under the communist regime and last served in Moscow. 
Velchev himself is a former member of the communist party 
who now sympathizes with the Bulgarian Socialist Party. 
Velchev is candid and straightforward and has been described 
as \"not easy to manipulate.\" In conversations with Embassy 
contacts 

\"mentally unstable\" and \"sick.\" In private conversations 
with us 

corruption in the government and political parties 

exceptions even for the BSP. 
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8. (C) Opposition charges that Velchev\'s selection was 
manipulated by the President are probably true 

point: Purvanov and others like him recognize the high 
stakes involved in the selection of new Chief Prosecutor and 
wanted to ensure that no one close to Filchev got the job. A 
number of EU missions had warned the selection of Filchev\'s 
replacement would be watched closely. With less than three 
months before its final review for 2007 EU entry 

has only a limited opportunity to demonstrate progress. The 
government as a whole clearly hopes Velchev\'s selection will 
seem a winning message. 

Levine 
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obligation that Palestinian candidates give up weapons and 
recognize Israel...seem very awkward.8 


-- Hasan Asfour wrote in Al-Ayyam that he was awaiting 
January 26 for the results of the PLC elections 
&admitting political facts is not a mishap or a taboo; on 
the contrary 

mistake.8 Asfour maintained that the next legislative 
council 

the first council 

the Oslo Agreement. 


-- Al-Quds ran a political cartoon showing a man about to 
cast his vote in a balloting box with his face directed 
toward a cracked ceiling with the words: &Under the Oslo 
ceiling8 written underneath it. 


-- Al-Quds carried a front-page story was a denial by the 
\"Islamic Jihad Movement in Palestine" that any of its 
political or military members are running for legislative 
elections. Nafeth Azzam 

re-affirmed the movement 

rejecting the legislative elections and requiring all Islamic 
Jihad affiliated groups and institutions to boycott them. 


-- Al-Quds also reported that during a meeting organized by 
the &Coalition for Jerusalem8 candidates on various 
electoral lists asked the PA and Palestinian negotiators to 
clarify the electoral procedures in Jerusalem. 


Op-eds: 
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-- In its main editorial 

Palestinian cabinet should primarily consist of youth 
they are better experienced and more capable to lead. 


-- Khalid Al-Huroub commented in al-Quds that the forthcoming 
elections would be an element in the promotion of Palestinian 
legitimacy and a direct factor in stopping the ongoing state 

of anarchy in the Palestinian areas. 


-- Veteran columnist Talal Okal commented in al-Ayyam that 
over 90 percent ofthe new PLC will be controlled by partisan 
politics. 


-- Mohammad Yaghi maintained in al-Ayyam that Hamas 
political platform does not greatly differ from that of 
Fatah 

objective from its electoral campaign. 


-- Al-Hayat al-Jadida 

wrote that the next PLC will better reflect &real 
parliamentary life8 and will be a much better 
counter-balance to the executive branch. 


WALLES 
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Reuters published a statement from MEND stating that all 
deadlines be disregarded and no harm was meant to the 
hostages. 


2. (C) Chief Deka 

Area (EA) communities 

Officer the \"white men\" were in Government Etempolo\'s camp. 
(Note. The spelling of this name is particular to Shell. 
Elsewhere it is spelled Ikpompolo or Ekpompolo. End Note.) 
He said the abductors had opened a line of communication with 
a \"prominent Bayelsa chief\" and made it clear they would 
decide on Friday or Saturday whether to hold or release the 
hostages. Deka advised Shell to use their influence with the 
government to insure the kidnappers were punished severely or 
else they could expect an endless cycle of attacks. 


3. (U) The efforts of the Nigerian military to stabilize 

the area continue to be hampered by poor communication 
equipment breakdown 

10:00 January 19 

said again they had \"no clue\" where the hostages are. The 
P-219 naval ship 

for support 

planned supply trip across the Benin River because the 
military did not have enough personnel to prevent it from 
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being attacked. A reported 7 - 9 soldiers stuck in Brass 
Creek have insisted that Shell evacuate them by helicopter. 


4. (C) Guy Colgate 

in Warri 

equipment" and will have to regroup 

before it can be effective. He said Shell was helping with 
fuel and logistics but that the situation was not good. 

Colgate also said that the JTF along with Delta State ljaw 
leaders had forced leaders of the United ljaw Freedom 
Fighters (UIFF) from their communities and that Government 
Etempolo was involved in this action. He said the JTF felt 
the UIFF was one of the groups that now comprise MEND. 


5. (C) Colgate told Simon Hughes and other British Scotland 
Yard officials that the trial of ex-Bayelsa Governor Diepreye 
Alamieyeseigha 

to efforts to recover the hostages. Hughes promised to ask 
the High Commissioner to pressure the GON to delay the trial. 
Many oil company executives 

officials believe the ex-governor is ultimately behind the 
attacks 


6. (SBU) The FPSO \"Sea Eagle has downgraded from amber to 
green security alert but has not yet made any decisions to 

restore production. Shell also released revised casualty 

injury 

civilian); 54 injured; 634 evacuees (350 from the Southern 

Swamp and 284 from the Northern Swamp) and another 46 
employees 

HOWE 
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dealt with at all levels of government 

civil society. Today we are establishing the workforce that can 
move this great effort forward.\" He also reviewed Sao Paulo 
state\'s 2005 anti-piracy successes 

conducted 

criminals jailed. Additionally 

and DVDs 

counterfeit tennis shoes and watches. 


4. Comment: Consulate General Sao Paulo\'s persistent efforts 
with state and local governments to beef up anti-piracy measures 
are starting to produce results. In meetings with state and 

local government leaders in southern Brazil 

consulate officers have urged the creation of state and local 
agencies like the CICP 

established in the southern state of Rio Grande do Sul (Refs A 
and B). Also as a result of Consulate advocacy efforts 
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city and state officials pressed federal officials to launch 
recent raids on some of the city\'s most notorious outlets for 
pirated goods (Ref C). State and government officials 

with private sector organizations 

Association and other industry leaders 

appreciation and recognized the critical role the Consulate 
played in bringing about these successes. End Comment. 
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102 
Bolivian Inauguration.\" Quote: 


VThe presence of the (Chilean) president in La Paz...signals the 
goodwill Chilean diplomacy has shown to Bolivia in recent years." 


2. On January 19 
an editorial entitled 


“Two neighboring countries that do not have diplomatic relations 
that have been deeply involved in a mute dialogue for decades and 
subject to misunderstandings and suspicions 

of all the channels that could open the gates to a dialogue.\" 


3. On January 19 

102 

Imaginaccion Consultants Sergio Molina: \"Squaring the Circle.\" 
Quote: 


\"Maybe leadership beyond confrontational male logic might be what 
both countries need. Only time will tell.... Who can deny the 
attraction caused by two outsiders--a woman in male world and an 
indigenous in a white world--that may be called upon to square the 
circle?" 


KELLY 
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condemned political violence 

parties had been victimized and that everyone should be free 
to hold meetings. 


4. (SBU) Comment: As reported in reftel 

incident directly relating to the presidential campaign is 

cause for concern. These details indicate 

this incident appears to be more a flare-up of ongoing 

tension in St. Marc 

implications. Benoit\'s response was heartening: there seems 
to be some recognition among the major candidates that 
campaign tempers need to be cooled. End comment. 
CARNEY 


Column 3 

50153 

50154 

of this conspiracy is Evanan Romero who is a US resident with 
homes in Coral Gables 

which he appears to have violated in several respects.\" KLP 
does not detail further details of the alleged violation. 


6. (C) Romero 

package for the contract KLP won 

speculation in the Guatemalan oil market. He put together a 
team of petroleum experts and has used his connections in 
Guatemala to put forth plans that he freely describes as 
potentially very profitable. A protege of former Venezuelan 
Energy Minister Humberto Calderon Berti 

brought in Berti\'s company 

partner 

prepare the GOG offer. KLP alleges that Romero has close 
ties to the Berger administration 

Cementos Progreso 

Minister Letona to rescind the contract with KLP. 


7. (C) Comment: We have heard rumors of a plot by the GOV 
to covertly enter the Guatemalan petroleum industry from 
sources in the GOG and private sector. However 

is extensive public sector corruption in Guatemala 

more influence peddling among its small economic elite 

have no solid evidence to support these rumors. Most 
troubling is the disqualification of KLP Industries from the 

oil concession it won in open bidding 

public announcement that it had not met the qualifications -- 
which KLP denies. The GOG energy official responsible for 
assigning oil concessions told us he was fired because he did 
not go along with what he called a charade designed to select 
a Venezuelan company. However 

is true 

Venezuelan American 

Guatemalan oil market 

DERHAM 
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is \"unjustified.\" 


4. (S/NF) Annabi readily accepted my observation 

UN assignments in Cambodia 

Missions all have weaknesses. | recounted 13 January 
observations to me by ICRC ResRep Cedric Piralla (protect). 
He cited NGO figures for civilian casualities in Cite Soleil 

as having risen from 100 wounded in October to between 170 
and 205 in December. Half of these are women and children. 
Assertions that all were used as human shields strain 
credulity. He noted that Jordanians fired 28 
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in December 

frequently shoot in the air. ICRC plans to raise these 

issues in writing with the Acting Force Commander. Annabi 
mentioned that he 

expenditure of ammunition. He said that Jordanian military 
leadership has proven poor in a number of missions other than 
Haiti (ref B) 

who himself spent a period as a mid-ranking member of a UN 
peace-keeping mission 

that he had seen the Jordanian Commander here who said flatly 
that his forces would not enter Cite Soleil. The officer 

needs to be removed 

Jordanian unit must be transferred elsewhere in Haiti and 
different units brought in. We raised moving the Pakistani 
Formed Police Unit (100 strong) currently in Gonaive that 
actually has armored vehicles with it 

and 

Uruguayans and putting the Jordanians in the much more 
peaceful south 

the first round of elections. 


5. (S/NF) In further discussing electoral security 

described to Annabi the PM\'s 14 January ideas (ref. C) about 
adding an important psychological element of deterrence 
against election-day violence through the presence of first 
world military. Annabi confirmed that the idea had come from 
the SRSG and that New York favors it. The PM had spoken to 
me of bringing in Canadian or French forces for a short 

period and asked that the U.S. 

the ground 

present three or four days before the elections and then on 
election day. He suggested that 

the practice of civic action works or 

that definitely helicopters from the ship should be seen 
regularly in the skies around the capital. | doubted that 

civic action efforts would be possible 

shipboard lunch for the President or PM 

helicopters to carry command staff of the ship to lunch at 

the U.S. Residence. | told Annabi that Washington is seized 
with the matter. 

CARNEY 


50156 

50157 

50158 

12 Iranian nationals indicted by Argentina for their roles in 
the AMIA attack. The Staffdel assured Burgos that the U.S. 
Congress backs the Administration\'s full diplomatic support 
to help Argentina make its case to reinstate the red notices 
based upon any new indictments. With that in mind 
Staffdel emphasized the importance of close coordination 
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between the Special Investigative Unit and the USG. Such 
coordination will allow for timely diplomatic intervention to 
counter a certain Iranian campaign against reinstatement of 
the notices. 


7. (SBU) Burgos told the Staffdel that he was unable to 
predict exactly when his office would be issuing new 
indictments 

period between May and July 2006. He added that he would 
like to issue indictments before July 18 

the bombing. (Note: Burgos said that any new indictments 
would involve only AMIA\'s \"international connection!" (i.e. 
Iranian nationals). His office does not have any immediate 
plans to re-open cases against those Argentines alleged to 
have comprised the \"local connection 

in 2004 (reftels). The GOA is currently appealing those 
acquittals. End Note.) Burgos admitted that Argentina faces 
an uphill battle in Interpol 

new case that Interpol will have to judge on its own merits. 
The organization will not be able to use the same arguments 
it used to cancel the red notices. Still 

strong as it could be due to an absolute lack of cooperation 
from Iran 

to Burgos. The U.S.Ys support at Interpol is therefore 
crucial. 


8. (SBU) The Staffdel also focused on the AMIA case during a 
January 10 meeting with MFA Undersecretary for Foreign Policy 
Ambassador Luis Cappagli and members of his staff. Mackey 
and Oostburg Sanz stressed the importance of the case to the 
U.S. Congress 

possible toward justice for the victims. Cappagli complained 
about Iran\'s unwillingness to cooperate 

Argentina does not have a lot of cards to play because of the 
low level of the bilateral relationship. MFA Middle East 
Director Ambassador Ramon Villagra Delgado told the Staffdel 
that Argentina is \"disappointed and angry" at the lack of 
results from the AMIA investigation 

frustration expressed by the Staffdel regarding the length of 
time the case has dragged on \"is the frustration felt by 

every decent Argentine" Villagra explained that Iran used 

to be Argentina\'s largest trading partner in the Middle East 
but after AMIA Argentina shut down the trade relationship 
completely. Villagra also said that \"there is no possibility 

that Argentina will ever get to any agreement with Iran short 

of Iran honoring its word to provide full cooperation to the 
investigation. We don\'t trade the blood of our people for 
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anyone\'s money.\" 


9. (SBU) Tracking Embassy efforts 

to begin work with friendly nations toward a better Interpol 
result the next time. Cappagli agreed 

Argentina has to be realistic and cannot ignore the fact that 
very few nations at Interpol thought Argentina\'s groundwork 
was solid enough to maintain the red notices. Cappagli also 
noted that taking action before new indictments are issued 
could be construed as GOA interference with the domestic 
justice system 

that the new indictments were politically motivated. The DCM 
said the red notices incident at Interpol was a sad example 

of governments not fully understanding the case and confusing 
its international aspects with the internal. He stressed the 
Embassy\'s long-term commitment to assist in the case 

told Cappagli that the U.S. would use its diplomatic and 
political muscle in another push to support Argentina if/when 
new indictments are issued. 

10. (SBU) The Staffdel questioned why Argentina has failed to 
take a harder public line against Hizbollah 

arguing for its inclusion on the UNSCR 1373 terrorist list. 
Villagra answered that \"Argentina knows all about Hizbollah 
but cannot make any changes to its policy until an Argentine 
judge rules that Hizbollah was involved in AMIA. Argentina 
has not acted against Hizbollah to date because of concerns 
about the stability of Lebanon 

parliamentary representation 


11. (SBU) The Staffdel also asked Cappagli about Venezuela 
and Bolivia 

concern about the deterioration of democracy in Venezuela 
especially as it relates to the rule of law and the 

concentration of power in the executive branch. Cappagli 

said that presidents Chavez and Morales are best dealt with 
through constructive engagement and not by \"isolating these 
countries.\" Oostburg Sanz emphasized that Congressional 
leaders do not seek to isolate Chavez 

alternative courses of action almost inevitable 

by the rebuke of Codel Hyde in November 2005. Oostburg Sanz 
also said that it is a pity that Argentina 

many decades in the region 

Members of Congress as a follower of Venezuela and Chavez 
because of its failure to pressure Venezuela on key democracy 
and rule of law issues. 


12. (SBU) Much of the Staffdel\'s time in Argentina was 
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dedicated to meetings with Jewish community organizations. 
Those meetings allowed the Staffdel to hear a range of views 
about the progress of the investigation and the role and 
comfort level of the Jewish community in Argentina. The 
Staffdel\'s schedule included meetings with the AMIA 
leadership; the directors of AMIA sister organization DAIA; 
Argentina\'s branch of the Simon Weisenthal center 

religious leaders; and victims\' associations and their legal 
representation. There is overwhelming consensus in the 
Jewish community on the importance of pressing forward 
vigorously with the investigation and seeking new 
indictments. Jewish leaders of AMIA and DAIA vowed to 
continue to lobby the GOA to make the AMIA case a top foreign 
policy priority. 


13. (SBU) Staffdel Mackey\'s visit was a real boost to the 
Embassy\'s longstanding commitment to see justice done in this 
case. ltwas important for the relevant Argentine officials 

and organizations to see that the U.S. Congress and Executive 
continue to speak with one voice on this issue 

branches are still watching developments closely 

the U.S. remains fully involved and willing to assist in any 

way possible. 


14. (SBU) The Staffdel recommended that the USG be fully 
coordinated and ready to act when new indictments are issued 
and international arrest warrants are forwarded to Interpol. 
Specifically 

WHA) should coordinate a USG position with DOJ 

office from State or DOJ assuming responsibility (and 
accountability) for overall management of the USG effort in 
support of Argentina\'s position at Interpol. The staff of 

the HIRC plans to follow up with State and DOJ to ensure USG 
preparedness. 
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that the next one will be more disciplined and intelligent.\" 

Arias said that political parties in favor of the 

U.S.-Central American-Dominican Republic Free Trade Agreement 
(CAFTA-DR) will win at least 70 percent of the vote. Arias 
criticized the USG for \"unilaterist\" positions on 
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international issues like the Kyoto Protocol and 

International Criminal Court (ICC). He said he hoped the USG 
would be more supportive\" of Latin America out of 
self-interest 

an \"imperial\" president with tight control over every aspect 

of governing 


2. (SBU) During the visit of Representative Burton (R-IN) to 
Costa Rica January 10-12 

President Abel Pacheco and former president Oscar Arias 
(1986-90) 

discussions focused on the elections and on what can be 
expected of the next government. 


Oscar Arias\'s Views 

3. (C) Oscar Arias 

first vice president 

physically draining. He said he was the target of attacks 

from all the other candidates because he supports CAFTA-DR 
and wants to do away with public monopolies. Arias knew that 
Ambassador had visited AriasVs principal opponent 

Solis 

wanted to know what Solis had said about him (Arias). 
Ambassador skirted the question. (Note: In fact 

Arias was corrupt 

narcotraffickers 

Jose 2930) Arias told us that Solis was misleading voters by 
telling them that CAFTA-DR can be renegotiated. Burton 
commented that renegotiation was out of the question 
\"fine-tuning\" of the treaty was possible after ratification. 
Moreover 

eligible for benefits under the Caribbean Basin Initiative 

(CBI). 


4. (C) Arias said that Costa Ricans have reason to be 

annoyed with the political class. Former presidents are 
suspected of corruption 

years with a do-nothing government and fragmented 
legislature. Though confident of victory in the February 5 
elections 

Laureates--Mikhail Gorbachev and Lech Walesa--were rejected 
by voters. He is urging voters not to split their vote 

to vote both for him for president and for the National 

Liberation Party (PLN) list for the Legislative Assembly. 
Although he does not expect a PLN majority in the Assembly 
he does expect pro-CAFTA-DR political parties to win at least 
70 percent of the vote. Chinchilla noted that the fate of 
CAFTA-DR will be decided in the newly elected Assembly after 
May 1; the most the current Assembly can do is vote CAFTA-DR 
out of the International Relations and Trade Committee. 
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(Note: The chairman of that committee 

us the same thing. See San Jose 91) Chinchilla added that 
Assembly rules do not permit closing out debate and that 
there were no shortcuts on ratification 

would be debated in the plenary before June or July. She 
said there are currently 37 to 42 votes in favor of CAFTA-DR 
in the 57-member unicameral Assembly. 


5. (C) Arias said he hoped the USG would be more 
supportive\" of Latin America out of self-interest 

morality. He said he had planned to send his brother Rodrigo 
to Washington after the election to seek funds from the 
Millennium Challenge Account. Ambassador pointed out that 
those funds were for very poor countries and that Costa 
Rica\'s per capita income was well above the cutoff. Arias 
responded that Costa Rica desperately needed to make 
investments in infrastructure and that 

has been \"somewhat successful" economically 

be punished\" for that success. 


6. (C) Arias criticized the USG for \"unilateralist\" 

positions on international issues like the Kyoto Protocol 

the ICC 

Regarding the last 

Trade Treaty proposal 

the world.) He said these were \"moral issues for tne good of 
the world and for the good of everyone.\" Ambassador 
responded that while we do not agree on everything 

key issues in Costa Rica and the region--namely consolidating 
democracy and fighting poverty with more open economies--we 
do agree and can work together. 


President Pacheco\'s Views 

7. (C) President Pacheco 

Roberto Tovar 

Duenas 

accomplishments 

reserves 

longevity. He said that because of his careful 

approach to CAFTA-DR ratification 

population supports the treaty; before 

80 percent were opposed. (Note: Embassy is not aware of any 
poll showing that at any time a majority of Costa Ricans were 
against CAFTA-DR.) Pacheco nevertheless expressed relief 
that 

administration. 


8. (C) Pacheco complained that his administration was 
hampered by constant attacks 
of his own party 
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He said that the legislature he had to work with was \"the 
craziest in the worldW and that the peculiar rules of the 
legislature allowed a small minority of deputies to block 
fiscal reform for nearly four years and counting. He said it 
was unrealistic to expect much progress on CAFTA-DR in the 
Legislative Assembly this term because the deputies return 
from vacation only on February 6 and have less than three 
months left in their term 

confident that there were sufficient votes in favor of 
CAFTA-DR and that there would be even more in the next 
Legislative Assembly. He said the next set of legislators 
will be more disciplined and intelligent." 


9. (C) Pacheco said that Arias will be an \"imperial\" 
president 

burned his bridges to the public sector labor unions and 

\"will need me (Pacheco) to keep the country from bursting 
into flames.\" Pacheco said Arias will keep the reins tight 
over his ministers 

affairs. Tovar said the rumors are that Bruno Stagno 

young Arias protege and currently Costa Rican Permrep in the 
UN 

Arias would be wise to keep Ambassador Duenas in Washington. 
Duenas denied hearing anything from the Arias camp 

he might accept if asked. 


10. (C) Representative Burton asked about any evidence of 
meddling by Hugo Chavez in Costa Rica. Pacheco said he was 
certain Chavez was funding labor unions and spreading money 
around marginalized sectors of society 

groups. As evidence 

from a Talamanca Indian chief of southeastern Costa Rica 
with the chief quoting from Simon Bolivar. \"What do the 
Talamanca people know about Bolivar" Pacheco asked. 
Pacheco said there were no signs of direct involvement by 
Chavez in the Costa Rican elections 

surprised to see Chavez supporting candidates in Nicaragua 
and Mexico. 


Comment 

11. (C) We expect Pacheco\'s political career and influence to 
end the day he leaves office on May 8. He is widely seen as 
a failure and the reason why his chosen successor 

Toledo 

point 

labor unions--Arias wants to get rid of the public monopolies 
that are the source of the unions\' strength. This does not 
mean Arias will privatize; he will not. Instead 

gradually open up closed sectors of the economy like 
telecommunications 
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and importing of hydrocarbons. The unions see such an 
opening as the beginning of the end for the sweet deal they 
have enjoyed over many years. The struggle between Arias and 
the unions will be bitter and hard fought. 

LANGDALE 
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ALLIANCE 


1. (U) This is the 15th cable in a series reporting on the 
second year of the administration of Dominican president 
Leonel Fernandez. 


Dominican Politics II #15: 
The Emerging &Pink8 Alliance 


(U) Since October 

negotiating with the third-ranked PRSC or \"reformista\" party 

to form an alliance for the May 16 elections. The press has 
taken to calling this risky venture the &pink8 alliance 

since the PRD color is white and the Reformista color is red. 
The negotiations have focused on selecting common candidates 
for each position to be decided in the elections ) each 

house in the Senate and the House of Representatives 

mayoral office 

(regidores). By late November 

general ) Orlando Jorge Mera (PRD) and Vctor Gmez Casanova 
) announced that the alliance had been agreed 

to negotiation of a few details. 


(U) The &details8 were in fact the toughest issues to 

resolve ) candidacies in at most 10 provinces and 
municipalities where one party or the other thought it had a 
sure winner and was unwilling to yield to one from the other 
party. Since the new year it has become obvious that the 
negotiations were deadlocked 

statements to the press by Jorge Mera and Gmez Casanova 
accompanied by photos of the two young men smiling and 
shaking hands. 


(U) The strongest resistance has come from the PRSC. With 

far fewer incumbents than the PRD in Congress and in the 
municipalities 

few winners in hand. PRSC President &Quique8 Antn Batlle 

has been openly skeptical that the alliance will work 

PRD President Ramn Alburquerque continues to make supportive 
statements. 


(U) Many commentators have pointed out the unprecedented 
nature of this proposed alliance between parties that have 
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been arch-adversaries for more than 40 years. The only other 
national alliance in recent memory was the PRSC-PLD alliance 
in 1996 

Balaguer for the purpose of preventing PRD caudillo Pea 
Gmez from winning election as his successor. Skeptics argue 
that even if the parties agree on the alliance 

unable to induce party members in some jurisdictions to 

follow instructions and vote for candidates of another party. 


(SBU) PRD Secretary General Jorge Mera confirmed to us on 
January 18 that some mid-level leaders in each party oppose 
the pact. He acknowledged that about 20 percent of PRD 
officials leaders are against it. Despite that 

and Gmez Casanova have now reached what they believe is an 
acceptable accord 

of the large municipality of Santo Domingo West told the 
political officer separately that he supports the pact and 
believes his PRD constituents will also do so 

voting for the alliance 

from Santo Domingo Province 

Bergs (who is the father of PRSC Secretary General Gmez 
Casanova). 


(U) The PRD Presidium was scheduled to take up the question 
of an alliance at a January 18 meeting 

convoked a large Assembly of the party 

January 29 for the same purpose. Rumors of unresolved local 
candidacies continue to circulate. To qualify for the May 16 
election 

Election Board by March 7. 


(U) If approved 

for every post up for election: 32 senators 

151 mayors 

The candidates will be drawn from both parties and probably a 
few from minor parties allied with the two major ones. There 
will be one joint slate of candidates and one ballot. 


(SBU) Jorge emphasized to us that the alliance will not be 
about just divvying up electoral opportunities. Negotiators 
intend to forge a common &national agenda8 or action plan. 
Prominent economist Miguel Ceara Hatton 

with the UN Development Program here 

platform. Ceara Hatton was one of the authors of the 
hard-hitting 2005 UNDP Human Development Report. 


(SBU) Jorge says the parties see the alliance as not just for 
this year 

election 

such a candidate would come from the current top echelon of 
either party. He said that an alliance in 2008 would launch 
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&a new historical cycle.8 


2. (U) Drafted by Bainbridge Cowell. 


3. (U) This piece and others in our series can be consulted 
at our SIPRNET web site 
(http://www.state.sgov.gov/p/wha/santodomingo) along with 
extensive other material. 

HERTELL 
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sensitive matter and needed to be managed carefully;\" and (3) 
the requirement that Costa Rica recognize the U.S. meat and 
poultry inspection system and \"automatically\" approve U.S. 
federally inspected meat and poultry products is not part of 
CAFTA-DR and therefore should not be imposed on Costa Rica. 
Coto said that if Costa Rica recognized the U.S. inspection 
system 

have to do the same for other CAFTA-DR countries. 


5. Representative Burton noted that the U.S. inspection 

system had the highest standards of quality and safety in the 
world. The safety of the U.S. food supply 

second to none. Burton promised nevertheless to communicate 
Coto\'s concerns to his colleagues and to USTR in Washington. 


Acting Minister of Foreign Trade 

6. Ina separate meeting 

United States was already Costa Rica\'s biggest market 

was room for expansion. She said that her ministry was in 
the midst of reviewing its marketing strategy in the United 
States and was considering opening two or three new offices 
around the country apart from the office that already exists 

in Miami. Osterlof repeated Coto\'s complaint that the United 
States was \"imposing requirements\" on Central American 
countries that were not part of CAFTA-DR. Opponents of the 
treaty 

concessions to the United States without getting anything in 
return; they use such arguments to delay ratification and to 
urge renegotiation of the treaty. 


7. Representative Burton responded that renegotiation of 
CAFTA-DR was out of the question 

of the treaty was possible after ratification. He said it 
was important that Costa Rica not delay in ratifying and 
implementing CAFTA-DR because it was unlikely that the 


country would continue to receive Caribbean Basin Initiative 
(CBI) benefits. 
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Press Coverage 

8. CODEL Burton was widely covered in the press 
an interview that covered more than half a page in the 
January 13 edition of \"La Nacion." In the interview 
focused on the need to combat leftist influence in the 
hemisphere with investment 

another interview 

\"EI Finaciero\" on January 16 

Rica does not join CAFTA-DR within two years of the 
entry-into-force date of treaty 


Comment 

9. Regarding equivalency 

Ministries of Agriculture and Foreign Trade coordinated to 
deliver a message to the United States. This was the first 

time that Costa Rican officials denied that the GOCR had made 
a commitment during the CAFTA-DR negotiations to undertake an 
equivalency determination with respect to the U.S. meat and 
poultry inspection system. In past contacts with AGATT 
working-level officials certainly stalled and came up with 
various excuses for the lack of progress toward equivalency 
(including the political difficulty of the task) 

never disavowed the commitment. 
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facilities for travelers from affected areas. The next 

step in the simulation was a WHO announcement that the 
global flu pandemic was in WHO phase 5 

raised its alert level to \"B.\" Finally 

level \"C\" as the world was in WHO phase 6. Taiwan uses 
the following 5-level system for its pandemic alert 

levels: 


a) Level 0/Alert: no human-to-human transmission 
globally and no domestic avian-to-human transmission. 
b) Level A1: confirmed cases of human-to-human 
transmission outside of Taiwan. 

c) Level A2: confirmed cases of domestic bird-to- human 
transmission; a laboratory suspected case in Taiwan; or 
an imported suspected case 

to-human transmission. 

d) Level B: one or more confirmed cases of initial human- 
to-human transmission reported domestically. 

e) Level C: Secondary human-to-human transmission 
reported domestically. 


3. Council of Labor Affairs (CLA) Chairman Lee Ying- 
yuan 
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Command Center at the drill 

part of preparation involves strengthening the 
psychological framework of society. DOH Minister Hou 
Shen-mou reiterated that defenses against Al were a top 
priority of the DOH and called on the public to have 
confidence in government preparations. The DOH 
conducted a drill for level A1 & A2 pandemic 
mobilization on July 7 

that Taiwan remains free of H5N1 and is at the O level 
of the TCDC Pandemic Response system. (Note: Prior to 
becoming CLA Chairman 

the Executive Yuan and a key player in drawing up 
Taiwan\'s long-term plans to combat Al. End Note.) 


Increased Public Awareness 
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4. Apart from this exercise 

distributed booklets to the public 

telephone information lines and put up public notices to 
inform the public about the threat and describe 
government preparations to counter Al. Notices have 
been put up in major parks warning the public against 
feeding birds and mass-transit systems also prohibit 
carrying birds aboard their vehicles. In order to 

advise the substantial foreign labor component in Taiwan 
of the threat 

also distributed a total of 430 

on avian flu in English 

Indonesian. 


TEPA Implements Al Measures 


5. Taiwan\'s Environmental Protection Administration 
(TEPA) has adopted measures for disease prevention and 
controls and has stepped up efforts to train staff in 

the event of an Al outbreak. TEPA officials told AIT 

that at the alert level 0 

assisting agricultural authorities to clean up culled 
animals. (Note: Council of Agriculture (COA) takes 
charge of handling all the dead birds at all levels and 
most of the infected animals would be cremated unless a 
large number of animals need to be destroyed in which 
case they would be buried.) At A1 

addition to assisting COA in handling dead birds 

is responsible for monitoring and assisting health 
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institutions in handling infected waste material; at 

the C level 

all the waste material discharged by infected Al 
patients. TEPA has strengthened staff training in 
procedures for protecting workers while handling 
infected waste. TEPA has purchased 4 

protective gear for use when managing infected waste. 
TEPA told AIT that these suits are for the use of the 
approximately 1 

respond in the event of an Al outbreak. TEPA has also 
established a toll free telephone number urging the 
public to report any suspicious materials. 


Traditional Markets to Stop Slaughtering Birds on Site 


6. In an effort to curb the spread of viruses 

Taipei City Government plans to stop the slaughtering 

of chickens at traditional markets. Ten stalls at Nan 

Men Market will begin the trial program after the Lunar 
New Year (which commences on January 28). Each stall 
will receive subsidies for purchasing freezers. The 
Taipei City government is trying to convince people 

that freshly killed poultry at the traditional market 

may not be healthy 

label with a health certificate when purchasing poultry 
meat. There are more than 300 COA workers monitoring 
the operations of the slaughterhouses. 


Low Pathogenic Strains of HN Viruses Found for Third Time 
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7. In routine fecal sampling by Taiwan\'s Wild Bird 
Federation and COA on Dec. 14 

viruses - low pathogenic strains of the HN family of 
viruses - were found for the second time in the Guandu 
marshlands in northern Taiwan. The H7N3 virus was 
previously found in Guandu in April 2005 and was also 
found in marshlands near Tainan in Southern Taiwan in 
November 2005. COA has warned the public to take extra 
precautions in the upcoming January to March flu 

season. 
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fighting for her political career in this election." 
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Nevertheless 

Liberal and Conservatives do not seem to be making a major 
effort to unseat her 

popular Regional Council member who ran an energetic and 
well-financed campaign. 


COMMENT 


10. This long campaign has boiled down to one key theme: Are 
Atlantic Canadians prepared to embrace the concept of a change 
in government by voting Conservative? The polls have not been 
as overwhelming for the Harper Team as they have been 
nationally 

strides in wooing voters away from the Liberals. As we noted in 
our reporting on the 2004 election 

meet the Conservative leader or hear him speak in person their 
fear of him and his policies seems to diminish. Overall 

answer to the question of whether Mr. Harper can rely on 
Atlantic Canadians to help him form a government lies in just 
how these undecided -- but crucial -- voters mark their ballots. 
END COMMENT. 
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informed CARICOM that \"Haiti does not really need CARICOM 
technical assistance for the elections\". Granderson is 

trying to ascertain if Haiti still wants a CARICOM observer 
team for the election. 


2. (SBU) Ambassador spoke with Granderson and Hugh 
Cholmondeley 

January 18 regarding Haiti\'s decision. Cholmondeley said 
that CARICOM is trying to obtain a written invitation from 
Haiti to observe the elections but doubts this will be 
forthcoming. Ambassador inquired whether this would affect 
regional willingness to reintegrate Haiti into CARICOM after 
the elections. Granderson and Cholmondeley both indicated to 
Ambassador that this should not pose a problem if 
international observers declare the Haitian elections to be 
free and fair. 
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the level of the East Demerara Water Conservancy is 

rising and the Drainage and Irrigation Authority will 
consider opening the Lama Sluice to drain the water so as 
to prevent a breach of the Conservancy Dam. Residents of 
the Mahaica 

again advised to take necessary precautions.\" 
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Opening the Lama Sluice and Maduini Sluice when the 
Conservancy reaches 58.5 was recommended in draft 
tripwires in a Geotechnical and hydraulic assessment of 
flooding danger. The Maduini Sluice was opened on 
Monday 

areas of the Mahaica 

Opening the Lama sluice will flood the residential areas 
of Mahaica and Mahaicony. 


Consular Section is distributing the GoG text as a warden 
message to AmCits in the affected area (ref Ingram- 
CA/OCS/Branson telcon). All four Peace Corps volunteers 
were moved out of the affected area earlier today. (See 
above). 


4. Post also requests CA authorization to send the draft 
warden message communicated yesterday in Georgetown 58 to 
all AmCits in Guyana. 


5. Peace Corps is putting volunteers on \"standfast\" to 
ensure ease of communications should the flood situation 
worsen. 


6. Local and SOUTHCOM weather reports call for only 
moderate rainfall over the next few days (0.05 to 0.20 
inches daily). 


6. EAC continues to monitor the situation. 
BULLEN 
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Without decent data on the character and scope of the 
problem 

the victims 

impossible to gauge the effectiveness of any anti- 
trafficking programs. Other good project proposals came in 
from the International Organization and Migration and the 
Asia Foundation. After a concerted effort to reach out to 
faith-based organizations 

Catholic Relief Services and the Evangelical Church of 
Vietnam (North) (ECVN) but our review team 

of representatives from the Embassy in Hanoi 

General in Ho Chi Minh City and the USAID office in Hanoi 
did not rank these proposals highly. 


2. (SBU) Summary and Comment 

recommendation is a local NGO project. If Washington 
determines that this proposal has merit 

work closely with the NGO to scrub its budget and develop an 
effective system of monitoring and evaluation. Encouraging 
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the development of indigenous NGOs is consistent with our 
MPP 

sector is essential to fighting the anti-trafficking problem 

in Vietnam. This will be more work than an off-the-shelf 
proposal from a large expatriate-run NGO or lO 

pay off in results. End Summary and Comment. 


3. (U) The proposals we receive conformed to the format 
specified reftel. We have limited this cable to summaries 

of the proposals and the Mission\'s observations. We will 
provide copies of all received proposals to EAP and G/TIP by 
email. Please note that we have ranked one project at the 
top of both the INCLE and ESF lists because the baseline 
data it offers will be applicable to all projects on both 

the law enforcement and non-law enforcement sides. 


BEGIN RANK-ORDERED PROJECT SUMMARIES - INCLE 


1. Baseline Data Collection and Analyses for Combating 
Trafficking in Persons in Vietnam under the Coordinated 
Mekong Ministerial Initiative Against Trafficking -- USD 
450 

project 

280 


This is by far the least \"sexy\" of the projects but 

Post\'s opinion 

recipient organization is the small Hanoi-based NGO/think 
tank Institute for Social Development Studies. It is run by 
Dr. Le Bach Duong 

on trafficking and related issues for years. In particular 
Duong was the author of one of the few decent studies done 
on child prostitution in Vietnam. 


Duong\'s project fills a critical need in the anti- 
trafficking environment: it aims to provide empirical 
information that can be used for planning 

monitoring and evaluating future intervention programs. 


At the moment 

We have only two kinds of data: anecdotal evidence and a 
set of statistics supplied by MPS in 2003 and 2004 that is 
based on police records and thus badly underreports 
trafficking cases. The international community - and the 
GVN - spends millions of dollars on anti-trafficking on the 
basis of assumptions and cannot evaluate the impact of 
programs due to a lack of baseline data. This project would 
improve every other future trafficking project in Vietnam. 


USAID agrees that this project proposes an intervention 
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which addresses a recognized gap in TIP activities 

notes that the methodology for data collection is weak. In 
addition 

only a limited number of provinces. 


2. IOM -- Combating TIP through Capacity Building and 
Technical Assistance to the National TIP Steering Committee 
and Law Enforcement (USD 260 
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IOM has taken a pragmatic approach with this proposal 
focusing its own strengths on well-established gaps in the 
existing official approach to TIP in Vietnam. This project 
has four main activities/focal points. It: 


- provides technical assistance to the bureaucrats in Hanoi 
in order to take the good but general National Plan of 
Action on trafficking and turn it into a specific 
implementable work plan; 


- develops a training curriculum for law enforcement 
officers and border guards on TIP victim protection 
implements it in the six hotspot provinces; 


- creates a legal assistance fund to help trafficking 
survivors deal with legal consequences of trafficking (for 
example 

the victim was trafficked) and prosecute traffickers; 


- physically upgrades the facilities in key \"receiving 
points\" to allow for more humane treatment of trafficking 
victims and easier reintegration into society. 


By focusing on both law enforcement and victim protection 
this project creates an important link that has the 

potential to improve the GVN\'s capacity to combat 
trafficking while improving conditions and prospects for 
survivors of trafficking. This project also builds on 
successful UNODC and UNICEF efforts 

agreed National Plan of Action on trafficking. 


USAID notes that this proposal has a good policy focus 

IOM has demonstrated past TIP experience. The project also 
has low overhead (five percent). The implementation plan 

for the legal aid portion could be clearer 

limited impact from this project due to the small number of 
personnel trained and victims assisted. 
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END RANK ORDER SUMMARIES - INCLE 


1. (repeated from INCLE section above) Baseline Data 
Collection and Analyses for Combating Trafficking in Persons 
in Vietnam under the Coordinated Mekong Ministerial 
Initiative Against Trafficking -- USD 450 

option of reducing the scale of the project 

cost 


This is by far the least \"sexy\" of the projects but 

Post\'s opinion 

recipient organization is the small Hanoi-based NGO/think 
tank Institute for Social Development Studies. It is run by 
Dr. Le Bach Duong 

on trafficking and related issues for years. In particular 
Duong was the author of one of the few decent studies done 
on child prostitution in Vietnam. 


Duong\'s project fills a critical need in the anti- 
trafficking environment: it aims to provide empirical 
information that can be used for planning 

monitoring and evaluating future intervention programs. 


At the moment 

We have only two kinds of data: anecdotal evidence and a 
set of statistics supplied by MPS in 2003 and 2004 that is 
based on police records and thus badly underreports 
trafficking cases. The international community - and the 
GVN - spends millions of dollars on anti-trafficking on the 
basis of assumptions and cannot evaluate the impact of 
programs due to a lack of baseline data. This project would 
improve every other future trafficking project in Vietnam. 


USAID agrees that this project proposes an intervention 
which addresses a recognized gap in TIP activities 

notes that the methodology for data collection is weak. In 
addition 

only a limited number of provinces. 


2. The Asia Foundation - Strengihen the Legal Framework to 
Combat-Trafficking in Persons in Vietnam (USD 193 


This project is slightly less coherent than the previous 
two 

is mainly a capacity-building project for two agencies TAF 
identifies as key to anti-TIP efforts in Vietnam: the 
Ministry of Justice and the National Assembly. (It also 
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works with the National Legal Aid agency and the Women\'s 
Union 
play a distinctly secondary role.) 


This project builds slightly on TAF\'s excellent work 

bringing province-level authorities from Vietnam and 
Cambodia and Vietnam and China together to address 
trafficking 

to TAF than the Hanoi-based capacity building (including the 
dreaded study tour) for the National Assembly and some MOJ 
officials. We are concerned that TAF overestimates the 
National Assembly\'s role in the policymaking process. 
Devoting this many resources to building the NAYs capacity 
to do something they are not ultimately empowered to do in 
the GVN system may not be the best way to allocate 
resources. 


On the positive side 

TAF\'s professionalism and capability are not in doubt 
NA/MOJ capacity building could help with some of the USG\'s 
other legal reform goals in Vietnam. 


USAID concurs that it is a good idea to expand cross-border 
information sharing 

needs new legislation or increased enforcement of existing 
legislation. The first two objectives are far reaching 

limited activities (three one-and-a-half day workshops for 
stakeholders 

accompanying reports) seem unlikely to achieve the 
objectives. We are unimpressed with this project\'s 
performance indicators. 


3. CRS - Enhancing Local Capacities to Stop Human 
Trafficking (USD 185 


Catholic Relief Services has produced a relatively well- 
crafted project 
outputs 


- research on trafficking; 

- meetings and coordination among relevant staff and 
agencies; 

- capacity building for officials; 

- training seminars and awareness raising; 

- media campaigns; 

- economic empowerment through grants; and 

- support for at-risk families. 
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In addition 

Vietnam. Unfortunately 

focused; the entire project takes place in only two 
districts of Vinh Long province 

Delta. It is a worthy project 

trafficking goals may be better served through one of the 
other projects. 


USAID notes that it is the only project with a grassroots 
approach 

narrow focus can also be seen as a targeted approach. 
However 

proposal lacks strong links to ongoing projects. It is also 
unclear whether activities will achieve objectives 
whether CRS will have a person based full time in the 
province. 


4. ECVN - Trafficking Victim Protection and Advocacy (USD 
450 


The Evangelical Church of Vietnam submitted this proposal 
after we encouraged our faith-based organization contacts to 
apply. This is a very ambitious proposal that would 
essentially create a new anti-TIP NGO in Northern Vietnam 
under ECVN\'s umbrella. ECVN does not pretend to have this 
expertise already; much of the budget for this project is to 

hire well-paid Vietnamese staff members and train and equip 
them. ECVN proposes to do community-level awareness raising 
and (though this is not clear) recruitment of volunteers in 

40 separate communities 

representatives who will spread the word. This \"missionary 
style\" awareness raising will also include a victim referral 
service 

will be directed to other NGOs for assistance. 


Leaving aside the difficulty of funding ECVN\'s outreach 
efforts directly 

in this project 

awareness-raising campaign that does not offer the benefits 
of any of the other projects. However 

could convince the GVN to allow us to fund this 
organization) allow us to build up Vietnamese civil society 
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in general and one of the more dedicated faith-based 
organizations in particular. 


This proposal would require substantial revision if it is 
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considered for funding. 


END ESF PROJECT SUMMARIES. 


4. (SBU) Post would appreciate the Department\'s initial 
comments on submitted proposals as soon as possible in order 
to respond to the hopeful applicants. 


BOARDMAN 
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and oppression against the Kachin. While the multiplicity of 
organizations revealed the factionalism all too common 
throughout Burma 

positive contributions to the development of the Kachin 
people by working around the regime. END SUMMARY. 


KACHIN DISPOSSESSED OF POWER IN THEIR OWN STATE 


2. (C) The Charge heard consistent tales of ethnic Kachin 
displacement from civil and military service 

township government 

subsistence agriculture. Until ten years ago 

(comprised of 8 clans) predominated in local and state 
government. However 

interlocutors 

local government positions nor in the civil service; ethnic 
Burmans hold all those positions. According to local NLD 
executive committee member Aung Soe 

limits to Kachin. We heard repeatedly that no Kachin today 
can rise above a mid-level civil servant or a captain or 
major in the military. The NLD cited examples of Kachin 
pilots seeing their ethnic Burman students promoted over 
them. 


3. (C) Nor does the business community offer opportunities 
for Kachins. The only way to succeed in business requires 
\"bribing or otherwise compromising themselves before the 
authorities 

As a result 

prominent Kachin businessmen. \"The most successful people 
are Chinese and Indian 

claimed 

pressed 

Indians had been living in Kachin state for many years. 
Chinese from present-day China have bought up many of the 
jade mining concessions 

who used to be able to supplement their incomes by mining 
small plots during the off season for agriculture. According 
to Rev. Paulu and others 
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highly mechanized operations 

and strictly protect their concessions from would-be small 
miners. 


4. (C) Most Kachins farm at the subsistence level. The 
average person in Kachin State 

\"works very hard 

cooler climate in Kachin State would be ideal for growing 
flowers 

berries. However 

only grow one rice crop ayear. During the non-growing 
season 
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the sex industry 

According to a local NGO based in Kachin state to promote 
sustainable development (METTA) 

grow enough rice or vegetables for profit 

market for vegetables does not exist and it lacks the 
transportation infrastructure to ship the crops to larger 
markets. According to religious organizations and NGOs 
lack of vegetables contributes to widespread child 
malnutrition in Kachin State. 


5. (C) The easiest cash crop is opium poppy 

leaders. Drug traffickers offer farmers cash up front and 
arrange for the transportation of the poppy harvest straight 

off the farms 

result 

Convention said that farmers \"have the mentality that if only 
they can grow poppy 

different organizations attempted to promote cottage 
industries 

insufficient capital to market the products. The Burmese 
military has also tried to exploit Kachin\'s agricultural 

potential by planting rubber trees despite the state having 

the climate of Colorado. Apparently the northern military 
commander had previously served in the far south where rubber 
does well and decided he could profit from current high world 
prices for rubber. As a result 

hundreds of villagers to plant 1000 acres of rubber 

according to METTA project coordinators. The villagers were 
then forcibly moved to alternative land with minimal 
compensation and no support to reestablish their small farms. 


6. (C) METTA also cited another telling example of Burmese 
military in action. Kachin State is situated in a major 
migratory bird flight path 

around the world. Recently a rare 
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was spotted along the banks of the Irrawaddy River. The 
large bird dancing on the riverbank began to attract large 
numbers of gazers. Eventually they included the military 
who proceeded to shoot the rare bird. 


AND FACE RELIGIOUS DISCRIMINATION 


7. (C) The Kachin people are predominantly Christian 

large part due to American missionaries who came to the area 
in the 19th century. We observed wider English 
comprehension and fluency than is the norm elsewhere outside 
of Rangoon 

former prime minister Ne Win in the 1960s. Baptist and 
Catholic leaders described expanding congregations 

tighter space constraints since the authorities restrict 

their ability to build new churches 

roads. The Kachin Baptist Convention (KBC) said they got 
around the restrictions by building training center" away 
from the main road. Asked why KBC membership had surpassed 
300 

suffering a lot and want a way out of their lives." Others 
offered additional examples of religious discrimination. U 

Sin Wa 

said that a Kachin officer candidate had to leave the 

military academy after he refused to convert to Buddhism. 
According to Wa 

their religious affiliation on official papers 

fact that most Kachins are Christian. Meanwhile 

religious leaders willing offered their political opinions. 
Catholic priest Gregory Nowdin reflected the consensus: \"We 
are looking for peace and human rights. As minorities 

are seeking more federal rights.\" However 

that factionalism exists even among the religious groups 

after noting with some envy that the Baptists were in general 
richer 

other. 
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CHILDREN RECIVE POOR EDUCATION; ROOM TO DO MORE EXISTS 


8. (C) Everywhere we visited 

for educational assistance 

military regime has tried to strictly control education 

throughout the country 

steady decline in quality. Kachin National Congress for 
Democracy MP-elect Duwa G. Bawn Lang harshly criticized the 
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educational system: \"The current situation in the education 
sector is meaningless. Even a teacher is like a student. 

Even though they don\'t have the skills 

teacherA" KCA leader Sin Wa expressed regret that Kachin 
literature no longer is permitted to be taught in the 
government-run schools. However 

organizations have managed to find small openings to provide 
improved primary education. The Baptists and Catholics have 
been permitted to set up schools in remote areas 

government schools exist 

Baptist Convention also educates 1 

increase as more and more parents die of AIDS. The Shalom 
Foundation works with schools in the areas controlled by the 
armed Kachin insurgent groups to promote the \"child-centered 
approach" METTA also promotes the child-centered approach 
and provides rice to parents who allow their children to 

attend school. METTA has also managed to offer its programs 
in government-run schools by securing the agreement of 
villagers to keep the assistance quiet from township 

officials. 


NGOS CREATIVE IN COMBATTING HIV/AIDS 


9.(C) Kachin State has experienced rising rates of HIV/AIDS 
infection as a result of drug abuse 

miners and increasing numbers of sex workers. The Charge met 
with several groups providing HIV/AIDS-related services 
including two religious organizations 

International 

mentioned working extensively with the Dutch NGO 

has established a number of creative initiatives to provide 
preventative health 

services to male and female sex workers. Although MDM cannot 
work outside Myitkyina 

program to train sex workers from outside the town about 
HIV/AIDS prevention. Since police crackdowns regularly 
target brothels in Myitkyina 

out of town. The only one brothel to escape harassment is 
patronized by government officials 

sex workers work under grim conditions in the mining areas. 
\"Most men are on drugs 

no safe place to stay during the night 

Thida. The doctor added that in urban areas 

carries a stigma 

families to send their young women \"to liquor shops to make a 
living for the family.\" Most of these women have a primary 
education 


DEMOCRATIC PARTIES FORCED UNDERGROUND 
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10. (C) NLD leaders in Kachin have had their offices closed 
by the military regime and banned from holding any functions. 
(NLD has been permitted to keep its headquarters open only 
in Rangoon). Yet Kachin NLD Secretary Ne Win said they have 
managed to hold quiet political discussions with supporters. 
NLD leaders noted that two Kachins 

active 

drugs allegedly planted on them. While they complained that 
most civil service jobs and business opportunities go to 
outsiders 

which the businessmen must keep quiet if they want to keep 
their businesses. One NLD leader said he was able to survive 
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because he has farms 

faced a loss of business due to regime pressures. WPeople 
suffer in their mind 

cannot speak out. NLD members in Kachin are undereducated 
and poor 

He discounted any threat from the regime\'s mass member 
organization 

(USDA 

to keep their jobs. 


11. (C) The Kachin National Congress for Democracy (KNCD) 
has been de-registered by the regime and the party\'s 
secretary and chairman arrested. But youth leaders have 


SIPDIS 

been able to hold informal meetings under the guise of social 
events to educate people about their political rights and \"to 
respect their vote made in 1990.\" The KNCD say the elderly 
instruct the youth on the Kachin preference for \"a 

federalist 

any books or other resources the U.S. could provide; we 
offered to send materials on federalism 

and democratic development. Of the three KNCD MPs elected in 
1990 

his difficulties traveling in country 

followed 

railroad against selling him a ticket. However 

he could elude the local authorities by taking a boat 
downriver to Mandalay. 


ATTEMPTS AT CONFLICT RESOLUTION 


12. (C) At least three armed Kachin groups exist 
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largest of which is the Kachin Independence Organization 

(KIO) 

Burmese military in 1995. We met with Rev. Saboi Jum 

heads the Shalom Foundation charged by the Kachin factions 
and the military regime to broker a peace settlement. He 
proclaimed the ambitious goal of achieving a nationwide peace 
among all of the armed groups 

minority areas around the country. \"We want to have a stable 
peace 

us unable to trust each other" Shalom Assistant Director L. 

Ja Nan announced plans to form a Peace Committee!" to 
\"educate people so they could make an informed choice" during 
the national referendum to take place following the 

conclusion of the National Convention because our country 
has never voted before. \"You voted in 1990 

responded the Charge and asked how Shalom planned to educate 
the people since no debate about a new constitution is 

permitted and nothing has been presented in writing. The 
Charge expressed skepticism that the military would allow a 

free and fair referendum after taking great pains to create a 
constitution that served only the regime\'s ends. Jum 

admitted that he knew the regime was not \"sincere\" and sought 
Charge\'s suggestions on how to prepare the public for the 
eventual referendum. Noting that disunity among the 
democratic forces has helped keep the military in power 
suggested Shalom could usefully build common areas of 
agreement among all pro-democracy supporters. 


13. (C) While the various Kachin religious 

armed organizations have found it difficult to work together 

to achieve shared goals 

Consultative Assembly stood out as the notable exception. 
The KCA works to protect and promote the rights and 
development of the Kachin people while the Kachin ceasefore 
groups struggle to survive 

Kachin Independence Organization (KIO) set up the KCA 
KCA has gained the confidence of the New Democratic Army 
Kachin (NDA-K) to mediate a conflict between the KIO and 
NDA-K over mining and logging concessions given to them by 
the military regime as part of the cease-fire. 
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THE MANAU FESTIVAL BRINGS EVERYONE TOGETHER 


14. (C) All Kachins come together once a year for an annual 
festival commemorating their independence (six days after 
national independence). There is actually no such individual 
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as a Kachin 

likely migrated from Tibet hundreds of years ago. The armed 
Kachin factions are permitted to wear their uniforms without 
weapons; the Burmese military put away their weapons for a 
few days; and the Kachins don their tribal costumes and 
parade around the Manau poles -- towering 

timbers. Joining the dancers was a large contingent of 
prosperous looking ethnic Kachins from China all driving 
large new SUVs 

Even the scorned USDA paraded -- without much enthusiasm 
maybe because they were the smallest group at the big dance. 
The Kachin armed ranks included women and men 

appeared to be no more than 15 or 16. Shalom Foundation 
appeared in charge of protocol. The KNCD youth leaders 
directed the dancers youth on proper saber rattling and hip 
swinging as they marched and danced their way around the 
Manau poles. The Chairman of the Festival 

Kachin to own mining and logging concessions 

one and all 

Global Witness hoping to use the festival to gather 
information about the rapid deforestation in the area. Ata 
celebratory dinner he sat Charge in the seat of honor and 
publicly urged the Kachin\'s American \"big brothers" to 
return. The Global Witness women were also given prominent 
seats at the \"First Wives\" table. The Burmese military 
officers genially greeted them as well. The Northern 

Military Commander\'s wife and daughter came dressed in full 
Jinghpaw (one of the Kachin clans) attire to show their 
goodwill 

Burmans. 


15. (C) COMMENT: We heard many of the same complaints 
heard around the country: deteriorating conditions 

increasingly directed to those connected to the military 

bad agricultural decisions made by the military in the name 

of development. We also heard accounts common to all the 
ethnic minorities--villagers arbitrarily dispossessed of 

land 

discrimination--which only fuels the ongoing resentment of 

the Burmese military. Only some sort of system of government 
which returns significant control to the Kachins over their 

own affairs will persuade the Kachins to lay down their 
weapons. The fighting forces have some access to cash by 
selling logs to the Chinese 

problems in the future. Opium cultivation remains an 
possibility. While we sensed no real enthusiasm to resume 
armed action against the Burmese 

determination to insist on democracy along federal lines. 

The strength of Kachin warmth towards the United States came 
as a surprise. Their wide exposure to American missionaries 
and/or the U.S. military built an enduring friendship. Sadly 
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their evident goodwill towards us just fuels Burmese military 
paranoia that outside forces foment rebellion against them 

as opposed to the military\'s wrong-headed oppressive tactics. 
We will explore low-key ways to assist our Kachin friends in 
their struggle for freedom and democracy--values we taught 
them 

VILLAROSA 
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President and Speaker of the Parliament 

point to engage with the parties to the divided 
Transitional Federal Institutions. They 

asked the USG for specific diplomatic efforts to improve 
the environment for the convening of a session of the 
parliament. Our interlocutors are no less earnest -- nor 
less disingenuous -- than they were before. We will need 
to hold them to their word and make clear that if they 
fail 

will be no more. END SUMMARY. 


SPEAKER AGAIN ASKS 
FOR \"REASSURANCE\" 


2. (C) Ambassador met January 16 with the Speaker of the 
Transitional Federal Parliament (TFP) 

Aden. The Speaker began by thanking Ambassador for the 
steadfast support of the USG. He said he knew that the 

U.S. had been with Somalia throughout the last 15 years 

and pointed to what he characterized as the neutral 

position of the USG as having had a positive impact in 
breaking the political impasse of the past eight months. 

He opined that the USG had a reputation of even-handedness 
and for saying \"the right thing at the right time.\" 


3. (C) Sharif Hassan updated Ambassador and Somalia Watcher 
on the two days of meetings he had been holding since 

meeting with Somalia Watcher January 13. He had gone to 

the airport January 15 in the company of Transitional 

Federal Government (TFG) Prime Minister Ali Mohamed Gedi to 
greet TFG President Abdullahi Yusuf Ahmed when the latter 
arrived in Nairobi from Addis Ababa. The three spent 40 
minutes together -- a first since May 2005. They came 

together again the same night at Yusuf's Nairobi residence 

for several hours of discussions. The Speaker 

characterized the talks as entirely positive 

agreement among themselves to hold back on expressing their 
preferences for the venue of the parliamentary session that 

is to be held by February 5 (reftel) 

consultations with MPs to bring about a consensus. 
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4. (C) The Speaker then turned to the subject he had 
broached two days earlier with Somalia Watcher 

concrete diplomatic contribution to the process of 
convening a session of parliament. He reiterated that the 
Mogadishu warlord-Ministers\' point of objection would be a 
perceived threat of outside military intervention -- either 
covert or overt -- from Ethiopia 

chosen as the venue. He made it clear he was convinced 
that some members of the international community -- citing 
Italy and Ethiopia by name -- were resisting his recent 
efforts to unite the TFls. He noted that Ethiopia 

certainly had the resources to be a disruptive influence 
anywhere they liked in Somalia 

particularly healthy influence anywhere in the region of 
recent date. That said 

warlord\'s arguments that the threat was real. He suggested 
that perceptions were far more important than reality 

that the warlords were capable of using any excuse to avoid 
having to climb down from their hard line positions. 

Fueling this 

rhetoric from Addis Ababa including threats to enter 
Somalia to eliminate particular Islamist figures. 


5. (C) The Speaker\'s key point was that measures were 
needed to accommodate the warlords 

responsibility was on him to \"deliver\" them to a session of 
parliament. He asked for help to remove as many of their 
pretexts for not cooperating as could be managed. While 
noting his full understanding that the USG could not 
provide a guarantee of any sort 
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again that an indication from Washington of our desire to 
see a successful session of parliament 

interference 

the Mogadishu \"heavyweights\". 


6. (C) Ambassador underscored that the USG was not able to 
provide any kind of security guarantee to the Somali 

warlords that could assuage their fears. But as the 

Somalis moved toward designating the venue for the session 
of parliament 

would play a constructive role if and when that seemed 
possible. Ambassador told Sharif that the USG could 
certainly urge all external parties to be supportive of the 
parliamentary meeting. 


PRIME MINISTER -- 
| WON\'T BE THE PROBLEM 
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7. (C) Ambassador had Prime Minister Gedi to the Residence 
January 17. The PM committed to acting constructively and 
in complete harmony with President Yusuf to implement the 
Aden Declaration. He agreed with the Speaker\'s assertion 
that the venue for a session of parliament must be 
determined through consultations with MPs. He turned to 
the Speakers role 

\"deliver\" the warlords in Mogadishu 

of January 21 for a decision on the venue. He placed the 
burden of the work ahead squarely on the Speaker\'s 
shoulders 

role by making clear to the key Mogadishu 
minister/MP/warlords -- Mohamed Qanyare Afrah 

Yalahow 

supported TFI unity. 


8. (C) The PM suggested that an agenda for the first 
sessions of Parliament should include an attempt to put 
aside for the moment the individual grievances of the past 
and to try to establish how the body is to function in 

practical matters 

committees to conduct the parliament\'s business. He opined 
that moving quickly into a kind of \"workshop\" format for 

the sessions could keep MPs from trying to solve all 
SomaliaWs thorniest problems too quickly. 


9. (C) The PM agreed with Ambassador that Islamic extremist 
elements in Somalia had benefited from the long political 
stalemate 

TFls had agitated the hornetsV nest. He said that these 
individuals -- especially those labeled Jihadists from 
among the Haber Gedir Ayr sub-clan of the Hawiye -- were 
actively pursuing plans to create an environment in which 
the TFls would fail. He pointed vaguely at the January 13- 
15 fighting in Mogadishu between two prominent 
\"businessmen\" within the same Hawiye Abgal sub-clan as 
indicative of a Jihadist attempt to change the balance of 
power on the ground. 


10. (C) When questioned on the issue 

that there might be a possibility of reaching out to the 
disaffected Ayr community through the former president of 
the Transitional National Government 

Salad. The PM noted that Abdiqassim had sent messages 
through intermediaries indicating that he sought a role in 
the political process as befits a former president. \"He 
wants respect\" 

a place in the protocol for him.\" That said 

that the armed elements in the Ayr were intent on violence 
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and disrupting any attempt at TFI unity. (COMMENT: Given 
Abdigassim\'s background 

spoiler. END COMMENT.) 


11. (C) Ambassador told PM Gedi he would be willing to pass 
messages to ministers/warlords urging them to support the 
Aden declaration and to attend the parliamentary meeting. 
However 

portion of the responsibility to operationalize the Aden 
Declaration. If it were to be the Speaker\'s task to 
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\"deliver\" the Mogadishu warlords 
ensure that his rather-more compliant MP-allies turned up 
in large numbers at whatever venue was decided upon. 


COMMENT: 


12. (C) The PM interspersed his otherwise reasonable 
commentary with some remarkable examples of selective and 
creative memory. He claimed to be able to deliver up to 

150 MPs to a session of parliament 

have a loose hold on a maximum of 60 -- none of whom are 
heavyweights or armed. And he put himself forth as the 
driving force behind the Aden meeting 

called the President and Speaker together 

public statement of support for the January 5 Declaration 

until January 14. 


13. (C) It took our direct questioning for him to admit 

that he would bear some of the blame should this initiative 
fail. He nonetheless did see that he and President Yusuf 
could play a role in splitting off former TNG President 
Abdigassim from the more militant Ayr warlords. 

He made clear that from his perspective 

influence would be best employed in somehow neutralizing 
the threat from the Haber Gedir Ayr \"Jihadists\". 


14. (C) The Speaker has accepted his role in this last- 

ditch effort -- a hard selling job as he tries to bring 
Mogadishu MPs to a session of parliament 

or anywhere else in Somalia. It would help him if he could 
say that the U.S. and other parties had spoken to the 
Ethiopians to urge them to do nothing (i.e. 

violence) that could torpedo a parliamentary meeting. 
Ambassador recommends that Department instruct regional 
Posts to urge appropriate interlocutor(s) in Ethiopia 

Eritrea 
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of the TFl/parliamentary initiative 

Kenya. Somali suspicion of particularly Ethiopian meddling 
and ill-intent may well be overblown 

downside to letting regional governments know the USG 
supports the TFI initiative -- long shot though it may be - 

- and that we would like them to join us. END COMMENT. 
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Turnaround: Private Sector Perspectives.\" 


2. (SBU) With Zimbabwe\'s GDP having contracted by more than 
a third in just six years 

ropes. GOZ mismanagement has been a case study in how to 
stifle an economy: eviscerate security of land tenure; 
undermine sanctity of contract; compromise court integrity 
capacity and competence; control foreign exchange; constantly 
shift regulatory overlays; engage in profligate government 
spending. The result has been deep shortages of fuel and 
other critical inputs 

world\'s highest inflation rate 

characteristics of this most difficult business operating 
environment. 


3. (SBU) Despite chilly bilateral relations 

names and products remain popular among Zimbabwean consumers 
and our exports to Zimbabwe actually grew in value in 2004 

before apparently declining last year (final figures are yet 

to be released). Zimbabwe has not seen meaningful new 

American invesment for years. For American companies here 

the biggest business impediments are not prejudicial barriers 

to entry or cutting edge distorting trade practices 

government\'s comprehensive mismanagement of the economy. 


4. (SBU) A first step necessary to begin to overcome such a 
fundamental obstacle is to generate public debate and 
pressure on the government for economic reform. 
Encouragingly 

service well know the basic reforms needed to turn things 
around. What is missing is a venue at which debate can be 
meaningfully aired when the upper echelons of the GOZ and 
ruling party are so openly hostile to criticism. For its 

part 

criticizing GOZ policy 

prescriptions behind the scenes. Academia has similarly 
avoided initiatives to publicly air the debates in which they 
engage outside the public glare. The independent press has 
aired criticism and debate 

cautious 
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5. (SBU) The outpouring of assent and debate that followed 
the Ambassador\'s November speech in Mutare 

dismissed GOZ excuses for economic failure and attributed 
Zimbabwe\'s misery to GOZ mismanagement and corruption 
suggests the eagerness Zimbabwean audiences have for real 
debate. Importantly 

relatively new ground on which the regime is very 
uncomfortable. It had manipulated traditional criticisms 
about human rights and democracy to its advantage with 
\"nationalist\" audiences in Zimbabwe and Africa; however 
country\'s economic implosion holds little room for the regime 
to maneuver rhetorically. Accordingly 

economic policy will embolden domestic critics and citizen 
activists 

democracy and human rights. 


6. (SBU) Our proposed event would bring together private 
sector leaders and thinkers 

business journalists and selected government figures 
identify and to deliberate over the key measures needed to 
right Zimbabwe\'s course. Among the participants and desired 
beneficiaries would be the American Business Association of 
Zimbabwe 

into the lobbying arena. 

7. (SBU) We envision two segments to the forum: a smaller 
closed door 

makers to talk in a frank setting; followed by a public 
segment in which panels from the smaller gathering make 
presentations or discuss selected topics before larger public 
audiences. Forum topics will need to be fleshed out in 
consultation with prospective participants and audiences 

we would expect the event would spotlight property rights 
regulatory consistency 

inflationary practices 

among others. 


8. (SBU) We fully anticipate that the government would not 
participate 

event\'s substance public. Inviting speakers from countries 
that have undergone post-conflict recovery would stimulate 
local interest 

mindset that we are trying to instill here: that Zimbabwe 
already is in the post-Mugabe era emotionally and needs to 
start planning for it in fact. In any event 

forum would helpfully put the GOZ into a lose-lose position - 
participate and hear constructive prescriptions that it lacks 
political will to implement 

participants with a robust debate that would encourage 
broader public dialogue through follow-on media coverage. 
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9. (U) Planning would involve venue reservation and 
arrangements; narrowing topics; stimulating communication 
among participants in advance to develop themes and positions 
before the event; developing invitation lists; identifying 

and securing speakers 

speakers coming from outside the country; developing media 
strategies for the pre- and post-event periods. 


10. (SBU) Desired outcomes include enhanced confidence and 
lobbying capacity of ABAZ and other private sector 
associations 

private sector players and the media 

follow-on private sector activity that would provoke public 
pressure on the GOZ. 


11. (U) Initial estimated costs include venue/refreshments 
for day and a half ($2500) 

outside speakers ($2500) 

($1000) and follow-on media coverage/publications ($5000) 
for a total of $11 


12. (U) Post point of contact is econoff Frances Chisholm 
263-4-250-595 
DELL 


50173 

10 percent compared to the prices charged by El Al.\" 
The media reported that El Al and the Israeli airline 
Arkia are expected to appeal Hirchson\'s decision. 


HaVaretz cited statistics presented at a Jewish Policy 
Planning Institute conference this week 

which this year will mark the first time in history 

that there will be as many Jews living in Israel as in 

the U.S. The newspaper wrote that the greater Tel Aviv 
area has already replaced New York as the city with the 
most Jews. 


On Sunday 

Lindenstrauss is examining allegations that Peres 
received hundreds of thousands of dollars in illegal 
contributions which helped him during the Labor party 
primary in which he was elected chairman. 


HaVaretz and The Jerusalem Post reported that on 
Monday 

by convicted spy Jonathan Pollard seeking Prisoner of 
Zion recognition. (A Prisoner of Zion is a Jew 
officially recognized by Israel for having been 
prevented from immigrating to Israel.) 
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Maariv reported that the U.S. intends to ban imports of 
poultry from Israel beginning Wednesday. The newspaper 
reported that a delegation from the U.S. Department of 
Agriculture\'s Food Safety and Inspection Service 

visited Israel a month ago and found that Israeli 

poultry slaughtering facilities do not comply with U.S. 
standards and are unhygienic. Saying that the USDA had 
suggested that Israel suspend its poultry exports to 

the U.S. on its own initiative 

American source as saying: \"We want to prevent 
unpleasantness from Israel." 


Israel Radio reported that last night in Los Angeles 
Paradise Now won the Golden Globe Award for Best 
Foreign Award Film. The movie 

filmmaker Hany Abu-Assad and co-produced by Israel 
among other countries 

friends from Nablus who are about to undertake a 
suicide mission in Tel Aviv. 


Terrorism expert Dr. Boaz Ganor wrote in mass- 
circulation 

economic agenda that flashed into the Israeli public\'s 
consciousness 

gives way to a security agenda.\" 


Independent 

\"Someone who 

and sees himself as Ariel Sharon\'s heir cannot explain 
away his weakness on [rioting by settlers in Hebron] 
when confronted by a group of hooligans.\" 


Nationalist 

no justification for removing [the Jewish community of 
Hebron] from its land that 

indivisible part of the Jewish People\'s heritage.\" 


Very liberal columnist Gideon Levy wrote in HaVaretz: 
\"Still at hand is the Israeli occupation in its full 
cruelty and hopelessness 

is capable of announcing its denouement.... The bad 
news is that there is no way George Bush will be this 
bold president.\" 


Column 3 

Deputy Managing Editor and right-wing columnist 
Caroline B. Glick wrote in the conservative 

independent Jerusalem Post: "What American interest is 
served by the exacerbation of the Arab-Israeli conflict 
and the establishment of operational bases for 
international terrorism in the Middle East?" 


Hebrew University Political Science Prof. Shlomo 
Avineri 

wrote in Yediot Aharonot: \"[A majority of Israelis] 

have expressed the need to cope with the fact that both 
the Left and the Right have failed so far to find a 
solution in our relations with the Palestinians.\" 


Block Quotes: 


I. \"On a Powder Keg \" 


Terrorism expert Dr. Boaz Ganor wrote in mass- 
circulation 

\"The calm on the Palestinian front is making it 
possible for Israel 

like a normal country and place urgent economic and 
social issues at the top of the political agenda. But 
we must not be deluded: the relative security calm is 
no more than a lull 

fact 

security threats that are among the most severe that it 
has known in the past decade -- chaos in the 
Palestinian Authority with an increase in Hamass 
strength 

organizations into the boundaries of Israel and the 
territories 

capability 

Israel.... The social and economic agenda that flashed 
into the Israeli public\'s consciousness 

so 

security agenda.\" 


Il. \"Challenge of the Hebron Hooligans\" 


Independent 

(January 16): \"There is no doubt that Sunday\'s rioting 
[in Hebron] was intended to present Acting Prime 
Minister Ehud Olmert with the demand that the settlers 
in general 

present to every prime minister 

government: Leave the extremist enclave in Hebron 
outside the realm of any law.... This is the moment for 
Olmert and his government 
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away with protests and denunciations 

clear which is the government of Israel.... Someone 
who 

himself as Ariel Sharon\'s heir cannot explain away his 
weakness on this matter when confronted by a group of 
hooligans.\" 


III. \"The Jews\' Right in Hebron\" 


Nationalist 

17): \"The [Hebron] settlers\' outcry that resounds in 
the ears of the Prime Minister [sic]: \We won\'t be 
deported like sheep 

erroneous decision. He must avoid harming the Jewish 
community in Hebron 

is no justification for removing it from its land that 

as everyone knows 

People \'s heritage. The Prime Minister [sic] must view 
the City of Patriarchs with Jewish eyes.\" 

IV. \"One Little Telephone Call\" 

Very liberal columnist Gideon Levy wrote in HaVaretz 
(January 15): "The dismantling of several \illegal\' 
outposts in the West Bank 

disengagement 

really required. Still at hand is the Israeli 

occupation in its full cruelty and hopelessness 
apparently only America is capable of announcing its 
denouement. In light of the absolute dependence of the 
Israeli economy and army on the U.S. 

possible mission -- were it not for the fact that the 

last president one could expect to do this is sitting 

in the White House.... It only remains to hope for a 
bold American president who will know how to overcome 
pressures from the powerful Jewish and Christian 
lobbies 

concerned for the future of Israel 

brings about the dismantling of all settlements 

that a fearless warrior against international terror 

who truly wants to strike a blow against one of its 
important infrastructures 

to the Israeli occupation of 38 years. The good news 
is that this is possible. The bad news is that there 

is no way George Bush will be this bold president. He 
has already fulfilled his role in this region: he 
commended Ehud Olmert for his \'courage.\\" 


V. \"A Question For President Bush\" 


Deputy Managing Editor and right-wing columnist 
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Caroline B. Glick wrote in the conservative 
independent Jerusalem Post (January 17): \"To date 
ostentatiously inviting Ehud Olmert to Washington ahead 
of the general elections 

made clear that it hopes to see him form the next 
government. By pressuring Israel to allow Arab 
residents of its capital city to vote in the 

Palestinian elections next week -- notwithstanding 
Hamas\'s participation in the elections and a Fatah 
slate dominated by terrorists and led by convicted 
murderer Marwan Barghouti -- the Bush administration 
has made clear that it supports maximalist Palestinian 
territorial demands regarding Jerusalem and backs a 
Palestinian proto-state governed and dominated by 
active terrorist groups. As Israelis ask just how far 
the Bush administration is planning to go in making 
itself an actor in our electoral process 

House would be well advised to ask itself some hard 
questions of its own. It could start with this one: 

what American interest is served by the exacerbation of 
the Arab-Israeli conflict and the establishment of 
operational bases for international terrorism in the 
Middle East?\" 


VI. \"The Way 


Hebrew University Political Science Prof. Shlomo 
Avineri 

wrote in Yediot Aharonot (January 17): "The majority of 
Israel\'s citizens -- between 65 and 70 percent -- who 
supported the disengagement were not homogeneous: there 
were people from the Right 

fate as a Jewish state; and there were people from the 
Left 

at least part of the Israeli occupation. Whatever the 
case may be -- and as there was a reasonable 
expectation that this was the beginning of a 

[diplomatic] path in the absence of a partner on the 
Palestinian side -- this is a public that has expressed 
the need to cope with the fact that both the Left and 

the Right have failed so far to find a solution in our 
relations with the Palestinians. One can learn much 
from the fact 

support for Kadima has not diminished despite Sharon\'s 
disappearance from the political scene. This is a 
substantial makeover on Israel\'s political map; as 
Gaullism survived De Gaulle in France 

apparently happen to Sharon.\" 


2. Iran: Nuclear Program: 


Column 3 


The conservative 

editorialized: \"Cutting off diplomatic ties ... in 

addition to the menu of sanctions that were imposed on 
Libya 

of the Iranian regime.\" 


Block Quotes: 


\"Time For VLibya-PlusY Sanctions on Iran\" 


The conservative 

editorialized (January 17): \"Iran is not Libya 

or North Korea. It does not consider itself a pariah 
state 

Though an oil exporter 

its refined fuel from abroad. Cutting off diplomatic 
ties 

participate in sports events 

Cup 

imposed on Libya 

legitimacy of the Iranian regime. What matters most 
now is speed and seriousness. Weak 

denominator sanctions could be worse than nothing. If 
China or Russia are unwilling to allow the Security 
Council to impose a \'Libya-plus\' sanctions package 
U.S. 

sanctions as a group 

join them. Iran is betting 

than the democracies it confronts 

not have the will to stand up to its threats. The UN 
may continue fail its own Charter by proving an 
obstacle to 

action. But this is not a reason for free nations to 
allow a single rogue state to usher in a future of 
increasing terrorism and nuclear blackmail -- at best.\" 
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reported that in a bid to attract voters 

moderated its platform for the Palestinian Legislative 
Council elections 

Fatah. 


The Jerusalem Post quoted EU Commissioner for External 
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Relations and European Neighborhood Policy Benita 
Ferrero-Waldner as saying during a Jerusalem press 
conference Tuesday that the EU has held up a transfer 
of some 35 million euros to the PA until it meets 

certain criteria. The newspaper quoted EU officials as 
saying that the most serious criterion has to do with 
financial monitoring 

- meaning that more was paid in salaries than had been 
allocated. 


All media quoted Olmert as saying during his meeting 
with Katsav with regard to Iran: \"Israel cannot allow 
someone who has such evil intentions against us to have 
control over a destructive weapon that could threaten 

our existence. Olmert was referring to Iranian 
President Mahmoud Ahmadinejad\'s recent threats to \"wipe 
Israel off the map. Yediot quoted IDF C-o-S Lt. Gen. 
Dan Halutz as saying in a lecture at Haifa University 

on Tuesday: \"Iran is the only existential threat to 

Israel W" In its lead story 

Israel is in advanced talks with the U.S. and European 
countries over a package of sanctions that would be 
applied against Iran should it continue its nuclear 
program. HaVaretz reported that over the past two 
months 

an interministerial committee headed by Mossad Director 
Meir Dagan 

economic sanctions against Iran. HaVaretz says that 
some of those ideas are: sanctions against Iranian oil 
exports; banning Iran\'s soccer team from the World Cup 
(a step also mentioned in other media); denying visas 
for foreign travel to Iranian President Mahmoud 
Ahmadinejad and Iranian officials involved in the 
country\'s nuclear program; halting the International 
Atomic Energy Agency\'s (IAEA) technical cooperation 
with Iran on nuclear issues; and restricting landings 

by Iranian civilian aircraft. HaVaretz cited the 

belief of Israeli officials that Russia will abstain in 

the IAEA vote on referring Iran to the Security 

Council 

in order to give negotiations time. 


The electronic media reported the results of Tuesday\'s 
Labor Party primaries: Knesset Member Yitzhak Herzog is 
the big winner in the contest and will be No. 2 on the 
party\'s list for the Knesset. MK Ophir Pines-Paz won 

the third spots on the list. The first place is 

guaranteed to Labor Chairman Amir Peretz. 

Also in the top ten were Ben-Gurion University 

President Avishai Braverman 

Ayalon 
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journalist Shelly Yachimovich. Meimad leader Michael 
Melchior was given the tenth place on the list. The 
media reported that former cabinet ministers such as 
Matan Vilnai and Ephraim Sneh were relegated to lower 
spots. All media reported unconfirmed rumors that a 
deal had been concluded between Peretz and Knesset 
Member Binyamin Ben-Eliezer that was aimed at keeping 
people not associated with either camp off the slate. 
Israel Radio cited a response by the Kadima Party to 
the results that the Labor Party has become a branch of 
the Histadrut labor federation 

is Peretz. Speaking on Israel Radio 

Member Gilad Erdan 

said that the Labor Party list was on the far left of 

Israeli politics. Major media reported that the police 

will check alleged forgeries in the Likud primaries. 


Israel Radio reported that two IDF soldiers were 
wounded last night in an operation in Jenin. The 
station quoted Palestinian sources as saying that two 
Palestinians were also wounded in the clash. 


Israel Radio and Ha\'aretz\'s web site reported that this 
morning the government approved the nomination of three 
Kadima members to cabinet posts. MK Roni Bar-On 
becomes National Infrastructure Minister and Science 
Minister; Deputy Defense Minister Zeev Boim will be in 
charge of the Construction and Housing Ministry 

well as of the Agriculture Ministry; Deputy Internal 
Security Minister Jacob Edery will be Health Minister 

as well as Minister in charge of the development of the 
Negev and Galilee. 


Maariv reported that Israel\'s National Security Council 
will present a position paper at the Sixth Herzliya 
Conference on the Balance of Israel\'s National 
Security 

that 40 

\"unrecognized\" villages. 


The Jerusalem Post reported that State Comptroller 
Micha Lindenstrauss told the newspaper on Tuesday that 
he took a grave view of the size of the donations 

former PM Shimon Peres received from three foreign 
contributors to help finance his primary campaign for 
leadership of the Labor Party. 


The Jerusalem Post reported that the Physicians for 
Human Rights organization is demanding that the Prisons 
Service pay the USD 100 

for Anmed el-Tammi 
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life sentence. 


Leading media reported on Vice President Dick Cheney\'s 
meetings with Saudi and Egyptian leaders on Tuesday. 
Hatzofe stressed a remark made by Egyptian President 
Hosni Mubarak during his meeting with Cheney that the 
West pounces on Iran but turns a blind eye to Israel\'s 
nuclear program. 


Leading media reported that in Hebron on Tuesday 
police arrested 12 teenagers 

from Hebron 

in the city over the past few days. 


The Jerusalem Post reported that at a joint conference 
of 30 Israeli and Palestinian journalists that ended 
Monday in Jordan 

Israeli counterparts that 

a suicide bomber as shahid (martyr) would continue 
there has been a perceptible change in their coverage 
of attacks inside Israel that reflects a recognition of 
such acts as terrorism and illegitimate. 


The Jerusalem Post cited a study released Tuesday by a 
\"liberal think tank 

Israel Studies 

Palestinians should allow the international community 

to supervise the Temple Mount and Jerusalem\'s other 
holy sites. 


Maariv quoted Lebanese PM Fuad Siniora as saying in an 
interview with the Lebanese daily As-Safir that he 

prefers to die rather than sign a peace treaty with 

Israel. Siniora was quoted as saying that he would 

agree to a cease-fire with Israel only when the Golan 

is returned to Syria and a Palestinian state is 

established on Palestinian land. Siniora also 

reportedly expressed his support for Hizbullah. 


Leading media cited a story published during the 

weekend in the German newspaper Koelner Stadtanzeiger 
that the German Federal Intelligence Service (BND) has 
provided the Mossad with German passports for carrying 
out missions in unnamed Middle East countries. 


The Jerusalem Post cited a Tourism Ministry report that 
income from tourism reached USD 4.7 billion in 2005 
increase of 11 percent from the previous year spurred 
by the sharp rise in foreign visitors. The largest 
contingent of travelers came form the U.S. 

brought in 450 
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percent more than in 2004. French tourists came second 
in the number of visitors. 


Diplomatic correspondent Shimon Shiffer wrote in mass- 
circulation 

make every effort to reach far-reaching understandings 
with the U.S. administration and the Europeans. It is 
reasonable to assume that he has a detailed \'road map 
of his own 

elections." 


Diplomatic correspondent Ben Caspit wrote in popular 
pluralist Maariv: \"Israel is already installing its 

next political plan 

the decade 

fence in an agreement that it will make with the 
Americans 


Ghassan Khatib 

Minister 

\"[Israel\'s] attitude and behavior on the issue of 
elections in Jerusalem has been benefiting the 
Palestinian opposition and mainly Hamas.\" 


Chief Economic Editor Sever Plotker opined in Yediot 
Aharonot: \"The use that Hany Abu-Assad made of [his 
film] VParadise Now! ... gives it a further 

dimension of indirect yet clear justification for the 

path of the suicide bombers.\" 


The conservative 

editorialized: \"The reception accorded \'Paradise Now\' 
reinforces the impression that 

struggle against Islamist terrorism 

somehow not as red as everyone else\'s.\" 


Block Quotes: 


|. \"In Sharon\'s Shoes!" 


Diplomatic correspondent Shimon Shiffer wrote in mass- 
circulation 
\"If Ehud Olmert is elected prime minister 
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pass up his right to make his mark and carry out a 
significant historical step. And when he speaks 
publicly today about the hope of reaching a final 
status arrangement with the Palestinians 

be taken seriously. He too 

make important decisions in an effort to resolve the 
Israeli-Palestinian conflict. Olmert will not change 
after the elections: his stance 

Israel should try to shape its permanent borders on its 
own 

most important factor. All this leads to the 
assessment that in the coming years we will face 
another disengagement and the evacuation of isolated 
settlements in the West Bank 

final borders. This will happen either as part of an 
agreement with the Palestinian Authority or without an 
agreement 

community.... [Olmert] will make every effort to reach 
far-reaching understandings with the U.S. 
administration and the Europeans. It is reasonable to 
assume that he has a detailed \'road map\' of his own 
which he will surely not present before the elections. 
Olmert will not act on his own. Tzipi Livni 

assume the post of foreign minister today 

to be a loyal -- and opinionated -- partner to the view 
that Israel must withdraw from most of the territories 
if it wishes to preserve the state as a Jewish and 
democratic entity. She intends to turn the Foreign 
Ministry into a significant factor in the decision 
making process 

changes 

as the \'big bang.\'\" 


Il. \"\'The Collapse of the \'Rais\"\" 


Diplomatic correspondent Ben Caspit wrote in popular 
pluralist Maariv (January 18): \"Intelligence 
accumulated in Israel over recent weeks indicates that 
Abu Mazen is ... losing control over the situation 

lost trust in his people 

depression and that the PA is very close to complete 
governmental collapse. In this situation 

political and security officials are calling to prepare 

for a situation in which there is no partner on the 

other side and Israel should take measures that are 
coordinated with the world in general and with the 
United States in particular.... The collapse of Abu 
Mazen\'s government is especially dangerous in light of 
the statements 

the Middle East. The difficulties in Iraq continue to 
increase 
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currently the Palestinian Authority 

fall into the hands of fundamentalist terrorist 
organizations. Washington fears that this situation 

will lead to a complete collapse of American policy in 
the Middle East and make a mockery of the President. 
And the crisis is especially severe in light of the 

high hopes that the Americans had for Abu Mazen 
thought to be the only Arab leader who at a certain 
point came close to the status that the Americans have 
given only to King Abdullah of Jordan and to his father 
before him 

like a has-been. The intelligence and security 
communities of Israel 

countries describe Gaza even now as Yno-manWs land!.... 
Israel is already installing its next political plan 
according to which by the end of the decade 

will have pulled back to behind the fence in an 
agreement that it will make with the Americans 

with the Palestinians.\" 


III. WUndermining the Peace Camp\" 


Ghassan Khatib 

Minister 

(January 18): \"The irony ... is that [Israel\'s] 

attitude and behavior on the issue of elections in 
Jerusalem has been benefiting the Palestinian 
opposition and mainly Hamas. Firstly 

against Hamas and opposition candidates or preventing 
campaigning in Jerusalem because Hamas is taking part 
in elections simply serves to single out Hamas and thus 
increase its public support. Secondly 

the PA hasn\'t been able to guarantee the right of its 
citizens to participate in elections in Jerusalem has 

been portrayed as a sign of weakness of the PA. One of 
the possible outcomes is a low turnout among the 
general public in East Jerusalem. This can also be 
expected to be unfavorable to moderate parties. But 
this is consistent with Israeli positions and practices 
throughout last year 

the public image of the PA and the moderate leadership 
of President Mahmoud Abbas." 


IV. \"Road to Paradise Is Paved With Bad Intentions\" 


Chief Economic Editor Sever Plotker opined in Yediot 
Aharonot (January 18): \"The film VParadise Now 

the Palestinian Islamic suicide bombers 

Globe award in Hollywood as best foreign language film. 
More precisely -- and accuracy is important here -- the 
choice was made by the Hollywood Foreign Press 
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Association 

ceremony for awarding the prize to VParadise Now.\' It 
infuriated and upset me. | was angry when the hosts 
giving the award opened the envelope and declared the 
winning country: \Palestine.\' To the best of my 
knowledge 

After the name of the winning film and its country of 
origin were read out loud 

took the Hollywood stage and gave a political- 
nationalist-Palestinian speech. He did not use the 
international limelight in order to speak about the 
aspiration for peace and/or to direct an emotional call 
to Muslim youth the world over to abandon the path of 
terrorism and suicide bombings. Neither did Hany Abu- 
Assad speak about reconciliation and compromise. He 
voiced his hope that now the entire world will identify 
with the Palestinian hope for a state that would be 
established \'unconditionally\.... The use that Hany Abu- 
Assad made of \'Paradise Now\' as a lever for Palestinian 
national propaganda wrongs the content of the film 
renders it superficial and gives it a further 

dangerous dimension of indirect yet clear justification 
for the path of the suicide bombers.... VParadise Now 
... Is not a Palestinian propaganda film.... But this 

is not about the film 

ceremony.... In effect 

established the Palestinian state by virtue of the 

words of a director and a foreign press association.\" 


V. WHumanizing Terrorism\" 


The conservative 

editorialized (January 18): \"We don\'t believe that 

those who decided to honor [the Golden Globe award- 
winning film] VParadise NowY necessarily wished to 

glorify suicide bombers or justify those who target 

Israeli civilians. Yet we find it unlikely a film 

delving into the inner struggles of the terrorists who 
brought down the World Trade Center or who murdered in 
London 

alone showered with the same accolades. The reception 
accorded \'Paradise Now! reinforces the impression that 
in the current global struggle against Islamist 

terrorism 

else\'s.... Paradise Now\' humanizes mass murderers even 
more forthrightly 

who would heap awards on such a film should 

they are unconcerned by the sensibilities of Israelis 
consider whether they would make the same choice if 
they -- their nation or their families -- were the 

victims.\" 
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thinking made her stand out. Friends remember her as a 
flamboyant red-head \"always surrounded by a group of highly- 
spirited young people 

discover years later that at least one year of her studies 

was spent abroad as an employee of the Mossad 

employed her from 1980-84 according to her official resume. 


3. In 1983 

completed her legal studies before embarking on a legal 
internship with the law practice of Attorney Nachum 
Feinberg 

still lauded. Former left-wing member of Knesset Me\'ir Pail 
remembers debating Livni\'s father 

election campaign 

memorable ideological debate with his debating rival\'s 
daughter 

joining in. PaVil says he liked her argumentation and 
eloquence and afterwards he told her \"Why is your father 
hiding you? You could be one hell of a politician....\" 


4. Tzipi Livni\'s response to Pa\'il\'s rhetorical question 
would wait for more than a decade. In the interim she anda 
friend from student days set up their own law firm and Livni 
married Naftali Spitzer 

sons. Her decision to enter politics came in the fall of 

1995 

Yitzchak Rabin at the height of the Oslo accords euphoria. 
Livni contested a place on the Likud list 

number 36 

but she was swiftly appointed by then-PM Netanyahu to head 
the Companies Authority 

privatization of government owned companies. Israel\'s 
current Ambassador to the UN 

head of the Union of Chambers of Commerce 

someone who knew how to make effective decisions. Gad 
Yaakobi 

says he was impressed that she argued for a slowdown in the 
privatization process 

proving that she was an independent thinker. 
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5. Contesting the Likud primaries in 1999 

number 18 

in opposition after its defeat by Barak\'s \"One Israel.\" As 

an unknown MK 

and breadth of Israel familiarizing herself with the country 

and the people. When 

into government 

Ministry that had been created by former PM Ehud Barak for 
Shimon Peres. Livni got her wish and the post gave her new 
and valuable exposure to key issues in the Israeli- 

Palestinian context. She served as minister in this short- 

lived ministry from March-August 2001 then as minister of 
agriculture and rural development from December 2002 through 
February 2003. When PM Sharon formed his second government 
in February 2003 

Absorption. 


6. Ariel Sharon did not know Tzipi Livni when she first 
entered the Knesset in 1999 

parliamentary opposition brought her to the Prime Minister\'s 
attention. Colleagues in the Likud faction say they noticed 
that when Livni spoke at faction meetings 

Interviewed by MaVariv newspaper 

described the relationship between Livni and Sharon as \"a 
special bond" created by loyalty 

four years 

Livni had spoken out against Sharon. Her loyalty was 
particularly evident during the elaboration of Sharon\'s 
disengagement plan when Livni was tasked with arbitration 
between the government and settlers who were to be 
evacuated. She earned the respect of settlers and their 
rabbis in an arduous and often combative process to reach a 
workable compromise. That loyalty was rewarded with the 
post of justice minister in January 2005. 


7. Officials at the Justice Ministry are quoted by media 
sources as saying Livni has tackled her mission with energy 
and unprecedented independence 

highest level of the judiciary on such controversial issues 
as the appointment of judges to the Supreme Court. But in 
her earlier post 

from August 2004 until January 2005 

to inquiries into ministry investments in unauthorized 
outposts in the West Bank. In the words of Talia Sasson 
who chaired the commission established by the office of 
Prime Minister Sharon to look into the issue of outposts 
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\"It was only by the end of January 2005 that the Ministry of 
Construction & Housing responded to my request for data 
concerning investments by the ministry in unauthorized 
outposts over the last four years. This was only after 
correspondence starting September 2004 

requests 

personal interference and demand to release the material - 
all of which was in vain.\" 


8. Within the transitional government of Alternate PM 
Olmert 

sensitive political and security issues such as outposts. 
Echoing Olmert\'s January 18 call on Israeli defense and 
security forces to evacuate illegal outposts (septel) 
stated: \"A battle is taking place between the government 
and the settlers on the issue of who is sovereign in Judea 
and Samaria. Itis an ideological controversy on the right 
of the state and its laws 

delegitimize the state and the government." 


9. Among the assets that Livni bestows upon a Kadima-led 
transitional government are youth 

lineage 

liberal image and understanding of human rights with a 
conservative insistence on the Jewish character of the 

state. Her support for the roadmap and territorial 
compromise is not ideological 

commitment to preserving the Jewish character of Israel. 
Her loyalty to Sharon is matched by her dedication to her 
work and the ambition to succeed. Considered too young to 
be Sharon\'s number two in Kadima -- that position has fallen 
to Alternate PM Olmert -- Livni had been mentioned as a 
possible candidate for a number of key ministerial 

portfolios recently vacated by departing Likud ministers. 

On January 15 

succeed Silvan Shalom as Foreign Minister. Olmert\'s Kadima- 
led cabinet approved this decision on January 18 

MFA en masse welcomed her to work that day. 
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10. Livni is a vegetarian and keeps kosher 

government protocol contacts. A recent in-depth media 
profile in MaVariv newspaper indicates that while she is a 
hard worker 

spoken English is impeccable 
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enterprises in competition with public enterprises. 

However 

access to markets. Examples include Kenya Reinsurance with 
a guaranteed market share 

marketing barriers than its foreign competitors 

Kenya National Oil Corporation with retail market outlets 
developed with government funds. Some state corporations 
have also benefited from easier access to cheap government 
credit. 


Secured interests in property are recognized and enforced. 
In theory 

acquisition and disposition of all property rights - land 
buildings and mortgages. In practice 

land is a cumbersome and often non-transparent process 
which is a serious impediment to new investment. It is 
frequently complicated by improper allocation of access and 
easements to third parties. There is also a general 
unwillingness of the courts to permit mortgage lenders to 
sell land to collect debts. Foreigners may require 
Presidential approval to acquire large tracts of 

agricultural land or any seashore property. Since January 
2003 

allocations that were illegally acquired. The question of 
title to land acquired irregularly under the previous 
government is the subject of continued controversy. The 
issue is particularly important because 80% of bank loans 
are secured with land. 


Kenya has a comprehensive legal framework to ensure 
intellectual property rights protection 

Industrial Property Act 2001 

Copyright Act 2001 

the Universal Copyright Convention. The Copyright Act 
protects literary 

sound recordings and broadcasts 

Criminal penalties associated with piracy in Kenya include a 
fine of up to KSh 800 

up to 10 years and confiscation of pirated material 
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enforcement and the understanding of the importance of 
intellectual property 

Property Institute (KIPI) is responsible for patents 
trademarks and trade secrets 

and Industry. Copyright protection is the responsibility of 
the Attorney General\'s office. 


Kenya is a member of the World Intellectual Property 
Organization (WIPO) and of the Paris Union (International 
Convention for the Protection of Industrial Property) along 
with the U.S. and 80 other countries. A future prospect 

for patent 

in the African Intellectual Property Organization 

its enforcement and cooperation procedures are yet untested. 
Kenya also is a member of the African Regional Intellectual 
Property Organization (ARIPO). Kenya is a signatory to the 
Madrid Agreement Concerning the International Registration 
of Marks 

Tanzania) are not. 


Investors are entitled to national treatment and priority 

right recognition for their patent and trademark filing 

dates. The Trade Marks Act provides protection for 
registered trade and service marks that is valid for 10 

years and is renewable. However 

intellectual property -- copyrights 

--isinadequate. The sale of pirated audio and 
videocassettes is rampant 

production. According to the Business Software Association 
an estimated US $3.5 million is lost every year as a result 

of the use of illegal software 

enacted Industrial Property Act (KIPA) in 2002 to comply 
with WTO obligations 

remains weak. In 2003 

indicated that over KSh 37 billion (about US $493.3 million) 
is lost annually in customs and value added taxes due to the 
sale of counterfeit goods. The government has not yet 
published its draft anti-counterfeit Bill nor submitted it 

to Parliament. However 

increased their IPR enforcement efforts on behalf of textile 
producers to limit the transshipment of foreign-made 
garments through the Port of Mombasa (mostly from Asia) that 
are fraudulently being exported to the U.S. under AGOA 
preferences. Kenya has also begun a campaign to crackdown 
on the entry into the local market of counterfeit or 
\"substandard\" goods. 


Column 3 

Investors in Kenya are required to comply with environmental 
standards. The National Environment Management Authority 
(NEMA) oversees these matters and is the principal 
regulatory agency for them. Developers of particular 

projects are therefore required to carry out Environmental 
Impact Assessments (EIA) prior to project implementation. 
Companies are required to submit their up-to-date assessment 
reports to NEMA for verification by the environment auditors 
before they can receive an Environmental Impact Assessment 
license. 


In theory 

initial screening process. The government screens each 
private sector project to determine its viability and 
implications for the development aspirations of the country. 
For example 

forward and backward linkages 

licensing fairly quickly. However 

in Kenya has historically been constrained by a time- 
consuming and highly discretionary approval and licensing 
system that have been vulnerable to corrupt practices. 


Kenya\'s competition framework is governed by the Restrictive 
Trade Practices 

subsequent amendments). The Act is relatively modern and 
has worked well in avoiding anti-competitive practices since 
the abolition of price controls in 1994. However 

Monopolies and Prices Commission is not an independent 
regulatory body but rather is under the Ministry of Finance. 
Although the Commission is independent in its investigation 
of competition-related issues 

powers to enforce orders on companies found to have breached 
competition rules. The Commission lacks the capacity to 
fully implement the legislation. Practices that seek to 

block entry into production and discrimination vis--vis 

buyers (for production 

illegal. Mergers and acquisitions must receive the green 
light from the Commission and the Minister of Finance in all 
cases 

companies involved. This puts an unnecessary burden on 
investors and the Commission. However 

no jurisdiction over the electricity 

insurance sectors. Under the law 

distribute their own products 

supply information to the government about their 
distributors. 


Incoming foreign investment through acquisitions 
takeovers is governed by antitrust legislation that 
prohibits restrictive and predatory practices that prevent 
the establishment of competitive markets. The legislation 
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also aims at reducing the concentration of economic power by 
controlling monopolies 

enterprises. Mergers and takeovers are subject to the 
Companies Act 

firms) or the Banking Act (in case of financial 

institutions). 


Kenya has a small capital market consisting of the 
government controlled Capital Market Authority (CMA) 
Nairobi Stock Exchange (NSE) 

brokerage firms 

banks 

agency 

schemes 

depositories. The CMA regulates and supervises all these 
institutions and oversees the development of Kenya\'s capital 
market. The NSE trades had a market capitalization of KSh 
455.5 billion (about US $6.0 billion) at the end of November 
2005 

January 2005. 


By November 2005 

financial institutions 

mortgage finance companies 

end of July 2005 

612.5billion (about US $7.9 billion). Loans and advances 
accounted for 52% of the total assets equivalent to KSh 
320.5 billion (about US $4.1 billion). Seven banks dominate 
the banking sector accounting for two thirds of the total 
deposits in the banking institutions. Asset quality of 

Kenyan banks though improving remains poor with about 19.5% 
equivalent to KSh 70.8 billion (about US $0.92 billion) of 
assets classified as non-performing. Realization of the 
collateral is difficult because of a slump in the property 
market as well as a cumbersome court system. 


The NSE into three segments: the Main Investment Market 
(MIM) 

Income Securities Market (FISM). The MIM targets mature 
companies with strong dividend streams. The AIM is more 
favorable to small and medium sized companies 

firms to access cheaper 

through the capital markets. And 

businesses 

supranational authorities to raise capital through the 
issuance of debt securities. As of October 2005 
categorized the listings into 38 companies for the MIM 
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segment 

involved in the preparation of a proposed integrated East 
African Capital Market. As from February 28 

started settling all equity trades through an electronic 
Central Depository System (CDS). 


Trading in commercial paper and corporate bonds issued by 
private companies has diversified activity at the NSE 

is regulated through a set of guidelines developed in 
collaboration with private sector. They allow private 
companies to raise funds from the public without being 
quoted in the NSE. Establishing the CDS encouraged the 
development of a secondary market for the government\'s one- 
year floating rate bond. The CDS opened a shop window for 
small investors offering products in multiples of KSh 50 
(about US $667) up to KSh 1 million (about US $13 
Expenses related to credit rating services by listed 
companies and other issuers of corporate debt securities are 
tax deductible. WCross-shareholdingW and \"stable 
shareholder\" arrangements are not used to restrict foreign 
investment through mergers and acquisitions. Hostile 
takeover defenses are uncommon. Private firms are free to 
adopt articles of incorporation 

foreign investment 


Foreign investors can acquire shares freely in the stock 
market subject to a reserved ratio of 25% for domestic 
investors in each listed company. To encourage the transfer 
of technology and skills 

acquire up to 49% of local stockbrokerage firms and up to 
70% of local fund management companies. 


Credit is allocated on market terms and foreign investors 
are able to obtain credit on the local market. However 
number of credit instruments is relatively small. Legal 
regulatory 

and consistent with international norms. The corporate tax 
for newly listed companies is 25% for a period of five years 
from the date of listing. The withholding tax on dividends 
is 7.5% for foreign investors and 5% for local investors. 
Foreign investors can acquire shares in the stock market 
subject to a minimum reserved ratio of 25% of the share 
capital of the listed company for domestic investors. The 
75% portion is considered as a free float available to 

local 

on the level of holding. Dividends distributed to residents 
and non-residents are subject to a final withholding tax at 
the rate 0f 5%. Dividends received by financial 

institutions as trading income are not subject to tax. 


The Parliament amended the Banking Act 2004 to delegate the 
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power to register and deregister commercial banks and 
financial institutions from the finance minister to the 
Central Bank of Kenya (CBK). Under the Central Bank of 
Kenya Act 

enhanced 

CBK\'s bank supervision functions are strengthened 
statutory restrictions on government borrowing from the Bank 
are codified. The CBK sets requirements for all banking 
institutions and building societies to disclose their un- 
audited financial results on a quarterly basis by publishing 
them in the print media. 


Parliament amended the Central Bank of Kenya Act in December 
2004 to establish an independent Monetary Policy Advisory 
Committee whose mandate is to advise the Bank with respect 
to monetary policy. The amended Act provides for the CBK to 
publish the lowest interest rate it charges on loans to 

banks referred to as the \"central bank rate\". Other 
amendments transferred powers to revoke and issue licenses 
to financial institutions from the Ministry of Finance to 

the CBK and introduced an \"in Duplum Rule 

fees and fines on non-performing loans to the amount of the 
outstanding principal. However 

implemented. 


There have been clashes in the past between police and 
demonstrators over political reform and other issues. 

During the campaign period related to the November 21 
Constitutional referendum 

violent demonstrations across the country especially in the 
cities of Kisumu and Nairobi. Although some shops in major 
cities have been damaged or looted during such disturbances 
the damage has been limited and has not been directed at 
foreign companies. Similar instances of public disorder are 
possible in the run up to likely Presidential and 
Parliamentary elections in 2007. 


Terrorism and urban crime create insecurity in the country 

and the region. On August 7 

embassies in Nairobi and Dar es Salaam killing over 200 and 
wounding more than 5 

people in an Israeli-owned Mombasa Hotel in November 2002. 


Kenya has a good relationship with all its immediate 
neighbors. However 

are also a source of insecurity in the region. The 2002 
terrorist attacks in Mombasa are thought to have been 
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planned in Somalia and much of the small arms used in crime 
in Kenya likely originates from Somalia. The level of urban 
crime in Kenya is one of the highest in Africa. According 

to the World Bank 

or \"very severel concerns about crime 

Kenya 


Pervasive corruption has been a major reason for 
disinvestment in Kenya. In 2003 

Anti-Corruption and Economic Crimes Act and the Public 
Officers Ethics Act 

accountability 

Public Officers Ethics Act requires certain public officials 

to declare their wealth and that of their spouses within 90 
days from August 2 

established the Anti-Corruption Commission 

with the implementation of the Anti-Corruption and Economic 
Crimes Act 

Ethics Act for Public Servants in 2004. A Public 
Procurement and Disposal Bill become law in 2005. It 
establishes a procurement commission to take over all 
procurement matters. Large public procurement programs and 
military procurement have been at the center of a number of 
corruption scandals in recent years. 


On the downside 

governance and ethics resigned in February 2005 

lack of cooperation from high-level government officials. 

The office was unofficially disbanded in December 2005. The 
Transparency International Corruption Perceptions Index 

2005 

world\'s most corrupt nations. According to the report 

Kenya made an improvement in 2004 compared to 2003 but has 
remained at the same position since 2004. The report ranked 
Kenya 144 out of the 159 nations surveyed. 


Kenya does not have a bilateral trade investment agreement 
with the United States. Kenya signed a bilateral trade and 
investment agreement with Germany in 1996 

are pending with the United Kingdom 


11.A.c. OPIC and Other Investment Insurance Programs 
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In 2004 

(OPIC) supported four projects in Kenya totaling US $8.75 
million. These included a company specializing in land 
information services 

providing humanitarian activities and services 

housing company. The housing project 

business will use an OPIC loan to build 400 affordable 
housing units in Nairobi 

towards fulfilling a 2003 Memorandum of Understanding 
between OPIC and the Kenyan government designed to leverage 
OPIC programs to increase U.S. private sector investment in 
Kenya. Historically 

37 projects in Kenya. 


Kenya has a population estimated at over 33 million 

52% of whom constitute the working population 

in agriculture sector. Several million Kenyans work in the 
informal sector. High population growth of 2.95% per annum 
means there is an on-going demand for new jobs. Kenya has 
an abundant supply of well-educated and skilled labor in 
most sectors at internationally competitive rates. High 
HIV/AIDS prevalence (estimated at 6.7%) poses a serious 
threat to human resource development. 


Kenya\'s laws generally provide safeguards for worker rights 
and mechanisms to address complaints of their violation. 

The labor laws of Kenya are embodied in its Employment Act 
(revised 1984) and the Regulation of Wages and Conditions of 
Employment Act (revised 1980). The Employment Act covers 
wages 

foreign contracts of service 

youth 

ailing industries are allowed to retrench workers 

irrespective of the provisions of their collective 

bargaining agreements. All labor laws 

of the Factories Act (permitting occupational safety and 
health inspections) 

Zones (EPZ) 

Following a number of strikes in the EPZs in January - March 
2003 

seven garment factories in the Athi River EPZ signed a 
collective bargaining agreement with a local union. Strikes 

in the EPZs declined in 2004 

existence in 2005. 
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As few as seven employees may form a union. There are 41 
trade unions registered under the Trade Union Act. All but 
six 

Teachers 

Kenya Union of Civil Servants 

Central Organization of Trade Unions (COTU) 

300 

rather than craft 

April 2004 the U.S. government and the International Labor 
Organization (ILO)-funded tripartite Labor Law Reform Task 
Force completed a new set of labor laws which were presented 
to the Attorney General. The proposed new laws incorporate 
the ILO core labor standards and are AGOA consistent. 
However 

tabled in Parliament for debate and possible enactment. 


The law permits strikes 

government 21-28 days before a strike is called. During 
this period 

Development may mediate the dispute 

or refer the matter to the Industrial Court. Once a dispute 
is referred to mediation 

subsequent strike is illegal. Kenya\'s Industrial Court 
provides generally effective and timely rulings. The court 
has penalized employers for discriminating against employees 
because of their union activities; usually requiring the 
payment of lost wages. Reinstatement is not acommon 
remedy. 


Overall 

The number of trade disputes reported to the Ministry of 
Labor and Human Resource Development under the Trade 
Disputes Act was 1 

Of the 2004 trade disputes 

for adjudication. The number of strikes dropped from 161 in 
the year 2003 to 41 in 2004. The number of workers involved 
in 2004 was 31 

sectors affected by the strikes in the year 2004 were 
manufacturing (14) 


The normal workweek is 45 hours 

be paid. The Regulation of Wages and Conditions of 
Employment Act provides that the total hours worked in any 2- 
week period should not exceed 120 hours (144 hours for night 
workers). Wages and conditions of employment are 
established in negotiations between unions and management. 
There are twelve separate minimum wage scales 

location 

currently US $56 (KSh 4 

$30 (KSh 2 

collective bargaining agreement generally receive a better 
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wage and benefit package than those not covered (on average 
US $97 (KSh 7 

allowance 

Kenyan workers compensation package. 


Kenyan law establishes detailed environmental 

safety standards 

enforced. . Although fines specified in the Factories Act 
(regarding occupational safety and health) are the highest 
in the labor laws 

and are generally too low to serve as a deterrent to unsafe 
practices. Rules falling under the Directorate of 
Occupational Health and Safety Services (OHSS) 
operates under the Ministry of Labor and Human Resource 
Development 

employees. The OHSS Directorate maintains a register of 
approved and certified Safety and Health advisers who the 
employers may use in carrying out safety audits in the 
factories and other places of work. These audits are 
supposed to be carried at least once a year and a copy of 
the audit report forwarded to the OHSS Directorate within 30 
days after the audit. 


Work permits are required for all foreign nationals who wish 
to work in Kenya. Although there is no official time limit 

a visitor\'s pass or a visa is usually valid for three months 
and the Immigration department must grant applicable 
extensions upon proper application. Work permits may be 
applied for in any major city in Kenya 

go to Nairobi for processing. Foreign investors are 
required to sign an agreement with the government describing 
training arrangements for phasing out expatriates. High 
unemployment levels have made it increasingly difficult for 
expatriates to renew or obtain work permits. The 
Immigration Department has occasionally cancelled work 
permits before the expiry date without giving reasons. 
According to the law 

permits may require a bond of not less than KSh 100 


$1 


By December 2005 

established around the country and 77 export-oriented firms 
were in operation. A government agency 

Processing Zone Authority (EPZA) regulates the zones. Of 
the 41 zones 

sector. The rest are privately owned and managed by 
licensed EPZ developers/operators. Of the 77 enterprises 
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operating in EPZs 

investments 

EPZ exports went to the U.S. 

accounting for 8.5% and EAC/COMESA 4%. The largest 
privately owned EPZ is the Sameer Industrial Park located in 
Nairobi\'s Industrial area. It has been operational since 
1990. The Athi River EPZ 

publicly owned EPZ 

GOK is also developing another large export processing zone 
in Mombasa 


The deterioration in economic performance 

rising problems of corruption 

economic policies and structural reforms and the 
deterioration of public services and infrastructure 
generated a long period of low FDI inflow that started in 

the early 1980s and continues to date. FDI inflows in 1996- 
2003 averaged US$39 million a year. According to Investment 
Policy Review of Kenya February 2005 report 

in 2005 was US$1 

Tanzania and Uganda at US$2 

million respectively. However 

to underestimating actual inflows of FDI. There is no clear 
mandate by any agency to collect data on FDI. The Central 
Bank of Kenya (CBK) 

and the Central Bureau of Statistics (CBS) all collect only 
partial information on either balance of payments inflows or 
investment projects. 


Kenya\'s February 2005 Investment Policy Review estimates the 
market value of US investment at around US$285 million 
primarily in commerce 

industry. Most foreign investment in manufacturing since 
2001 has been in the EPZs 

63.6% of total investment 

utilization) in AGOA-related textiles. The government does 
not publish data on the value of foreign direct investment 
(position/stock and annual investment capital flows) by 
country of origin or by industry sector destination. 

Neither is data available on Kenya\'s investment abroad. On 
its website 

in Kenya. 


More than 200 Trans-National Corporations operate in Kenya. 
The main traditional sources of investment are United 
Kingdom 

investment increasing in the last two years. 
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Telkom Kenya - http://www.telkom.co.ke 

Communications Commission of Kenya - http://www.cck.co.ke 
Safaricom - http://www.safaricom.co.ke 

Cable News Network - http://www.cnn.com 

British Broadcasting Corporation - http://www.bbc.com 
Reuters - http://www.reuters.com 

Kenya Broadcasting Corporation - http://www.kbc.co.ke 
International Chamber of Commerce - http://www.iccwbo.org 
African Trade Insurance Agency - http://www.ati-aca.com 
Export Processing Zones Authority - http://www.epzahq.com 
African Growth Opportunity Act - http://www.agoa.gov 
Capital Markets Authority - http://www.cma.or.ke 

Nairobi Stock Exchange - http://www.nse.co.ke 

Central Organization of Trade Union - http:/Awww.cotu- 
kenya.org 

Sameer Industrial Park - http://www.sameer-group.com 
Central Bank of Kenya - http://www.cbk.go.ke 
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that China no longer should be willing to pay. 


New Foreign Aid Program A Gradual Shift 


9. (S) Due to philosophical differences and bureaucratic 
infighting within the government 

foreign aid policy would undergo a gradual transformation 
rather than a dramatic change. He does not believe there 
will be major new initiatives in 2006 
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there will be considerable pressure on China to transition 
from recipient to donor before the 2008 Olympics in order to 
prove Beijing is not a \"free-loader.\" 


10. (S) Any change will be a gradual one 

China\'s overseas aid infrastructure is not sufficient to 

carry out new development projects in developing countries. 
Zha said he believes China will continue to focus on 
government-to-government aid 

be more willing to cooperate with international agencies. He 
said China has no plans to work through either Chinese or 
international overseas NGOs 

engage provincial governments to identify Chinese state-owned 
and private sector contractors for projects overseas. 
Working with these contractors 

international experience and also lessens the Central 
Governmenit\'s burden to implement projects. 


World Food Program Departing China After 26 Years 


11. (C) Even as the study on China\'s transition from 
recipient to donor was submitted to MOFCOM 

agency announced it is downsizing its program in Beijing. As 
expected 

during a December 15 

James Morris that it would end its food aid program in China 
after 26 years. Since 1979 

valued at more than USD 1 billion 

million people in central and western China. 


12. (C) Kate Milliken 

WFP\'s office in Beijing would remain open with a small staff 

to accept donations 

neessary 

agreements to use China\'s emergencyresponse capacity to deal 
with food crises. Aother important objective for WFP is to 
encourage China to further increase its donor support to WFP 
which recently increased from USD 1.25 million to USD 1.75 
million. Morris approached the Chinese about increasing its 
donations to WFP during his visit to Beijing. 


Transition Gradual But Appears to be Picking up Steam 


13. (S) Comment: Although China\'s transition from aid 
recipient to donor may be a gradual shift 

picking up steam. It is significant that MOFCOM commissioned 
a non-government entity to submit recommendations on how to 
reform China\'s foreign aid program. Taken together with 
reports on multilateral donors either closing down aid 
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programs in China 

limiting their aid to technical assistance (World Bank 
Development Bank) 

the transition away from aid recipient is obvious. 


14. (S) Equally obvious 

strategy for outgoing economic assistance remains unclear. 
Zha\'s recommendations focus on China becoming a responsible 
stakeholder in the international donor community and working 
to promote the Millennium Development Goals 

increasing the transparency of its aid program. There are 
others within the government 

attempt to use China\'s aid apparatus to secure resources 
compete with Taiwan 

High-profile aid projects in places like Sudan and Cuba 
continue to call into question whether recommendations to 
cooperate with other donors and to become more transparent 
will find a receptive audience among decision-makers at 
MOFCOM and other government agencies. End Comment. 
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suggested that at least a few of the returnees had been 
mistreated 

want to meet out of fear of repercussions. Poverty 
dissatisfaction and fear were worse in Sa Thay district than we 
have seen in any of our recent visits to Central Highlands. 
Reftel reports on results of the returnee-monitoring visit to 

Gia Lai province. End Summary. 


Returnees in Kontum Province 


2. (SBU) On January 12 

Thay district in Kontum province to assess the conditions for 
ethnic minority returnees. A clearly nervous Sa Thay District 
People\'s Committee Chairman -- himself an ethnic minority Jarai 
-- assured us that they would receive private and unfettered 
access to six ethnic minority returnees from Cambodia. These 
individuals had a Wlow education and were \"lured\" to go. The 
returnees had realized their mistake and \"apologized to the 
community" upon return. 


3. (SBU) The district Chairman maintained that Kontum had made 
great strides in improving the welfare of ethnic minority groups 

in the province. In 2001 there was widespread ethnic minority 
unrest in Kontum 

There was \"no religion" in the district 

confirmed that 14 ethnic minority individuals were arrested in 
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recent months for attempting to flee to Cambodia. Two 
individuals who had fled to Cambodia following the 2001 protests 
and subsequently returned were the ringleaders. He provided no 
other details and concluded that the 14 would be dealt with 
\"under the law.\" 


la Grak Village Elder 


4. (C) In the presence of provincial and district officials and 
what subsequently turned out to be undercover policemen 
ethnic Jarai village elder told us that the 78 Jarai households 

in the village had more than enough land -- at a minimum one 
hectare (2.47 acres) and government support to make a good 
living. Those who had fled -- including his cousin and 
son-in-law (in 2001) -- were \"lazy.\" In addition to the Jarai 
there was a sizeable ethnic Vietnamese and ethnic Thai migrant 
population from the north. The government ensured that everyone 
had enough land. At least one-quarter of the households in the 
village were Protestant. All the returnees were well treated 

the elder asserted. Ethnic Vietnamese own the village general 
store and repair shop. 


Status of the Returnees 


5. (C) Meeting with the wife of voluntary returnee Siu Son 
(MTN-538) 

\"neighbors 

other women and their children. Extremely nervous and anxious 
Son\'s wife signaled that she could not talk to us so long as the 
elder the other men were present. After some discussion 

three left 

accompanying the elder were plainclothes policeman who were 
responsible for the arrests of the husbands of the other women 
present in the room as well as six other men in the village. 
These eight individuals had been arrested two months earlier for 
attempting to cross the border to Cambodia. The women had not 
seen or heard of their husbands since the arrests. 


6. (C) Mrs. Son said that her husband had just left for Quang 
Ngai province \"to visit his mother.\" She and her husband have 
no land; their one-hectare was destroyed in 2004 during her 
husband\'s absence in Cambodia 

flood. She also was forced to borrow two million dong (USD 120) 
from local Vietnamese to tide her over during her husband\'s 
absence. They now owe six million dong. Without land of their 
own 

as perform occasional day labor. Siu Son graduated from the 
ninth grade. They had received no assistance since his return 
from Cambodia in early 2005. They 
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village 


7. (C) Looking from side to side to see if any police or 
\"journalists\" were near 

in police custody upon his return to the district. He was hit 

in the ribs and stomach. He remains in pain. Also upon return 
he and the other returnees were put on public display in a 
village gathering and forced to apologize to the community. Six 
months ago he tried to flee again to Cambodia but was caught. 
He was not beaten 

detention. Crying 

might happen if information that her husband was beaten would 
leak; police had made them promise not to reveal the incident to 
anyone 


8. (C) With plainclothes police officials everywhere but inside 
the house 

mud and wood house. The home had electricity and they own a 
television. Su has a seventh-grade education. He used to 
belong to the Southern Evangelical Church of Vietnam 

it up of his own accord. He said that he went to Cambodia 
because he wanted to be resettled in another country. His 
parents own just under two hectares of land. He has received no 
aid from the state since his return. He told us that he had not 
been visited by police since his return. He was not threatened 
or hit 

Cambodia crossing. 


9. (C) Ksor Ngay (MTN-435) greeted us in his decrepit tin-roofed 
home. Initially he told us that he followed \"bad people\" to 
Cambodia to make money and possibly be resettled to a third 
country. The family had one hectare of unirrigated fields; he 
and his wife also work as day laborers for \"the Kinh.\" The 
family had received assistance before he left for Cambodia 
none since his return. 


10. (C) Asked about abuse 

not hit or threatened 

After we made clear that we were USG representatives 

us that he had been jailed for three days immediately after his 
return to the district and beaten in the cell by another ethnic 
Vietnamese prisoner. He claimed that he was told that if he 
attempted to flee again and was caught 

is under six months administrative detention 

received any other threats. 


Shadow Boxing 


11. (C) As we exited Ngay\'s house 
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that we had seriously violated local custom by not allowing the 
village elder to sit in our meetings. The elder had lost face. 
Profuse apologies were not enough; were we not to allow him 
access 

see the final two returnees 

one else -- could join. Through a combination of gestures 
and veiled comments the elder subsequently indicated he was 
forced to make a scene 

villagers were being treated and signaled to us whenever 
plainclothes police were near. 


More No Shows 


12. (C) Neither Kapu Klanh (MTN-412) 

children were present when we called at their ramshackle 
which does not have electricity. His mother 

door 

were loitering on the doorstep. She claimed that authorities 
gave the family Wmoney 

specify when or what exactly. She said that \"she did not know 
if her son had been beaten or threatened by local authorities. 
She would not say any more. 


13. (C) Siu Phong (MTN-427) also was \"out.\" His mother and 
sister told us that Phong had just moved back to la Grak village 
from a neighboring town. He helps the family farm their two 
hectares of cassava. His mother said 

Phong was treated or if he had received aid since his return. 

His sister added that he had been sick since his return 

still works the fields. She then quietly slipped into poloff\'s 

pocket a two-page document from the Kontum public prosecutor\'s 
office 

illegal border crossing. 


Comment 


14. (C) The visit to Kontum suggests a pattern of sustained 
threat and intimidation against the returnees. More broadly 
the situation in Sa Thay is the worst we have seen in our many 
visits to the Central Highlands. The poverty was profound and 
the sense of fear palpable. Unlike Dak Lak or Gia Lai 
provinces 

extremely poorly educated or had ethnic separatist views 


Thay 

Separatism did not appear to be a significant factor in Sa Thay. 
The marginalization of the Jarai community 

lack of opportunity and government assistance 

oppressive atmosphere understandably encouraged flight 
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especially as some had been resettled overseas in the past. 
WINNICK 


NOTE: DUAL CLASSBY/STATEMENT/REASON 
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His comments correct the impression created by some media 
commentators that Slovene soldiers would be involved in combat 
operations where their lives would be in constant danger. 


JANSA AND FORMER PM ROP MAKE THEIR CASE TO THE PRESS 


3. The public affairs strategy of the opposition has focused on 
three principal arguments: that they were not consulted; that 
Slovenia will become more of a target for terrorists as a result 

and that this is a radical departure from previous policy 

reflecting the current government\'s kowtowing to U.S. pressure. 
Prime Minister Jansa scheduled a press conference to counter 
these arguments on January 18 

reflected Slovenia\'s commitment to NATO 

and international treaties 

firmly behind the decision and taking full responsibility for its 
consequences. Referencing UN Security Council Resolution 1546 
and NATO\'s Istanbul summit 

the case for Slovenia\'s need to play a role on the international 
stage by living up to its commitments to NATO and the UN. There 
was no increase in risk to Slovenia\'s security 


MEDIA AND ACADEMIA ENTER THE FRAY 


4. As expected 

One of the more radical commentators even drew a parallel between 
the World War II collaboration of Slovenia\'s Home Guard with the 
Nazis and the current government\'s decision to contribute forces 
in an article entitled 

talk probably plays well to a smaller body of hard-core critics 

of U.S. policy 

public opinion. In a similar 

foreign affairs editor of Dnevnik opined that 

that a Slovene instructor steps on Iraq soil 

longer count itself among those countries that were repressed at 
the hands of other nations 

repress others.\" Janko Lorenci comments in Delo (Jan. 17): \"... 
[The decision] would be understandable ... if the Americans 
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strongly pressured Slovenia or if Slovenia expected a huge 
profit. Neither is the case. PM Jansa is more fascinated with 
America ... He is fascinated with America\'s power rather than its 
culture 

Grizold emphasized in an interview for daily Vecer (Jan. 16) that 
he \"does not see any positive sides of our joining the operation 
in Iraq. ...Four instructors have only symbolic meaning ... and 
Iraq is not among EU\'s foreign policy and security priorities. 


Afghanistan is NATO\'s priority at the moment..." 


5. Others have made the case for the government\'s decision 
saying Vit is high time for the EU to assume its share of 
responsibility for the future of Iraq. ... a stable Iraq is the 

EUVs foreign policy and security priority. ...\" (Borut Grgic 
Director of the Institute for Strategic Studies) 

be a extremely perverse logic if.in the name of protesting 
against the Americans 

fate.\" (Matej Makarovic 

Studies Ljubica Jelusic writes how a likely American withdrawal 
will surely involve Slovenia further through a European Union-led 
effort in Iraq so the government would do well to prepare the 
public for that now. She also writes that \".it is not correct to 
frighten the Slovene public with Iraq and with the soldier\'s 
mission to Iraq. It would be more correct to speak out about the 
many other forms of threats that they hide from the public 
because they could destabilize our high public 

sense of security." 


6. Post is working with USNATO and the Ministry of Foreign 
Affairs to encourage media opportunities with NATO officials to 
speak about the NTM-I mission 

Slovene media to visit the training facilities in al-Rustamiyah 

and to engage policy specialists and the think tank community. 
The Slovene Government is standing firm on its decision and is 
making the case to the public. We must do what we can to assist. 


COLEMAN 
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category | and IV refugees from Khudunabari Camp. Pandey 
told Toreng that the only other person who had seen the 
letter was the King of Nepal 

be made public. Toreng highlighted the upcoming visit of the 
Bhutanese Foreign Minister to Oslo on January 20 

his government would use the opportunity to press for 
commitments from Bhutan on repatriation conditions so that 
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the process could begin. Toreng had secured Pandey\'s 
approval for Oslo to use the existence of the letter to 
pressure the Bhutanese Foreign Minister. 


Bhutan Must Explain Conditions 


3. (C) Toreng noted that the Bhutanese government needed to 
clearly explain to the refugees both the conditions of return 
and who would act as the refugees advocate upon their return 
to Bhutan. As Bhutan had previously rejected UNHCR 
monitoring the Norwegians would propose 

meeting in Oslo 

Organization (IMO) monitor repatriated refugees in Bhutan. 
Pandey had agreed to IMO participation on a team with 
Bhutanese representatives who would travel to the camps to 
discuss conditions. Toreng said that he and Pandey hoped 
that the participation of the IMO would reduce the chance of 
riots in the camps as had occurred in 2003. Toreng had 
Pandey\'s assurance that once some refugees were repatriated 
Nepal would open the process for third-country resettlement. 
Toreng noted that 

not reacted negatively toward 

to entertain 

integrate into Nepal. Toreng highlighted the need to move 
forward quickly for fear of increased Maoist activities in 

the camps. He also noted the need to secure Indian buy-in to 
any solution 

Oslo 

refugees in New Delhi when he next traveled through to Sri 
Lanka. 


Comment 


4. (C) Toreng agreed with the Ambassador that if Bhutan did 
not react positively soon 

internationalize the situation 

and to open up third-country resettlement options for the 
refugees. 

MORIARTY 
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clause\" could allow the EU to delay Bulgaria\'s entry by 
a year. 


Investment Trends and Policies 


Despite the many problems that remain in Bulgaria 
country is heading in the right direction -- in large 
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part due to the EU Accession process 

government\'s number one priority. The pace of EU 
reforms suffered during the summer due to protracted 
negotiations over forming a new government 

coalition has been working overtime to pass EU-related 
legislation. 


The new Socialist-led government recognizes that 
foreign investment is essential to the future of 
Bulgaria and has sought ways to reassure investors of 
its prudent economic policies. Prime Minister 
Stanishev 

generous election promises 

emphasis on maintaining the key elements of the 
previous government\'s economic policy 

adhering to the Currency Board Arrangement and 
conservative fiscal policy. 


Bulgaria\'s relations with the International Monetary 

Fund (IMF) are good 

success story. The precautionary Stand-by Arrangement 
which was negotiated in July 2004 

2006 and is designed to be phased out shortly before 
Bulgaria joins the EU. 


Continuing economic progress and political stability 
have enhanced Bulgaria\'s ability to attract respected 
international investors. The Bulgaria Investment 
Agency (BIA) estimates FDI of USD 2.6 billion for 2005 
thanks to the expansion of existing foreign investment 
as well as the higher number of green-field investment 
projects. New foreign direct investment (FDI) in the 
period of January through October 2005 increased by 
five percent--to USD 1.730 billion--despite the 

election related halt in the privatization process. 


With more than 10 first class investment certificates 
under the investment promotion framework 

recognizes 2005 as \"the year of green-field investment 
projects.\" It is a positive sign that the new 

Socialist government finalized on December 7 
agreement with the U.S. company AES to construct the 
Maritsa East 1 (ME1) project 

based power plant. With a total value of USD 1.4 
billion 

field investment in Bulgaria and largest green-field 
investment in Southeast Europe for 2005. 


The Investment Promotion Act stipulates equal treatment 
of foreign and domestic investors. Bulgaria\'s 
investment promotion framework creates conditions for 
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improved administrative services and includes an 
investment incentive package. The law encourages 
implementation of investment projects over a period of 
up to three years. The law explicitly recognizes 
intellectual property and securities as a foreign 
investment. 


Two leading international rating agencies assigned 
first ever investment grade to Bulgaria in 2004 
reflecting the country's positive economic prospects 
and prudent fiscal policies. In 2005 

agencies upgraded Bulgaria\'s rating due to falling 
public debt 

EU accession. 


Common Forms of Investment 

The most common type of organization for foreign 
investors is a limited liability company. Other 
typical forms are joint stock companies 
enterprises 

partnerships 


The main controlling bodies of law are: the 1991 
Commercial Code 

law 

entities 

Contracts 

laws are deemed generally adequate and neither limits 
foreign participation in legal entities. 


The 2003 Law on Special Purpose Investment Companies 
allows for public investment companies (SPIC) in real 
estate and receivables. Since a SPIC is considered a 
pass-through structure 

income must be distributed to shareholders 

taxed on the dividends received. Prospective U.S. 
investors should consult appropriate legal counsel for 
up-to-date legal information and conduct due diligence 
before making any obligations. 


Investment Barriers 


Among the problems encountered by foreign investors in 
Bulgaria are: government bureaucracy; poor 
infrastructure; frequent changes in the legal 

framework; low domestic purchasing power; a protracted 
privatization process; poor health care and 

corruption. In addition 

investor confidence in the courts\' ability to enforce 
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ownership and shareholders rights 
intellectual property rights. 


The constitutional prohibition against direct ownership 
of land by foreign persons remains in force 

there are no restrictions against acquisition of land 

by locally registered companies with majority foreign 
participation 

relatively simple process. Once Bulgaria joins the EU 
all EU citizens and entities will be allowed to acquire 
property; all other foreigners must continue to form a 
local corporation. 


Privatization 

The Privatization Agency (PA) administers the 
privatization of all state-owned companies. Foreign 
companies 

Bulgarian state-owned firms. The government\'s stated 
privatization goals are to have transparent 

effective privatization procedures 

treatment of all investors. The program is intended to 
make the economy more efficient by divesting state- 
owned enterprises and to cover the current account 
deficit with privatization revenues. 


The failure to complete a single major privatization 
transaction in 2005 

governmentVs inability to attract respected foreign 
investors though privatization and to finalize already 
negotiated deals. The ambitious 2005 privatization 
program envisioned the sale of the remaining 46 state- 
owned enterprises (SOEs) for the equivalent of USD 300 
million 

national carrier (Bulgaria Air) 

the three thermal power-plants 

and some arm dealers. 


The Post-privatization Control Agency 

the implementation of privatization contracts 

to ensure that non-price privatization commitments 
(employee retention 

liability and investment). 

Concessions 

Under the 1995 Law on Concessions 

authorized 

grant private investors a partial monopoly in 
activities in thirteen sectors normally reserved for 
the central and/or local governments. These include 
the construction of roads 
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generation and transmission 

exploration/drilling 

parks 

streamline the concession procedure 

launched a National Concessions Register at the end of 
2005. The register is in line with the EU 

requirements 

the projects 

responsibilities in implementing the contract. 


Concessions are awarded on the basis of a tender and 
are issued for up to 35 years. They can be extended 
but shall not exceed 50 years in total. In a new 

tender 

again be granted the concession under certain 
circumstances. The Concessions Law permits \"build- 
operate-transfer\" deals 

exploitation to the holders of exploration licenses 

and reconciles conflicting procedures for privatization 
and concession. Since 1998 

legislation granting concessions in telecommunications 
energy 

railways. 


B. CONVERSION AND TRANSFER POLICIES 


Bulgaria replaced much of its outdated and fragmented 
foreign currency legislation in 1999 and liberalized 
current international transactions in accordance with 
IMF Article VIII obligations. Under 2003 amendments to 
the 1999 Foreign Currency Act anyone may take up to BGN 
25 

country without documentation. However 

between BGN 8 

exchange equivalent must be declared at customs. 
Export of amounts larger than BGN 25 

accompanied by a declaration about the source of these 
funds and supported by documents certifying that the 
person does not owe taxes. No tax certificate is 
required for foreigners exporting the cash equivalent 

of BGN 25 

to the amount declared (or less) when imported. The 
import of more than BGN 8 

equivalent must be declared at customs. 


The law also stipulates that payments abroad may be 
executed only through bank transfers. Transfers over 
BGN 25 

of goods and services 

principal payments 

treatment 
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regulations) must be supported by documentation showing 
the need and purpose of such payments. 


C. EXPROPRIATION AND COMPENSATION 


According to Article 17 of the Bulgarian Constitution 
private real property is protected by law. Depending 
upon the purpose 

undertaken by the Council of Ministers or the regional 
Governor 

compensated. Owners must be compensated in kind with 
nearby property of equal value at current prices. 
Monetary compensation is also permitted with the 
consent of the property\'s owner. Expropriation actions 
can be appealed directly to the Supreme Court on the 
basis of the expropriation action 

appraisal 

Bilateral Investment Treaty (BIT) with the U.S. 

Bulgaria committed itself to international arbitration 

in the event of expropriation and other investment 
disputes. 


D. DISPUTE SETTLEMENT 


The Judicial System 

Bulgaria\'s 1991 Constitution serves as the foundation 

of the legal system and creates an independent judicial 
branch. In 2002 

series of amendments to the Judicial Systems Act aimed 
at improving the quality of the judiciary 

the efficacy of the court system 

corruption in the justice system. The Constitutional 
Court declared most of the amendments unconstitutional 
in December 2002. As a result 

Bulgaria has been delayed and many key issues remain 
unaddressed. 


Further constitutional changes 

the immunity of the magistrates 

for getting tenure 

office for judicial heads. The March 2004 amendments 
to the Judicial Systems Act were intended to increase 
further the efficiency of the court system and help 
prevent judicial corruption. Nonetheless 

remains a serious problem. Other problems include lack 
of transparent and neutral standards for assigning 
cases 

corruption 


There are three levels of courts. 117 regional courts 
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exercise jurisdiction over administrative 

criminal cases. Above them 

(including the Sofia City Court) have original 
jurisdiction in civil cases where claims exceed 10 

leva 

provided by law. The district courts are also courts 

of appellate review for regional court decisions. The 
five appellate courts may review the decisions of the 
district courts. On the highest level are the Supreme 
Court of Cassation and the Supreme Administrative 
Court. On issues of law 

Cassation has appellate jurisdiction over all civil 
cases involving claims over 5 

cases. The Supreme Administrative Court rules on the 
legality of acts by the state administration including 
Council of Ministers and the ministries. The Supreme 
Courts hear cases in three-judge panels 

decisions may be appealed to a five-judge panel of the 
same court. Decisions by the five-judge panels are 
final and binding. 


The Constitutional Court is not integrated into the 
rest of the judiciary. It issues final interpretations 
of the constitution 

to laws and acts 

prior to Parliamentary ratification 

domestic laws to determine their consistency with 
international legal norms. While the Constitutional 
court does nat rule ex officio 

the President 

the two Supreme courts can refer matters to it for 
review. 


Bulgarian law provides for jurors only in criminal 
cases. Under Bulgarian procedural law 

civil cases are brought before one judge in the 
regional or the district court 

Administrative sanctions may be appealed to the 
regional courts and one judge reviews such appeals. 
Administrative acts are subject to administrative and 
court appeal. 


Execution of Judgments 

To execute judgments 

so that the court can order money damages (which then 
requires further complicated procedures by the payee) 
or an equitable remedy. The court of first instance 
must be petitioned for a writ of execution (based on 

the judgment) 

party is seeking a remedy in equity 
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must be brought before an executive judge. In 2002 
number of amendments were made to the Code of Civil 
Procedure to close loopholes 

clarify certain provisions. In practice 

foreign observers caution that the execution of 

judgments remained slow and unpredictable and was prone 
to corruption and inefficiency in the judicial system. 


In a continuing effort to address the execution 

problems 

Enforcement Agents Act in 2005. The new law introduces 
the profession of private enforcement agents to whom 
the state delegates the collection of enforceable 

claims. The law also provides a series of guarantees 
that the private enforcement agents performance will 
be closely supervised. This important development was 
also recognized by the European Commission\'s 2005 
Comprehensive Monitoring Report 

new law \"should help improving the functioning of the 
judicial system and in particular the conditions for 
contract enforcement." 


Foreign judgments can be executed in Bulgaria. 
Execution depends on reciprocity 

or multilateral agreements 

official list maintained by the Ministry of Justice. 
The U.S. does not currently have reciprocity with 
Bulgaria 

decisions of U.S. courts. All foreign judgments are 
handled by the Sofia City Court 

that the judgment does not violate public decrees 
standards 

are also cases defined by the Civil Procedure Code 
(certain real estate issues and Bulgarian precedents) 
in which judgments cannot be executed even if they 
conform to Bulgarian laws and morals. 


Bankruptcy 

The 1994 Law on Bankruptcy provides for reorganization 
or rehabilitation of a legal entity 

maximize asset recovery 

equal distribution among all creditors. The law 

applies to all commercial entities 

monopolies or state-owned companies established by a 
special law. Bank bankruptcies are regulated under the 
Bank Bankruptcy Act 

are regulated by the 1996 Insurance Act. 


Under Part IV of the Commercial Code 
creditors can initiate bankruptcy proceedings. The 
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debtor must declare bankruptcy within 15 days of 
becoming insolvent. Once insolvency is determined 
court appoints an interim trustee to represent and 
manage the company 

assets 

a recovery plan. At the first meeting of the creditors 
a trustee is nominated; usually this is just a 
reaffirmation of the court appointed trustee. 


Non-performance of a money obligation must be 
adjudicated (res judicata) before the bankruptcy court 
can determine whether the debtor is insolvent. 
Additionally 

presumption of insolvency when the debtor has not 
performed an obligation within 60 days of maturity or 
when the debtor can only pay the claims of certain 
creditors. 


Creditors must declare all debts owed to them within 
one month of the start of bankruptcy proceedings. The 
trustee then has seven days to compile a list of 

debts. A rehabilitation plan or a scheme of 

distribution (in cases of liquidation) must be proposed 
no later than the date on which the court approves the 
list of debts. The court must rule on approval of the 
plan within seven days. 


The lack of trained trustees has been a problem in the 
past. The 2003 amendments provided for examinations 
for individuals applying to become trustees 
implementation of this requirement is contingent on the 
adoption by several ministries of a special 

regulation. The amendments also provide for annual 
training courses for trustees. 


The methods of liquidating assets were also revised by 
the June 2003 amendments. The main objective was to 
establish a legal framework for selling assets that 
accounts for the character of bankruptcy proceedings 
thus avoiding the need to apply the Civil Procedure 
Code. The new regime includes rules requiring a 
greater degree of publicity for asset sales. The 
amendments limited the rights to appeal judicial 
decisions made during bankruptcy proceedings. 


International Arbitration 


Pursuant to its Bilateral Investment Treaty (BIT) with 
the United States 
dispute settlement procedures starting with 
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notification and consultations. Bulgaria accepts 
binding international arbitration in disputes with 
foreign investors. 


There are opportunities for international arbitration 

in Bulgaria. The Code of Civil Procedure mandates that 
a foreign court of arbitration is possible only if at 

least one of the parties has its seat or residence 
abroad. As a result 

registered companies having a dispute with a Bulgarian 
entity can only have arbitration in Bulgaria. However 
under the Law on International Commercial Arbitration 
the arbitrator himself could be a foreign person. Under 
the same act 

be used in the arbitration proceedings. The major and 
most experienced arbitration institution is the 

Arbitration Court of the Bulgarian Chamber of Commerce 
and Industry (BCCI). 


Not all disputes 

arbitration. Disputes regarding rights over real estate 
properties in the country or labor disputes can only be 
heard by the courts. Additionally 

have exclusive competence over industrial property 
disputes regarding patents issued in Bulgaria. 


Bulgaria is a party to the Convention on the 

Recognition and Enforcement of Foreign Arbitral Awards 
(the New York Convention) 

enforcement of foreign arbitral awards 

of the 1961 European Convention on International 
Commercial Arbitration. However 

the enforcement proceedings before the Bulgarian 
courts 

using the general framework for execution of judgments 
in the country 

a signatory of the International Center for Settlement 

of Investment Disputes (ICSID) convention and the 
Convention on the Settlement of Investment Disputes 
Between States and Nationals of Other States. 


Mediation 


Businesses wishing to use mediation to solve their 
disputes in Bulgaria may find it hard to select 

experienced mediators. This service has just started to 
develop in the country following the adoption at the 

end of 2004 of the Mediation Act. BCCI and the American 
Chamber of Commerce (AmCham) responded promptly by 
opening commercial mediation centers. The mediators at 
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these centers have been trained with US assistance but 
at this point lack sufficient experience to be able to 
provide high quality mediation services. 


E. PERFORMANCE REQUIREMENTS/INCENTIVES 


Bulgaria does not impose export performance or local 
content requirements as a condition for establishing 
maintaining 

not specifically restrict hiring of expatriate 

personnel 

obtain. A June 1999 law regulating gambling imposes 
license requirements on foreigners organizing games of 
chance. 


The Bulgaria Investment Agency (BIA) 
(www.investbg.government.bg) 

coordinating body for investment 

services 

assessment of qualification to receive investment 
incentives. First-class investments (investments over 
70 million BGN 

priority investment projects. At the request of 
investors receiving first-class investment 

certificates 

authorities grant them free real estate (either state 
or municipal property). For first-class investments 
the Council of Ministers may provide state financing 
for critical infrastructure deemed necessary for the 
investment plan\'s implementation. Additionally 
represents first and second-class investors 
(investments of USD 25-44 million) before all central 
and territorial executive authorities and the local 
self-government authorities 

administrative documents. Third-class investors 
(investments of USD 6-25 million) receive customized 
information services. 


The government policy for promotion of investment is 
not applicable to banks and other financial 
institutions 

companies 

pension and health insurance companies 

companies 

Privatization Law. 


The GOB introduced in 2003 tax incentives for 
investments in regions with high unemployment. VAT 
exemption on imports for investment projects over 10 
million BGN (about USD 6.25 million) 

over a two-year period 
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F. RIGHT TO PRIVATE OWNERSHIP/ESTABLISHMENT 


The Constitution states that the Bulgarian economy 
\"shall be based on free economic initiative.\" Private 
entities can establish and own business enterprises 
engaging in any profit-making activities 

expressly prohibited by law. Bulgaria\'s Commercial 
Code guarantees and regulates the free establishment 
acquisition 

enterprises. Competitive equality is the standard 
applied to private enterprises in competition with 
public enterprises with respect to access to markets 
credit 

and supplies. 


G. PROTECTION OF PROPERTY RIGHTS 


Bulgarian law protects the acquisition and disposition 
of property rights. In practice 

property rights is subject to difficulties of varying 
degrees. Although Bulgarian IPR legislation is 
generally adequate 

laws and criminal penalties for copyright infringement 
industry representatives believe effective IPR 
protection requires improvements to the legislation 
including to the Optical Disc Media (ODM) Legislation 
the Penal Code and the Penal Procedure Code. 
Additionally 

institutional capacity 

will to address effectively major enforcement problems 
especially in combating and prosecuting organized crime 
groups. Many industrial groups currently have 
intellectual property disputes before the government. 


In May 2004 

Watch List for the first time in five years. The 2005 

US government inter-agency review retained Bulgaria on 
the Watch List. There has been a steady resurgence of 
piracy 

downloading of copyrighted material over the past few 
years. 


The US government has formulated an action plan 

will assist in focusing attention on immediate and 

effective implementation of the new Optical Disk Media 
(ODM) Law and the amended Copyrights and Related Rights 
legislation 

coordination 

improving efforts to address counterfeiting of U.S. 

spirits and apparel. 
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Bulgaria is a member of the World Intellectual Property 
Organization (WIPO) and a signatory to key 
international agreements. 


Copyrights 


Parliament passed on November 25 

the 1993 Law on Copyrights and Related Rights 

aligns BulgariaWs copyright legislation with the 

European requirements. In particular 

implement two directives of the EU in the area of 
copyrights: Directive 2001/84/EC of the European 
Parliament and of the Council on the resale right for 

the benefit of the author of an original work of art; 

and Directive 2004/48/EC of the European Parliament and 
of the Council on the enforcement of intellectual 
property right (\"the Enforcement Directive\"). Also 

the amendments will establish the mechanism regulating 
the administration of the newly-established database 
and copyright information sharing system sponsored by 
the EU. 


The copyright term of protection was extended from 50 
to 70 years after the author\'s death in 2000. The new 
term of protection is retroactive 

protection that expired at the moment of approval of 
the amendments is revived within the framework of the 
70-year term of protection. For films and other audio- 
visual works 

of director 

author of dialogue or music 

amendments to the law enable copyright owners to file 
civil claims to suspend the activities of pirates; 

provide for confiscation of equipment and pirated 
materials; enhance border control over pirated 
material; introduce a new neighboring right for film 
producers. 


Parliament approved in September 2005 the long awaited 
Law on Administrative Control over the Manufacture and 
Distribution of ODM 

blank optical discs (OD) produced in Bulgaria and 
strengthens the import/export regime for raw materials 
and equipment involved in ODM production. However 
new law does not allow industry representatives or 

rights holders to participate in inspections and 

excludes goods in transit from the registration regime. 


The Copyright Office of the Ministry of Culture is 
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responsible for copyright matters in Bulgaria. While 
civil law provides remedies for violations 

Penal Code 

misdemeanor 


Patents 

The Bulgarian patent law has been harmonized with EU 
law in the areas of application for European patents 
and utility models. Bulgaria joined the Convention on 
the Grant of European Patents (European Patent 
Convention) on July 1 

status in the Administrative Council of the European 
Patent Organization. 


Bulgaria grants the right to exclusive use of 
inventions and utility models for 20 years and 10 
years 

application filings. Inventions eligible for patent 
protection must be both new as a result of innovation 
and have industrial applications. Article 6 lists 

items not considered inventions and utility models are 
specifically defined. 


The independent Patent Office is the competent 
authority with respect to patent matters. The patent 
law describes the application procedures and the 
examination process. Applications are submitted 
directly to the Patent Office. Compulsory licensing 
may be ordered under certain conditions: the patent has 
not been used within four years of filing the patent 
application or three years from the date of issue; the 
patent holder is unable to offer justification for not 
adequately supplying the national market; or 
declaration of a national emergency. 


Patent infringement is punishable by fines of up to 

4 

convened by the President of the Patent Office and may 
be appealed to the Sofia City Court within three months 
of the panel\'s decision. 


The 1996 Protection of New Types of Plants and Animal 
Breeds Act allows for a term of protection of 25 years 
for annual plants and 30 years for perennial plants and 
animal breeds 

by the Patent Office. Parliament ratified in 1998 the 
International Convention for the Protection of New 
Varieties of Plants (UPOV). 


Data Exclusivity 
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Responding to long-standing industry concerns 

included a provision to provide data exclusivity 
(protection of confidential data submitted to the 
government to obtain approval to market pharmaceutical 
products) in its new Drug Law 

2003. The law 

valid patent. 


Trademarks 


The 1999 Trademarks and Geographical Indications Act 
regulates the establishment 

renewal and protection of rights of trademarks 

collective and certificate marks 

indications in accordance with TRIPs requirements and 
the government\'s EU Accession Agreement. The August 
2005 amendments to the Law on Trademarks and 
Geographical indications and the Law on Industrial 
Design further incorporated TRIPs requirements. 


Registration is refused 

trademark is cancelled 

reproduction or an imitation or if it creates confusion 
with a well-known trademark 

Convention and the Trademarks and Geographical 
Indications Act. Applications for registration must be 
submitted to the Patent Office under specified 
procedures. 


Right of priority 

not differ substantially 

that was filed in compliance with Article 32 first. 

Right of priority is also established on the basis of a 
request made in one of the member countries of the 
Paris Convention or of the World Trade Organization. 
To exercise the right of priority 

file a request within six months of the date of 

original filing. 


A trademark is normally granted within 12 months of 
filing a complete application. Refusals can be 
appealed in the Sofia City Court within three months of 
notification of the decision. The right of exclusive 

use of a trademark is granted for ten years from the 
date of submitting the application. Requests for 
extension of protection must be filed during the final 
year of validity 

expiration. Protection is terminated if a mark is not 
used for a five-year period. 
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Trademark infringement is a problem in Bulgaria for 
many U.S. manufacturers. Its categorization as a 
misdemeanor 

sufficient deterrent to illegal activities. While more 
draconian measures are available 

or fines of up to 500 

or enforced. 


U.S. businesses have noted significant difficulties in 
obtaining relief against trademark infringement. Even 
if courts understand the law and issue orders 

entities charged with enforcement often cannot be 
relied upon to carry out the court judgment. Under 
Bulgarian law 

liable. Therefore 

infringement and willful trademark infringement are 
limited. 


In Bulgaria 

rights to geographic indications are only protected 
pursuant to registration with the Bulgarian Patent 
Office or an international registration mentioning 
Bulgaria; they do not arise simply with use in 
commerce" of the mark or indication. Under Bulgarian 
law 

Similarly 

infringement and willful trademark infringement are 
limited 

under U.S. law. 


H. TRANSPARENCY OF THE REGULATORY SYSTEM 


Major Taxation Issues Affecting U.S. Businesses 
Bulgaria and the U.S. have not signed an Avoidance of 
Double Taxation Treaty (DTT) 

by the Bulgarian government. 


Personal income tax rates increase progressively from 
20 to 24 percent. There are three income brackets 
with a non-taxable personal monthly income of 180 BGN. 
The corporate and profit tax rates are 15 percent. 
Certain tax incentives apply in regions of high 
unemployment. Individuals and small businesses in 
certain trades pay a \"patent\" tax (presumptive tax) 
according to a schedule established by Parliament. 
Dividends (and liquidation quotas) distributed by a 
Bulgarian resident company to U.S. investors are 
subject to a withholding tax of 15 percent. While 
Bulgarian residents face a withholding tax of 7 
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percent 
subject to a withholding tax. 


Employers pay 65 percent of the monthly contributions 
for social security insurance 

unemployment fund 

slated to decline 

In 2006 

percent and 12.4 percent 

salary 

health insurance. Foreign persons are required to have 
the same insurance and unemployment compensation 
packages as Bulgarians. 


There is a 20 percent single-rate value-added tax 
(VAT). Legal persons with a taxable income of 75 
BGN are obliged to register for VAT purposes. VAT 
registration is voluntary for persons with taxable 
income of between 25 

services are subject to VAT except exports 
international transport 

to the central bank. VAT payments are generally 
rebated when goods are resold. The 45-day refund 
period for exporters was reduced to 30 days in 2005. 
Excise taxes are levied on tobacco 

beverages 

gambling equipment 


Foreign investors have asserted that widespread tax 
evasion 

to enforce collection from large state-owned companies 
places them ata disadvantage. Another problem 
underscored by investors is the frequent revision of 

tax laws 

However 

government is strengthening tax collection and limiting 
tax arrears of state-owned enterprises. 


The government launched the National Revenue Agency 
(NRA) on January 1 

collection of taxes and social security contributions 

is expected to enhance expenditure control and 
transparency and. Government officials have also 
indicated their long-term intention to lower marginal 

rates as tax collection improves. 


Regulatory Environment 


The multiplicity of Bulgarian licensing and regulatory 
regimes and the arbitrary interpretation and 
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enforcement of them by the bureaucracy continues to 
create incentives for corruption and has long been seen 
as an impediment to investment 

development and market entry. 


The 2003 Restriction of Administrative Regulation and 
Control of Economic Activity Act establishes a general 
and systematized set of rules for simplifying and 
implementing administrative regulations. The law 
defines 39 operations that must be licensed and 
introduces two other simplified regimes 

registration and permit regimes. 


From the perspective of regulatory relief 

a milestone. It sets forth firm market principles of 
regulation 

government must be justified by defined need (in terms 
of national security 

personal and material rights of citizens) and cannot 
impose restrictions unnecessary to the stated 
purposes of the regulation. The law also requires that 
the regulating authority take account of the compliance 
costs to be borne by business and that no national 
level law can be passed without an impact analysis on 
the laws economic affect on the regulated activity. 

In addition 

in granting applications for routine economic 

activities and provides for \"silent consent\" when the 
government has not acted upon an application in the 
allotted time. All of these reforms considerably 

lighten the potential of regulatory abuse at all levels 

of government 

once the law is fully implemented. 


Energy Regulator 


The Energy Law enacted in 2003 established a 
transparent and predictable regulatory environment in 
the energy sector where the key regulatory 
responsibilities are vested with the State Energy 
Regulatory Commission (SERC) - a separate body with 
regulatory authorities and a high degree of autonomy 
and accountability. 


Competition Policy 


The 1998 Law on the Protection of Competition (the 
\"Competition Law\") is intended to establish and 
maintain a competitive market. The Competition Law 
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forbids monopolies 

restrictive practices 

position 

consumer protection. A company is deemed to have a 
dominant position if it controls 35 percent or more of 
the relevant market. A company with a dominant market 
position is prohibited from: certain pricing practices; 
limiting manufacturing development to the detriment of 
consumers; discriminatory treatment of competing 
customers; tying contracts to additional and unrelated 
obligations; and the use of economic coercion to cause 
mergers. The Law prohibits five specific forms of 
unfair competition: damaging competitors\' goodwill; 
misrepresentation with respect to goods or services; 
misrepresentation with respect to the origin 
manufacturer 

the use or disclosure of someone else\'s trade secrets 
in violation of good faith commercial practices; and 
\"unfair solicitation of customers!" (promotion through 
gifts and lotteries) 

some foreign enterprises. 


The Competition Law was overhauled in 2003 
important provisions that expand the competency of the 
Commission for Protection of Competition (CPC) 

the prohibition on misuse of an oligopoly 

single criterion for assessing the significance of 
planned concentration: the aggregate turnover of the 
enterprises affected by the concentration. 


|. EFFICIENCY OF CAPITAL MARKETS/PORTFOLIO INVESTMENT 


Since 1997 

operated under a license from the Securities and Stock 
Exchange Commission (SSEC). The 1999 Law on Public 
Offering of Securities regulates issuance of 

securities 

and investment intermediaries. Comprehensive 
amendments to this Law (99 in number) 

promulgated in June 2002 

for minority shareholders of publicly-owned companies 
in Bulgaria. In addition 

foundation for the adoption of international best 
practices and corporate governance principles in public 
companies. 


The infrastructure of the stock exchange has been 
substantially improved 

an official index (SOFIX). New trading instruments 
(government bonds 

Depositary Receipts 
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backed bonds 

exchange) have been introduced. As a result of 
appreciation of nearly all of the most actively traded 
issues on the Bulgarian Stock Exchange 
capitalization more than doubled from 4 billion BGN 
(USD 2.5 billion) in 2004 to 8.4 billion BGN (USD 5.3 
billion) or 20 percent of GDP. Nonetheless 
exchange generally lacks attractive securities and 
faces low liquidity. 

The Banking System 


The Bulgarian banking system has undergone considerable 
transformation since its virtual collapse in 1996 and 
continues to mature. There are 34 commercial banks 

with total assets of 30.5 billion BGN (USD 19.1 

billion) or 73 percent of the estimated 2005 GDP. Bank 
intermediation 

has doubled over the past five years. 


Bulgaria has completed the privatization of its state- 
owned banks 

strategic investors. Foreign investors drawn to the 
Bulgarian banking industry 

SpA (UCI) 

Societe Generale 

Citibank. 


Because of Bulgaria\'s future EU membership and EU 
policy of attaining a high degree of geographic 
integration 

companies have been searching for opportunities to 
establish partnership with larger European banks. Once 
Bulgaria joins the EU the concept of the \"single 
passport" will allow any financial institution which is 
duly authorized and supervised in its Member State of 
origin to do business throughout the EU. 


Reflecting expanded lending 

adequacy ratio (capital base to risk-weighted credit 
exposures) for the banking system moved closer to 
Bulgarian National Bank\'s requirement of 12 percent. 
The capital adequacy ratio stood at 17 percent in the 
first half of 2005 and is likely to stay at this level 

given the BNB\'s measures to retain the credit growth 
rate. The growth rate in non-government sector credit 
slowed to 32.5 percent in the period between January- 
November 2005. 


Government Securities 
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The government finances expenditures by accessing 
capital markets. On a weekly basis 

Finance holds an auction of Treasury bills. The bills 
are typically short-term (3-month 

maturities). Commercial banks are the primary 
purchasers of these instruments. Foreign banks can 
participate in the treasury market only through a 
Bulgarian bank or the branch of a foreign bank 

is licensed in Bulgaria. The foreign bank transfers 

the money 

the purchase 

Ministry of Finance. The foreign bank must open a lev 
account (a \"custody account\") for transactions. This 
lev account cannot be used as a standard deposit bank 
account. A foreign currency account can be opened 

it is not obligatory. 


The Investment Promotion Act defines securities 
including treasury bills 

as investments. Repatriation of profits is possible 
after presenting documentation that taxes have been 
paid. 


J. POLITICAL VIOLENCE 


There have been no incidents in recent years involving 
politically motivated damage to projects or 
installations. Rather 

primarily criminally motivated. 


K. CORRUPTION 


Corruption is still perceived to be one of the gravest 
problems in Bulgaria\'s investment climate 

Bulgarian government\'s numerous advances in laws and 
legal instruments. Bulgaria ranks 55th among 159 states 
included in Transparency International\'s (TI) 

Corruption Perception Index for 2005. 


The government has taken some initial steps to root out 
corruption in certain agencies 

December the Interior Ministry dismantled a ring of 
customs agents and civil agents 

documents for the illegal import of Chinese goods. 

In reality 

narcotics 

contribute to corruption in Bulgaria have yet to be 
broken 

still needed to carry out much-needed reforms to 
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address inefficiencies in the judicial system. The 
Bulgarian public generally holds the police 
judiciary 

low regard due to their perceived corruption. 


Bribery is a criminal act under Bulgarian law for both 
the giver and the receiver. Penalties range from one 
to fifteen years\' imprisonment 

circumstances of the case 

property added in more serious cases. In very grave 
cases 

30 years. The 1996 Money Laundering Law also applies 
to bribes. Bribing a foreign official is a criminal 

act. There have been trials and convictions of 
enterprise managers 

officials for corruption. While Bulgarian tax 
legislation does not explicitly prohibit the deduction 
of bribes in the computation of domestic taxes 
deductions connected with bribery and other illegal 
activities are not allowed under the tax code. 


Bulgaria has a 1996 Law for Measures against Money 
Laundering and in 1998 was one of the first non-OECD 
nations to ratify the OECD Anti-Bribery Convention. 
Bulgaria has also ratified the Convention on 
Laundering 

Proceeds of Crime and the Civil Convention on 
Corruption. 


The GOB\'s recent anti-corruption agenda included the 
adoption of key international anti-corruption 
instruments 

-- signing the UN Convention against Corruption; 

-- withdrawing the reservations made in 2001 at the 
ratification of the Criminal Law Convention on 
Corruption; 

-- ratifying and signing the Additional Protocol to the 
Council of Europe\'s Criminal Law Convention on 
Corruption; Bulgaria was the second state to ratify 
this Additional Protocol. 


Although the Bulgarian government has achieved some 
successes in the fight against organized crime and 
corruption 

political influence in business decision-making 

continue to be significant problems in Bulgaria\'s 
investment climate. 


L. BILATERAL INVESTMENT AGREEMENTS 


As of December 2005 
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promotion and protection treaties or agreements with 
Albania 

Belgium-Luxembourg 

Republic 
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1. Bulgaria - 2006 Investment Climate Statement. 
A. OPENNESS TO FOREIGN INVESTMENT 


Bulgaria has a liberal foreign investment regime and 
attracting foreign investment 

one of the new administration\'s top priorities. The 
government is focused on developing promising sectors 
of the economy for foreign investment 

energy 

transportation 

consumer goods (food € beverage and healthcare). 
Bulgaria provides considerable incentives for job 
creation. Many municipalities are prepared to grant 
concessions or other favorable treatment for 

significant investments. Bulgaria has a well-educated 
workforce 

places it at the crossroads of Europe 

and the CIS. Bulgaria joined NATO in April 2004 and 
completed EU accession negotiations in June 2004. The 
EU Accession Treaty was signed on April 25 

allowing Bulgaria to join in 2007 
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clause\" could allow the EU to delay Bulgaria\'s entry by 
a year. 


Investment Trends and Policies 


Despite the many problems that remain in Bulgaria 
country is heading in the right direction -- in large 

part due to the EU Accession process 

government\'s number one priority. The pace of EU 
reforms suffered during the summer due to protracted 
negotiations over forming a new government 

coalition has been working overtime to pass EU-related 
legislation. 


The new Socialist-led government recognizes that 
foreign investment is essential to the future of 
Bulgaria and has sought ways to reassure investors of 
its prudent economic policies. Prime Minister 
Stanishev 

generous election promises 

emphasis on maintaining the key elements of the 
previous government\'s economic policy 

adhering to the Currency Board Arrangement and 
conservative fiscal policy. 


Bulgaria\'s relations with the International Monetary 

Fund (IMF) are good 

success story. The precautionary Stand-by Arrangement 
which was negotiated in July 2004 

2006 and is designed to be phased out shortly before 
Bulgaria joins the EU. 


Continuing economic progress and political stability 
have enhanced Bulgaria\'s ability to attract respected 
international investors. The Bulgaria Investment 
Agency (BIA) estimates FDI of USD 2.6 billion for 2005 
thanks to the expansion of existing foreign investment 
as well as the higher number of green-field investment 
projects. New foreign direct investment (FDI) in the 
period of January through October 2005 increased by 
five percent--to USD 1.730 billion--despite the 

election related halt in the privatization process. 


With more than 10 first class investment certificates 
under the investment promotion framework 

recognizes 2005 as \"the year of green-field investment 
projects. It is a positive sign that the new 

Socialist government finalized on December 7 
agreement with the U.S. company AES to construct the 
Maritsa East 1 (ME1) project 
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based power plant. With a total value of USD 1.4 
billion 

field investment in Bulgaria and largest green-field 
investment in Southeast Europe for 2005. 


The Investment Promotion Act stipulates equal treatment 
of foreign and domestic investors. Bulgaria\'s 
investment promotion framework creates conditions for 
improved administrative services and includes an 
investment incentive package. The law encourages 
implementation of investment projects over a period of 
up to three years. The law explicitly recognizes 
intellectual property and securities as a foreign 
investment. 

Two leading international rating agencies assigned 
first ever investment grade to Bulgaria in 2004 
reflecting the country's positive economic prospects 
and prudent fiscal policies. In 2005 

agencies upgraded Bulgaria\'s rating due to falling 
public debt 

EU accession. 


Common Forms of Investment 

The most common type of organization for foreign 
investors is a limited liability company. Other 
typical forms are joint stock companies 
enterprises 

partnerships 


The main controlling bodies of law are: the 1991 
Commercial Code 

law 

entities 

Contracts 

laws are deemed generally adequate and neither limits 
foreign participation in legal entities. 


The 2003 Law on Special Purpose Investment Companies 
allows for public investment companies (SPIC) in real 
estate and receivables. Since a SPIC is considered a 
pass-through structure 

income must be distributed to shareholders 

taxed on the dividends received. Prospective U.S. 
investors should consult appropriate legal counsel for 
up-to-date legal information and conduct due diligence 
before making any obligations. 


Investment Barriers 
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Among the problems encountered by foreign investors in 
Bulgaria are: government bureaucracy; poor 
infrastructure; frequent changes in the legal 

framework; low domestic purchasing power; a protracted 
privatization process; poor health care and 

corruption. In addition 

investor confidence in the courts\' ability to enforce 
ownership and shareholders rights 

intellectual property rights. 


The constitutional prohibition against direct ownership 
of land by foreign persons remains in force 

there are no restrictions against acquisition of land 

by locally registered companies with majority foreign 
participation 

relatively simple process. Once Bulgaria joins the EU 
all EU citizens and entities will be allowed to acquire 
property; all other foreigners must continue to form a 
local corporation. 


Privatization 

The Privatization Agency (PA) administers the 
privatization of all state-owned companies. Foreign 
companies 

Bulgarian state-owned firms. The government\'s stated 
privatization goals are to have transparent 

effective privatization procedures 

treatment of all investors. The program is intended to 
make the economy more efficient by divesting state- 
owned enterprises and to cover the current account 
deficit with privatization revenues. 


The failure to complete a single major privatization 
transaction in 2005 

governmentVs inability to attract respected foreign 
investors though privatization and to finalize already 
negotiated deals. The ambitious 2005 privatization 
program envisioned the sale of the remaining 46 state- 
owned enterprises (SOEs) for the equivalent of USD 300 
million 

national carrier (Bulgaria Air) 

the three thermal power-plants 

and some arm dealers. 


The Post-privatization Control Agency 

the implementation of privatization contracts 

to ensure that non-price privatization commitments 
(employee retention 

liability and investment). 
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Concessions 

Under the 1995 Law on Concessions 

authorized 

grant private investors a partial monopoly in 
activities in thirteen sectors normally reserved for 
the central and/or local governments. These include 
the construction of roads 

generation and transmission 

exploration/drilling 

parks 

streamline the concession procedure 

launched a National Concessions Register at the end of 
2005. The register is in line with the EU 
requirements 

the projects 

responsibilities in implementing the contract. 


Concessions are awarded on the basis of a tender and 
are issued for up to 35 years. They can be extended 
but shall not exceed 50 years in total. In a new 

tender 

again be granted the concession under certain 
circumstances. The Concessions Law permits \"build- 
operate-transfer\" deals 

exploitation to the holders of exploration licenses 

and reconciles conflicting procedures for privatization 
and concession. Since 1998 

legislation granting concessions in telecommunications 
energy 

railways. 


B. CONVERSION AND TRANSFER POLICIES 


Bulgaria replaced much of its outdated and fragmented 
foreign currency legislation in 1999 and liberalized 
current international transactions in accordance with 
IMF Article VIII obligations. Under 2003 amendments to 
the 1999 Foreign Currency Act anyone may take up to BGN 
25 

country without documentation. However 

between BGN 8 

exchange equivalent must be declared at customs. 
Export of amounts larger than BGN 25 

accompanied by a declaration about the source of these 
funds and supported by documents certifying that the 
person does not owe taxes. No tax certificate is 
required for foreigners exporting the cash equivalent 

of BGN 25 

to the amount declared (or less) when imported. The 
import of more than BGN 8 
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equivalent must be declared at customs. 


The law also stipulates that payments abroad may be 
executed only through bank transfers. Transfers over 
BGN 25 

of goods and services 

principal payments 

treatment 

regulations) must be supported by documentation showing 
the need and purpose of such payments. 


C. EXPROPRIATION AND COMPENSATION 
UNCLASSIFIED 
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places it at the crossroads of Europe 

and the CIS. Bulgaria joined NATO in April 2004 and 
completed EU accession negotiations in June 2004. The 
EU Accession Treaty was signed on April 25 

allowing Bulgaria to join in 2007 

clause\" could allow the EU to delay Bulgaria\'s entry by 
a year. 


Investment Trends and Policies 


Despite the many problems that remain in Bulgaria 
country is heading in the right direction -- in large 

part due to the EU Accession process 

government\'s number one priority. The pace of EU 
reforms suffered during the summer due to protracted 
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negotiations over forming a new government 

coalition has been working overtime to pass EU-related 
legislation. 


The new Socialist-led government recognizes that 
foreign investment is essential to the future of 
Bulgaria and has sought ways to reassure investors of 
its prudent economic policies. Prime Minister 
Stanishev 

generous election promises 

emphasis on maintaining the key elements of the 
previous government\'s economic policy 

adhering to the Currency Board Arrangement and 
conservative fiscal policy. 


Bulgaria\'s relations with the International Monetary 

Fund (IMF) are good 

success story. The precautionary Stand-by Arrangement 
which was negotiated in July 2004 

2006 and is designed to be phased out shortly before 
Bulgaria joins the EU. 


Continuing economic progress and political stability 
have enhanced Bulgaria\'s ability to attract respected 
international investors. The Bulgaria Investment 
Agency (BIA) estimates FDI of USD 2.6 billion for 2005 
thanks to the expansion of existing foreign investment 
as well as the higher number of green-field investment 
projects. New foreign direct investment (FDI) in the 
period of January through October 2005 increased by 
five percent--to USD 1.730 billion--despite the 

election related halt in the privatization process. 


With more than 10 first class investment certificates 
under the investment promotion framework 

recognizes 2005 as \"the year of green-field investment 
projects.\" It is a positive sign that the new 

Socialist government finalized on December 7 
agreement with the U.S. company AES to construct the 
Maritsa East 1 (ME1) project 

based power plant. With a total value of USD 1.4 
billion 

field investment in Bulgaria and largest green-field 
investment in Southeast Europe for 2005. 


The Investment Promotion Act stipulates equal treatment 
of foreign and domestic investors. Bulgaria\'s 
investment promotion framework creates conditions for 
improved administrative services and includes an 
investment incentive package. The law encourages 
implementation of investment projects over a period of 
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up to three years. The law explicitly recognizes 
intellectual property and securities as a foreign 
investment. 


Two leading international rating agencies assigned 
first ever investment grade to Bulgaria in 2004 
reflecting the country's positive economic prospects 
and prudent fiscal policies. In 2005 

agencies upgraded Bulgaria\'s rating due to falling 
public debt 

EU accession. 


Common Forms of Investment 

The most common type of organization for foreign 
investors is a limited liability company. Other 
typical forms are joint stock companies 
enterprises 

partnerships 


The main controlling bodies of law are: the 1991 
Commercial Code 

law 

entities 

Contracts 

laws are deemed generally adequate and neither limits 
foreign participation in legal entities. 


The 2003 Law on Special Purpose Investment Companies 
allows for public investment companies (SPIC) in real 
estate and receivables. Since a SPIC is considered a 
pass-through structure 

income must be distributed to shareholders 

taxed on the dividends received. Prospective U.S. 
investors should consult appropriate legal counsel for 
up-to-date legal information and conduct due diligence 
before making any obligations. 


Investment Barriers 


Among the problems encountered by foreign investors in 
Bulgaria are: government bureaucracy; poor 
infrastructure; frequent changes in the legal 

framework; low domestic purchasing power; a protracted 
privatization process; poor health care and 

corruption. In addition 

investor confidence in the courts\' ability to enforce 
ownership and shareholders rights 

intellectual property rights. 
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The constitutional prohibition against direct ownership 
of land by foreign persons remains in force 

there are no restrictions against acquisition of land 

by locally registered companies with majority foreign 
participation 

relatively simple process. Once Bulgaria joins the EU 
all EU citizens and entities will be allowed to acquire 
property; all other foreigners must continue to form a 
local corporation. 


Privatization 

The Privatization Agency (PA) administers the 
privatization of all state-owned companies. Foreign 
companies 

Bulgarian state-owned firms. The government\'s stated 
privatization goals are to have transparent 

effective privatization procedures 

treatment of all investors. The program is intended to 
make the economy more efficient by divesting state- 
owned enterprises and to cover the current account 
deficit with privatization revenues. 


The failure to complete a single major privatization 
transaction in 2005 

governmentVs inability to attract respected foreign 
investors though privatization and to finalize already 
negotiated deals. The ambitious 2005 privatization 
program envisioned the sale of the remaining 46 state- 
owned enterprises (SOEs) for the equivalent of USD 300 
million 

national carrier (Bulgaria Air) 

the three thermal power-plants 

and some arm dealers. 


The Post-privatization Control Agency 

the implementation of privatization contracts 

to ensure that non-price privatization commitments 
(employee retention 

liability and investment). 

Concessions 

Under the 1995 Law on Concessions 

authorized 

grant private investors a partial monopoly in 
activities in thirteen sectors normally reserved for 
the central and/or local governments. These include 
the construction of roads 

generation and transmission 

exploration/drilling 

parks 
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streamline the concession procedure 

launched a National Concessions Register at the end of 
2005. The register is in line with the EU 

requirements 

the projects 

responsibilities in implementing the contract. 


Concessions are awarded on the basis of a tender and 
are issued for up to 35 years. They can be extended 
but shall not exceed 50 years in total. In a new 

tender 

again be granted the concession under certain 
circumstances. The Concessions Law permits \"build- 
operate-transfer\" deals 

exploitation to the holders of exploration licenses 

and reconciles conflicting procedures for privatization 
and concession. Since 1998 

legislation granting concessions in telecommunications 
energy 

railways. 


B. CONVERSION AND TRANSFER POLICIES 


Bulgaria replaced much of its outdated and fragmented 
foreign currency legislation in 1999 and liberalized 
current international transactions in accordance with 
IMF Article VIII obligations. Under 2003 amendments to 
the 1999 Foreign Currency Act anyone may take up to BGN 
25 

country without documentation. However 

between BGN 8 

exchange equivalent must be declared at customs. 
Export of amounts larger than BGN 25 

accompanied by a declaration about the source of these 
funds and supported by documents certifying that the 
person does not owe taxes. No tax certificate is 
required for foreigners exporting the cash equivalent 

of BGN 25 

to the amount declared (or less) when imported. The 
import of more than BGN 8 

equivalent must be declared at customs. 


The law also stipulates that payments abroad may be 
executed only through bank transfers. Transfers over 
BGN 25 

of goods and services 

principal payments 

treatment 

regulations) must be supported by documentation showing 
the need and purpose of such payments. 
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C. EXPROPRIATION AND COMPENSATION 


According to Article 17 of the Bulgarian Constitution 
private real property is protected by law. Depending 
upon the purpose 

undertaken by the Council of Ministers or the regional 
Governor 

compensated. Owners must be compensated in kind with 
nearby property of equal value at current prices. 
Monetary compensation is also permitted with the 
consent of the property\'s owner. Expropriation actions 
can be appealed directly to the Supreme Court on the 
basis of the expropriation action 

appraisal 

Bilateral Investment Treaty (BIT) with the U.S. 

Bulgaria committed itself to international arbitration 

in the event of expropriation and other investment 
disputes. 


D. DISPUTE SETTLEMENT 


The Judicial System 

Bulgaria\'s 1991 Constitution serves as the foundation 

of the legal system and creates an independent judicial 
branch. In 2002 

series of amendments to the Judicial Systems Act aimed 
at improving the quality of the judiciary 

the efficacy of the court system 

corruption in the justice system. The Constitutional 
Court declared most of the amendments unconstitutional 
in December 2002. As a result 

Bulgaria has been delayed and many key issues remain 
unaddressed. 


Further constitutional changes 

the immunity of the magistrates 

for getting tenure 

office for judicial heads. The March 2004 amendments 
to the Judicial Systems Act were intended to increase 
further the efficiency of the court system and help 
prevent judicial corruption. Nonetheless 

remains a serious problem. Other problems include lack 
of transparent and neutral standards for assigning 
cases 

corruption 


There are three levels of courts. 117 regional courts 
exercise jurisdiction over administrative 

criminal cases. Above them 

(including the Sofia City Court) have original 
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jurisdiction in civil cases where claims exceed 10 

leva 

provided by law. The district courts are also courts 

of appellate review for regional court decisions. The 
five appellate courts may review the decisions of the 
district courts. On the highest level are the Supreme 
Court of Cassation and the Supreme Administrative 
Court. On ¡issues of law 

Cassation has appellate jurisdiction over all civil 

cases involving claims over 5 

cases. The Supreme Administrative Court rules on the 
legality of acts by the state administration including 
Council of Ministers and the ministries. The Supreme 
Courts hear cases in three-judge panels 

decisions may be appealed to a five-judge panel of the 
same court. Decisions by the five-judge panels are 
final and binding. 


The Constitutional Court is not integrated into the 
rest of the judiciary. It issues final interpretations 
of the constitution 

to laws and acts 

prior to Parliamentary ratification 

domestic laws to determine their consistency with 
international legal norms. While the Constitutional 
court does nat rule ex officio 

the President 

the two Supreme courts can refer matters to it for 
review. 


Bulgarian law provides for jurors only in criminal 
cases. Under Bulgarian procedural law 

civil cases are brought before one judge in the 
regional or the district court 

Administrative sanctions may be appealed to the 
regional courts and one judge reviews such appeals. 
Administrative acts are subject to administrative and 
court appeal. 


Execution of Judgments 

To execute judgments 

so that the court can order money damages (which then 
requires further complicated procedures by the payee) 
or an equitable remedy. The court of first instance 
must be petitioned for a writ of execution (based on 

the judgment) 

party is seeking a remedy in equity 

must be brought before an executive judge. In 2002 
number of amendments were made to the Code of Civil 
Procedure to close loopholes 
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clarify certain provisions. In practice 

foreign observers caution that the execution of 

judgments remained slow and unpredictable and was prone 
to corruption and inefficiency in the judicial system. 


In a continuing effort to address the execution 

problems 

Enforcement Agents Act in 2005. The new law introduces 
the profession of private enforcement agents to whom 
the state delegates the collection of enforceable 

claims. The law also provides a series of guarantees 
that the private enforcement agents\' performance will 
be closely supervised. This important development was 
also recognized by the European Commission\'s 2005 
Comprehensive Monitoring Report 

new law \"should help improving the functioning of the 
judicial system and in particular the conditions for 
contract enforcement." 


Foreign judgments can be executed in Bulgaria. 
Execution depends on reciprocity 

or multilateral agreements 

official list maintained by the Ministry of Justice. 
The U.S. does not currently have reciprocity with 
Bulgaria 

decisions of U.S. courts. All foreign judgments are 
handled by the Sofia City Court 

that the judgment does not violate public decrees 
standards 

are also cases defined by the Civil Procedure Code 
(certain real estate issues and Bulgarian precedents) 
in which judgments cannot be executed even if they 
conform to Bulgarian laws and morals. 


Bankruptcy 

The 1994 Law on Bankruptcy provides for reorganization 
or rehabilitation of a legal entity 

maximize asset recovery 

equal distribution among all creditors. The law 

applies to all commercial entities 

monopolies or state-owned companies established by a 
special law. Bank bankruptcies are regulated under the 
Bank Bankruptcy Act 

are regulated by the 1996 Insurance Act. 


Under Part IV of the Commercial Code 

creditors can initiate bankruptcy proceedings. The 
debtor must declare bankruptcy within 15 days of 
becoming insolvent. Once insolvency is determined 
court appoints an interim trustee to represent and 
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manage the company 

assets 

a recovery plan. At the first meeting of the creditors 
a trustee is nominated; usually this is just a 
reaffirmation of the court appointed trustee. 


Non-performance of a money obligation must be 
adjudicated (res judicata) before the bankruptcy court 
can determine whether the debtor is insolvent. 
Additionally 

presumption of insolvency when the debtor has not 
performed an obligation within 60 days of maturity or 
when the debtor can only pay the claims of certain 
creditors. 


Creditors must declare all debts owed to them within 
one month of the start of bankruptcy proceedings. The 
trustee then has seven days to compile a list of 

debts. A rehabilitation plan or a scheme of 

distribution (in cases of liquidation) must be proposed 
no later than the date on which the court approves the 
list of debts. The court must rule on approval of the 
plan within seven days. 


The lack of trained trustees has been a problem in the 
past. The 2003 amendments provided for examinations 
for individuals applying to become trustees 
implementation of this requirement is contingent on the 
adoption by several ministries of a special 

regulation. The amendments also provide for annual 
training courses for trustees. 


The methods of liquidating assets were also revised by 
the June 2003 amendments. The main objective was to 
establish a legal framework for selling assets that 
accounts for the character of bankruptcy proceedings 
thus avoiding the need to apply the Civil Procedure 
Code. The new regime includes rules requiring a 
greater degree of publicity for asset sales. The 
amendments limited the rights to appeal judicial 
decisions made during bankruptcy proceedings. 


International Arbitration 


Pursuant to its Bilateral Investment Treaty (BIT) with 
the United States 

dispute settlement procedures starting with 
notification and consultations. Bulgaria accepts 
binding international arbitration in disputes with 
foreign investors. 
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There are opportunities for international arbitration 

in Bulgaria. The Code of Civil Procedure mandates that 
a foreign court of arbitration is possible only if at 

least one of the parties has its seat or residence 
abroad. As a result 

registered companies having a dispute with a Bulgarian 
entity can only have arbitration in Bulgaria. However 
under the Law on International Commercial Arbitration 
the arbitrator himself could be a foreign person. Under 
the same act 

be used in the arbitration proceedings. The major and 
most experienced arbitration institution is the 

Arbitration Court of the Bulgarian Chamber of Commerce 
and Industry (BCCI). 


Not all disputes 

arbitration. Disputes regarding rights over real estate 
properties in the country or labor disputes can only be 
heard by the courts. Additionally 

have exclusive competence over industrial property 
disputes regarding patents issued in Bulgaria. 


Bulgaria is a party to the Convention on the 

Recognition and Enforcement of Foreign Arbitral Awards 
(the New York Convention) 

enforcement of foreign arbitral awards 

of the 1961 European Convention on International 
Commercial Arbitration. However 

the enforcement proceedings before the Bulgarian 
courts 

using the general framework for execution of judgments 
in the country 

a signatory of the International Center for Settlement 

of Investment Disputes (ICSID) convention and the 
Convention on the Settlement of Investment Disputes 
Between States and Nationals of Other States. 


Mediation 


Businesses wishing to use mediation to solve their 
disputes in Bulgaria may find it hard to select 

experienced mediators. This service has just started to 
develop in the country following the adoption at the 

end of 2004 of the Mediation Act. BCCI and the American 
Chamber of Commerce (AmCham) responded promptly by 
opening commercial mediation centers. The mediators at 
these centers have been trained with US assistance but 

at this point lack sufficient experience to be able to 

provide high quality mediation services. 
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E. PERFORMANCE REQUIREMENTS/INCENTIVES 


Bulgaria does not impose export performance or local 
content requirements as a condition for establishing 
maintaining 

not specifically restrict hiring of expatriate 

personnel 

obtain. A June 1999 law regulating gambling imposes 
license requirements on foreigners organizing games of 
chance. 


The Bulgaria Investment Agency (BIA) 
(www.investbg.government.bg) 

coordinating body for investment 

services 

assessment of qualification to receive investment 
incentives. First-class investments (investments over 
70 million BGN 

priority investment projects. At the request of 
investors receiving first-class investment 

certificates 

authorities grant them free real estate (either state 
or municipal property). For first-class investments 
the Council of Ministers may provide state financing 
for critical infrastructure deemed necessary for the 
investment plan\'s implementation. Additionally 
represents first and second-class investors 
(investments of USD 25-44 million) before all central 
and territorial executive authorities and the local 
self-government authorities 

administrative documents. Third-class investors 
(investments of USD 6-25 million) receive customized 
information services. 


The government policy for promotion of investment is 
not applicable to banks and other financial 
institutions 

companies 

pension and health insurance companies 

companies 

Privatization Law. 


The GOB introduced in 2003 tax incentives for 
investments in regions with high unemployment. VAT 
exemption on imports for investment projects over 10 
million BGN (about USD 6.25 million) 

over a two-year period 


F. RIGHT TO PRIVATE OWNERSHIP/ESTABLISHMENT 
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The Constitution states that the Bulgarian economy 
\"shall be based on free economic initiative." Private 
entities can establish and own business enterprises 
engaging in any profit-making activities 

expressly prohibited by law. Bulgaria\'s Commercial 
Code guarantees and regulates the free establishment 
acquisition 

enterprises. Competitive equality is the standard 
applied to private enterprises in competition with 
public enterprises with respect to access to markets 
credit 

and supplies. 


G. PROTECTION OF PROPERTY RIGHTS 


Bulgarian law protects the acquisition and disposition 
of property rights. In practice 

property rights is subject to difficulties of varying 
degrees. Although Bulgarian IPR legislation is 
generally adequate 

laws and criminal penalties for copyright infringement 
industry representatives believe effective IPR 
protection requires improvements to the legislation 
including to the Optical Disc Media (ODM) Legislation 
the Penal Code and the Penal Procedure Code. 
Additionally 

institutional capacity 

will to address effectively major enforcement problems 
especially in combating and prosecuting organized crime 
groups. Many industrial groups currently have 
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SUBJECT: BULGARIA 2006 INVESTMENT CLIMATE STATEMENT 


Ref: 05 STATE 202943 
1. Bulgaria - 2006 Investment Climate Statement. 
A. OPENNESS TO FOREIGN INVESTMENT 


Bulgaria has a liberal foreign investment regime and 
attracting foreign investment 

one of the new administration\'s top priorities. The 
government is focused on developing promising sectors 
of the economy for foreign investment 

energy 

transportation 

consumer goods (food € beverage and healthcare). 
Bulgaria provides considerable incentives for job 
creation. Many municipalities are prepared to grant 
concessions or other favorable treatment for 

significant investments. Bulgaria has a well-educated 
workforce 

places it at the crossroads of Europe 

and the CIS. Bulgaria joined NATO in April 2004 and 
completed EU accession negotiations in June 2004. The 
EU Accession Treaty was signed on April 25 

allowing Bulgaria to join in 2007 

clause\" could allow the EU to delay Bulgaria\'s entry by 
a year. 


Investment Trends and Policies 


Despite the many problems that remain in Bulgaria 
country is heading in the right direction -- in large 

part due to the EU Accession process 

government\'s number one priority. The pace of EU 
reforms suffered during the summer due to protracted 
negotiations over forming a new government 

coalition has been working overtime to pass EU-related 
legislation. 


The new Socialist-led government recognizes that 
foreign investment is essential to the future of 
Bulgaria and has sought ways to reassure investors of 
its prudent economic policies. Prime Minister 
Stanishev 

generous election promises 

emphasis on maintaining the key elements of the 
previous government\'s economic policy 

adhering to the Currency Board Arrangement and 
conservative fiscal policy. 
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Bulgaria\'s relations with the International Monetary 

Fund (IMF) are good 

success story. The precautionary Stand-by Arrangement 
which was negotiated in July 2004 

2006 and is designed to be phased out shortly before 
Bulgaria joins the EU. 


Continuing economic progress and political stability 
have enhanced Bulgaria\'s ability to attract respected 
international investors. The Bulgaria Investment 
Agency (BIA) estimates FDI of USD 2.6 billion for 2005 
thanks to the expansion of existing foreign investment 
as well as the higher number of green-field investment 
projects. New foreign direct investment (FDI) in the 
period of January through October 2005 increased by 
five percent--to USD 1.730 billion--despite the 

election related halt in the privatization process. 


With more than 10 first class investment certificates 
under the investment promotion framework 

recognizes 2005 as \"the year of green-field investment 
projects.\" It is a positive sign that the new 

Socialist government finalized on December 7 
agreement with the U.S. company AES to construct the 
Maritsa East 1 (ME1) project 

based power plant. With a total value of USD 1.4 
billion 

field investment in Bulgaria and largest green-field 
investment in Southeast Europe for 2005. 


The Investment Promotion Act stipulates equal treatment 
of foreign and domestic investors. Bulgaria\'s 
investment promotion framework creates conditions for 
improved administrative services and includes an 
investment incentive package. The law encourages 
implementation of investment projects over a period of 
up to three years. The law explicitly recognizes 
intellectual property and securities as a foreign 
investment. 


Two leading international rating agencies assigned 
first ever investment grade to Bulgaria in 2004 
reflecting the country\'s positive economic prospects 
and prudent fiscal policies. In 2005 

agencies upgraded Bulgaria\'s rating due to falling 
public debt 

EU accession. 


Common Forms of Investment 


Column 3 

The most common type of organization for foreign 
investors is a limited liability company. Other 
typical forms are joint stock companies 
enterprises 

partnerships 


The main controlling bodies of law are: the 1991 
Commercial Code 

law 

entities 

Contracts 

laws are deemed generally adequate and neither limits 
foreign participation in legal entities. 


The 2003 Law on Special Purpose Investment Companies 
allows for public investment companies (SPIC) in real 
estate and receivables. Since a SPIC is considered a 
pass-through structure 

income must be distributed to shareholders 

taxed on the dividends received. Prospective U.S. 
investors should consult appropriate legal counsel for 
up-to-date legal information and conduct due diligence 
before making any obligations. 


Investment Barriers 


Among the problems encountered by foreign investors in 
Bulgaria are: government bureaucracy; poor 
infrastructure; frequent changes in the legal 

framework; low domestic purchasing power; a protracted 
privatization process; poor health care and 

corruption. In addition 

investor confidence in the courts\' ability to enforce 
ownership and shareholders rights 

intellectual property rights. 


The constitutional prohibition against direct ownership 
of land by foreign persons remains in force 

there are no restrictions against acquisition of land 

by locally registered companies with majority foreign 
participation 

relatively simple process. Once Bulgaria joins the EU 
all EU citizens and entities will be allowed to acquire 
property; all other foreigners must continue to form a 
local corporation. 


Privatization 


The Privatization Agency (PA) administers the 
privatization of all state-owned companies. Foreign 
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companies 

Bulgarian state-owned firms. The government\'s stated 
privatization goals are to have transparent 

effective privatization procedures 

treatment of all investors. The program is intended to 
make the economy more efficient by divesting state- 
owned enterprises and to cover the current account 
deficit with privatization revenues. 


The failure to complete a single major privatization 
transaction in 2005 

governmentVs inability to attract respected foreign 
investors though privatization and to finalize already 
negotiated deals. The ambitious 2005 privatization 
program envisioned the sale of the remaining 46 state- 
owned enterprises (SOEs) for the equivalent of USD 300 
million 

national carrier (Bulgaria Air) 

the three thermal power-plants 

and some arm dealers. 


The Post-privatization Control Agency 

the implementation of privatization contracts 

to ensure that non-price privatization commitments 
(employee retention 

liability and investment). 


Concessions 

Under the 1995 Law on Concessions 

authorized 

grant private investors a partial monopoly in 
activities in thirteen sectors normally reserved for 
the central and/or local governments. These include 
the construction of roads 

generation and transmission 

exploration/drilling 

parks 

streamline the concession procedure 

launched a National Concessions Register at the end of 
2005. The register is in line with the EU 
requirements 

the projects 

responsibilities in implementing the contract. 


Concessions are awarded on the basis of a tender and 
are issued for up to 35 years. They can be extended 
but shall not exceed 50 years in total. In a new 

tender 

again be granted the concession under certain 
circumstances. The Concessions Law permits \"build- 
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operate-transfer\" deals 

exploitation to the holders of exploration licenses 

and reconciles conflicting procedures for privatization 
and concession. Since 1998 

legislation granting concessions in telecommunications 
energy 

railways. 


B. CONVERSION AND TRANSFER POLICIES 


Bulgaria replaced much of its outdated and fragmented 
foreign currency legislation in 1999 and liberalized 
current international transactions in accordance with 
IMF Article VIII obligations. Under 2003 amendments to 
the 1999 Foreign Currency Act anyone may take up to BGN 
25 

country without documentation. However 

between BGN 8 

exchange equivalent must be declared at customs. 
Export of amounts larger than BGN 25 

accompanied by a declaration about the source of these 
funds and supported by documents certifying that the 
person does not owe taxes. No tax certificate is 
required for foreigners exporting the cash equivalent 

of BGN 25 

to the amount declared (or less) when imported. The 
import of more than BGN 8 

equivalent must be declared at customs. 


The law also stipulates that payments abroad may be 
executed only through bank transfers. Transfers over 
BGN 25 

of goods and services 

principal payments 

treatment 

regulations) must be supported by documentation showing 
the need and purpose of such payments. 


C. EXPROPRIATION AND COMPENSATION 


According to Article 17 of the Bulgarian Constitution 
private real property is protected by law. Depending 
upon the purpose 

undertaken by the Council of Ministers or the regional 
Governor 

compensated. Owners must be compensated in kind with 
nearby property of equal value at current prices. 
Monetary compensation is also permitted with the 
consent of the property\'s owner. Expropriation actions 
can be appealed directly to the Supreme Court on the 
basis of the expropriation action 
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appraisal 

Bilateral Investment Treaty (BIT) with the U.S. 
Bulgaria committed itself to international arbitration 
in the event of expropriation and other investment 
disputes. 


D. DISPUTE SETTLEMENT 


The Judicial System 

Bulgaria\'s 1991 Constitution serves as the foundation 
of the legal system and creates an independent judicial 
branch. In 2002 

series of amendments to the Judicial Systems Act aimed 
at improving the quality of the judiciary 

the efficacy of the court system 

corruption in the justice system. The Constitutional 
Court declared most of the amendments unconstitutional 
in December 2002. As a result 

Bulgaria has been delayed and many key issues remain 
unaddressed. 

Further constitutional changes 

the immunity of the magistrates 

for getting tenure 

office for judicial heads. The March 2004 amendments 
to the Judicial Systems Act were intended to increase 
further the efficiency of the court system and help 
prevent judicial corruption. Nonetheless 

remains a serious problem. Other problems include lack 
of transparent and neutral standards for assigning 
cases 

corruption 


There are three levels of courts. 117 regional courts 
exercise jurisdiction over administrative 

criminal cases. Above them 

(including the Sofia City Court) have original 
jurisdiction in civil cases where claims exceed 10 

leva 

provided by law. The district courts are also courts 

of appellate review for regional court decisions. The 
five appellate courts may review the decisions of the 
district courts. On the highest level are the Supreme 
Court of Cassation and the Supreme Administrative 
Court. On issues of law 

Cassation has appellate jurisdiction over all civil 
cases involving claims over 5 

cases. The Supreme Administrative Court rules on the 
legality of acts by the state administration including 
Council of Ministers and the ministries. The Supreme 
Courts hear cases in three-judge panels 
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decisions may be appealed to a five-judge panel of the 
same court. Decisions by the five-judge panels are 
final and binding. 


The Constitutional Court is not integrated into the 
rest of the judiciary. It issues final interpretations 
of the constitution 

to laws and acts 

prior to Parliamentary ratification 

domestic laws to determine their consistency with 
international legal norms. While the Constitutional 
court does nat rule ex officio 

the President 

the two Supreme courts can refer matters to it for 
review. 


Bulgarian law provides for jurors only in criminal 
cases. Under Bulgarian procedural law 

civil cases are brought before one judge in the 
regional or the district court 

Administrative sanctions may be appealed to the 
regional courts and one judge reviews such appeals. 
Administrative acts are subject to administrative and 
court appeal. 


Execution of Judgments 

To execute judgments 

so that the court can order money damages (which then 
requires further complicated procedures by the payee) 
or an equitable remedy. The court of first instance 
must be petitioned for a writ of execution (based on 

the judgment) 

party is seeking a remedy in equity 

must be brought before an executive judge. In 2002 
number of amendments were made to the Code of Civil 
Procedure to close loopholes 

clarify certain provisions. In practice 

foreign observers caution that the execution of 
judgments remained slow and unpredictable and was prone 
to corruption and inefficiency in the judicial system. 


In a continuing effort to address the execution 

problems 

Enforcement Agents Act in 2005. The new law introduces 
the profession of private enforcement agents to whom 

the state delegates the collection of enforceable 

claims. The law also provides a series of guarantees 

that the private enforcement agents\' performance will 

be closely supervised. This important development was 
also recognized by the European Commission\'s 2005 
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Comprehensive Monitoring Report 

new law \"should help improving the functioning of the 
judicial system and in particular the conditions for 
contract enforcement." 


Foreign judgments can be executed in Bulgaria. 
Execution depends on reciprocity 

or multilateral agreements 

official list maintained by the Ministry of Justice. 
The U.S. does not currently have reciprocity with 
Bulgaria 

decisions of U.S. courts. All foreign judgments are 
handled by the Sofia City Court 

that the judgment does not violate public decrees 
standards 

are also cases defined by the Civil Procedure Code 
(certain real estate issues and Bulgarian precedents) 
in which judgments cannot be executed even if they 
conform to Bulgarian laws and morals. 


Bankruptcy 

The 1994 Law on Bankruptcy provides for reorganization 
or rehabilitation of a legal entity 

maximize asset recovery 

equal distribution among all creditors. The law 

applies to all commercial entities 

monopolies or state-owned companies established by a 
special law. Bank bankruptcies are regulated under the 
Bank Bankruptcy Act 

are regulated by the 1996 Insurance Act. 


Under Part IV of the Commercial Code 

creditors can initiate bankruptcy proceedings. The 
debtor must declare bankruptcy within 15 days of 
becoming insolvent. Once insolvency is determined 
court appoints an interim trustee to represent and 
manage the company 

assets 

a recovery plan. At the first meeting of the creditors 
a trustee is nominated; usually this is just a 
reaffirmation of the court appointed trustee. 


Non-performance of a money obligation must be 
adjudicated (res judicata) before the bankruptcy court 
can determine whether the debtor is insolvent. 
Additionally 

presumption of insolvency when the debtor has not 
performed an obligation within 60 days of maturity or 
when the debtor can only pay the claims of certain 
creditors. 
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Creditors must declare all debts owed to them within 
one month of the start of bankruptcy proceedings. The 
trustee then has seven days to compile a list of 

debts. A rehabilitation plan or a scheme of 

distribution (in cases of liquidation) must be proposed 
no later than the date on which the court approves the 
list of debts. The court must rule on approval of the 
plan within seven days. 


The lack of trained trustees has been a problem in the 
past. The 2003 amendments provided for examinations 
for individuals applying to become trustees 
implementation of this requirement is contingent on the 
adoption by several ministries of a special 

regulation. The amendments also provide for annual 
training courses for trustees. 


The methods of liquidating assets were also revised by 
the June 2003 amendments. The main objective was to 
establish a legal framework for selling assets that 
accounts for the character of bankruptcy proceedings 
thus avoiding the need to apply the Civil Procedure 
Code. The new regime includes rules requiring a 
greater degree of publicity for asset sales. The 
amendments limited the rights to appeal judicial 
decisions made during bankruptcy proceedings. 


International Arbitration 


Pursuant to its Bilateral Investment Treaty (BIT) with 
the United States 

dispute settlement procedures starting with 
notification and consultations. Bulgaria accepts 
binding international arbitration in disputes with 
foreign investors. 


There are opportunities for international arbitration 

in Bulgaria. The Code of Civil Procedure mandates that 
a foreign court of arbitration is possible only if at 

least one of the parties has its seat or residence 
abroad. As a result 

registered companies having a dispute with a Bulgarian 
entity can only have arbitration in Bulgaria. However 
under the Law on International Commercial Arbitration 
the arbitrator himself could be a foreign person. Under 
the same act 

be used in the arbitration proceedings. The major and 
most experienced arbitration institution is the 

Arbitration Court of the Bulgarian Chamber of Commerce 
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and Industry (BCCI). 


Not all disputes 

arbitration. Disputes regarding rights over real estate 
properties in the country or labor disputes can only be 
heard by the courts. Additionally 

have exclusive competence over industrial property 
disputes regarding patents issued in Bulgaria. 


Bulgaria is a party to the Convention on the 

Recognition and Enforcement of Foreign Arbitral Awards 
(the New York Convention) 

enforcement of foreign arbitral awards 

of the 1961 European Convention on International 
Commercial Arbitration. However 

the enforcement proceedings before the Bulgarian 
courts 

using the general framework for execution of judgments 
in the country 

a signatory of the International Center for Settlement 

of Investment Disputes (ICSID) convention and the 
Convention on the Settlement of Investment Disputes 
Between States and Nationals of Other States. 


Mediation 


Businesses wishing to use mediation to solve their 
disputes in Bulgaria may find it hard to select 

experienced mediators. This service has just started to 
develop in the country following the adoption at the 

end of 2004 of the Mediation Act. BCCI and the American 
Chamber of Commerce (AmCham) responded promptly by 
opening commercial mediation centers. The mediators at 
these centers have been trained with US assistance but 

at this point lack sufficient experience to be able to 

provide high quality mediation services. 


E. PERFORMANCE REQUIREMENTS/INCENTIVES 


Bulgaria does not impose export performance or local 
content requirements as a condition for establishing 
maintaining 

not specifically restrict hiring of expatriate 

personnel 

obtain. A June 1999 law regulating gambling imposes 
license requirements on foreigners organizing games of 
chance. 


The Bulgaria Investment Agency (BIA) 
(www. investbg.government.bg) 
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coordinating body for investment 

services 

assessment of qualification to receive investment 
incentives. First-class investments (investments over 
70 million BGN 

priority investment projects. At the request of 
investors receiving first-class investment 

certificates 

authorities grant them free real estate (either state 
or municipal property). For first-class investments 
the Council of Ministers may provide state financing 
for critical infrastructure deemed necessary for the 
investment plan\'s implementation. Additionally 
represents first and second-class investors 
(investments of USD 25-44 million) before all central 
and territorial executive authorities and the local 
self-government authorities 

administrative documents. Third-class investors 
(investments of USD 6-25 million) receive customized 
information services. 


The government policy for promotion of investment is 
not applicable to banks and other financial 
institutions 

companies 

pension and health insurance companies 

companies 

Privatization Law. 

The GOB introduced in 2003 tax incentives for 
investments in regions with high unemployment. VAT 
exemption on imports for investment projects over 10 
million BGN (about USD 6.25 million) 

over a two-year period 


F. RIGHT TO PRIVATE OWNERSHIP/ESTABLISHMENT 


The Constitution states that the Bulgarian economy 
\"shall be based on free economic initiative." Private 
entities can establish and own business enterprises 
engaging in any profit-making activities 

expressly prohibited by law. Bulgaria\'s Commercial 
Code guarantees and regulates the free establishment 
acquisition 

enterprises. Competitive equality is the standard 
applied to private enterprises in competition with 
public enterprises with respect to access to markets 
credit 

and supplies. 


G. PROTECTION OF PROPERTY RIGHTS 
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Bulgarian law protects the acquisition and disposition 
of property rights. In practice 

property rights is subject to difficulties of varying 
degrees. Although Bulgarian IPR legislation is 
generally adequate 

laws and criminal penalties for copyright infringement 
industry representatives believe effective IPR 
protection requires improvements to the legislation 
including to the Optical Disc Media (ODM) Legislation 
the Penal Code and the Penal Procedure Code. 
Additionally 

institutional capacity 

will to address effectively major enforcement problems 
especially in combating and prosecuting organized crime 
groups. Many industrial groups currently have 
intellectual property disputes before the government. 


In May 2004 

Watch List for the first time in five years. The 2005 

US government inter-agency review retained Bulgaria on 
the Watch List. There has been a steady resurgence of 
piracy 

downloading of copyrighted material over the past few 
years. 


The US government has formulated an action plan 

will assist in focusing attention on immediate and 

effective implementation of the new Optical Disk Media 
(ODM) Law and the amended Copyrights and Related Rights 
legislation 

coordination 

improving efforts to address counterfeiting of U.S. 

spirits and apparel. 


Bulgaria is amember of the World Intellectual Property 
Organization (WIPO) and a signatory to key 
international agreements. 


Copyrights 


Parliament passed on November 25 

the 1993 Law on Copyrights and Related Rights 

aligns Bulgaria\'s copyright legislation with the 

European requirements. In particular 

implement two directives of the EU in the area of 
copyrights: Directive 2001/84/EC of the European 
Parliament and of the Council on the resale right for 

the benefit of the author of an original work of art; 

and Directive 2004/48/EC of the European Parliament and 
ofthe Council on the enforcement of intellectual 
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property right (\"the Enforcement Directive\"). Also 

the amendments will establish the mechanism regulating 
the administration of the newly-established database 
and copyright information sharing system sponsored by 
the EU. 


The copyright term of protection was extended from 50 
to 70 years after the author\'s death in 2000. The new 
term of protection is retroactive 

protection that expired at the moment of approval of 
the amendments is revived within the framework of the 
70-year term of protection. For films and other audio- 
visual works 

of director 

author of dialogue or music 

amendments to the law enable copyright owners to file 
civil claims to suspend the activities of pirates; 

provide for confiscation of equipment and pirated 
materials; enhance border control over pirated 
material; introduce a new neighboring right for film 
producers. 


Parliament approved in September 2005 the long awaited 
Law on Administrative Control over the Manufacture and 
Distribution of ODM 

blank optical discs (OD) produced in Bulgaria and 
strengthens the import/export regime for raw materials 
and equipment involved in ODM production. However 
new law does not allow industry representatives or 

rights holders to participate in inspections and 

excludes goods in transit from the registration regime. 


The Copyright Office of the Ministry of Culture is 
responsible for copyright matters in Bulgaria. While 
civil law provides remedies for violations 

Penal Code 

misdemeanor 


Patents 

The Bulgarian patent law has been harmonized with EU 
law in the areas of application for European patents 
and utility models. Bulgaria joined the Convention on 
the Grant of European Patents (European Patent 
Convention) on July 1 

status in the Administrative Council of the European 
Patent Organization. 


Bulgaria grants the right to exclusive use of 
inventions and utility models for 20 years and 10 
years 
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application filings. Inventions eligible for patent 
protection must be both new as a result of innovation 
and have industrial applications. Article 6 lists 

items not considered inventions and utility models are 
specifically defined. 


The independent Patent Office is the competent 
authority with respect to patent matters. The patent 
law describes the application procedures and the 
examination process. Applications are submitted 
directly to the Patent Office. Compulsory licensing 
may be ordered under certain conditions: the patent has 
not been used within four years of filing the patent 
application or three years from the date of issue; the 
patent holder is unable to offer justification for not 
adequately supplying the national market; or 
declaration of a national emergency. 


Patent infringement is punishable by fines of up to 

4 

convened by the President of the Patent Office and may 
be appealed to the Sofia City Court within three months 
of the panel\'s decision. 


The 1996 Protection of New Types of Plants and Animal 
Breeds Act allows for a term of protection of 25 years 
for annual plants and 30 years for perennial plants and 
animal breeds 

by the Patent Office. Parliament ratified in 1998 the 
International Convention for the Protection of New 
Varieties of Plants (UPOV). 


Data Exclusivity 

Responding to long-standing industry concerns 

included a provision to provide data exclusivity 
(protection of confidential data submitted to the 
government to obtain approval to market pharmaceutical 
products) in its new Drug Law 

2003. The law 

valid patent. 


Trademarks 


The 1999 Trademarks and Geographical Indications Act 
regulates the establishment 

renewal and protection of rights of trademarks 

collective and certificate marks 

indications in accordance with TRIPs requirements and 
the government\'s EU Accession Agreement. The August 


Column 3 

2005 amendments to the Law on Trademarks and 
Geographical indications and the Law on Industrial 
Design further incorporated TRIPs requirements. 


Registration is refused 

trademark is cancelled 

reproduction or an imitation or if it creates confusion 
with a well-known trademark 

Convention and the Trademarks and Geographical 
Indications Act. Applications for registration must be 
submitted to the Patent Office under specified 
procedures. 


Right of priority 

not differ substantially 

that was filed in compliance with Article 32 first. 

Right of priority is also established on the basis of a 
request made in one of the member countries of the 
Paris Convention or of the World Trade Organization. 
To exercise the right of priority 

file a request within six months of the date of 

original filing. 


A trademark is normally granted within 12 months of 
filing a complete application. Refusals can be 
appealed in the Sofia City Court within three months of 
notification of the decision. The right of exclusive 

use of a trademark is granted for ten years from the 
date of submitting the application. Requests for 
extension of protection must be filed during the final 
year of validity 

expiration. Protection is terminated if a mark is not 
used for a five-year period. 


Trademark infringement is a problem in Bulgaria for 
many U.S. manufacturers. Its categorization as a 
misdemeanor 

sufficient deterrent to illegal activities. While more 
draconian measures are available 

or fines of up to 500 

or enforced. 


U.S. businesses have noted significant difficulties in 
obtaining relief against trademark infringement. Even 
if courts understand the law and issue orders 

entities charged with enforcement often cannot be 
relied upon to carry out the court judgment. Under 
Bulgarian law 

liable. Therefore 

infringement and willful trademark infringement are 
limited. 
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In Bulgaria 

rights to geographic indications are only protected 
pursuant to registration with the Bulgarian Patent 
Office or an international registration mentioning 
Bulgaria; they do not arise simply with \"use in 
commerce" of the mark or indication. Under Bulgarian 
law 

Similarly 

infringement and willful trademark infringement are 
limited 

under U.S. law. 


H. TRANSPARENCY OF THE REGULATORY SYSTEM 


Major Taxation Issues Affecting U.S. Businesses 
Bulgaria and the U.S. have not signed an Avoidance of 
Double Taxation Treaty (DTT) 

by the Bulgarian government. 


Personal income tax rates increase progressively from 
20 to 24 percent. There are three income brackets 
with a non-taxable personal monthly income of 180 BGN. 
The corporate and profit tax rates are 15 percent. 
Certain tax incentives apply in regions of high 
unemployment. Individuals and small businesses in 
certain trades pay a \"patent\" tax (presumptive tax) 
according to a schedule established by Parliament. 
Dividends (and liquidation quotas) distributed by a 
Bulgarian resident company to U.S. investors are 
subject to a withholding tax of 15 percent. While 
Bulgarian residents face a withholding tax of 7 

percent 

subject to a withholding tax. 

Employers pay 65 percent of the monthly contributions 
for social security insurance 

unemployment fund 

slated to decline 

In 2006 

percent and 12.4 percent 

salary 

health insurance. Foreign persons are required to have 
the same insurance and unemployment compensation 
packages as Bulgarians. 


There is a 20 percent single-rate value-added tax 
(VAT). Legal persons with a taxable income of 75 
BGN are obliged to register for VAT purposes. VAT 
registration is voluntary for persons with taxable 
income of between 25 
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services are subject to VAT except exports 
international transport 

to the central bank. VAT payments are generally 
rebated when goods are resold. The 45-day refund 
period for exporters was reduced to 30 days in 2005. 
Excise taxes are levied on tobacco 

beverages 

gambling equipment 


Foreign investors have asserted that widespread tax 
evasion 

to enforce collection from large state-owned companies 
places them ata disadvantage. Another problem 
underscored by investors is the frequent revision of 

tax laws 

However 

government is strengthening tax collection and limiting 
tax arrears of state-owned enterprises. 


The government launched the National Revenue Agency 
(NRA) on January 1 

collection of taxes and social security contributions 

is expected to enhance expenditure control and 
transparency and. Government officials have also 
indicated their long-term intention to lower marginal 

rates as tax collection improves. 


Regulatory Environment 


The multiplicity of Bulgarian licensing and regulatory 
regimes and the arbitrary interpretation and 
enforcement of them by the bureaucracy continues to 
create incentives for corruption and has long been seen 
as an impediment to investment 

development and market entry. 


The 2003 Restriction of Administrative Regulation and 
Control of Economic Activity Act establishes a general 
and systematized set of rules for simplifying and 
implementing administrative regulations. The law 
defines 39 operations that must be licensed and 
introduces two other simplified regimes 

registration and permit regimes. 


From the perspective of regulatory relief 

a milestone. It sets forth firm market principles of 
regulation 

government must be justified by defined need (in terms 
of national security 

personal and material rights of citizens) and cannot 
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impose restrictions unnecessary to the stated 
purposes of the regulation. The law also requires that 
the regulating authority take account of the compliance 
costs to be borne by business and that no national 
level law can be passed without an impact analysis on 
the laws economic affect on the regulated activity. 

In addition 

in granting applications for routine economic 

activities and provides for \"silent consentW when the 
government has not acted upon an application in the 
allotted time. All of these reforms considerably 
lighten the potential of regulatory abuse at all levels 

of government 

once the law is fully implemented. 


Energy Regulator 

The Energy Law enacted in 2003 established a 
transparent and predictable regulatory environment in 
the energy sector where the key regulatory 
responsibilities are vested with the State Energy 
Regulatory Commission (SERC) - a separate body with 
regulatory authorities and a high degree of autonomy 
and accountability. 


Competition Policy 


The 1998 Law on the Protection of Competition (the 
\"Competition Law\") is intended to establish and 
maintain a competitive market. The Competition Law 
forbids monopolies 

restrictive practices 

position 

consumer protection. A company is deemed to have a 
dominant position if it controls 35 percent or more of 
the relevant market. A company with a dominant market 
position is prohibited from: certain pricing practices; 
limiting manufacturing development to the detriment of 
consumers; discriminatory treatment of competing 
customers; tying contracts to additional and unrelated 
obligations; and the use of economic coercion to cause 
mergers. The Law prohibits five specific forms of 
unfair competition: damaging competitors\' goodwill; 
misrepresentation with respect to goods or services; 
misrepresentation with respect to the origin 
manufacturer 

the use or disclosure of someone else\'s trade secrets 
in violation of good faith commercial practices; and 
\"unfair solicitation of customers\" (promotion through 
gifts and lotteries) 
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some foreign enterprises. 


The Competition Law was overhauled in 2003 
important provisions that expand the competency of the 
Commission for Protection of Competition (CPC) 

the prohibition on misuse of an oligopoly 

single criterion for assessing the significance of 
planned concentration: the aggregate turnover of the 
enterprises affected by the concentration. 


|. EFFICIENCY OF CAPITAL MARKETS/PORTFOLIO INVESTMENT 


Since 1997 

operated under a license from the Securities and Stock 
Exchange Commission (SSEC). The 1999 Law on Public 
Offering of Securities regulates issuance of 

securities 

and investment intermediaries. Comprehensive 
amendments to this Law (99 in number) 

promulgated in June 2002 

for minority shareholders of publicly-owned companies 
in Bulgaria. In addition 

foundation for the adoption of international best 
practices and corporate governance principles in public 
companies. 


The infrastructure of the stock exchange has been 
substantially improved 

an official index (SOFIX). New trading instruments 
(government bonds 

Depositary Receipts 

backed bonds 

exchange) have been introduced. As a result of 
appreciation of nearly all of the most actively traded 
issues on the Bulgarian Stock Exchange 
capitalization more than doubled from 4 billion BGN 
(USD 2.5 billion) in 2004 to 8.4 billion BGN (USD 5.3 
billion) or 20 percent of GDP. Nonetheless 
exchange generally lacks attractive securities and 
faces low liquidity. 


The Banking System 


The Bulgarian banking system has undergone considerable 
transformation since its virtual collapse in 1996 and 
continues to mature. There are 34 commercial banks 

with total assets of 30.5 billion BGN (USD 19.1 

billion) or 73 percent of the estimated 2005 GDP. Bank 
intermediation 

has doubled over the past five years. 
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Bulgaria has completed the privatization of its state- 
owned banks 

strategic investors. Foreign investors drawn to the 
Bulgarian banking industry 

SpA (UCI) 

Societe Generale 

Citibank. 


Because of Bulgaria\'s future EU membership and EU 
policy of attaining a high degree of geographic 
integration 

companies have been searching for opportunities to 
establish partnership with larger European banks. Once 
Bulgaria joins the EU the concept of the \"single 
passport" will allow any financial institution which is 
duly authorized and supervised in its Member State of 
origin to do business throughout the EU. 


Reflecting expanded lending 

adequacy ratio (capital base to risk-weighted credit 
exposures) for the banking system moved closer to 
Bulgarian National Bank\'s requirement of 12 percent. 
The capital adequacy ratio stood at 17 percent in the 
first half of 2005 and is likely to stay at this level 

given the BNB\'s measures to retain the credit growth 
rate. The growth rate in non-government sector credit 
slowed to 32.5 percent in the period between January- 
November 2005. 


Government Securities 


The government finances expenditures by accessing 
capital markets. On a weekly basis 

Finance holds an auction of Treasury bills. The bills 
are typically short-term (3-month 

maturities). Commercial banks are the primary 
purchasers of these instruments. Foreign banks can 
participate in the treasury market only through a 
Bulgarian bank or the branch of a foreign bank 

is licensed in Bulgaria. The foreign bank transfers 

the money 

the purchase 

Ministry of Finance. The foreign bank must open a lev 
account (a \"custody account\") for transactions. This 
lev account cannot be used as a standard deposit bank 
account. A foreign currency account can be opened 

it is not obligatory. 
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The Investment Promotion Act defines securities 
including treasury bills 

as investments. Repatriation of profits is possible 
after presenting documentation that taxes have been 
paid. 


J. POLITICAL VIOLENCE 


There have been no incidents in recent years involving 
politically motivated damage to projects or 
installations. Rather 

primarily criminally motivated. 


K. CORRUPTION 


Corruption is still perceived to be one of the gravest 
problems in Bulgaria\'s investment climate 

Bulgarian government\'s numerous advances in laws and 
legal instruments. Bulgaria ranks 55th among 159 states 
included in Transparency International\'s (TI) 

Corruption Perception Index for 2005. 


The government has taken some initial steps to root out 
corruption in certain agencies 

December the Interior Ministry dismantled a ring of 
customs agents and civil agents 

documents for the illegal import of Chinese goods. 
In reality 

narcotics 

contribute to corruption in Bulgaria have yet to be 
broken 

still needed to carry out much-needed reforms to 
address inefficiencies in the judicial system. The 
Bulgarian public generally holds the police 
judiciary 

low regard due to their perceived corruption. 


Bribery is a criminal act under Bulgarian law for both 
the giver and the receiver. Penalties range from one 
to fifteen years\' imprisonment 

circumstances of the case 

property added in more serious cases. In very grave 
cases 

30 years. The 1996 Money Laundering Law also applies 
to bribes. Bribing a foreign official is a criminal 

act. There have been trials and convictions of 
enterprise managers 

officials for corruption. While Bulgarian tax 
legislation does not explicitly prohibit the deduction 
of bribes in the computation of domestic taxes 
deductions connected with bribery and other illegal 
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activities are not allowed under the tax code. 


Bulgaria has a 1996 Law for Measures against Money 
Laundering and in 1998 was one of the first non- OECD 
nations to ratify the OECD Anti-Bribery Convention. 
Bulgaria has also ratified the Convention on 
Laundering 

Proceeds of Crime and the Civil Convention on 
Corruption. 


The GOB\'s recent anti-corruption agenda included the 
adoption of key international anti-corruption 
instruments 

-- signing the UN Convention against Corruption; 

-- withdrawing the reservations made in 2001 at the 
ratification of the Criminal Law Convention on 
Corruption; 

-- ratifying and signing the Additional Protocol to the 
Council of Europe\'s Criminal Law Convention on 
Corruption; Bulgaria was the second state to ratify 
this Additional Protocol. 


Although the Bulgarian government has achieved some 
successes in the fight against organized crime and 
corruption 

political influence in business decision-making 

continue to be significant problems in Bulgaria\'s 
investment climate. 


L. BILATERAL INVESTMENT AGREEMENTS 


As of December 2005 
promotion and protection treaties or agreements with 
Albania 
Belgium-Luxembourg 
Republic 

Germany 

Hungary 

Kazakhstan 

Malta 

Portugal 

Slovenia 

Tunisia 

Uzbekistan 


Bulgaria has a Bilateral Investment Treaty (BIT) with 

the United States 

for U.S. investments and creates a dispute settlement 
process. The BIT also includes a side letter on 

protections for intellectual property rights. The 
Governments of Bulgaria and the United States exchanged 
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notes in 2003 to make Bulgaria\'s obligations under the 
BIT compatible with its EU obligations. 


M. OPIC AND OTHER INVESTMENT INSURANCE 


In 1991 

(OPIC) (www.opic.gov) and the GOB signed an Investment 
Incentive Agreement 

Bulgaria. OPIC provides project financing to U.S. 

investors making long-term investments in emerging 
markets. OPIC also supports a number of privately 

owned and managed private equity funds 

regional fund for Southeast Europe created as part of 

the U.S. Southeast Europe Initiative. 


OPIC provides project financing through direct loans 
and loan guarantees that provide medium- to long-term 
financing to ventures involving significant equity 

and/or management participation by U.S. businesses. 
OPIC offers American investors insurance against 
currency inconvertibility 

violence. Political risk insurance is also available 

from the Multilateral Investment Guarantee Agency 
(MIGA) 

from a number of private U.S. companies. 


N. LABOR 


BulgariaWs workforce officially consists of 3 

(53 percent male and 47 percent female. The literacy 
rate in Bulgaria is 93 percent. A high percentage of 
the workforce has completed some form of secondary 
technical 

have strong backgrounds in engineering 

economics 

professionals with Western management skills. The 
aptitude of workers and the relative low cost of labor 
are considerable incentives for foreign companies 
especially those that are labor intensive 

Bulgaria. Employer tax obligations and benefits 
(clothing allowance 

50 percent to the nominal wage. 


BulgariaWs Constitution recognizes workers\' right to 
join trade unions and organize. The National Tripartite 
Cooperation Council (NTCC) provides a forum for 
dialogue among government 

unions 

current government has substantially revitalized the 
Council. 
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Bulgaria has two large legitimate representative trade 
union confederations 

Trade Unions of Bulgaria (CITUB) and Podkrepa 
(\"Support\"). The 2004 trade union membership census 
indicates that CITUB has about 400 

Podkrepa has about 110 

successor to the trade union integrated with the 
Communist Party 

socialists 

confederation. There are few restrictions on trade 
union activity and the confederations operate freely 
but the workforce in smaller firms and elsewhere in the 
emerging private sector is often not represented by 
trade unions. In 2004 

recognized Promyana to be Bulgaria\'s third legitimate 
representative trade union. 


Under the Labor Code 

are regulated by employment contracts 

agreed upon through collective bargaining. The Code 
addresses worker occupational safety and health issues 
establishes a minimum wage (determined by the Council 
of Ministers) 

including child labor. The Code clearly delineates 
employer rights 

disciplining the workforce. Disputes between labor and 
management can be referred to the courts 

resolution is often subject to delays. 


Over the last couple of years 

amended to address labor market rigidities and bring 

labor legislation into compliance with the EU social 

policy and employment requirements. The amendments to 
the Labor Code simplify additional work procedures 

restrict mandatory leaves 

implementing collective redundancies. However 

collective labor contracts at the sectoral or branch 

level remain binding for all enterprises of the sector 

or branch. The minimum annual paid leave is 20 days. 


Neither foreign companies 

having majority foreign-control 

requirements of the Labor Code. During 2002-2003 
Ministry of Labor formed the new \"National Institute 
for Conciliation and Arbitration\" (NICA) 

developed a framework for collective labor dispute 
mediation and arbitration. NICA includes 
representatives from labor 

Government 

arbitrators. Although NICA-sponsored collective labor 
dispute resolution has not yet started 
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appointed mediators received basic mediation skills 
training from the U.S. Federal Mediation and 
Conciliation Service. 


O. FOREIGN TRADE ZONES/FREE TRADE ZONES 
The 1999 Customs Act renamed the six duty-free zones 
Vfree zones. Foreign 

corporations 

or more foreign ownership may set up operations in a 
free zone. Thus 

better investment opportunities in the zones compared 
to Bulgarian firms. 


There are at present six operational \"free zones!" in 
Bulgaria: Ruse and Vidin ports on the Danube; Plovdiv; 
Svilengrad (near the Turkish border); Dragoman (near 
the Yugoslav border); and 

Sea. They are all owned by joint stock or state-owned 
companies. The government provided land and 
infrastructure for each zone. 

-- Plovdiv 

profitable 

-- The Burgas FTZ has the largest warehousing and 
automotive distribution facilities in Bulgaria and is 
used by more than 100 foreign and joint venture 
companies including Samsung. 

-- Limited manufacturing is conducted in both the 
Plovdiv and Ruse FTZs. 


All forms of production and trade activities and 
services may take place in the free zones. Foreign 
goods delivered to the free zones for production 
storage 

exempt. Bulgarian goods may also be stored in free 
zones with permission from the customs authorities. 
Convertible foreign currency may be used and revenues 
can be transferred abroad freely without any 
restrictions. Administrative procedures relieve the 
investor from needing to contact local authorities 
directly. Production and labor costs are low 
well-trained and highly qualified labor available. All 
the zones are located on strategic trade rail 

and/or water trade routes. 


The free trade zones in Bulgaria have attracted a 
number of foreign investors 

Motors 

Group Schneider 


P. FOREIGN DIRECT INVESTMENT 
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Between 1992 and September 2005 

foreign direct investment (FDI) into Bulgaria amounted 

to approximately USD 11.831 billion (about 45 percent 

of estimated 2005 GDP). The Bulgaria Investment Agency 
(BIA) estimates FDI of USD 2.6 billion for 2005. 

Bulgaria\'s direct investment abroad was USD 298 million 
in 2005 


FDI by Year (millions of U.S. dollars) 


1992 34.4 
1993 102.4 
1994 210.9 
1995 162.6 
1996 256.4 
1997 636.2 
1998 620.0 
1999 818.8 
2000 1 
2001 812.9 
2002 904.7 
2003 2 
2004 2 
2005 1 
Total 11 


*January through September 2005; 
(Source: InvestBulgaria Agency) 


FDI by Country of Origin 1992- Sept 2005 
(millions of USD) 


Austria 2 

Greece 1 
Germany 943.0 
Italy 779.9 
Netherlands 771.7 
Cyprus 603.3 
USA 1) 586.0 
Switzerland 571.0 
Hungary 535.0 
U.K. 532.8 
Belgium 520.6 
Czech Republic 441.3 
France 228.3 
Russia 211.6 
Turkey 159.8 
Spain 155.9 
Ireland 116.8 
Denmark 92.5 


Sweden 78.4 
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Israel 51.3 
Canada 50.1 
Liechtenstein 46.5 
Japan 43.1 
Slovenia 39.5 
Malta 28.0 
Panama 24.0 
Lebanon 19.4 
Lithuania 19.1 
Romania 9.4 
China 7.8 
Slovakia 6.7 
Korea 3.5 


(Source: InvestBulgaria Agency) 


1) Official GOB investment statistics rank the U.S. as 
7th in terms of overall investment in Bulgaria for the 
period 1992-Sept 2005. This data 

misleading as many US investors establish European 
subsidiaries to manage their investments in Bulgaria. 
For example 

investor country largely due to Delaware-based Advent 
International using its Austrian Viva Ventures 
subsidiary to buy 65% of former state-owned 
telecommunications company BTC. Also 

major investments in Bulgaria by US-based agricultural 
firms for oil 

oil crushing operations valued at $50-60 million 

are described as Belgian and Swiss investments. 


Other investment projects negotiated in 2005 involving 
US companies not included in the above figures include: 
-- AES 

-- GE Capital 

-- Tishman International 

and 

-- mark Group Industries 

million. 


FDI by Sector 1992-Sept. 2005 (millions of USD) 


Finance 2 

Trade 1 
Telecommunications 1 
Electricity 

Real Estate 709.4 
Petroleum 

Mineral products 489.4 
Construction 317.7 
Food Products 293.9 
Textile&Clothing 253.0 
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Wood products 


Tourism 185.4 

Machine building 178.1 
Metallurgy and metal products 166.3 
Transport 123.2 

Electrical engineering 

Mining 70.1 

Agriculture 38.2 

Leather and leather products 22.3 
Publishing 12.2 

Vehicles and other transport equipment 9.8 


(Source: InvestBulgaria Agency) 


U.S. Investment in Bulgaria Greater Than USD 1 
(Investor 


-- Advent International (through Viva Ventures 
Austria) 

-- American Standard 

Vidima AD 

-- Alico/CEN 

-- Bulgarian American Enterprise Fund 
estate 

American Property Management; Obzor development 
Company 

-- Coca Cola (through Softbul Investments 
beverages 

-- Entergy Power Group 

III 

-- Kraft Foods International 

Foods Bulgaria 

-- Socotab 

-- Soros Funds 

Cable/Procredit Bank 

-- McDonald\'s 

-- News Inc. 

-- Rila Holding 
development/trade/education/real estate 
Solutions/AUBG 

-- Eurotech 

Pirinska Moura; Ameta Holding 

-- Small Enterprise Assistance Fund (SEAF) 
plastics manufacturing 

Kapitan Dyado Nikola 

-- Marsdale Intl LLC 

-- Motorola 

-- Michigan Magnetics Inc. 

Technologies 

-- Premium Asset Management 

Stroy Consult/Ecomarket 

-- DTS 
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-- Interinvestments Corp. 

-- Osteotech 

-- IBM World Trade Corp. 

-- Jovanda International Ltd. Delaware 
Duni Hotel 

-- Microsoft 

-- AIG Group Inc 

-- Dunkin Donuts 

-- Croyden Chemical 

97/NIKMI 

-- American Life Insurance 
Bulgaria 

-- Arus 

-- Daval Holding 

-- AMI Semiconductor 
Semiconductor Bulgaria 
(Source: InvestBulgaria Agency) 


Top five 2005 Foreign Direct Investments (Investor 
Country 


-- Telekom Austria 

-- Lukoil 

242; 

-- Sisecam 

-- E.ON 

electricity distribution 

-- Montupet 

(Source: InvestBulgaria Agency) 
BEYRLE 
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any other country.\" Such patently untrue statements should 
stop. WILSON 
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kick 

left a copy of the talking points 

and the Secretary\'s speech with Chiunguzeni 

delivered a second copy of the documents to the Foreign 
Minister\'s office. Any further information will be reported 
septel. 

EASTHAM 
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the party ticket without a district or constituency of their 

own. The PFP is also starting to disintegrate at the Taipei 

City Government level 

the PFP\'s seven City Council members to suspend operation of 
the PFP\'s caucus. End summary. 
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2. (U) The PFP garnered little more than 1 percent of the 
total vote in last December\'s island-wide mayor/magistrate 
elections 

of 23 contested seats. (Ref A) In 2007 

in half from 225 to 113 

single-member constituencies. An additional 34 \"at-large\" 
seats will be elected based on proportional voting on a 
second ballot for each voter to vote for political parties. 
Local observers predict that these changes will likely 
marginalize the smaller 

including the PFP 

political system. (Ref B 

perfect storm 

returning to the KMT 

in the December 2007 LY election. 


3. (C) PFP Public Affairs Director Liao Wen-chang told AIT on 
January 17 that 13 of the PFP\'s 32 current LY members are 
ready to rejoin the KMT. Five \"stars\" will return to the KMT 
before the beginning of the next LY session in mid-February 

-- Justice Committee member Kao Su-po 

member Chen Chin-pin 

Lee Yong-ping 

Procedural and Justice Committee member Sun Ta-chien. 
Education and Culture Committee member Diane Lee announced 
her decision to return to the KMT on January 14. Liao said an 
additional seven LY members are expected to return to the KMT 
shortly thereafter. Only 19 LY members have expressed an 
intention to remain with the PFP until the end 

and seven of them truly have no choice in the matter 

they are \"at-large\" members without a district or 

constituency of their own. Taoyuan Magistrate and KMT 

insider Eric Chu seconded Liao\'s diagnosis. He told AIT that 

he and other senior KMT officials have been busy writing 

letters of recommendation for PFP members from the LY and 
local government levels who wish to rejoin the KMT. (Note: 
Under current rules 

seats in the 2007 LY election 

they would lose their caucus in the LY 

be able to exploit the LY\'s Party Consensus" rule 

requires all party caucuses to agree before legislation can 

move forward. The PFP could also lose the government subsidy 
provided to all parties who win at least five percent of the 

total ballots in the LY election. End note.) 


4. (C) Liao added that the PFP is also eroding at the Taipei 

City Government level. Four of the PFP\'s seven Taipei City 
Council members departed the PFP caucus to join the KMT 
caucus. The PFP needs three members in good standing to make 
up a caucus in the City Council 

third 
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punishment for making false accusations against the city 
government. Liao said the PFP is working to restore Lin to 
good standing within the party so that the PFP can meet the 
three-member minimum and reconvene its caucus. 
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5. (C) Comment: If this trend continues 

James Soong may no longer have a party that he can negotiate 
to reunite with the KMT. When that happens 

lost almost all of his influence within the Pan-Blue and any 
hope to counter the rise of Ma Ying-jeou. Ma knows that he 
does not have to do battle with Soong. He only has to wait 

and that is what he is doing. 

PAAL 
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punishments are reserved for expressions concerning public 
figures in the media. While the basic crime of defamation is 
punishable by up to one year imprisonment 

committed \"by means of the medial" and against persons 
\"performing public 

by up to three years imprisonment. The law appears to allow for 
no mitigating factors. In contrast to the Portuguese penal 

code 

allowances for statements made in the public interest or in good 
faith. 


Response 


4. (U) Response to the Penal Code\'s criminal defamation 
provisions has been almost universally negative among 
journalists and other members of civil society. The vast 
majority of journalists see the criminalization of defamation as 
a tangible setback in East TimorYs democratic development 
describing it as a law written primarily to protect political 
leaders from criticism. Discouragingly 

consensus among journalists here that the promulgation of this 
law would result in a significant increase in self-censorship. 
Many journalists already admit to practicing some measure of 
self-censorship in their reporting on political issues and 
comment that 

law 
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prospect of imprisonment. In contrast 
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experienced journalists 

self-censorship will come to pervade East Timor\'s media 

that the law will not affect their own reporting. This group 
primarily comprises those who started their journalistic careers 
as independence activists and therefore were imprisoned at some 
point or at least lived with the constant risk of imprisonment. 
One such journalist noted with irony that his two and a half 

year prison term in Indonesia was based on criminal defamation 
charges under the Indonesian Penal Code for his participation in 
student demonstrations following the Santa Cruz massacre. 


Government reaction 


5. (U) Government representatives 

Mari Alkatiri who has been pushing publicly for its immediate 
promulgation 

protect people\'s good names!" 

others should not be concerned about the law as long as they are 
reporting the truth. However 

society and international organizations believe that the law is 
primarily intended as a political tool. They note the complete 
lack of public consultation by the Government in preparing the 
law as well as the timing of introducing such a law in the year 
before a potentially bitterly contested national election. 


6. (U) The application of criminal defamation charges to date 
appear to support this view. Although East TimorYs own penal 
code is not yet in effect 

provisions of the Indonesian Penal Code have been used on 
several occasions to arrest private citizens for criticism of 
government officials or statements. To date 

few in number and resulted in only short detentions followed by 
dismissals. However 

that he is charging the head of the Democratic Party (PD) with 
criminal defamation for statements made last week accusing the 
Prime Minister of corruption. 


Journalists concerned 


7. (U) Although the Government\'s plans to criminalize defamation 
have been common knowledge for quite some time 

community has until now done little as far as promoting public 
discussion or mobilizing opposition. Some Embassy sources note 
with regret that prior to the Council of Ministers\' 

announcement 

of criminalization very seriously. Moreover 

news media lack a sense of community and have to date been 
unable to mobilize effectively around issues of common interest. 
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8. (U) However 

announcement has served as something of a catalyst for East 
Timor\'s journalistic community and a significant number are now 
concentrating their energies on campaigning against the 
promulgation of the law. On December 20 

Journalist Association (TLJA) 

Media Development Center (TLMDC) and the Southeast Asian Press 
Association (SEAPA) 

workshop was reportedly attended by almost all of TLJAYs members 
as well as most members of the competing press association 
Syndicato. Many attendees stayed only for the high-profile 
speeches 

opposition to the law and Minister of the Presidency of the 
Council of Ministers Antoninho Bianco 

Governmenti\'s position. However 

journalists remained behind to form a working group to campaign 
against the criminalization of defamation. The journalist 

working group plans a press conference this coming Tuesday 
January 24 at which they will issue a joint declaration and will 
request a meeting with President Gusmao on his return from his 
current travel in the U.S. 


9. (U) In addition 

published articles either directly criticizing the law or 

reporting on criticism of the law from opposition Members of 
Parliament and civil society organizations. A weekly paper 
Populi 

of defamation. Despite this apparent unity 

some cracks apparent in the media community. For example 
Timor Lorosae (STL) 

consistent anti-Government line 

with TLJA and so far has not joined the working group to oppose 
the law 
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President could veto 


10. (SBU) During a January 16 meeting in anticipation of his 

trip to the United States 

Ambassador Rees that he was now considering whether to sign or 
veto the penal code. Ambassador Rees responded by expressing 
serious concerns about the criminal defamation provisions. 
President Gusmao responded that he had similar concerns 

that Prime Minister Alkatiri had insisted that criminal 

defamation laws do not violate the principle of free speech 

pointing to the fact that many democratic countries have such 

laws. Ambassador Rees responded that if President Gusmao were 
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to veto the bill on constitutional grounds 

constitutional review by the Court of Appeals 

currently dominated by international judges from Portugal and 
might well uphold the law as constitutional. Ambassador added 
however 

grounds 

majority whether to accept or reject the offending provisions. 
In this case it is conceivable 

unified opposition plus a few independent-minded Fretilin 
members could unite to uphold the veto 

President would have made a powerful statement in favor of 
freedom and democracy. 


11. (SBU). In an earlier conversation with Emboff 

Presidents Chief of Staff Agio Pereira relayed that Gusmao is 
looking closely at the law with special attention to the 
defamation issue. Pereira said that the President may consider 
vetoing the law on either constitutional or political grounds. 
According to Pereira 

a number of legal sources for analysis of the law. In 

particular he reported that it has been forwarded to a trusted 
Portuguese constitutional lawyer for review. In addition 

said 

East Timor) legal advisors due to begin working in the Office of 
the President at the end of January. 


Draft talking points 


12. (U) Unless directed otherwise 

following talking points in private conversations if asked 

whether the United States has a position on criminal defamation. 
These might also form the basis of statements to members of the 
Government and/or Parliament after the President makes his 
decision about whether to sign or veto the law 

public statement if that were to become appropriate at some 
future stage in the process. These points might also provide 
useful background for a proposed January 24 meeting between 
Secretary Rice and President Gusmao. (Note: Foreign Minister 


SIPDIS 

Jose Ramos-Horta 

cabinet who has often been an advocate within the cabinet for 
forward-looking policies 

meeting.) Suggested talking points follow: 


-- The USG is seriously concerned that the penal code recently 
passed by the Council of Ministers and pending promulgation 


criminalizes defamation. 


-- We believe criminalizing defamation would be a step backwards 
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in the development of democracy in East Timor because it is 
likely to have a chilling effect on freedom of speech and public 
discourse. 


-- This law could have a detrimental effect on legitimate 
journalistic endeavor and the existence of a free press. A free 
press is a central pillar of any functioning democracy - this 

law would undermine this fundamental democratic freedom and 
risks stunting the development of a free press at a critical 

time in its history. 


-- We are very concerned that the law as written particularly 
targets the freedom of the press to scrutinize 

criticize public figures. lts most severe penalties are 
reserved for speech that concerns public figures 

people about whom the public needs to be most informed. 


-- Last November it was our great pleasure to share the good 
news that East Timor had been selected as eligible for a 
Millennium Challenge Account (MCA) compact. One of the key 
criteria for this selection was East Timor\'s demonstration of a 
commitment to good governance. The defamation law 
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hand 
and transparency that are the core of good governance. 


-- We hope that these provisions will be deleted from the penal 
code before it is promulgated. We encourage the Government of 
East Timor (GOET) to enter into constructive dialogue with the 
news media regarding the role of a free and responsible press in 
East Timor\'s democracy. 


-- East Timor has made great strides as a democracy in a very 

short time. It would be very disappointing indeed if its 

leaders were now to choose to take such a backward step.Adopting 
this law would send the message both to the people of East 

Timor and to the international community that East Timor\'s 
commitment to democracy and freedom has weakened. We hope that 
instead the Government will send the message that this 

commitment will be redoubled as the country moves towards 

national elections next year. 

WHARTON 


50190 
50191 


2. Chiang Mai-born Thaksin has made it clear he supports big 
development projects in his home province despite vocal protests by environmental and cultural protection grot 


Column 3 
\"Chiang Mai World" (ref c). The Prime Minister is adding fuel 
to this fire by scheduling a \"mobile cabinet meeting\" at the Night Safari February 6. 


3. On hearing that Thaksin would be negotiating to import Kenyan wildlife (ref b) for the Night Safari while on a 


4. With the Night Safari and related tourism development in Chiang Mai continuing to draw opposition for a lac 
to work on the subject. In coordination with the Environmental 
Reporters Club she plans to produce a book about \"Chiang Mai World\" 


CAMP 


50192 
nos and one no change!) remain in effect. 


4. (C) Tsai told AIT that she would not rule anything out 
regarding the future development of cross-Strait links 
including the opening of PRC tourism to Taiwan and of regular 
cross-Strait charter flights. Opening Taiwan to PRC tourism 
has been Taiwan\'s policy for some time 

are issues that need to be resolved such as the repatriation 

of those who overstay their visits. The question now is 
whether or not the PRC has the political will to move 

forward. Tsai expressed hope that the U.S. will urge China 

to work with the Taiwan authorities. 


5. (C) Tsai noted that a recent public opinion poll showed 

that the public supported Chen\'s policy of emphasizing the 
\"active management" of cross-Strait economic links. Asked if 
the Taiwan government has the capability to actively manage 
the activities of Taiwan investors in the Mainland 

responded that the \"noise\" raised by companies indicates 
their concern that the government does have such a 
capability. Because the companies are listed and have most 
of their assets in Taiwan 

regulatory system 

about losing jobs to China is real. Tsai suggested that the 
DPP New Tide faction\'s objections to Chen\'s new formulation 
of \"active management 

business interests. Despite this difference in views 

predicted that the New Tide will support the government\'s 


policy. 


6. (C) Tsai told AIT that Taiwan needs to have a broad 
internal consensus on how to approach China. The pan-Blue 
opposition\'s \"diplomacy\" toward China 
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undermining the government 
meeting with AIT 
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toward China 

cannot have \"two governments.\") While the pan-Blue 
opposition parties can weaken the DPP government 
observed in the recent meeting 

because it will radicalize the DPP. One can already see 
signs in the current rise of radical sentiment at the 
grassroots level of the DPP 


Comment 


7. (C) Tsai Ing-wen has been deeply involved in the 
formulation of Taiwan\'s cross-Strait policy since she helped 
author the \"two state theory (liang-guo lun)\" during the Lee 
Teng-hui era. With a background in international trade law 

she has always been a strong proponent of Taiwan\'s insistence 
that China must show respect for Taiwan before there is any 
substantial relaxation of cross-Strait ties 

or economic. Nonetheless 

opening 

transportation between Taiwan\'s offshore islands and the PRC. 
One question facing Tsai and the new cabinet is whether the 
two sides will be willing to move ahead now on cargo and 
passenger charter flights and PRC tourism or whether 

political friction between Beijing and Taiwan\'s DPP 
government will delay the process until after Taiwan\'s 2008 
presidential election 

then be able to work with a KMT government more to its 

liking. 


PAAL 
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50195 

50196 

50197 

50198 

50199 

between the two governments on Category | and Category IV of 
Khudunabari camp and to deal with category II\" at a later 
date. Pandey explained that he interpreted Wangchuk\'s letter 
as committing Bhutan to taking concrete action. 


FM Undertakes to Write a Letter to Bhutanese FM 


3. (C) Noting that the Bhutanese had crafted a careful 

letter 

to FM Wangchuk suggesting a date for the beginning of the 
repatriation of the Category | and IV refugees and inviting 
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the Bhutanese FM to come to Kathmandu in the very near future 
to resolve the terms and conditions for the returns. Pandey 
agreed and said he would prepare such a letter. He stressed 
that his main concern was the remaining ethnic Nepalese in 
Bhutan. The Ambassador noted that we were discussing with 
the Government of India the pressing need to resolve the fate 

of the Bhutanese refugees. 


Comment 


4. (C) Pandey was open to our ideas on how to move the issue 
forward. He stressed that 

found quickly 

festering sore that might further destabilize the entire 

region. 

MORIARTY 
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issue without annoying the Chinese." He noted he was writing 
a paper so he could have a ready explanation for the PRC. 

The Ambassador stressed that HMGN should continue to quietly 
issue exit permits as it had for years in the past. 

Referring to an earlier plea for a stronger U.S.-Nepal 
relationship as a counterweight to Nepal\'s neighbours 

again emphasized that the main issue for Nepal was 
\"safeguarding Nepal\'s independence.\" 


Comment 


3. (C) While professing to hear the Ambassador\'s warnings 
about deep U.S. interest in Tibetan refugees 

to want to use the Tibetan refugee issue as a lever to obtain 
closer U.S.-Nepal relations. That said 

accurately reflects the King\'s concerns about not irritating 
China. The Ambassador has explained that an improvement in 
our bilateral relationship depends upon Nepal taking the 

right steps to restore democracy and address the Maoist 
insurgency. He has also warned the FM 

deterioration of HMGN\'s treatment of Tibetan refugees would 
have a chilling effect on the U.S.-Nepal bilateral 

relationship. 

MORIARTY 
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and reported positively his statement that the US is not 
pressuring the Dutch. They noted his assertion that former 
Ambassador Paul Bremer\'s comments about \"punishing\" the 
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Netherlands do nat reflect U.S. policy. Media also took 
note of his comment that the ISAF III mission would proceed 
without the Dutch if necessary 

filling the proposed Dutch role. End summary. 


2. TV COVERAGE 


January 17 

opens with the interviewer\'s voiceover that senior US 
official Kurt Volker said that if the Netherlands does not 
want to participate in ISAF Ill 

another partner to do the job. He adds that Volker is the 
umpteenth senior US official visiting the Netherlands to 
brief MPs on the mission to southern Afghanistan. 


Voiceover continues: D66 opposes the mission 

Bert Bakker happily raised a glass at the residence of the 
American Embassy. The commentator noted that MPs and 
military experts were invited for a briefing on Afghanistan 
and the possible Dutch mission. 


On camera Volker says the mission in Afghanistan is a 
terrific opportunity for assisting the Afghan people. \"We\'re 
contributing to this and we hope to increase our 
contribution to it. | know Dutch parliament is considering 
this now but it is a decision for the members of parliament 
to make.\" 


Asked what would happen if the Netherlands does not 
participate 

that they are determined to make the mission succeed. \"I\'m 
sure they will look for another partner if the Dutch are not 
able to participate." 


Confronted with Paul Bremer\'s recent statements that there 
would be economic consequences if the Netherlands did not 
participate 

not for the US government. WThis is about helping the 
Afghan people and how we as allies can work together to do 
this" 


They report Volker says the situation [in Uruzgan] is not 
too dangerous to start reconstruction 

can not draw a clean line between reconstruction and 
security missions because there are terrorists in the area. 


News program NOVA (640 

remarks with those of politicians in a story on the broader 
political debate. Politicians comment favorably on Volker\'s 
statement that Paul Bremer was not speaking for the U.S. 
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government. 


3. PRINT COVERAGE 


National dailies (DE VOLKSKRANT 
and NRC HANDELSBLAD) 

news service GPD or ANP) 
reported the roundtable. 


Sample headlines: 


DE VOLKSKRANT: \"Senior Diplomat Came to Mainly Listen" 
(1/18) 

ANP: \"No American Pressure on Dutch Decision" (1/18) 
TROUW: "Americans Say They're Not Applying Pressure" (1/18) 
NRC HANDELSBLAD: \"US Diplomats on Uruzgan Mission: 
Netherlands Should Also Fight Terrorism\" (1/18) 


Following are excerpts from print media reports: 


ANP notes 

the Netherlands would not participate then NATO would be 
looking for another country to fill that gap. Volker said 

about Bremer: ‘He wrote a book and he has to promote that. 
He is now a private citizen and is not speaking on behalf of 
the American government. Volker also indicated that the 
Netherlands should take into account the possibility of 
casualties in the province of Uruzgan. ‘If there were no 
risks there 

said that in Operation Enduring Freedom 

for al-Qaeda and Taliban fighters 

geographical borders. That means that the Americans could 
operate in areas where the Dutch are working on a 
reconstruction mission. A mix-up of these two missions is 
the big fear of parties in the Second Chamber such as the 
PvdA 


DE VOLKSKRANT headlines 

ListenW and writes 

mainly listen: that was the slogan for the lightning visit 
that Kurt Volker 

Secretary of State 
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want to put any pressureW on the Dutch debate about the 
planned mission to Afghanistan 

Volker met with officials of the Ministry of Foreign 
Affairs. In the evening he had dinner with Members of 
Parliament and military experts. Volker\'s direct chief 
Assistant Secretary Daniel Fried 
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VOLKSKRANT that he was amazed by the \"overheated\" debate in 
the Netherlands. Volker did not use such words. He clearly 
distanced himself from the clear warning issued by Paul 
Bremer 

Ambassador to the Netherlands). Bremer talked about 
possible damage to the Dutch interests should the 
Netherlands not participate in the Uruzgan mission. Volker 
said 

not speak on behalf of the American government. We do not 
spend our time punishing allies.\" Volker said he does not 
see any tension between the mainly American Operation 
Enduring Freedom 

and the NATO stabilization mission. \"Security and 
reconstruction go hand in hand.\" 


NRC HANDELSBLAD carries a front-page January 18 report 
Diplomats on Uruzgan Mission: Netherlands Should Also Fight 
Terrorism 

US Ambassador to NATO Victoria Nuland. NRC reports PDAS 
Volker said in a meeting with journalists that there should 

be a \"synergy\" between Operation Enduring Freedom and the 
ISAF mission in the province of Uruzgan. It includes 
Ambassador Nuland\'s comment in a BBC radio program that she 
expects a contribution from the Dutch \"in fighting 

insurgents.\" 


PvdA MP Koenders says in the article that separation of the 
two missions is essential to his party. Koenders also says 
that Volker did not repeat the \"synergy statement\" during a 
dinner with MPs. Fighting insurgents 

Dutch government 

Cabinet does leave room for the possibility of Dutch 
participation in preventive attacks at armed groups. 
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agreement on fruits and vegetables became a whipping boy during 
anti-Free-Trade Agreement (FTA) demonstrations in Chiang Mai 
January 9-11 

agreement of the China-ASEAN FTA for proof of the negative 
effects of FTAs. In fact 

a growing overall trade surplus with China in agricultural 

products 

suffered huge losses in the wake of the agreement. End Summary. 


The Thai-China Early Harvest agreement was an effort by the two 
governments to fast-track tariff reductions included in the 
China-ASEAN FTA negotiations. The six original countries of 
ASEAN began trade negotiations with China in November 2001 
agreeing in November 2004 to reduce the tariffs for goods on the 
\"Normal List\" to zero in 2006. 

Impatient with the pace of these talks 
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free trade with China by signing an Y Early Harvest" agreement 
that reduced tariffs on Chapter 7 (Vegetables) and Chapter 8 
(Fruits) to zero starting October 2003. (Reftel) 


Since the new terms of trade went into effect 

surplus with China has grown 

according to statistics from Thailand\'s Customs Department. 
\"It\'s been a loss for the Chinese 

Rendong told the U.S. ConGen 

perceptions to the contrary. 

A breakdown of the trade statistics for Chapters 7 and 8 reveals 
that Thai farmers have indeed suffered tremendous losses since 
the reduction in tariffs. The trade balance is strongly in 

China\'s favor in 20 out of 28 product categories. Excluding the 
eight categories in which Thailand has seen more growth in 
exports than in imports leaves the country running a trade 

deficit with China that grew by 845% between 2003 and 2004 and 
supports northern Thai concern over the economic damage caused 
by cheaper produce flowing in from China. 


The balance only swings in Thailand\'s favor when the eight 
remaining categories are taken into account 

tapioca 

trade between the two countries. In 2004 

billion baht ($215 million U.S.) of tapioca to China 

from the previous year. Thai exports in the other 13 categories 
of vegetables barely reached 19 million baht ($475 

Take tapioca out of the equation and Thailand had a 2004 trade 
deficit with China in Chapter 7 of 1.4 billion baht ($35 million 
U.S.) 


Thanks to Thailand\'s exotic fruits 

are more balanced. Since the Early Harvest agreement was 
signed 

River port at Chiang Saen (the value of Chinese fruits imported 
to Thailand grew 142% 2003-2004 while Thai fruit exports to 
China grew only 78%). Chinese orange 

are enjoying broader access to the Thai market; Thailand\'s trade 
deficit in these three categories was 2.3 billion baht ($58 

million U.S.) in 2004. But growers of Thai fruits such longan 
durian 

growth in exports of these fruits to China 

trade surplus in these categories up to 1.5 billion baht ($38 
million U.S.). Thailand continues to run a slim trade surplus 

with China in fruits overall (230 million baht or $5.8 million 

U.S. in 2004). Although end-of-year statistics for 2004 

indicate that this surplus might be shrinking (down 33%) 
numbers for January-July 2005 show a 44% increase compared to 
the same period from 2004. 


Without tapioca and exotic fruits 
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has been a disaster for Thai farmers 

Removing those two categories to show how limited gains are 
ThailanQs 2004 Chapters 7 and 8 combined trade deficit was 2.6 
billion baht ($65 million U.S.) 

previous year. The depressing effect of cheap Chinese imports 
has been especially sharp in the cool-climate north. Data from 
the Office of Agricultural Economics show that in the pre- Early 
Harvest period the average price of dried garlic was 25.6 Baht 
per kilogram. After this agreement 

Baht per kilogram. The pre-agreement price for white onions was 
8.2 Baht per kilogram 

The price of dried red onions dropped from 18.3 Baht per 
kilogram to only 9.0 Baht per kilogram. 


The Ministry of Agriculture is struggling with limited success 


CHIANG MAI 00000020 002.2 OF 002 


to get Thai vegetable farmers to move into production of more 
competitive fruits. According to Kasetsart University Economist 
Vinit Atisook 

ability to assist and are resistant to cultivating new plants. 

The Ministry of Agriculture has made subsidy loans to Thai 
agriculturists in failing sectors contingent on crop 

substitution. But so far participation in these programs has 

not enabled northern Thai farmers to compete successfully with 
China 

small to justify switching crops. 


Comment: Northern Thai farmers look at the depressed prices for 
garlic and onions as a result of the Early Harvest agreement and 
conclude that they have nothing to gain from free trade 
agreements. This distrust in their own government was a major 
factor in swelling the protests during the sixth round of 

U.S.-Thai trade negotiations earlier this month. 

CAMP 
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Summary and Comment. 


National Assembly Foreign Affairs Committee Chairman Vu Mao 


2. (SBU) Representatives Paul Gillmor (R-OH) 

TX) 

Granger (R-TX) 

together with accompanying Codel staff 

National Assembly Foreign Affairs Committee Chairman Vu Mao. 
Vu Mao brought several other members of the U.S.-Vietnam 
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Friendship Caucus of the National Assembly with him to the 
meeting. The Ambassador and PolOff were also present. 
Congressman Gillmor thanked Vietnam for the contributions 
the GVN and the Vietnamese people made to the American 
victims of Hurricane Katrina 

Vvibrant development" he noticed in Hanoi since his previous 
visit several years ago. Vu Mao said Vietnam is proud of 

the economic development results it has achieved in the 20 
years since the beginning of its \"Doi Moi\" (renovation) 

policy and is in the process of reviewing those achievements 
in preparation for the Tenth Communist Party National 
Congress. Vu Mao said the National Assembly is playing a 
greater role in the governance of the country and has moved 
beyond being \"the people who only say yes.\" He highlighted 
the National Assembly\'s oversight role 

the NA now conducts Question and Answer sessions with 
ministers on live television. 


3. (SBU) Vu Mao volunteered the information that the NA 
\"pays much attention to human rights and democracy 
that the first requirement of human rights is to provide the 
basic necessities of life for the population. \"First 
elaborated 

to the people.\" He said Vietnam is proud of its human 
rights successes 

disadvantaged. On the question of religious freedom 

said that in Vietnam \"religious freedom is stipulated in the 
Constitution. People are guaranteed the right of belief and 
nonbelief 

example of Vietnam\'s religious freedom can be found in the 
highway connecting Ho Chi Minh City and Dalat. In 300 
kilometers 

including those of Catholics 

and other faiths. Vu Mao professed to be surprised that 
international critics could find fault with Vietnam\'s 
protection of religious freedom when such clear 
contradictory evidence is available \"for viewing with your 
own eyes.\" 


4. (SBU) The NA Foreign Affairs Committee Chairman 
approached the issue of the Vietnam War head on. He said 
\"the war has not faded away in the hearts of the Vietnamese 
people 

\"humanitarian spirit\" of American veterans 

the return of the diary of Dr. Dang Thuy Tram by U.S. 
veteran Fred Whitehurst as an example of that humanitarian 
spirit. \"In the same way 

visit of Congressman Sam Johnson 

goodwill." (Note: Congressman Johnson was a fighter pilot 
during the Vietnam War and was captured after being shot 
down in 1966. He spent almost seven years at the Hoa Lu 
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Prison 


5. (SBU) Congressman Gillmor thanked Vu Mao for his words 
and highlighted that the United States and Vietnam have 
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interests in common 

\"good for both sides and encouraged Vietnam to make 
progress in its negotiations with the United States on 
Vietnam\'s accession to the WTO. Vietnam should be aware 
advised 

trade agreement signed with Vietnam 

be based on a range of factors 

Vietnam\'s human rights and religious freedom record 
example 

entry into the WTO. 


6. (SBU) Congressman Johnson thanked Vu Mao for the efforts 
the GVN has made to assist with the humanitarian effort to 
account for all U.S. personnel missing during the Vietnam 
War 

families.\" He praised Vietnam as \"much easier to deal with 
than China or Russia.\" Congressman Costello asked Vu Mao to 
urge the GVN to grant the U.S. request to use U.S. Navy 
vessels in underwater MIA recovery work. Vu Mao noted that 
the issue of GVN cooperation with the United States on MIA 
issues is sensitive for his constituents 

the question to me why the GVN doesn''t put all of the 
attention and the resources into searching for Vietnamese 
MIAs.\" Vu Mao said that he and the GVN recognize that MIA 
operations are a humanitarian effort. The use of U.S. Navy 
ships for recovery efforts is a \"technical issue for our 
agencies to work out 

NA Member and Chairman of the Vietnam Union of Friendship 
Organizations (VUFO) Vu Xuan Hong 

grateful for the efforts by U.S. NGOs and veterans in 

assisting with the efforts to account for Vietnamese MIA 
personnel. 


7. (SBU) Congressman Kucinich 

trade agreements 

agreements that promote the privatization of public 

services. Vu Mao said that in principle 

agree with agreements that force the privatization of public 
services 

of liberalization and development of a market economy. That 
process 

including State-owned enterprises and collectivized 
industries" Vietnam is mostly concerned with finding the 
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appropriate pace for modernization and reform 


Deputy Prime Minister Vu Khoan 


8. (SBU) Immediately following the meeting with Vu Mao 

Codel met with Deputy Prime Minister Vu Khoan. Congressman 
Gillmor opened by welcoming the progress and improvements in 
U.S.-Vietnam relations. Economic ties 

the Bilateral Trade Agreement went into effect 

positive 

United States. The ongoing bilateral trade negotiations 

aimed at Vietnam\'s WTO accession 

countries. Both the USG and the Congress are involved in 
these matters 

branches is not always a foregone conclusion 

Gillmor said. 


9. (SBU) This congressional visit 

Assistant Secretary Christopher R. Hill and the ongoing 
trade negotiators\' visit underscore the rapid pace of 
development in the U.S.-Vietnam relationship 

said. More importantly 

take part in a candid and open dialogue that deepens mutual 
understanding. Ultimately 

good foreign relations and bringing itself out of 
underdevelopment and poverty. In terms of its foreign 
relations 

powers 

importance to the relationship with the United States 
because it understands the important role America plays in 
the international arena and market. Since normalizing 
bilateral relations 

expand relations in many areas and now have significant ties 
in politics 

and security. Now 

relationship requires mutual cooperation. 


DPM Khoan: We Need the Cooperation of Congress 


10. (SBU) In terms of political cooperation 
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forward to further bilateral exchanges 

executive and legislative branches 

This year 

visit to Vietnam by President George W. Bush. Secondly 
there must be an early conclusion to the bilateral WTO 
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negotiations 

relations to a new height. Vietnam\'s WTO membership is in 
the interest of Vietnam 

States. This year 

agreements in several areas 

with the Ambassador and the U.S. Executive Branch to carry 
this out. Finally 

must address their differences in such a way that they do 
not become obstacles to a successful visit by the President. 
To do all this 

cooperation of the U.S. Congress 


Please Grant PNTR and Lift Jackson-Vanik 


11. (SBU) As legislators 

must have a far and broad vision 

must take into account U.S. interests and make decisions 
that benefit bilateral ties 

States and Vietnam will not always agree 

the same goal of maintaining good ties. In terms of 
Vietnam\'s WTO aspirations 

Permanent Normal Trade Relations (PNTR) vote and a waiver of 
the Jackson-Vanik Amendment 

achieve soon. A Jackson-Vanik waiver would also benefit the 
United States by making it easier for U.S. businesses to 
invest in Vietnam. 


The Next Five Years 


12. (SBU) By maintaining a growth rate of eight percent per 
year 

and raise per capita GDP from its current USD 640/year to 
USD 1 

years 

market mechanism 

of law 

terms of foreign relations 

importance to its neighbors 

Cambodia. Relations with China have been better than ever 
since normalization in 1991. Following ties with these 
neighbors is Vietnam\'s relationship with ASEAN 

priority are Vietnam\'s relations with Asia-Pacific 

countries 

concentrate its efforts on the successful hosting of APEC 
2006 

openness 

that the United States is a strong pole in foreign relations 
and looks forward to congressional support for a long- 
lasting and stable bilateral relationship. 
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China: Need Peaceful Coexistence 


13. (SBU) In response to Congressman GillmorYs question on 
China\'s military modernization program 

that Vietnam-China relations are the best ever since 1991. 
Quoting a Vietnamese proverb 

friends 

peacefully with China. This was true over one thousand 
years ago and it is true today. Vietnam understands the 
significance of a good relationship with China 

that Canadians feel towards the United States 

surmised. China\'s development is the story of the 21st 
century. China is now the world\'s factory and will soon be 
the world\'s market. Like it or not 

their path to development 

them. Although Vietnam and China have different views on 
some issues 

Sea 

maintaining the region\'s status quo. Vietnam hopes that the 
United States will support its view in this regard 

Khoan said. 


Fullest Possible Accounting and Human Rights 


14. (SBU) Thanking DPM Khoan for the cooperation of the GVN 
in our fullest possible accounting activities 
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Costello raised the USG request for U.S. Navy ships to 
participate in underwater recovery activities and asked for 
favorable consideration of this. On WTO 

when considering PNTR 

the economic angle 

rights and religious freedom. These are issues of 

importance to Americans 

Congress wonder why activist Dr. Pham Hong Son remains in 
prison. 


15. (SBU) Fullest possible accounting cooperation is a 
humanitarian issue. Vietnam will work in a consistent 
manner with the United States on this 

has many missing of its own 

address technical issues such as that raised by the 
Congressman 

sides can work together to find a mutually agreeable 
solution. The question of WTO is purely an economic issue 
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but some Congressmen are interested in tying other matters 
to it. An Assistant Secretary of State for human rights 

(DRL A/S Lowenkron) will soon visit to participate in the 
Human Rights Dialogue 

together and find an appropriate answer to matters of 
concern. The United States and Vietnam have different 
approaches to this issue 

about its own people and would never do anything to harm 
them. \"This would be like shooting yourself in the foot 

DPM Khoan explained. Members of Congress may have bad 
information that has led to misunderstanding 

exchanges such as these are so important 


Dairy Products 


16. (SBU) Congressman Walden noted that Nike 

in his state of Oregon 

Vietnam 

however 

domestic Vietnamese ones. As the Congress looks at WTO 
Jackson-Vanik and PNTR 

producers will certainly be taken into consideration 

Walden said. DPM Khoan responded that Vietnam seeks to have 
good relations with individual states and would welcome 
future delegations. Because Vietnam is an agricultural 

nation 

country 

do. Vietnam is willing to open its agricultural market 

the issue of agricultural tariffs is not a matter to be 

addressed in the current WTO negotiations. Dealing with 
them in a Free Trade Agreement may be a next step. 
Australia and New Zealand have similar concerns about dairy 
products\' market access 

worries 

explained. 


Agriculture Policy 


17. (SBU) Responding to Congressman Kucinich\'s question 
about GVN agricultural policy 

seeks to maintain its agricultural traditions 

noted that 70 percent of the population lives in rural areas 
and that agriculture makes up 28 percent of GDP. Rural 
development is Vietnam\'s highest priority 

pace of urban migration is a big issue. Vietnam\'s policy is 
to discourage farmers from leaving their home regions 

to that end the GVN is making efforts to promote 
agricultural processing 

U.S. cooperation in this area would be welcome 


Column 3 
firm has had some success in helping with cocoa planting 
DPM Khoan said. 


Shrimp and Catfish 


18. (SBU) Congressman Jindal opened by thanking the GVN and 
the people of Vietnam for their generosity in responding to 

the Hurricane Katrina disaster. DPM Khoan conveyed his 
sympathies and noted that 

Vietnamese directly affected by the hurricane 

Katrina had hit Vietnam too. On the subject of the catfish 

and shrimp dumping cases 

of these cases through normal mechanisms and urged Vietnam 
to continue to work with the United States on ways to solve 

their differences. DPM Khoan said that whatever actions are 
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taken should not damage the confidence in free trade of 
those who participate in Vietnam\'s aquaculture industry. 
They are already very disadvantaged and receive no money 
from the GVN 


19. (SBU) Congressman Gillmor concluded by noting that 
although the United States and Vietnam have a number of 
differences 

countries are in agreement. 


National Assembly Chairman An 


20. (SBU) Welcoming the delegation later in the day 

National Assembly President Nguyen Van An (who was joined by 
Vice Minister of Trade Tu and Assistant Minister of Foreign 
Affairs Hung) described 2005 as marking an important 
milestone in the development of U.S.-Vietnam relations 

the two countries celebrating significant anniversaries. 

2006 will also be important 

President Bush\'s scheduled visit in November. Congressman 
Gillmor noted the great progress the two countries have made 
in developing their relationship 

of trade. The BTA had succeeded in bringing the United 
States and Vietnam closer together economically 

trade is on the rise. With bilateral WTO negotiations 

taking place 

of Vietnam\'s WTO accession. When a deal is finally reached 
a majority of Congress must give its approval. In the case 

of a trade agreement 

sides 
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Congress to pass it. The goal of the U.S. Congress is to 
have long-term and friendly relations with Vietnam 
Congress hopes to see a trade agreement that will help to 
advance the relationship. 


Fullest Possible Accounting: Central Highlands 


21. (SBU) Representative Johnson described the importance of 
continuing cooperation in fullest possible accounting and 
thanked Vietnam for allowing activities to take place in the 
Central Highlands. Cooperation between the militaries of 

both countries is very good 

continue to allow access to that region. President An 
responded that Vietnamese cooperation in accounting 

activities reflects the love and tolerance of the Vietnamese 
people and leadership 

activities to continue. 


WTO 


22. (SBU) Responding to Congressman Kucinich\'s question 
about how Vietnam views the WTO and its role and influence 
in the world 

integration and WTO accession are the great aspirations of 
the Vietnamese people. The U.S.-Vietnam BTA is an important 
foundation of the ongoing bilateral trade negotiations with 

the United States. Vietnam has concluded its bilateral WTO 
negotiations with 22 partner countries 

of which the United States is one. Every country wants to 
protect its interests 

no different 

not to conclude its talks with Vietnam when the EU 

and South Korea have already done so. The biggest obstacle 
is that the United States is mandating tougher requirements 
for Vietnam than in the BTA or with other countries during 
previous negotiations. President An requested that the 
Codel return to the United States and tell the American 
people and Congress that American conditions are too high. 
There is no reason for the United States to set such high 
conditions 

and others. 


23. (SBU) In the past 

that Americans were beautiful people 

First and Second World Wars 

after the United States sent troops to Vietnam did that view 
change. Vietnam will always highly regard the American 
Revolution. After all 

Independence has a direct quote from the American 
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Declaration of Independence. Vietnam respected the decision 
of Congress during the Vietnam War to withdraw troops. That 
was a wise decision 
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24. (SBU) U.S.-Vietnam political relations are very 

important 

economics 

security 

will work together to build a strong relationship not just 

for the sake of the two countries 

global peace and stability. Historically 

sent troops to the United States 

States has sent troops to Vietnam. After 1975 

embargo policy against Vietnam was wrong and slowed down the 
development of bilateral relations. The United States seems 
to be taking the same slow steps by setting high conditions 
on Vietnam\'s WTO entry 


Dry Milk Protein Standards 


25. (SBU) In response to Representative Walden\'s question 
about why Vietnam\'s treatment of U.S. dry milk protein is 
stricter than that of Japanese dry milk protein 

Minsiter of Trade Tu explained that Vietnam and Japan have 
negotiated a General System of Preferences (GSP) agreement 
on the basis of reciprocity. However 

the U.S.-Vietnam BTA. Perhaps in the future the United 
States and Vietnam could sign a GSP agreement 

observed. 


Vietnam Would Like To See Increased Exchanges 


26. (SBU) Vietnam and the United States should continue to 
work to develop new and better relations 

Vietnam will never threaten the security of the United 

States or even Vietnam\'s own neighbors. It will always 

respect the sovereignty and territorial integrity of those 

around it and will listen to the views of others while 

staking its own place in the world. To promote greater 

bilateral trust 

increase the number of their exchanges and contacts 

between leaders and average citizens. This should include 
cooperation and exchanges between the U.S. Congress and the 
National Assembly. President An also requested U.S. 
assistance in promoting Vietnamese \"human resource training\" 
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to allow Vietnam to adapt more easily to the global 
knowledge economy. Vietnam still suffers from the 
consequences of the war 

for greater U.S. cooperation in addressing this. Vietnam is 
already very grateful for U.S. support in combating and 
preventing HIV-AIDS and avian influenza. Representative 
Gillmor pledged to carry President An\'s ideas and requests 
back to Washington and closed by noting that 

bilateral differences remain 

the two countries are far greater. 


Comment 


27. (SBU) Although the overall atmosphere of these three 

calls was positive and cooperative 

President An\'s strident hectoring of the United States 

struck a discordant tone. With the Communist Party\'s 

Central Committee Plenum beginning to wrap up 

Congress only a few months away 

President An\'s audience was somewhere outside the room. End 
Comment. 


28. (U) Codel Gillmor cleared this message. 


BOARDMAN 


3. (SBU) International and national press have reported 
that Vietnam has successfully contained bird flu and that no 
Al outbreaks have been detected over the past four weeks. 
(NOTE: As previously reported 

to declare victory given that Al is endemic to poultry in 
Vietnam 

that the nationwide vaccination program has had significant 
problems in some provinces.) 


National Al Steering Committee Meeting in Hanoi 


4. (U) The National Steering Committee for Bird Flu Control 
met in Hanoi on January 16 and local media reported that 
representatives from the Ministries of Agriculture 

Transport and Communications 

over complicated Al developments in European Union 
countries 

changes 

confined areas (i.e. buses 

transportation of popular poultry products during the 
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traditional Lunar New Year (Tet) festival could cause an 
outbreak at any time and anywhere. 


5. (U) At the same meeting 

Rural Development (MARD) Cao Duc Phat reportedly stated that 
MARD will organize a meeting with the diplomatic corps to 
inform them of Vietnam\'s successful control of avian flu. 
Minister Phat also called for specific regulations on 

establishing slaughterhouses in rural areas 

guidelines for their sterilization and sanitation. MARD 

Director of the Animal Breeding Department Nguyen Dang Vang 
was quoted in local press saying that many domestic and 
foreign enterprises have applied for building poultry 
slaughtering houses with capacity of about 1 

fowls per day in order to meet increasing demand for safe 
poultry products. 


More on Poultry Vaccination Campaign 


6. (U) As previously reported (reftel) 

currently stockpiling vaccines for their next round of 

nationwide poultry vaccination. According to local press 

the MARD Department of Animal Health (DAH) has reserved 40 
million doses of vaccine and has imported an additional 150 
million doses of vaccine in order to help provinces continue 

the poultry vaccination program. To date 

the country have completed their second round of vaccination 
for over 120 million poultry. 


7. (U) USDAVs National Veterinary Science Laboratory (NVSL) 
is supplying diagnostic reagents in addition to those 

already supplied in connection with December real-time PCR 
training program in order to fulfill critical GVN needs. 

USDA is also urgently seeking a lab specialist for a three 

to six month temporarily assigned to the southern area of 
Vietnam. This would complement a Japanese specialist who 
provides technical assistance to the DAH in northern 
Vietnam. USDA will also sponsor two Vietnamese senior 
laboratory officials on a two-week study tour in the United 
States to learn about advanced laboratory techniques and 
laboratory management. 


Mission AIWG Meeting 


8. (SBU) On January 19 

Group (AIWG) met to revise and refine the MissionVs Al 
Pandemic Plan and Action Checklist. The group reviewed FSO 
and LES drawdown lists and tripwires. Specific roles for 
drawdown staff during a worse case scenario were also 


Column 3 

discussed. The group also discussed plans to organize an Al 
tabletop exercise that would involve the Emergency Action 
Committee (EAC). An Embassy town meeting to include Al for 
staff will be held in conjunction with the visit of State 

Med Director Dr. Laurence Brown next week. Post will 
continue its efforts to inform the American community on Al 
preparation. 


BOARDMAN 
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targets in Bayelsa and Rivers State on January 20 and would 
take the hostages with them. He said anything that happened 
to the hostages as a result would be Jones or Tidex\'s fault. 


5. (C) Reuters Correspondent Tom Ashby had at least two 
communications with the kidnappers and one with the hostages 
on January 19. His conversations with the hostages about 
their conditions and the demands mirror the Tidex 
conversations; however 

pleaded for help from the U.S. Embassy. (Note. Ashby agreed 
to provide ConGen Lagos with a tape of the interview for 
review. End Note.) 


6. (C) GON efforts to deal with the hostage crisis continue 
to be disjointed. The Governor of Bayelsa state held a 
meeting of ljaw communities affected by the upsurge in 
violence 

anything about the group or its activities. Bayelsa\'s Deputy 
Governor was supposed to pay a visit on village chiefs in the 
Ekeremor local government area 

the Joint Task Force (JTF) believes the kidnappers are most 
active 


7. (C) The call from the kidnappers to Tidex was 

facilitated through the Port Harcourt State Security Service 
(SSS) Headquarters; however 

that communication with the kidnappers was being handled 
through the JTF in Yenagoa. It is also unclear what role the 
Delta State Police Command 

Shell\'s Warri crisis team 

continues to be out of touch with either the JTF or the 

crisis team. 


8. (SBU) British Consul General Peter Waterworth and 
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Vice-Consul Tony Ward told Rivers State Governor Odili that 
the hostage situation needed to be kept separate from broader 
political issues and the hostages needed to be top priority. 
Odili said the Governors of Bayelsa and Delta States were the 
key players and that the military and security authorities 

were being deliberately kept out of the picture. 


9. (SBU) Odili said he had a \"hunch\" youths associated with 
violence in 2003 had allied with supporters of impeached 
Bayelsa Governor Alamieyeseigha to create the Movement for 
the Emancipation of the Niger Delta (MEND). He believes the 
former governor used the time between his return from the UK 
and his impeachment to build up support. He does not feel 
that the group has the capacity to extend its scope of 
operations 

indicated influence from \"external agents." 


10. (SBU) Shell Nigeria MD Basil Omiyi agreed with the 
Governor\'s remarks in a separate conversation with the 
British. He added that Asari had not been capable of the 
sophistication demonstrated so far by MEND but Alamieyeseigha 
was and that his influence and ability to resolve area 
kidnappings had extended so far that he had been nicknamed 
the Governor General of the Delta. Omiyi also pointed to 
an e-mail he had received post-arrest from Asari\'s 
spokeswoman Cynthia White 

would \"step up their game\" as it was Asari who had reined 
them in. Omiyi has been reassured by the GON that it would 
take no action to prejudice the safety of the hostages 

he believes a resolution will be effected in the \"usual 

Nigerian way.\" 


11. (C) At an EAC meeting at 07:30 January 20 

advised their negotiator was arriving and would plan to leave 
with Econoff John Marcinek for Warri on the morning of 
January 21. They will link up with SSS officials and the 

Shell crisis team to facilitate communications with the 
abductors. They will establish access to the GON\'s command 
center and GON negotiators to insure that the hostages 
receive humanitarian assistance. 


12. (C) PolCouns said the Ambassador had been in touch 
frequently both with the highest levels of the GON and with 
the British High Commissioner. He said the Ambassador had 
offered to act as a channel of communication but not advocate 
with the GON for the companies involved in negotiations. 
ConGen Lagos has updated the Honduran attache and the 
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Bulgarian Ambassador 
representations to the GON on behalf of their citizens. 


13. (SBU) RSO Lagos released a tearline report that 
information of unknown credibility indicates a moslem 
fundamentalist group has been casing specific Exxon and 
Chevron compounds to RSO Exxon/Chevron security contacts. 
HOWE 
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indirect personal attacks on the credibility of the two 
prospective candidates have been topics of discussion in party 
caucuses. Also 

two ministers and their supporters both in and outside 
government corridors intensified and spread to the 
constituencies. In a surprise move in December 2005 

wrote a letter to the LCD NEC 

Committees as well as LCD Members of Parliament (MPs). He 
indicated that he would not resign and would govern until his 
opponents in the party \"get used to it.\" 


6. (SBU) At a recent party conference held later the same 
month 

\"Public EyeW newspaper dated December 16 

Minister appealed to Moleleki and Thabane not to contest a 
non-existent leadership position in the party. He labeled their 
crusade as unfounded and targeted at dividing the party. lt was 
also reported that when the PM arrived at the conference 

LCD members rushed into the conference hall while others were 
sluggish 

out the party slogan 

responses. 
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And the Same in the Largest Opposition Party 


7. (SBU) The leadership of the BNP 

opposition party 

party leader Major General Metsing Lekhanya was re-elected in 
March 2005 

opponents 

encourage him to resign. The discontent began to rise but the 
party leadership 
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disciplinary action on some members while others chose to resign 
from party organs. 


8. (SBU) The situation was exacerbated when the Speaker of 
the National Assembly 

ruling LCD) 

parliament to attend a meeting on the harmonization of SADC 
electoral laws in Botswana in September 2005 without consulting 
the BNP leadership. 


9. (SBU) Outraged by this nomination 

letter to the Speaker in September 2005 

reconsider the nomination and hold proper consultations. 
Lekhanya stressed that such a unilateral act set a dangerous 
precedent that damages the independence and integrity of 
political parties. (Note: In the mixed member parliament of 
Lesotho 

and enter parliament by parties and can be removed by parties. 
Whereas the \"first - past - the - post\" members can enter 
parliament under a party ticket or as independent candidates and 
cannot be removed from parliament until their term is over. The 
BNP only has proportional representative members. End note.) 
The BNP leader also reminded the Speaker that she had 
unilaterally appointed an MP from the Lesotho People\'s Congress 
as Chairman of the Public Accounts Committee whereas the 
chairmanship is traditionally allocated to the leader of the 

biggest opposition party in government. Lekhanya went further 
to remind the Speaker about a highly debatable issue that he 
(Lekhanya) was still not recognized as the official opposition 
leader and not accorded the privileges of that position. (Note: 
The official leader of the opposition is entitled to an official 
vehicle and chauffeur 

privileges equivalent to those of a cabinet minister. However 
the Speaker\'s stand has been that the BNP leader does not 
command the required numbers for such recognition. According to 
the Speaker 

least twenty-five per-cent (25%) of the seats in parliament in 
order to be accorded such privileges. The BNP occupies 17 
percent of the seats. End note) 


10. (SBU) The BNP Youth League and Women\'s League also wrote 
a letter in October 2005 

addition 

disrespecting their leadership\'s decision of appointing the BNP 
Youth Leader to replace a deceased BNP MP in the Parliamentary 
Reforms Committee. The Speaker had instead appointed a different 
BNP member 

letter concluded by informing the Speaker that all BNP MPs were 
summoned for debriefing at their headquarters the same day. The 
letter also stipulated that those who would attend would be 

deemed as deserters and as such 
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be forfeited. 


11. (SBU) In response 

Parliament 

the BNP member for the Botswana conference 

relations with the BNP leadership in general. She indicated that 

as a co-chairman of the former Interim Political Authority 

(IPA) 

parliament in Botswana. (Note: The IPA is a multi-party body 
which was established following the 1998 political disturbances 
and was instrumental in bringing about the present mixed member 
electoral model.) 


12. (SBU) Essentially asking for protection from the House 
the Speaker outlined a barrage of \"intimidating\" letters that 
she had received from various structures of the BNP. 
Subsequently 

Parliamentary Privileges Committee. The committee has not 
reached a decision. 


13. (SBU) The latest BNP communication to the Speaker is a 
letter dated December 22 

regional constituencies and co-signed by ten constituency 
representatives. The letter accuses the Speaker of gross 
interference with BNP internal affairs 

resignation. A copy of the Commonwealth Parliamentary 
Association guidelines accompanies the letter on parliamentary 


MASERU 00000035 003.2 OF 003 


procedure as it affects the role of political parties 
discipline 
claim 


14 (SBU) COMMENT: The internal power struggles and 
accusations clearly show the gravity of problems involving the 

top leadership of both parties. Some believe the Speaker of 
Parliament has tarnished her image as the custodian of 
parliamentary procedures and over-stepped her powers by 
interfering in matters which should have been left to political 
parties to deal with. The ruling LCD is due to hold a leadership 
conference on January 28 

for the 2007 general elections. Likewise 

a similar conference in December 2006. It is difficult to 

predict the outcome of the conferences 

to stay-on as LCD leader and seek a third term until he can 
handpick a successor. General Lekhanya has alienated potential 
successors by surrounding himself with \" yes men \" who have no 
potential for leadership. He is also likely to stay until a new 
contender emerges and defeats him or he handpicks a successor 
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and resigns by choice. 


15. (SBU) Divisiveness within the ruling LCD and the BNP 
could render decision-making on major internal multi-lateral and 
bilateral issues lengthy or leave them unresolved. Ina 
\"consensus\" Cabinet and divided Parliament 

consideration of matters from parliamentary reform to trade to 
security could become immeshed in internal political power 
moves. Stalemates within the LCD as well as the opposition may 
also lead to delays in action on pending legislation such as the 
Marriage Equity Act 

same time 

bills (e.g. 

and they hope to be able to obtain passage between February and 
April. However 

Comment. 

PERRY 
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behind Russia\" at the IAEA BOG meeting February 2-3. 
Paris assesses that Beijing will abstain from voting 

at the IAEA BOG meeting if Russia vetoes or abstains 
from recommending to refer Iran to the UNSC. 
Therefore 

Paris to push Beijing on the EU-3 position 

officers from the French and British Embassies will 
join the German Political Director in his Beijing 
meetings. 

Randt 
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Beijing urges the international community to adopt a 
patient attitude towards Iran and recognize that it is 
facing domestic pressures. 


China\'s Perspective on the Russian Proposal 


6. (C) The Russian proposal to conduct Iranian uranium 
enrichment in its territorial boundaries surprised 

Iran 

different from how the Iranians envisioned the 
development of their nuclear program and may run 
counter to their desire to become a beacon for the 
Islamic world. At this time 

rejected the goal outright and will weigh carefully 
every aspect of the Russian proposal. Lamenting that 
\"working with the Iranians takes years off your life 
Xu said that based on his five-year experience living 
in Iran 

\"bar none." They are able to reach deals that 
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maximize their interests while returning very few 
benefits to the other side. 


7. (C) When asked about China\'s opinion of the 
proposal 

outline or details of its plan to Beijing. China 
welcomes all proposals that may provide a solution to 
the current impasse with Iran. Xu said China has not 
discussed the Russian proposal in Moscow nor has 
Russia discussed the proposal in Beijing. Xu noted 
the possibility that Zhang Yan was provided more 
details on the plan during the January 16 London 
talks. 


Iran\'s Nuclear Intentions 


8. (C) When asked if Iran\'s ultimate goal in 

restarting its nuclear program is to develop a nuclear 
weapon capability 

instead repeating that Iranians are the world\'s best 
negotiators who \"always will leave you with nothing.\" 


9. (C) German officer Aron said that German 
intelligence services have met with the Chinese 
intelligence services to discuss how close Iran is to 
achieving a nuclear weapon capability. 


China - Iran Economic Relations 


10. (C) Beijing and Tehran enjoy healthy economic 

ties 

any outstanding oil contracts under negotiation. Xu 

said that China has a huge need for oil and Iran is 

willing to sell its oilto China. Last year China 

purchased over 16 million tones of oil from Iran. 

During Iran\'s Vice Foreign Minister Mehdi Safari\'s 
January 8-9 visit to Beijing 

Development and Reform Commission Vice Minister Zhang 
Guobao to discuss further cooperation on energy 

issues. (Note: The MFA Arms Control and Disarmament 
Department provided a read out of the Safari visit 

(reftel A) and stressed that the topic of discussion 

was lran\'s nuclear program. The readout did not 
mention the Zhang meeting. UK Embassy Officer Clare 
Filshie and German Embassy Officer Aron Mir Haschemi 
confirmed during separate January 18 meetings that 
they were not told about the Zhang meeting either. End 
Note.) When asked if China was worried about Iran 
adopting punitive oil pricing or oil sales policies in 
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reaction to its referral to the UNSC 

Iran has not threatened China with any retaliatory 
measures if China agrees to the UNSC referral. Xu is 
convinced that the Iran situation will cause oil 


prices to increase dramatically. 


11. (C) German Emboff Aron said that Germany believes 
China is still in negotiation with Iran to tap Iran\'s 

largest untapped oil field at Yadavaraon. A framework 
for the agreement has been signed but China is 
aggressively pressuring Iran to close the deal 

according to Aron and Germany Embassy sources. 


12. (C) Aron said that the German Government has 
initiated economic impact studies on the loss of trade 
with Iran in preparation for a referral to the UNSC 

and possible sanctions. German analysts are looking at 
trade between China and Iran as well. Germany has 
considerable concern that as one of Iran\'s largest 
trading partners 

economy could be hurt by a downturn in German-lran 
relations. According to Aron 

that China could supplant its market share in key 
industries such as automobiles if Germany supports a 
UNSC referral and China does not. 

Randt 
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where Russia is a diplomatic partner to France and NATO is 
looking to define its role is it really necessary to have a 
nuclear arsenal?\" Right-of-center Le Figaro this morning also 
leads with President Chirac\'s speech: \"France Adapting its 
Power of Deterrence to the Threat of Terrorism.\" For Le Figaro 
what is especially significant about the speech is that it 

marks the first time 

has associated nuclear deterrence and terrorism. For 
Liberation \"Chirac is Sticking His Chest Out.\" 


International news today includes the visit to Syria of 

Iranian president Ahmadinejad (See Part C) and French FM 
Douste-Blazy\'s visit to Russia. For left-of-center Le Monde 
the issues that the French FM and his Russian counterpart will 
discuss are such a priority for the two countries that the 
\"more touchy subjects\" such as Chechnya 


The Ivory Coast continues to get some play and media all 
report the \"relative calming\" of the situation noting the 
efforts of Olusegun Obasanjo 

chairman of the African Union 
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Wednesday to try to end the violence. Left-of-center Le 
Monde\'s editorial puts forward that the return to calm shows 
that the threat of sanctions works." 


Right-of-center Le Figaro\'s front page also announces that: 
\"Ben Laden Has Re-appeared and is Threatening the U.S." This 
elicits a number of commentaries from the regional press 
especially in light of President ChiracYs speech on using 

nuclear deterrence as a weapon against the threat of 

terrorism. (See Part C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Iranian President in Syria 


\"The Syrian and Iranian Presidents Make Common Cause" 
Thierry Oberle in right-of-center Le Figaro (01/20): \"For his 
first official bilateral meeting since being elected 

Iranian president\'s choice of meeting with Syrian president 
Bachar al Assad may seem odd: Iran is an Islamic republic run 
by clerics while Syria is a secular Arab state. But the degree 
of international pressure that has been exerted on these two 
countries makes them inevitable partners in their refusal to 
give in. Anmadinejad\'s trip has been timed to prove that he is 
not as isolated on the international scene as some have said 
but it is especially intended to prove to Muslim public 

opinion that Iran has the unwavering support of an Arab 
capital in its tug-of-war with the west." 


Ben Laden\'s Threats 


\"Psychological Propaganda!" 

In regional daily Les Dernieres Nouvelles d\'Alsace 
editorialist Jean-Claude Kiefer writes (01/20): Ben Laden\'s 
low cost propaganda is entirely based on psychology and the 
characteristically oriental method of lulling people into a 

false sense of security after a long period of silence. 
Unfortunately this is a frighteningly effective method that 
promotes 

and Europe recruiters for the Jihad are afoot. This serves to 
show 

stalemate with its public enemy number one. Like it or not 
the suburbs of Casablanca or the slums of Cairo 

Palestinian refugee camps or the tribal zones of Pakistan Ben 
Laden is a hero. The west needs to face facts: al Qaeda and 
its followers could not survive without the help of 

established organizations that protect them. There is a good 
deal of double talk in the Middle East." 


\"The Devil in the Box" 
In regional Le Progres 
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has once again sprung out of his box. But is it really him? In 
the end it does not truly matter who it is 

achieved: to revive the threat 

or his epigones 

us to believe that he is everywhere 

at anytime. This is untrue but the threat is terribly 

effective. To use nuclear deterrence as a weapon against the 
specter of terrorism 

seems surreal. To bomb what? Iraq 

has already been done. and only highlights further the 
difficulty of fighting a nebulous entity such as al Qaeda. 


\"Deterrence\" 

Regional daily La Republique du Centre\'s editorialist Jacques 
Camus (01/20): \"It is hard not to subscribe to President 
Chirac\'s theory on nuclear deterrence when Ben Laden has re- 
surfaced and 'rogue\' states are threatening to build the bomb. 
But the only real question that we should be asking ourselves 
today is if France has the means to live up to its ambitions? 
Obviously the answer is no and the solution is acommon 
European defense which is far from being a reality today. It 
seems that some prefer to remain under the protection of the 
American shield even if it means swallowing their national 
pride. STAPLETON 
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reality\" 


3. (SBU) On Dececember 15 

announced that the 56 mayors in southeast Turkey aligned with 
DEHAP 

Diyarbakir 

ranks of the new Democratic Society Party (DSP) in a Diyarbakir 
ceremony. In that ceremony the groups\' remarks emphasized 
among calls for greater Kurdish cultural rights 

GoT to recognize the \"reality of (former PKK Abdullah) Ocalan\'s\" 
continuing strong influence on southeast Turkey\'s Kurdish 
population. 


4.(U) On December 30 

southeast Turkey mayor\'s group also sent a letter to Danish 
Prime Minister Rasmussen to protest calls by the GoT for the 
cessation of ROJ-TV broadcasts from Denmark. In response to 
their letter 

Gul reportedly criticized the group\'s protest of the GoT request 
and the Diyarbakir Prosecutor\'s office reportedly started an 
investigation into whether several mayors 

mayor Osman Baydemir 

Batman Mayor Huseyin Kalkan. 
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their protest. 


5.(U) Regional press reports that the Diyarbakir Prosecutor\'s 
Office this week has opened similar investigations against 
regional DSP mayors regarding their calls for peaceful protests 
of OcalanWs reported solitary confinement. 


REID 


50215 

making the UN work more effectively. There is a need to look 

at the mandates of UN agencies and structures and reduce 
inefficiencies 

to ensure an effective UN Human Rights Council which did not 
include members whose governments were under UNSC sanctions 
for reasons related to human rights abuses. He agreed with 

the principle that human rights abusers should not be members 

of asuch a human rights organization. 

BRIDGEWATER 
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Ministries that alleged U.S. rendition flights through 
Finland did not violate Finland\'s constitution. Lehto said 
that while Finland was obligated 

the treaty 

request such clarifications; however 

unlikely that the treaty would be ultimately rejected. 
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outside the Palestinian consensus.\" Israel Radio 

reported that Egypt and Jordan also condemned the 

attack. The station reported that the White House and 

State Department condemned the bombing. The radio 

reported that White House Press Secretary Scott 

McClellan and State Department Spokesman Sean McCormack 
called upon the PA to do everything it can to dismantle 

the terrorist infrastructure. 


Maariv bannered its poll that found that over 50 
percent of the Israeli public favor a new unilateral 
withdrawal from settlements in the West Bank (see 
below). 


Kadima Knesset candidate and former Shin Bet head Avi 
Dichter was quoted as saying in an interview with The 
Jerusalem Post that Kadima will not lead Israel to a 
unilateral withdrawal from the West Bank and that it is 

in no hurry to make territorial concessions to the 
Palestinians. The Jerusalem Post quoted a source close 
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to Olmert as saying that he is set to make a \"dramatic 
speech!" at the Herzliya Conference on Tuesday night. 
Israel Radio cited the United Arab Emirates newspaper 
Al-Bayan as saying that Egyptian FM Ahmed Ali Abu el- 
Gheit and Israeli FM Tzipi Livni spoke on the phone on 
Thursday. Abu el-Gheit reportedly told Livni that the 
degradation of Israeli-Palestinian relations must be 
curbed and that confidence must be built between the 
parties. Livni reportedly said that she is prepared to 
act with Egypt and the Palestinians in order to resume 
the diplomatic process in the region. 


HaVaretz reported that Defense Minister Shaul Mofaz 
decided on Thursday at a meeting with army and police 
officials that security forces will tentatively plan to 

begin evacuating West Bank settlers from the illegal 
Amona outpost and the Palestinian wholesale market in 
Hebron between January 29-31. Maariv reported that the 
IDF is confiscating weapons in Samaria (northern West 
Bank) outposts slated for evacuation. 


Maariv (Ben Caspit) reported that Otniel Schneller 
former head of the Yesha Council of Jewish Settlements 
in the Territories 

government of Ehud Olmert if the latter is elected 
prime minister 

a few hours before Sharon\'s stroke 

settlements would be evacuated and Palestinian 
territorial contiguity created. Caspit also discloses 
that in 2001 

jailed Tanzim leader Marwan Barghouti 

with Israeli officials involving his relatives Jihad 
Barghouti and Mustafa Barghouti 

Arafat rule and reach an agreement with Israel. 


HaVaretz reported that Nof Zion 

southeast Jerusalem with panoramic views of the Temple 
Mount 

seeking a second home in Jerusalem. The newspaper 
quoted real estate experts as saying that the 

developers are intentionally unloading the project on 
eager 

understand that it is located in Arab Jerusalem. 


Major media reported that Nadim Milham 

resident of the Wadi Ara region (between Hadera and 
Afula) 

house. There is a controversy about whether the police 
acted in self-defense 

cold blood. The media reported that police are bracing 
for violent clashes during Milham\'s funeral today. 
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Leading media reported that Abbas recently told PA 
leaders in private meetings that he would resign if 
Hamas wins the elections. Hatzofe reported that this 
week 

if he visits the Gaza Strip. 


Yediot cited the belief of PM Sharon\'s doctors that 
following an improvement in Sharon\'s condition 
expected to be taken off the respirator and will be 
able to breathe independently. 


Yediot reported on a further rapprochement between 
Israel and NATO. 


Leading media reported that a civilian security company 
took over the inspection of the Erez terminal crossing 

in the northern Gaza Strip on Thursday 

of the IDF presence there in the framework of the Gaza 
disengagement. 


Yediot and The Jerusalem Post reported that Urua 
[phon.] Hassan Ali 

Lebanon during a furlough from jail in April 2005 
detained by Hizbullah 

organization with intelligence about Israel. He was 
arrested upon his return to Israel in December 2005. 


Leading media quoted former IDF Chief of Staff Moshe 
YaValon as saying on Thursday that the rule of law was 
harmed during the disengagement 

harmed Israel\'s deterrence in the face of terrorism. 


The Jerusalem Post and other media reported that on 
Thursday 

Hizbullah leader Sheikh Hassan Nasrallah\'s announcement 
a day earlier that MIA Ron Arad 

1986 


All media reported that on Thursday 

Jacques Chirac warned that France could respond with 
nuclear weapons against any state that carried out a 
terrorist attack or used weapons of mass destruction 
against his country. All media said that Chirac was 
referring to lran\'s efforts to reach nuclear 

capability. 


The Jerusalem Post reported that Holocaust Museum 
Watch 

launched a campaign aimed at getting the U.S. Holocaust 
Museum to recognize anti-Semitic actions by Arab and 
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Muslim leaders during World War ll and to take a 
leading role in fighting anti-Semitism in the Arab 
world. 


Yediot reported that Turin\'s police chief has requested 
help from the Shin Bet to help secure the 2006 Winter 
Olympic Games. 


HaVaretz quoted Israeli officials as saying that 
institutional investors in New York are showing 
tremendous interest in the privatization of Oil 
Refineries 

and 26 percent by the Ofer Brothers\' The Israel 
Corporation. 


Maariv printed the results of a TNS/Teleseker Polling 
Institute survey conducted on Thursday: 

-\"This week 

of a further unilateral disengagement from land in 
Judea and Samaria [i.e. the West Bank] was published. 
The initiative includes the evacuation of settlements 

if a peace treaty with the Palestinians is not reached 
within a fixed time. Do you support or are you opposed 
to a further disengagement in Judea and Samaria?\" 
Support: 51 percent; opposed: 49 percent. 

-\"If diplomatic efforts fail 

militarily against Iran in an attempt to thwart its 

nuclear program 

on Israel A" Israel should act: 49 percent; Israel 
shouldn\'t act: 40 percent. 


Channel 10-TV and HaVaretz published the results of a 
survey conducted Wednesday night by Prof. Camille Fuchs 
of the Amanet Group\'s Dialogue Institute 

rise of the Labor Party to 19 Knesset seats (compared 

to 16 on January 11) and of Likud to 17 (from 13). 

Kadima loses three points (from 44 to 41). 


The Jerusalem Post cited a study conducted by 
Palestinian pollster Khalil Shikaki for the U.S. 
Institute of Peace 

Palestinian public opinion and finds it \"is not an 
impediment to progress in the peace process. The 
study was published in Washington on Thursday. 
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Senior columnist Dan Margalit wrote in popular 
pluralist Maariv: Olmert was right this week when he 
expressed ... his readiness to strive for a permanent- 
status agreement with the Palestinians. But it looks 
as though there is no one to talk to in Ramallah.\" 


Washington correspondent Nathan Guttman wrote in the 
conservative 

will have to decide if it still sees any chance to move 
forward with Abbas or whether it is time to write off 

the PA" 


Block Quotes: 


|. \"No One To Talk To\" 


Senior columnist Dan Margalit wrote in popular 

pluralist Maariv (January 20): Y Abu Mazen is caught in 
a continued crisis of depression and anxiety (he 
opposed peace at Camp David); Hamas doesn\'t intend to 
reach peace but a hudna [truce] but does intend to 
continue terrorism; the mix of terror and anxiety 

within the Palestinian leadership won\'t instill in it a 

spirit of conciliation at the negotiating table. 

Because of the above | believe that Olmert was right 
this week when he expressed ... his readiness to strive 
for a permanent-status agreement with the Palestinians. 
But it looks as though there is no one to talks to in 
Ramallah.\" 


Il. \"Approaching Zero Tolerance\" 


Washington correspondent Nathan Guttman wrote in the 
conservative 

\"The question now facing the [U.S.] administration is 
what to do the day after the Palestinian elections. It 
is a given fact that Hamas will end up in an 

influential position in the new Palestinian cabinet. 
American law prohibits any contact of American 
officials with organizations on the State Department\'s 
terror list -- which Hamas has been on for years. 
American diplomats will probably resort to the 
VHizbullah formula\'.... U.S. officials ... will 

continue dealing with the PA without talking directly 
to Hamas representatives. But this only relates to 
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technicalities. On the broader issue 

have to decide if it still sees any chance to move 
forward with Abbas or whether it is time to write off 
the PA 

and wait for better days. This decision will have to 
be postponed for a few months. It will depend on the 
level of violence after the elections 

of the elections in Israel 

regain the credit he lost." 


Senior columnist and longtime dove Yoel Marcus wrote in 
independent 

Iran against Israel 

leaders 

self-importance 

horses." 


Editorial Page Editor Saul Singer wrote in the 
conservative 

solution to the Iran problem is an old-fashioned one: 
revolution." 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in HaVaretz: \"It is not enough to ask if 
extremist ShiVite Iran will go nuclear but whether the 
Middle East will be transformed in its wake into a 
region with a number of nuclear countries." 


Block Quotes: 


|. \"Hold Your Horses\" 


Senior columnist and longtime dove Yoel Marcus wrote in 
independent 

the world were indifferent to Iranian threats to 

destroy Israel 

But this is not the case. Iran today is a command 

center for global terror 

a nuclear power also jeopardizes the Gulf States 

have more important interests than firing nuclear 
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missiles at Israel. When sources of oil are 
threatened 

not Iran against Israel 

To stop Iran 

We like to talk big 

should be sitting in the bleachers not playing on the 
field. As part of the sane world 

our interest to cooperate in the global effort to put 
the brakes on Iran 

participating in international brainstorming. But it 
is important that while contributing to the global 
collective and its defense 

modesty and lay low. Our leaders 

and warnings and pompous self-importance 
advised to hold their horses." 


Il. \"An Old-Fashioned Solution!" 


Editorial Page Editor Saul Singer wrote in the 
conservative 

\"Make no mistake 

major 

Islam worldwide. This is so because terrorists depend 
not on military power 

of inevitability and despair 

create. They are either the wave of the future 

they are nothing.... The most significant impact of 
economic 

direct effects but their contribution to a 
comprehensive denial of legitimacy. Though the mullahs 
seem to revel in flouting the international community 

it is such isolation and rejection -- and their own 
people -- that they fear most. The ultimate solution 

to the Iran problem is an old-fashioned one: 
revolution.\" 


Ill. \"From Iran 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in HaVaretz (January 20): The nuclear 
crisis is focused on Iran. But the truth is that it is 

not how the conflict should necessarily be seen. 
Strategically 

regional perspective. It is not enough to ask if 
extremist ShiVite Iran will go nuclear but whether the 
Middle East will be transformed in its wake into a 
region with a number of nuclear countries. Nota 
bipolar nuclear region 

perhaps terror groups 

would be possible to prevent the use of nuclear weapons 
in the region." 
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Islamist threat to Bangladesh 

take the issue seriously. (Note: In fact 

about the Talibanization of Bangladeshi society as part of an 
Islamist-BNP bid to destroy \"secular\" forces 

terrorist campaign.) 


Elections 


6. (S) Bangladesh\'s zero-sum political culture makes any 
election a winner-take-all affair 

also make or break for the two major parties. For the BNP 
victory shatters the strong anti-incumbency bias of 
Bangladesh 

administration a second term 

succeed his mother as PM in the next five years. Forthe AL 
defeat or boycott implies ten years out of power 

pill for a party that sees itself as Bangladesh\'s rightful 

ruler and that needs the lure of power and money to maintain 
party discipline. With both the AL and BNP wedded or at 
least resigned to the politics of black money and thugs (a 
legacy of the perversion of democratic practices during 
General Ershad\'s rule) 

next election will be extremely turbulent. The BNP\'s 
stacking of the Election Commission is the latest example 
that it can act shamelessly and on the margins of the law to 
advance its political interest. Polls suggest that support 

for AL and BNP is neck and neck 

however 

electoral system 

hard time justifying a boycott. 

7. (S) Your BNP/MFA interlocutors will say: 


-- BNP is committed to a free and fair electoral process 
because 

people accurately reflected. The re-election of the AL mayor 
in Chittagong last year 

Hindu in a Jl safe seat 


-- The real problem is that the opposition does not practice 
what it preaches on democracy. It boycotts parliament and 
spurns offers of inter-party dialogue in favor of a strategy 
of confrontation. The USG should urge the AL to change 
course. 


-- The caretaker regime system works and doesn\'t need to be 


Column 3 
changed. 


8. (S) The Awami League will reiterate that BDG moves to fix 
the election leave it with no alternative to boycotts and 
hartals. The BDG\'s choice of two BNP stooges to be new 
election commissioners 

swearing-in ceremony to pre-empt opposition 

bad faith. (Note: It is true that the Chief Election 
Commissioner and the new commissioners have acted in a 
pro-BNP manner.) The USG 

democracy by supporting the opposition\'s demands for 
caretaker regime and electoral changes 

party consensus for key appointments. 


Watch Out For 


-- RAB has proven itself against JMB 
equipment from the USG. 


-- We supported you at the WTO in Hongkong and are now under 
fire for \"selling out\" our garment industry. You should 

support the Trade Act to give our garments duty-free access 

to the U.S. market. 


-- Bangladesh deserves to participate in the Millennium 
Challenge Account. 


-- (If we ask for BDG support on Iran) We have to respect 
Bangladeshi opinion that sees a double standard between your 
contrasting approaches to the nuclear programs of Iran and 
Israel. 

CHAMMAS 
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coming of liberalism 

municipal level. Shvedov believed that in the short-term 
NGOs should try to protect themselves by participating in 
more intergovernmental dialogues like the EU dialogue on 
human rights and welcomed opportunities for increased 
engagement with U.S. NGOs. Some of the long-term areas to 
work on might include using social marketing to build support 
for human rights and expanded use of the Internet to make 
information available to the public and to conduct regional 
campaigns focused on youth 

that part of the long-term effort should focus on exposing 
Russia\'s younger generation to liberal values through 
non-controversial mechanisms like exchanges with the West and 
courses taught by foreign professors. The Ambassador noted 
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that it was important to invest in the next generation and 
that the U.S. would continue pursuing this effort. 


6. (C) The participants agreed with the Ambassador that it 
was important for the U.S. to work with other Western 
countries in response to the legislation. Some participants 
urged the U.S. to speak out even more loudly against the 
legislation. Dzhibladze 

about such a strategy given both the Kremlin\'s preference to 
discuss such issues privately and a growing tendency in 
Russian politics to exploit anti-Americanism. As an example 
of anti-Americanism 

media had devoted extensive coverage to the U.S. 
Congressional resolutions on the NGO legislation while 
virtually ignoring a similarly critical resolution passed by 

the European Parliament. He added that many Russians were 
cynical about USG efforts to promote democracy and viewed 
them as a cover for other U.S. foreign policy goals. 


GOR INFLUENCE ON CIVIL SOCIETY 


7. (C) Looking beyond the NGO legislation 

participants expressed concern about other GOR efforts to 
influence civil society. They portrayed the Public Chamber 

as a manifestation of this trend 

saying that the GOR could use the Chamber to control civil 

society and arguing that only about ten percent of its 

members were \"real\" representatives of civil society. Some 
nonetheless said the Chamber\'s statements on the NGO law were 
helpful and they would continue to try to cooperate with its 
members. 


8. (C) Lokshina said that Government-Oriented 
Non-Governmental Organizations (the so-called \"GONGOs\") posed 
a threat 

sensitive areas such as elections and human rights. By 
controlling the distribution of government funds 

money that the GOR had said it would dedicate to developing 
democracy in the CIS 

pro-Kremlin organizations or those working in fields lacking 
political sensitivity would receive funding. Authorities 

could use the GONGOs to support Kremlin positions in the 
international arena. Litovchenko argued 

giving government funding to independent NGOs would be 
helpful since most of the business community feared 
contributing to them and lacked the tax incentives for doing 
so. Liborakina believed increased GOR funding for social 
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services created new opportunities for cooperation between 
independent NGOs and the government. 


9. (C) A/S Lowenkron noted that civil society could not be 
built from the top down in any country. NGOs had a lot of 
important work to do 

as advocates or opponents 

enemies. A/S Lowenkron said the USG had concerns about the 
NGO legislation 

implementation. He stressed that we will continue to follow 
its implementation closely in the coming months. He noted 
that the issue would receive attention before 

after the G-8 summit. A/S Lowenkron added that the G-8 
summit is not only a place and an agenda 

opportunity for countries to support common values. In this 
spirit the USG would continue to talk with government 
officials so that the implementation of the NGO law reflects 
a common view of the importance of civil society to the 
fabric of democracy. 


10. (U) A/S Lowenkron cleared this cable. 
BURNS 


50221 

50222 

to an Iranian delegation which visited Ghana in 
November/December 2005 

Iranian delegation included the Energy Committee chairman of 
Iran\'s parliament and a nuclear expert. President Kufuor and 
others in the GOG had told the Iranains that if they comply 
with the IAEA resolution 

if they did not comply 

in opposing Iran in the IAEA. 


4. (C) The Deputy Foreign Minister said he was worried by 
the Iranian visit to Ghana. The Government of Iran clearly 
wants to build bilateral relations with Ghana and promised 
hospital facilities and other projects here. Osei-Adjei said 

the GOG refused the offers because they are worried about the 
potential Iranian attempt to fuel Islamic fundamentalism in 
Ghana. The Iranains were frustrated that a fellow member of 
the Non-Aligned Movement would oppose them in the IAEA. 
Osei-Adjei asked the Ambassador for USG help in countering 
Iran\'s attempts to gain influence with Ghana\'s Muslim 
community 

Challenge Account (MCA) compact and security assistance. 
The Ambassador expressed the USG\'s appreciation for Ghana\'s 
support in the IAEA. She noted that the MCA compact was 
moving unimpeded as quickly as possible. 
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5. (U) On January 20 

received after the Ambassador\'s meeting with Osei-Adjei 
Ambassador called Secretary to the President D.K. Osei to 
urge the GOG to pay its arrears to the IAEA before the 
February 2 Special BOG meeting on Iran. Also on January 20 
PolChief raised ref b points with Osei-Adjei and Econ Chief 
raised the issue with Chairman of the Ghana Atomic Energy 
Commission Bekoe. Osei-Adjei said he understood the urgency 
and would call Geneva about it. Bekoe said he was already 
working on the arrears issue and hoped to have payment by 
January 23. We will follow up with all of them. 


6. (C) Comment: In the meeting with Osei-Adjei 
Ambassador about the Iranian visit after he asked his staff 
to leave the room. His concerns mirror ours about Iran\'s 
attempts to gain influence in Ghana. He was clearly trying 
to leverage the GOG\'s IAEA support for more bilateral 
assistance of some form. When asked if he knew of any 
specific terrorism threats in Ghana 

that there were some radical elements who had support from 
former President Rawlings and the opposition National 
Democratic Congress (NDC) party 

development. We have no information to link the NDC or 
Rawlings to radical Islamic elements but this is not the 

first time senior GOG officials (including the President) 

have made this argument with us. Osei-Adjei said the GOG 
(especially the Vice President) was reaching out to Muslims 
but could do better Public Relations work to communicate its 
efforts. The GOG\'s firm stance on Iran in the IAEA seems 
influenced not only by a desire to win favor in Washington 
and Europe 

Ghana\'s Muslims. End comment. 
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Israeli government are in good hands 

relations will remain high on any Israeli leaders agenda. 
Levite said that no matter who is elected prime minister in 
March 

\"America bashing\" from Israel. On U.S.-Israel relations 
Congressman Ackerman said he would push the U.S. Navy to 
continue port visits to Israel. 


4. (C) Levite said that Israel is anxious about Iran and 
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wants the U.S. to lead the Europeans 

referral in the near future to the UNSC. The Israelis 

believe it took a while for the proponents of a diplomatic 
solution to understand that they need to stand up against 
Iran. He noted that the French foreign minister recently 
heard from representatives of the Persian Gulf countries and 
Egypt about the \"international security implications" of a 
nuclear-armed Iran. Levite noted with irony that President 
Ahmadinejad\'s statements on Israel and the Holocaust have 
helped in this regard. Levite acknowledged that there is a 
\"chance\" that a diplomatic solution may be found 

as (a) the Europeans have explained the costs to Iran of its 
resumption of sensitive nuclear activity; and (b) President 
Bush has stated clearly that all options are still on the 

table. Levite stressed that Israel is concerned about what 
Iran will do in late January: If the Iranians escalate the 
situation 

proceed \"full speed ahead\" on referring Iran to the UNSC. If 
Iran decides to return to the negotiating table 

he said 

be able to proceed with its nuclear program while appearing 
conciliatory. 


5. (C) Levite said that Israel believes that some progress 

has been made in garnering support for sanctions against Iran 
both within and outside the UN system. The Israelis are not 
sure 

economic sanctions to be imposed by the UN due to Russia\'s 
sensitive relationship with Iran. The Israelis believe that 

if sanctions were imposed outside the UN system 
Non-Aligned Movement (NAM) countries would not join 
including Malaysia 

that India prefers not to see Iran referred to the UNSC as 
India has its own nuclear energy ambitions. He allowed that 
India 

referral to the UNSC 

sanctions. Levite added that if Iran were referred to the 
UNSC 

If sanctions were pursued outside the UN 

unify 

Levite stressed that sanctions need to focus on hitting 

Iranian pride (e.g. 

in the World Cup) 

imposed on South Africa and Libya in the past. Levite also 
suggested hitting Iran\'s tourism industry 

mullahs own the insurance companies that own Iran\'s hotels: 
\"If tourism declines 

not allowing Iran\'s national airlines to fly to capitals 

would have an effect 
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Paris and London. 


6. (C) Levite said that Russia would probably abstain on any 
UNSC resolution on Iran\'s nuclear program. He explained that 
Russia and Iran have a delicate relationship. He noted 
Russia\'s significant commercial interests in Iran 

this subjects Russia to what he termed blackmail. He also 
said that Iran has made it clear to Russia that Iran can 

\"stir things upW in Chechnya at Russia\'s expense. Levite 
said the motives behind Russia\'s position on Iran are hard to 
decipher. He noted that Russia\'s assertiveness in the energy 
market is growing. He also suggested that the Russians are 
worried that Iran might succumb to Western pressure and be 
lulled away from Russia like Ukraine and Georgia. He 
speculated that this might be behind Russian weapons sales 
and nuclear assistance to Iran. Levite noted as a good thing 
so far that Russia has not yet supplied nuclear fuel for 

Iran's Bushehr reactor. Israel 

about Russia\'s position on Iran. He said PM Sharon had just 
instructed the IAEC to send its director 

Moscow on January 17-18 to discuss next steps on Iran with 
the Russians. 


7. (C) Levite said China\'s position on Iran is \"shifting in 

the right direction 

to be comfortable to sit in the shadow of Russia on this 
issue. Levite said China would probably not join sanctions 
implemented outside the UN. He said that if the UN calls for 
sanctions 

about Iran meddling in western China. 


8. (C) Levite stressed that if Iran were to attain a nuclear 
weapons capability 

the region and international security. He said that Israel 
believes that if Iran were to declare a nuclear weapons 
capability 

Africa 

acquire their own capabilities. 


9. (C) Levite said that most Israeli officials do not believe 
a military solution is possible. They believe lran has 
learned from Israel\'s attack on Iraq\'s Osirak reactor 

has dispersed the components of its nuclear program 
throughout Iran 

does not know about. Levite noted that the French had 
recently made it clear that they also do not believe there is 
a military solution 
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action were taken. 


10. (C) On the timetable issue 

two to four years away from having a nuclear weapon 

he acknowledged that there is some \"imprecision\" in the 
estimates. The timeline depends on whether Iran steps up its 
activity in its civilian centrifuge enrichment program and 
ignores protests from the international community 

it proceeds through its clandestine program 

input from its civilian program. In the former case 

estimated that Iran could reach complete self-sufficiency 
within one year of resuming centrifuge cascade operations at 
Natanz 

gaps.\" Through its clandestine program 

that Iran could create a weapon within three to four years. 

He acknowledged that this was based on certain unspecified 
assumptions 

understanding of Iran\'s clandestine program. 


11. (C) Without citing sources 

rumors that Iran has already obtained some warheads\" from 
Ukraine. He claimed that 

acquired cruise missiles from Ukraine." 


12. (C) Levite said that Israel believes there is a power 
struggle going on in Iran 

caught up in it. The Israelis believe President Ahmadinejad 
has managed successfully to discredit his predecessors for 
their cooperation with the West (i.e. 

asked of them for three years 

return). The Israelis believe Ahmadinejad is now trying to 
show that he can get more for Iran by playing tough. Israel 
also believes that he cannot deliver on the economic platform 
on which he was elected 

the nuclear issue to avoid criticism. 


13. (C) Levite noted that some criticism has been leveled 
against Ahmadinejad in the Iranian press. This has been 
accompanied by apologists who have sought to explain 
Ahmadinejad\'s statements on Israel and the Holocaust. While 
Levite said there is some disenchantment in small circles in 
Iran 

current Iranian government. Levite said he has no high hopes 
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for a peaceful uprising. He admitted that there could be a 
backlash from the leadership councils and noted that (a) 
Supreme Leader Ayatollah Khamenei has to approve every action 
that President Ahmadinejad takes 

parliamentary decisions are now being reviewed by Iran\'s 
Guardian Council. Levite observed that the ayatollahs 

fearful of repercussions from the West 

moderating role in the Iranian government. 


14. (C) Responding to Congressman Ackerman\'s question 
said Israel has tracked Y North Korean mischief\" only when it 
has been apparent in the Middle East region. Levite said 
North Korea has supplied missiles to Syria 

Iran. He said the degree to which the missiles are \"purely\" 
North Korean 

unclear. Levite noted that China seems willing to export 
technology acquired from Pakistan for uranium enrichment. 


15. (C) Levite said he does not believe that sanctions will 
have any effect on North Korea for the following reasons: 

(a) China 

and impose sanctions; (b) North Korea\'s ruling regime is not 
sensitive to the suffering of the North Korean population; 

(c) South Korea does not want to see North Korea collapse 
and would prefer to prop North Korea up and allow change to 
take place gradually. 

16. (C) Levite said North Korea is clearly in the business of 
making money and remains willing to counterfeit and 
manipulate currency. He added that North Korea appears 
resistant to charges that it is violating human rights. 


17. (C) Responding to the Congressman\'s question 

it is clear that A.Q. Khan clearly does not play the role he 
played in the past in terms of proliferating. The network in 
its original form -- as a procurement network that also 
financed Pakistan\'s own nuclear program -- is no longer 
active 

with its legacy. He explained that the network once had 
subcontractors in over 20 locations in South Africa 

and Malaysia 

the subcontractors have been shut down. 
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LEVITE SAYS WE NEED TO KEEP OUR EYES ON BRAZIL 


18. (C) Levite expressed some concern that Brazil is becoming 
more radical on nuclear issues 

reasons for this concern: (a) President Lula\'s recent 
statements; (b) Brazil\'s creation of a new uranium enrichment 
facility; (c) Brazil's \"playing games\" with the IAEA to 

deprive the agency of access to commercial advantages; and 
(d) Brazil\'s statements in support of Iran at the IAEA. 

Levite acknowledged that Brazil\'s rhetoric on nuclear 
independence has gone down over the last few months 
suggested this might be the result of U.S. 

engagement with Brazil. He said the U.S. 

should not be too worried about Brazil 


19. (U) Congressman Ackerman did not have an opportunity to 
clear this cable. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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welcomed the continuation of the dialogue on this issue 
between Iran and the concerned international parties.\" Both 
men made remarks on Iraq 

Asad stressed \"our support for stability in Lebanon and the 
need to support the resistance\" and \"prevent interference in 
Lebanon\'s internal affairs or any attempts toward 
internationalization.\" 


4. (U) Both men voiced support for the Palestinian right to 
resistance \"against repressive Israeli actions" and the right 
of return of the Palestinian refugees. They also voiced 
support for the stability and the political process in Iraq 

and the withdrawal of foreign forces (\"foreign occupiers 
according to Anmadinajad) in accordance with a set timetable. 


5. (U) At the Asad Library 

incoherent remarks on Jews living in the occupied 

territories 

willing to open its doors \"to these immigrant Jews\" so that 
they can travel to any part of Europe they wish and guarantee 
their security and promise not be become anti-Semitic. He 
also criticized what he called the \"slogan of democracy 


Column 3 
saying that it was used to disguise aggression and arms 
races. 


6. (C) On the economic side 

thought there was the most chance for \"deliverables 
Mohammad Naji al-Otri January 19 announced a number of 
economic and commercial agreements that would be concluded 
either during the summit or in the month following it 

gave no specifics. The current level of economic cooperation 
between the two countries is very modest and efforts to 
deepen economic ties have borne little fruit thus far. Even 
with trade sanctions in place 

important trading partner for Syria than Iran. The Iranian 
joint ventures that are being pursued 

$700 million USD 

The Syrian-Iranian Auto Manufacturing Company (SIAMCO) 
60 million joint venture established in October 2004 between 
Syrian Mahmoud H 

Iranian Khodro Industrial Group 

produce its first automobiles this month 

six-month production delay days before the summit. Contacts 
state that another project involving the Khodro Group 

200 million project announced two years ago to expand a 
cement factory near Hama 

still waiting on Khodro to deliver the parts for two 

production lines. PM Otri also mentioned a new joint project 
to do with oil 

dismissive of Iran\'s ability to contribute to developing 

Syria\'s oil sector 

oil industry as proof of the paucity of Iran\'s potential 
contribution. 


7. (C) Comment: Barring last minute developments 

seems to have broken no new political or economic ground and 
appears designed primarily as an extended photo opportunity 
showing the U.S. 

Saudi Arabia and Egypt that the two beleaguered countries 
have options and troublesome cards to play 

interests are ignored. Asad seemed to take care in his 
public statements to avoid comments that might exacerbate 
concerns in the West about a strategic partnership between 
Damascus and Tehran. His remarks at the press conference 
were substantially shorter and more tempered than 
Ahmadinajad\'s. Nevertheless 

countries\' long-standing bilateral relationship 

over the past two and half decades 

somewhat warmer during Bashar al-Asad\'s tenure in office 
especially in the past 18 months. If Asad remains under 
intense international pressure 

reach out to the Iranians for support. 


Column 3 
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for Families & Employees\" (SAFE) 

certify to the Department of State\'s Bureau of Diplomatic 
Security that the employee has undergone equivalent security 
training. The contact for this training is Assistant 

Director for Training at (703) 205-2617. Country clearance 
will not be granted for any traveler with planned TDY in 
excess of 30 days if this information is not 

stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as low. 
There are no terrorist groups or support groups believed to 
be operating in New Zealand at this time. In light of the 
worldwide security alert all visitors should heighten their 
security awareness and report any unusual incidents to the 
Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in New 
Zealand. In response to U.S. policies and actions 

groups in New Zealand have demonstrated occasionally at the 
Embassy in Wellington and at the Consulate in Auckland. 
These demonstrations are usually small and are peacefully 
conducted. During these demonstrations 

police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand has a medium threat crime environment. 
As such 

in violent and petty crimes 

non-confrontational in nature. However 

robberies and assaults 

frequent. Burglaries and thefts occur countrywide but 

primarily in the large cities of Auckland 

Wellington 

street crime 

occurrence in these cities. Common sense precautions should 
be taken 

opportunity. 

e. (SBU) Generally 

role in the world drug situation; however 

that New Zealand has been utilized as a transit point for 
shipments of Ecstasy 

most abused drug in New Zealand is locally produced 
methamphetamine and cannabis. There have been increased 
amounts of lab seizures and violent crime associated with 
groups attempting to control this market. 
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f. (U) All forms of public transportation are generally safe 

at all times of the day; however 

use common sense precautions so as to not become a target of 
opportunity. 


9. (U) The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 

rush hour moderate delays can be expected. Visitors are 
advised that traffic drives on the left-hand side of the 

road. Visitors are advised that traffic accidents are common 
and that it is safe to pull over so that police may take an 
accident report. However 

or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (U) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO 
prior to introducing that equipment into the Chancery. 
Personal electronic or photographic equipment is not 
permitted in the Chancery. Only in severely limited cases 

will a notebook or laptop be permitted to be used in the 
Chancery or connected to Wellington\'s LAN. 


¡. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive information 
at the Chancery and not at hotels or residences. 


j. (U) Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand and 
the most recent Worldwide Caution Public Announcements 

are available via the Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings with 
regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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revenue assumptions and backloading of consolidation makes 
the fiscal position more vulnerable in the run-up to euro 
adoption.\" Key elements of the 2006 budget break down as 
follows: 


Ministry of Labor CZK 357.2 bn (7 percent over 2005) 
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Ministry of Education CZK 108.9 bn (51 percent over 2005) 
Ministry of Defense CZK 55.7 bn (5 percent over 2005) 
Ministry of Justice CZK 18.5 bn (less than 1 percent over 
2005) 

Ministry of Environment CZK 14 bn (240 percent over 
2005) 


5. TYPICAL ELECTION YEAR BUDGET: With general elections 
expected in June 2006 

where potential voters will be able to appreciate it most: 
Social benefits spending will rise CZK 27 billion or 5 

percent 

on average 5 percent 

12 billion to CZK 380/month. In addition 

promised higher parental allowances and child and sickness 
benefits in the future 

billion if it goes in to effect in 2007 as initially 

indicated. However 

reconsidered due to its fiscal impact. According to Finance 
Ministry analysts 

budget in 2007 would exceed the 3.3 percent/GDP deficit 
target under the Convergence Program. 


6. EXTRA BUDGETARY FUNDS: Subsequent to its approval of the 
2006 budget 
totaling CZK 94 billion 


2005. 

Transportation infrastructue CZK 55.5 bn 
Agriculture Fund CZK 27.8 bn 

Housing CZK 6.4 bn 

Environmental Fund CZK 4.1 bn 

Sate Fund of Czech Cinematography CZK 83 mn 
Cultral Fund CZK 44.7 mn 


State Fund or Soil Reclamation CZK 1.9 mn 


Extra-budgetry funds are treated as \"reports 

approved upon recommendation by the relevant parliamentry 
committee after just one hearing 

readings required for the regular buget bill. The IMF has 
noted that extrabudgetaryspending has contributed to the 
variability in fical performance and that transparency is 
hindere by delays in fiscal reporting on extrabudgetaryfunds. 


7. COMMENT: At the end of December 

called the government spendng plans \"undisciplined and 
unreasonable 

primarily by highr tax revenues 

that here is a risk of strong fiscal expansion n the 

future. With the current dynamic economic development 
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CNB believes the budget gap should move somewhere around one 

pecent/GDP in 2006. Tuma\'s statement was not surpriing 

given the widely shared view among economists What was 

surprising 

lashing out against Tuma 

opposition party and gestioning the independence of the CNB. 
There s little doubt the projected 2006 budget deficit 

ould be much lower if there were no elections hld next 

year. But the real story is that despite the Czech 

Republic\'s strong macroeconomic performance 

discipline remains a key vulnerability of the Czech 

government as it prepares to join the eurozone in 2010. 

CABANISS 
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requirements for CAFTA implementation 

on the controversial law on patents and data protection 
(number 30-2005). Also referring to the US requirement for 
SPS equivalency and changes to telecoms legislation 
threatened that Guatemala would not cede and would simply not 
implement CAFTA. President Berger 

January 17 

will not permit changes in the themes since they have been 
signed off on; we must be respectful.\" 


2. (U) The President of the congressional Economic 
Commission 

chief drafter of the CAFTA implementation bill now pending 

was as emphatic as Stein to the press and even more so in a 
meeting with Econ Counselor on January 18. He stressed 

other things 

reciprocal 

that a key article on telecoms deleted from the latest 
implementation bill is covered elsewhere in the law. The 
powerful chambers of industry and agriculture also publicly 
supported SteinWs tough stance on not adding new requirements 
while AmCham was quoted as agreeing with the US pharmaceutical 
industry (Fedefarma/PhRMA) that the executive branch does not 
understand the patent and data protection issue and is wrong 

in its opposition to further patent law reform. 


3. (SBU) Stein announced that he would head a delegation to 
Washington 

and influential presidential commissioners 

to top USG officials. (Note: As of 1/19 Stein\'s plans are 
unclear 

the agriculture and economy ministers are still planning on 
going to meet with top State 
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officials. End note). For his part 

joining other CAFTA country presidents on Sunday in El 
Salvador to discuss implementation delays and USG 
requirements. 


4. (SBU) Comment: Both Stein and Rayo can be quite direct 
and outspoken 

light. However 

amendment to the IPR law (patents and date protection) is 
widespread and entrenched 

of the administration like Stein 

Minister Sosa. Neither the executive branch nor congress want 
to reopen this politically damaging issue. The requirement to 
recognize US meat inspection standards as equivalent to 
Guatemala\'s should be easier 

US meat. However 

reciprocity (a rhetorically appealing but not realistic point) 

and that this requirement was not put in writing in the CAFTA 
text. While many lesser issues should be cleared up during an 
upcoming technical meeting between USTR and the Guatemalans 
these two issues. along with perhaps telecoms 

to slow overall progress on CAFTA implementation in Guatemala. 
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4. (C) The GoG and GECOM Chairman both strongly favor 
long-term observers 

to what promises to be a highly contentious election process. 
Post believes that the combination of the second invitation 
letter and OAS A/SYG RamdinWs visit to Guyana beginning 
February 14 will help convince OAS of the importance in 
sending its own long-term mission. 


Voter Registration Appears on Track 

5. (U) GECOM\'s most recent figures indicate that 
approximately 28 

continuous registration started in October. GECOM expects a 
total of 38 

March 19. The only area of concern is Region 4 

has been slower. (Note. Region 4 is home to Georgetown 
traditional stronghold of the opposition PNC/R which is not 
encouraging its supporters to register. End Note.) GECOM is 
also almost current on at-home verification of new 
registrants\' residences. The media campaign to encourage 
voter registration has picked up in recent days. 


6. (U) The Ministers of Home Affairs and Amerindian Affairs 
have cooperated to institute a procedure for conducting late 
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registration of births for those who do not have a birth 
certificate. This had been a concern in December as reports 
came in of Guyanese citizens 

interior 

vote (Ref A). The Ministry of Home Affairs has employed 
Community Development Officers with Amerindian Affairs 
stationed in those remote areas to undertake late birth 
registrations. 


Leading Media Practitioners Sign Code of Conduct 

7. (U) All of Guyana\'s leading media organizations signed a 
Code of Conduct that kicked off on January 7. Among other 
things 

provide equitable share of election coverage to all 
registered parties 

and to refrain from publishing or broadcasting material that 
might incite racial hatred. Although the media signed a 
similar code of conduct before the 2001 elections that had 
little effect in deterring irresponsible reporting 

current process has already succeeded in some respects. For 
instance 

(the government news agency 

politically controlled TV stations 

discussions of the media\'s role during elections. The next 
step is to establish an Independent Refereeing Panel 


composed of prominent Caribbean media figures 
review complaints about coverage during the elections 
campaign. As in the past 

power to sanction those who violate the code. 


Election Mechanics 

8. (U) GECOM finally managed to turn on the server that 

contains the 2001 voters list (the starting point for the 

2006 list). The server had failed to operate when GECOM 

initially tried to access it in late 2005 

used by opposition parties to denigrate GECOM\'s image. GECOM 
has hired dozens of personnel to begin data entry of new 

voter registration information within two weeks. 


9. (U) The De La Rue ID card production equipment has not yet 
arrived. GECOM does not expect ID card production to be 
ready until the end of February at the earliest. Although 

behind schedule 

distribute an expected 50 

registrants and replacements for lost cards) in advance of a 
July poll date. 


Comment 
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10. (C) GECOMVs encouraging progress in a number of areas 
should not give the impression that Guyana is on track for a 
smooth election season. Quite the contrary 

growing signs of serious trouble on the horizon (to be 
reported septel). The center of controversy is how GECOM 
will verify that the 2001 voters list -- which will serve as 

the basis for the 2006 list -- is clean" of unqualified 
voters. The main opposition party PNC/R is determined to 
reject any process short of going house to house to verify 
each and every one of the 440 

2001 list. What exactly would be \"verified\" is in question. 
In addition 

privately that GECOM cannot possibly be ready to hold 
elections by the constitutionally due date of August 4. 
These statements are disingenuous at best 

three elections since 1992 

acceptable by international observers 

conducted in only two to three months. It is becoming 
increasingly evident that the PPP is the only major party 
interested in holding elections as constitutionally due by 
August 4. Other parties 

cannot win a free election 

BULLEN 
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from an annual average of USD 140 million in the mid-1980s to 
USD 2.7 billion per year in the second half of the 1990s 
yielding a total FDI stock of USD 213 billion by 2004. 
Traditionally 

been employment creation 

and high-skill industries. In recent years 

Government has also supported efforts by foreign-invested 
companies to sustain their international competitiveness 
through R&D enhancements and the marketing/sales of 
higher-value goods and services. 


2. The Irish Government\'s actions have had considerable 
success in attracting U.S. foreign investment. According to 
the U.S. Department of Commerce 

Ireland in 2004 was USD 10.4 billion 

U.S. total for the EU. Ireland received USD 3.4 billion in 

U.S. manufacturing investment flow in 2004 and was the third 
most attractive market in the world for this category of U.S. 
investment behind the United Kingdom (USD 13.2 billion) and 
Canada (USD 5.5 billion). The stock of U.S. investment in 
Ireland in 2004 was valued at USD 73 billion 

times the amount of U.S. investment stock in China (USD 15.4 
billion). There are roughly 620 U.S. firms in Ireland 

directly employing over 90 
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for approximately 250 

force. U.S. firms operate primarily in the following 
sectors: chemicals; bio-pharmaceuticals and healthcare; 
computer hardware and software; electronics; and 
services. In 2005 

internet/digital media investment 

Yahoo 

respective European operations. 


3. The American Chamber of Commerce reports that U.S. 
companies are attracted to Ireland as an export platform to 
the EU. In 2004 

55 billion worth of goods and services 

the EU market. Other reasons for Ireland\'s attractiveness as 
an FDI destination include: a 12.5 percent rate of corporate 
tax; the quality and flexibility of the English-speaking work 
force; cooperative labor relations; political stability; 
pro-business government policies; a transparent judicial 
system; and 

operating successfully in Ireland (a \"bandwagon\" effect). 
Factors that negatively affect Ireland\'s ability to attract 
investment include: increasing costs of skilled and unskilled 
labor (especially when compared to low-cost countries such as 
China and India) 

the transportation 

and absolute price levels that are ranked the highest in 
Europe. 


4. Four state organizations promote inward investment into 
Ireland by foreign companies: 


- The Industrial Development Authority of Ireland (IDA 
Ireland) has overall responsibility for promoting and 
facilitating foreign direct investment in all areas of the 
country 

responsible for attracting foreign companies to Dublin\'s 
International Financial Services Center (IFSC). IDA Ireland 
maintains offices in New York 

Atlanta 


- Enterprise Ireland promotes joint ventures and strategic 
alliances between indigenous and foreign companies; 


- Shannon Free Airport Development Co. (SFADCO) handles 
investment in the Shannon Free Zone and is generally 
responsible for economic development in the Shannon region. 
The Irish Government is in the process of folding SFADCO\'s 
functions into IDA Ireland 

action; 


- Udaras na Gaeltachta has responsibility for economic 
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development in those areas of Ireland where Irish (Gaelic) is 
the predominant language 
promote overseas investment in these regions. 


5. Major Laws/Rules/Taxation Policy 


Ireland\'s judicial system is transparent and upholds the 
sanctity of contracts as well as laws affecting foreign 
investment. These laws include: 


- The Industrial Development Act of 1993 
functions of IDA Ireland; 


- The Mergers 
which sets out rules governing mergers and takeovers by 
foreign and domestic companies; 


- The Competition (Amendment) Act of 1996 

extends the Competition Act of 1991 and the Mergers and 
Takeovers (Control) Acts of 1978 and 1987 

rules governing competitive behavior; 


- The Companies Act of 1963 
requirements for incorporation in Ireland (amended in 1990); 
and 


- The 2004 Finance Act 
encourage firms to set up headquarters in Ireland and to 
conduct R&D. 


In addition 

pertaining to employment 
protection and taxation 
EU level. 


6. One of Ireland\'s most attractive features as an FDI 
destination is the low corporate tax rate. Since January 1 
2003 

firms has been 12.5 percent. Existing foreign firms will 
retain their entitlement to the \"old\" 10 percent rate until 
2010 in the case of manufacturing and certain internationally 
traded services. Ireland\'s corporate tax rate is among the 
lowest in the EU 

oppose proposals to harmonize taxes at a single EU rate. In 
2004 

the Irish Government. 
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7. All firms incorporated in Ireland are treated on an equal 
basis. With only a few exceptions 

preventing foreign individuals or entities from ownership or 
participation in private firms/corporations. The most 
significant of these exceptions is that 

countries 

by EU residents in order to have full access to the single 
European aviation market. There are also requirements 
related to the purchase of agricultural lands (see below). 


8. While Ireland does not have a formal privatization 
program 

of some state-owned companies over the coming years. In 
2005 

privatize Aer Lingus 

There are no barriers to participation by foreign 
institutions in the sale of Irish state-owned companies. 
Residents of Ireland 

allocations to retail investors 

state-owned telecommunications company 

1998. 


9. Citizens of countries other than Ireland and other EU 
member states can acquire land for private residential 
purposes and for industrial purposes. Under Section 45 of 
the Land Act 

written consent of the Land Commission before acquiring an 
interest in agricultural land 

farms and racing facilities in Ireland that are owned by 
foreign nationals. There are no restrictions on the 
acquisition of urban land. 


10. There is no formal screening process for foreign 
investment in Ireland 

Government grants or assistance through one of the four state 
agencies responsible for promoting foreign investment in 
Ireland are often required to meet certain employment and 
investment criteria (see section \"D\" below). These screening 
mechanisms are transparent and do not impede investment 
limit competition 

investors are also required to examine the environmental 
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impact of the proposed project and to meet with Irish 
Environmental Protection Agency (EPA) officials. 


A.2. Conversion and Transfer Policies 
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11. Ireland enjoys full current and capital account 
liberalization. There are no restrictions or reported 
significant delays in the conversion or repatriation of 
investment capital 

there any plans to change remittance policies. Likewise 
there are no limitations on the import of capital into 
Ireland. Foreign exchange is easily obtainable at market 
rates. In 2004 

Authority (IFSRA) reported that the Allied Irish Bank (AIB) 
had knowingly overcharged on foreign exchange transactions 
for several years. AIB repaid the overcharged amount and 
conducted an internal disciplinary process. The euro is 
IrelandWs national currency. 


A.3. Expropriation and Compensation 


12. Private property is normally expropriated only for 

public purposes in a non-discriminatory manner and in 
accordance with established principles of international law. 
State condemnations of private property are carried out in 
accordance with recognized principles of due process. Where 
there are disputes between owners of private property subject 
to a government taking 

judicial review and appeal. 


13. In 2005 

involving the property/facilities of U.S. investors was that 

of the Lusitania 

southern coast in 1915 by a German submarine and which is 
owned by a U.S. citizen. The U.S. owner has attempted for 
ten years to secure his right of access to the vessel and in 
2001 brought action against the Government in the Irish 
courts after his applications for a license to dive to the 

vessel were denied. In 2005 

noted that \"the State simply cannot directly or indirectly 
expropriate this property from (the owner) 

even substantially deny him access to or the use of his 
property or any part or parts of his property 

color of merely regulating that access or use for the purpose 
of safeguarding a national asset 

compensation.\" The Irish Government has appealed the ruling 
as the two sides continue to discuss a possible license for 
an exploratory dive. 


A.4. Dispute Settlement 


14. Ireland has no specific domestic laws governing 
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investment disputes with foreign firms. There is 

legal arbitration framework available to parties that opt to 
arbitrate a dispute 

than litigate the case. Currently 

involving investments by U.S. firms either in arbitration or 
litigation. In recent years 

representatives have occasionally called into question the 
transparency of government tenders 

won by U.S. companies. Some U.S. firms claim that lengthy 
budgetary decisions delay procurements and that unsuccessful 
bidders often have difficulty receiving information on the 
rationale behind the tender outcome. Successful bidders 
have experienced delays in finalizing contracts 

work on major projects 

receiving compensation for work completed 

conciliation and arbitration processes. Successful bidders 
have also subsequently found that the original tenders do not 
accurately describe conditions on the ground. 


15. The Irish legal system is based on common law 
legislation and the constitution. The Companies Act 1963 
(amended 1990) is the most important body of law dealing with 
commercial and bankruptcy law and is applied consistently by 
the courts. Irish bankruptcy laws give creditors a strong 
degree of protection. The Department of Enterprise 

and Employment is the state agency with primary 
responsibility for drafting and enforcing company law. The 
judiciary is independent 

by jury in commercial disputes. Ireland is a member of the 
International Center for the Settlement of Investment 
Disputes 
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to binding international arbitration of investment disputes 
between foreign investors and the state. Ireland is also a 
party to the New York Convention of 1958 on the Recognition 
and Enforcement of Foreign Arbitral Awards. There is no 
specific domestic body for handling investment disputes. 


A.5. Performance Requirements/Incentives 


16. The Irish Government does not maintain any measures that 
it has notified the WTO to be inconsistent with Trade-Related 
Investment Measures (TRIMs) requirements. Moreover 

have been no allegations that the Government maintains 
measures that violate the WTO\'s TRIMs text. 
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17. Three Irish organizations 

Udaras 

to investors for capital equipment 

training 

including overseas companies 

organizations must submit investment proposals. Typically 
these proposals include information on fixed assets 
(capital) 

targets using criteria such as sales 

and employment. This information is treated in confidence by 
the organizations 

an economic appraisal prior to approval for support. In 
2004 

foreign firms. 


18. Performance requirements are generally based on 
employment creation targets established between the state 
investment agencies and foreign investors. Grant aid is paid 
out only after externally audited performance targets have 
been attained. Generally 

repayment of the government grant if the company closes 
before an agreed period of time elapses 

after the grant has been paid. Grant agreements generally 
have a term of five years after the date on which the last 
grant is paid. There are no requirements that foreign 
investors purchase from local sources or allow nationals to 
own shares. 


19. Asa result of \"Agenda 20001" EU budgetary reforms 
since 2000 Ireland has been treated as two regions for the 
purpose of EU structural funding and maximum \"regional aid." 
Under the new rules 

of capital investment) is only available to companies 

locating in the 13 \"Objective 1W border 

(BMW) counties of Ireland 

developed. Companies locating in the remaining 15 counties 
in the more prosperous south and east are entitled to 
restricted grant aid up to a maximum of 17.5 percent to 20 
percent of their capital investment 

For the period 2004-2006 


Transition Regions Percent of Capital Investment 
-- Southeast 20 
-- Mid-West 20 
-- Southwest 20 


-- Mid-East 18 
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-- Dublin 17.5 


Objective 1 Region 
-- Border 


The current Regional Aid Guidelines (RAGs) will cease to 
operate at the end of 2006 

developing new RAGs for the period 2007-2013. It is expected 
that these new rates will be lower than the current rates. 


20. While investors are free 

considerations 

IDA Ireland has since the late 1990s differentiated grant aid 
levels in favor of regions outside Dublin. This linkage is 
consistent with the National Spatial Strategy 

adopted in 2001 with the aim of spreading investment more 
evenly around the country. One of the strategy\'s stated 
goals was to direct 50 percent of all new jobs related to 
greenfield investment to the border 

(BMW) counties of Ireland 
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developed. In 1999 

greenfield investment were located in the BMW region; by 
2004 

new investment projects negotiated by the IDA were slated for 
areas outside Dublin. To encourage client firms to locate 
outside Dublin 

attraction 

Letterkenny and Derry 

and the National Microelectronics Research Center in Cork. 


21. There are no restrictions 

participation by foreign firms in government-financed and/or 
subsidized R&D programs on a national basis. In fact 
government encourages multinational companies to undertake 
more R&D in Ireland. Science Foundation Ireland (SFI) 

state science agency 

365 million R&D fund under the 2000-2006 National Development 
Plan. The fund targets leading researchers in lreland and 
overseas to promote within lreland the development of 
biotechnology and information/communications technology 
well as complementary worker skills. Under the 2004 Finance 
Act 

expenditure on revenue items 

related to R&D can be offset against a company\'s corporation 
tax liability in the year in which it is incurred. The 2006 


Column 3 

Irish Government budget also allocates euro 300 million to a 
new Strategic Innovation Fund 

between industry and academia. In 2005 

Xilinx 

other firms 

facilities. 


22. Visa 

investors are non-discriminatory and 

generally liberal. There are no restrictions on the numbers 
and duration of employment of foreign managers brought in to 
supervise foreign investment projects 

permits must be renewed yearly. There are no discriminatory 
export policies or import policies affecting foreign 

investors. 


A.6. Right to Private Ownership and Establishment 


23. The most common form of business organization in Ireland 
is the incorporated company 

under the Companies Act 

Irish law does not prevent foreign corporations from carrying 
on business in Ireland. Any company incorporated abroad that 
establishes a branch must 

the Registrar of Companies. A foreign corporation with a 
branch in Ireland will have the same standing in Irish law 

for purposes of contracts 

Ireland. Private businesses are not at a competitive 
disadvantage to public enterprises with respect to access to 
markets 


24. Before 1999 

international norms by allowing 

registration of companies in Ireland that were not actually 
resident in Ireland (so-called Irish Registered Non-Resident 
companies (IRNRs)). In response to concern that a large 
number of the estimated 40 

tax evasion 

the 1999 Finance Act equated registration in Ireland with tax 
residence and liability for all companies except in limited 
circumstances. Exceptions include cases where the Irish 
company 

Ireland 

residents of an EU member state or by residents of a country 
with which Ireland has a tax treaty (including the United 
States). Nonetheless 

U.S. firms 

treaty provisions must identify the beneficial owners of the 
company. 
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25. Similarly 

requires that every application for company registration in 
Ireland show the manner in which the proposed company will 
carry out activities in Ireland. Section 43 of the 

legislation stipulates that a company must either have a 
director resident in the State or provide a bond of euro 

25 

the Companies Act or tax legislation. Section 44 states that 
these requirements may be waived when the Company obtains a 
certificate from the Companies Office stating that the 
company has a real and continuous link with one or more 
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economic activities in Ireland. Like the 1999 Finance Act 

the Companies Act is designed to prevent the use of IRNRs for 
exclusively foreign activities without any connection to 

Ireland. 


A.7. Protection of Property Rights 


(I) Real Property 


26. Secured interests in property 

estate 

Justice administers a reliable system of recording such 
security interests through the Land Registry and Registry of 
Deeds. An efficient 

accessible to foreign investors to protect and facilitate 
acquisition and disposition of all property rights. 


(Il) Intellectual Property Rights 


27. Ireland is a member of the World Intellectual Property 
Organization and a party to the International Convention for 
the Protection of Intellectual Property. In July 2000 
President McAleese signed legislation bringing Irish 
intellectual property rights (IPR) law into compliance with 
Ireland\'s obligations under the WTO Trade-Related 
Intellectual Property Treaty (TRIPs). The legislation came 
into force on January 1 

most comprehensive legal frameworks for IPR protection in 
Europe. 


28. This legislation addressed several TRIPs inconsistencies 
in previous Irish IPR law that had concerned foreign 
investors 

recordings 
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low criminal penalties that failed to deter piracy. The new 
legislation includes provisions for stronger penalties on 
both the civil and criminal sides. 


29. As part of this comprehensive copyright legislation 
changes were also made to revise the non-TRIPs conforming 
sections of Irish patent law. Specifically 

legislation addresses two concerns of many foreign investors 
in the previous legislation: 


- the compulsory licensing provisions of the previous 1992 
Patent Law were inconsistent with the \"working\" requirement 
prohibition of TRIPs Articles 27.1 and the general compulsory 
licensing provisions of Article 31; and 


- applications processed after December 20 
conform to the non-discrimination requirement of TRIPs 
Article 27.1. 


30. DVD and CD piracy 

In 2004 

at approximately euro 3 million 

valued at roughly euro 756 

in County Meath confiscated 8 

that could produce 600 DVDs an hour. Industry 
representatives note that pirated DVDs make up at least 60 
percent of the DVD rental market and that light penalties 
given to counterfeiters in DVD piracy court cases hamper 
police enforcement efforts. Moreover 

estimate that up to 38 percent of PC software used in Ireland 
is pirated. The Business Software Alliance in Ireland 
estimates that reducing this rate by ten percentage points 
would help the USD 2.6 billion domestic IT industry to grow 
to USD 4 billion by 2009. 


A.8. Transparency of the Regulatory System 


31. The Irish Government generally employs a transparent and 
effective policy framework that fosters competition between 
private businesses in a non-discriminatory fashion. While 
ongoing Irish judicial \"Tribunals\" are investigating possible 
links between indigenous Irish companies\' political donations 
in the late 1980s and favorable government decisions 
businesses can 

treatment in their dealings with the Government. There is no 
report of any U.S. firm or investor having being required or 
forced to make payments during that period. 


32. In recent years 
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regulatory powers from Cabinet Departments in key economic 
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sectors. The Commission for Communications Regulation and 
the Commission for Energy Regulation are responsible for 
regulating the communications and energy sectors 
respectively. Both are independent bodies with institutional 
links to the Department of Communications 

Natural Resources. The Commission for Aviation Regulation is 
an independent body that regulates the aviation sector. It 

is institutionally linked to the Department of Transport 

which has direct regulatory powers over other segments of the 
transportation sector. 


33. The Competition (Amendment) Act 1996 amends and extends 
the Competition Act 1991 

of the Competition Authority 

increases corporate liability 

defenses. Most tax 

and other laws are compatible with European Union 
regulations 

Proposed laws and regulations are published in draft form for 
public comment 

representative associations. Bureaucratic procedures are 
transparent and reasonably efficient 

pro-business climate espoused by the Government. 


A.9. Efficient Capital Markets and Portfolio Investment 


34. Capital markets and portfolio investments operate 
freely 

foreign firms. In some instances 

and banks are able to facilitate loan packages to foreign 
firms with favorable credit terms. Credit is allocated on 
market terms 

in 2004 that the banking sector\'s lack of competition limited 
the amount of credit available to small and medium-sized 
firms. Irish legal 

transparent and consistent with international norms and 
provide a secure environment for portfolio investment. The 
Capital Gains Tax rate is 20 percent. The Irish banking 
system is sound. The estimated total assets of all licensed 
credit institutions as of December 2005 stood at euro 911.4 
billion 

holding a combined 25 percent of total assets. According to 
the Central Bank 

of total assets. U.S. banks operating in Ireland include 
Citibank and Chase Manhattan. 
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35. As of January 2006 

Irish Stock Exchange (ISEQ) was euro 95.1 billion 

percent of projected 2005 nominal GDP (euro 159.9 billion). 
In terms of market weight 

predominant: Allied Irish Bank 

construction industry supplier) 

firm). The Irish stock market has recovered steadily since 
plummeting in 2002 following the global economic slowdown and 
well-publicized management problems at several major Irish 
companies. In 2005 

growth and reached an all-time high by year's end 

strongest performances in the developed world. Economists 
attribute ISEQ\'s robust showing to Ireland\'s broad-based 
economic growth 

earlier in the decade 

European economy. In 2005 

market 

smaller firms with a minimum market cap of euro 5 million. 


36. In May 2003 

into the Central Bank and Financial Services Authority of 
Ireland (CBFSAI) 

Financial Services Authority of Ireland Act 2003. Under the 
legislation 

for the overall stability of the Irish financial system. The 
legislation also established the Irish Financial Services 
Regulatory Authority (IFSRA) 

constituent part of CBFSAI that regulates financial services 
institutions in Ireland and 

Exchange. IFSRA took over this responsibility from a mix of 
government bodies 

Department of Trade 

Office of Director of Consumer Affairs 

Friendly Societies. The legislation also enhanced the 
regulatory powers given to IFSRA 

protection. 


37. With the advent of Economic and Monetary Union (EMU) 

the Central Bank is now a member of the European System of 
Central Banks (ESCB) whose primary objective is to maintain 

price stability in the euro area. Ireland no longer operates 
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an independent monetary policy. Rather 

implements monetary policy for the euro area 

Bank implements that policy at the national level. The 
Governor of the Central Bank is one of 18 members of the 
Governing Council for the ECB and has an equal say in the 
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formulation of monetary and interest rate policy. The other 
main tasks of the Central Bank include: issuing euro currency 
in Ireland; acting as manager of the official external 

reserves of gold and foreign currency; conducting research 
and analysis on economic and financial matters; overseeing 
the domestic payment and settlement systems; and 
investment assets on behalf of the State. 


38. The Irish Takeover Panel Act 1997 governs company 
takeovers. Under the Act 

guidelines 

commercial behaviour in the context of mergers and takeovers. 
According to minority squeeze-out provisions in the 
legislation 

the target company can compel the remaining minority 
shareholders to sell their shares. There are no reports that 
the legislation has been used to prevent foreign takeovers 
specifically 

high-profile foreign takeovers of Irish companies in the 
banking and telecommunications sectors in recent years. The 
EU Directive on Takeovers provides a framework of common 
principles for cross-border takeover bids 

playing field for shareholders 

obligations throughout the EU. The Directive is to be 
implemented in Ireland in 2006 

have already been enacted in the Irish Takeover Panel Act 
1997. 


A. 10. Political Violence 


(I) Impact of Northern Ireland Instability 


39. Inthe past 

Northern Ireland were thought to affect the Republic of 
Ireland. In reality 

spillover of violence or instability 

late 1970s and particularly after the cease-fires of 1994. 
The growth of business investment and confidence in Northern 
Ireland since the cessation of widespread violence has 
benefited the Republic of Ireland 

reaching nearly euro 2.5 billion in 2004. No violence 
related to the situation in Northern Ireland has been 
specifically directed at U.S. citizens or firms located in 
the South. 


40. The 1998 ratification of the Good Friday Agreement by 
large majorities in both Ireland and Northern Ireland has 
further diminished the potential for violence. Since then 
however 
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to commit acts of criminality and terror in Northern Ireland 

and on mainland Britain. There have been no serious 
incidents in the Republic of Ireland. In mid-2005 

Republican Army announced that it would no longer pursue its 
objectives through violent means. Independent observers 
subsequently confirmed the decommissioning of IRA weapons. 
Efforts in pursuit of a final peace agreement 

restoration of cross-community participation in local 
government 


(II) Other Acts of Political Violence 


41. In 1997 and 1998 

vandalized two separate Irish crop trial sites 

agricultural biotechnology crops. The trials were conducted 

by the U.S. firm 

incidents and criminal charges were filed in both cases. 

There have been no further incidents involving subsequent GMO 
plant trials in Ireland. 


42. There have been no other recent incidents involving 
politically motivated damage to foreign investment projects 
and/or installations in the Republic of Ireland. In 2003 
several Irish citizens opposed to the Iraq War damaged U.S. 
military assets at Shannon Airport. In 2004 

citizens was convicted in an Irish court and given a 
suspended sentence. The trial of the other citizens involved 
in these acts is pending for 2006. In late 2005 

opposition and independent Irish parliamentarians said 
publicly that they would not oppose further attacks on U.S. 
military aircraft transiting Ireland. 
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A. 11. a. Corruption 


43. Corruption is not a serious problem for foreign 

investors in Ireland. The principal Irish legislation 

relating to anti-bribery and corruption includes the Public 
Bodies Corrupt Practices Act 1889 

Corruption Act 1906 

and the Prevention of Corruption (Amendment) Act 2001. This 
body of law makes it illegal for Irish public servants to 

accept bribes. The Ethics in Public Office Act 1995 provides 
for the written annual disclosure of interests of people 

holding public office or employment. 


44. Ireland signed the UN Convention on Corruption in 
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December 2003 

legal measures required for implementation. In January 2000 
the GOI introduced to Parliament the \"Prevention of 
Corruption (Amendment) Act 

the OECD Convention on Bribery. The legislation 

enabled Ireland to ratify a number of conventions dealing 

with corruption drawn up by the European Union 

of Europe 

November 2002. Ireland formally ratified the OECD Convention 
in September 2003. Ireland is also a member of the OECD 
Working Group on Bribery and the Group of States Against 
Corruption (GRECO). Under the Prevention of Corruption Act 
the bribery of foreign officials is a criminal offense. 

Bribery of foreign officials may also invalidate a contract 

that a party is seeking to enforce in Ireland. 


45. A number of ongoing judicial \"Tribunals\" are seeking to 
establish whether political donations by certain Irish 
companies in the late 1980s and early 1990s can be linked to 
favorable government decisions 

zoning and tax matters. There is also media and public 
concern that business interests may have compromised Irish 
politics in the late 1980s and early 1990s. Despite these 
reports of payments to political parties and figures in the 
1980s and early 1990s 

foreign businesses or investors have had to make such 
payments or been approached to make such payments to conduct 
business during the period in question or in years since. 


46. In late 2004 

allegations that a Cabinet Minister approved for his former 
Department a no-bid public relations contract worth euro 

300 

the Minister in 2005. In late 2005 

Minister resigned following press reports that a construction 
firm had worked on his house for free and that he had offered 
improper financial incentives to his office staff. 


47. The Irish police investigate allegations of corruption. 

If sufficient evidence of criminal activity is found 

Director of Public Prosecutions prepares a file for 
prosecution. A small number of public officials have been 
convicted of corruption and/or bribery in the past 

it is not acommon occurrence. 


b. Bilateral Investment Agreements 


48. Ireland\'s only bilateral investment protection 
agreement is with the Czech Republic. In addition 
has bilateral tax treaties with the following countries: 
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Australia 

Croatia 

Finland 

Japan 

Malaysia 

Poland 

South Africa 

States 

signed in November and December 2003 

became effective for the 2005 tax period. A treaty replacing 
the existing treaty with Canada was signed in October 2003. 
Parliamentary procedures to bring the treaty into force were 
completed by Ireland in December 2004 and by Canada in April 
2005 

period. A new agreement with Chile was signed in June 2005. 
The agreement will likely enter into force in 2006 

to completion of the necessary parliamentary procedures by 
Ireland and Chile. A protocol amending Ireland\'s agreement 
with Portugal was signed in November 2005 and will also 
likely enter into force in 2006 

procedures in both countries. New treaties with Argentina 
Egypt 


DUBLIN 00000060 010.2 OF 014 


Ukraine are being negotiated. Existing treaties with Cyprus 
France and ltaly are in the process of re-negotiation. These 
agreements serve to promote trade and investment between 
Ireland and the partner countries that would otherwise be 
discouraged by the possibility of double taxation. 


c. OPIC and Other Investment Insurance Programs 


49. Since 1986 the U.S. Overseas Private Investment 
Corporation (OPIC) has been authorized to operate in Ireland 
as part of the U.S. effort to support the process of peace 

and reconciliation in Northern Ireland. There is some 
potential in Ireland for OPIC\'s credit guarantee programs. 
No other countries have an investment insurance program in 
Ireland. Ireland is a member of the Multilateral Investment 
Guarantee Agency (MIGA). 


50. The estimated annual U.S. dollar value of local 

currency likely to be used by the U.S. Embassy in Ireland 
during 2006 is approximately USD 12.4 million. The Embassy 
purchases local currency through centralized bulk purchasing 
arrangements at a competitive market rate. Prospects for 
eurozone economic growth and for the U.S. trade and budget 
deficit positions will likely determine USD and euro currency 
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movements through 2006. 


d. Labor 


51. In 2005 

highs 

the third quarter of 2005 

1.9 million 

compared to the third quarter of 2004. Since 1994 
employment growth has averaged roughly 4.0 percent 

lower rates recorded in 2002 and 2003 following the post 9-11 
global economic slowdown. Comparing the third quarters of 
2004 and 2005 

vibrant (housing) construction sector 

jobs. There was also a gain of 20 

financial services during the year. Employment in production 
industries 

continuing a trend from 2004. 


52. In contrast to 15.6 percent unemployment in 1993 
Ireland registered 4.2 percent unemployment in the second 
quarter of 2005. This was the lowest unemployment rate among 
EU Member States and slightly less than half the eurozone 
average. The number of unemployed people in the third 
quarter of 205 was 96 

compared to the third quarter of 2004. Local economists 
believe that the Irish economy is as close to full employment 
as possible 

recruiting workers. Whereas Ireland\'s primary policy goal 
was once job creation 

shifted to upgrading skills and increasing the number of 
workers in technology-intensive 


53. Irish labor force regulation is less restrictive 

compared with most continental EU countries. The Irish 
workforce is characterized by a high degree of flexibility 
mobility 

in the workforce 

currently employed. This gender balance reflects a change in 
social mores that has facilitated a surge in female 
employment since the mid-1980s 


54. With the tightening of the labor market 

an upward growth curve. As of the third quarter of 2005 
average annual earnings per worker were euro 35 

percent increase over the third quarter of 2004. Between 
1998 and 2003 

percent 

period. The minimum wage was euro 5.20 when it was first 
introduced in 2000 and rose to euro 7.65 in 2005. Employees 
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earning the minimum wage will not have to pay personal income 
tax in 2006. 


55. Unprecedented immigration levels 

Eastern Europe 

market. Of the 96 

between the third quarters of 2004 and 2005 

were immigrants 

lower-end services sectors. According to some sources 
number of people taking up residence in Ireland since the 
accession of new EU Member States in 2004 may be as high as 
100 
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immigration trends and the possibility of displacement of 

Irish workers. In late 2005 

ferry company to replace Irish workers with Eastern European 
migrants at lower wages prompted large-scale 
demonstrations nationwide in support of protective mechanisms 
for both Irish and migrant laborers. Economists point out 
however 

sufficient to accommodate both Irish workers and immigrants. 
Economists also hold that that Ireland will require 50 
immigrants a year over the short term to sustain high rates 

of economic growth. 


56. The Irish system of industrial relations is a voluntary 
one. Pay levels and conditions of employment are generally 
agreed through collective bargaining between employers and 
employees. Since 1987 

under the framework of a series of national economic 
programs 

unions 

PartnershipW approach has been accompanied by a marked 
improvement in the industrial relations climate since the 
mid-1980s. Working days lost as a result of industrial 
disputes amounted to 37 

fraction of the total days lost through industrial action in 

the 1980s and early 1990s). 


57. The latest national economic program 

Progress 

in February 2003 and approved by Ireland\'s major unions in 
August 2004. The 18-month agreement exchanges a 7 percent 
wage increase for industrial relations stability. While the 
package will cost the GOI - Ireland\'s largest employer - an 
estimated euro 2.5 billion 

the full 7 percent due to competitive pressures will be 

permitted to pay lesser increases or none at all. As part of 
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the package 

of W affordable housing\" and to amend legislation and 
statutory codes to strengthen the procedures by which unions 
can represent their members\' interests. In addition 
enhanced statutory redundancy terms to provide released 
employees with two weeksY compensation for each year of 
service. Negotiations on a successor program to \"Sustaining 
Progress were set to begin in early 2006. 


58. Trade union demands for mandatory trade union 
recognition in the workplace are strongly resisted by 
employers. While the Irish constitution guarantees the right 
of citizens to form associations and unions 

affirms the right of employers not to recognize unions and to 
deal with employees on an individual basis. Currently 
roughly 33 percent of workers in the private sector are 
unionized 

Among foreign-owned firms 

not belong to unions. Employers also strongly oppose trade 
union demands for greater \"partnership\" between employees and 
employers at the enterprise level 

participation in managerial decisions through German-style 
\"work councils.\" Some progress has been made 

regard to increased profit-sharing. 


e. Foreign Trade Zones/Free Ports 


59. The Shannon duty-free Processing Zone (SDFPZ) was 
established by legislation in 1957. Under the legislation 
eligible companies operating in the Shannon Free Zone are 
entitled to the following benefits: goods imported from 
non-EU countries for storage 

free; no duty on goods exported from Shannon to non-EU 
countries; no time limit on disposal of goods held duty-free; 
minimum customs documentation and formalities; no Value Added 
Tax (VAT) on imported goods 

choice of having import duty on non-EU product calculated on 
its landing value or selling-out price. Qualifying criteria 

for eligible companies include employment creation and 
export-orientation. Foreign-owned firms in the Shannon Free 
Zone have the same investment opportunities as indigenous 
Irish companies. As of 2005 

traded manufacturing and service companies established in the 
Shannon Free Zone 

generating about euro 2.5 billion in exports annually. U.S. 
companies 

out of Shannon 

DHL 

Shannon Free Zone is technically an asset of SFADCO 

the Government is currently reviewing a proposal to place the 
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zone under the authority of Shannon Airport as a means of 
airport funding. 
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60. Duty free exemptions are available also to companies 
operating in Ireland\'s major deep-water port at Ringaskiddy 
in County Cork 

recent years. 


f. Foreign Direct Investment Statistics 


61. According to Ireland\'s Central Statistical Office (CSO) 
the stock of FDI in Ireland for end-year 2004 stood at euro 
171.8 billion 

percent drop from 2003. Ireland received FDI flows worth 
euro 8.98 billion in 2004 

and a 55 percent decline from 2003. (Note: Different FDI 
calculation methods likely explain discrepancies with U.S. 
Department of Commerce statistics 

alone to Ireland as USD 10.4 billion in 2004 

same amount as total FDI flows according to Irish statistics. 
Further discrepancies are noted in the tables below.) 


62. In 2004 

including 478 U.S. firms 

Irish economy from their annual sales of euro 75 billion 
(exports of euro 71 billion) and paid over euro 2.5 billion 

in corporate tax. During 2005 

business projects with new and existing clients 

involved a total investment commitment of over euro 745 
million over the coming years. IDA also supported 50 R&D 
investment projects involving a total investment by business 
in excess of euro 260 million 

value over 2004. 


63. According to the American Chamber of Commerce 
firms announced 34 investment projects in 2005 

3 

investments 

expansion programs 

Dell 

90 percent of FDI projects that came to Ireland in 2005 were 
of U.S. origin. New investments were evenly split between 
the east coast 

country 

and the Southeast. The U.S. Department of Commerce estimates 
that U.S. companiesV average return on investment (ROI) in 
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Ireland is 24 percent. 


Table 7.1: Stock of U.S. Investment in Ireland 
(Millions of dollars; historical cost basis) 


2002 2003 2004 


All Industries 46 

Manufacturing 13 
Food 157 198 241 
Chemicals 6 
Metal 22 33 51 


Industrial machinery 23 24 26 
Computers/Electronic 3 


Transportation Equipment unavailable unavailable 285 


Wholesale trade 2 

Information 10 

Finance/Insurance 7 

Depositary Institutions 145 445 unavailable 
Prof. Services 1 


Source: U.S. Department of Commerce 
Business 


Table 7.2: Investment Flows into Ireland by Country Origin 
2004 

(in euro millions) 

Total 8 
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UK -2 


Belgium/Luxembourg 5 
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France 846 
Germany 921 
Italy 271 
Netherlands 5 
Canada -271 
United States 3 
Japan 1 


Source: Ireland Central Statistical Office (CSO) website 


(Note: According to the U.S. Department of Commerce 
investment flow into Ireland in 2004 was USD 10.4 billion. 
Also 

effected through intermediary subsidiaries located outside 
the United States. According to the CSO 

proportion of the Dutch investment cited above originated in 
the United States.) 


Table 7.3: Investment Stock in Ireland by Country Origin 
(in euro millions) 

Total 171 

UK 24 


Belgium/Luxembourg 27 


France 3 
Germany 2 
Italy 4 
Netherlands 56 
Canada 5 
United States 25 


Source: Ireland Central Statistical Office (CSO) website 


(Note: According to the U.S. Department of Commerce 
stock of U.S. investment in Ireland in 2004 was USD 73.2 
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billion.) 


Table 7.4: Total Employment by Sector in IDA-Supported 
Companies 


2002 2003 2004 
Information/Communications 
Technologies 43 


Pharmaceuticals/Healthcare 19 


Engineering 16 
Miscellaneous Industry 10 


International and Financial 
Services 43 


Total 132 


Source: IDA Ireland Annual Report 


Table 7.5: Origins of IDA-Supported Companies 
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Country Number of Firms Employment 
United States 478 90 

United Kingdom 116 6 

Germany 140 11 

Rest of Europe 209 16 

Asia/Pacific 46 3 


Rest of World 33 1 
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Total 1 


Source: IDA Ireland Annual Report 


Table 7.6: Major U.S. Investments in Ireland 


Company 

Apple Computers 
AIG Europe 
Bausch & Lomb 
Berlitz 

Bisys 


Boston Scientific 


HP-Compaq Computers 


Citibank 

Dell Computers 
Eastman Kodak 
Fidelity 

Gartner Group 
Hertz 
Hewlett-Packard 
IBM Ireland 


Intel Ireland 


Johnson & Johnson 


Millipore Ireland BV 


Motorola 


Netscape Communications 


Location 
Cork 
Dublin 
Waterford 
Dublin 
Waterford 
Galway 
Galway 
Dublin 
Limerick 
Limerick 
Dublin 
Limerick 
Dublin 
Leixlip 
Dublin 
Dublin 
Dublin 
Cork 


Cork 


Dublin 
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Novartis Cork 

PFPC Navan 

Prudential Insurance of America Letterkenny 
3Com Dublin 

United Airlines Dublin 

US Robotics Dublin 
Woodchester Investments Dublin 
Wyeth Biopharma Dublin 
Source: IDA Ireland Annual Report 
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collectors are continuously barred from student dormitories and 
arrested at subway stations while gathering signatures. Popkov 
noted that Poznyak\'s group was documenting all incidents. 


7. Milinkevich and Poznyak Warned 


The CEC on January 18 issued an official warning to Milinkevich 
and Poznyak\'s initiative groups for allegedly distributing 
campaign material during the signature collection campaign 
which is a violation of Belarus\' electoral code. Milinkevich 
called the warning \"far-fetched\" and plans to appeal the 
warning to the Supreme Court. Poznyak\'s group admitted it 
distributed printed materials 

citizens did not have information about presidential 
contenders. Poznyak encouraged other initiative groups to 
distribute information about their contenders. After PoznyakYs 
remarks 

CEC\'s warning had been \"too mild.\" 


8. Head Of the CEC Makes Predictions 


CEC head Yermoshina in a January 17 interview with independent 
newspaper BDG Delovaya Gazeta predicted that elections would be 
calm without any protests. According to Yermoshina 

election results were more or less predictable and named 
Lukashenko as the strongest figure in the elections 

refrained from commenting on the chances of other contenders. 
The CEC head hoped that no less than three contenders would be 
registered as candidates 

make it on the ballot. Yermoshina claimed all contenders were 
given equal opportunities as stated in the law. However 
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President had an advantage over the other candidates 

much of the electorate supported him and was more willing to 
collect signatures on his behalf. 


9. MFA Invites CIS 


On January 18 

Commonwealth of Independent States (CIS) 

Security Treaty Organization 

Community to observe Belarus\' elections. On January 19 
MFA announced it had invited ODIHR observers as part of 
Belarus steps to ensure that the elections were conducted in 
accordance with international standards. Head of the CEC 
Yermoshina expected 700 international observers to be invited 
and over 20 

observations. The MFA warned international organizations to 
\"strictly follow Belarusian legislation and not interfere in 

the election process. The MFA hoped that the conclusions of 
the international monitors would not be \"biased\" or 
\"politicized.\" ODIHR spokeswoman Urdur Gunnarsdottir told 
reporters that the ODIHR needs assessment team would arrive in 
Belarus the week of January 23. 


10. CEC Approves Requirements for International Observers 


The CEC on January 18 approved rules of observation for March\'s 
presidential election. According to CEC Secretary Lozovik 
international observers are to obtain accreditation with the 
CEC by presenting their invitation. Accreditation will be 

valid from day of issuance until the day the official election 
results are announced. International observers are allowed to 
attend sessions of elections commissions at all levels 

with presidential candidates 

parties 

despite reports to the contrary 

to observe the vote counting process. Furthermore 

have the right to freely express their opinion about the vote 
but are not allowed to use their accreditation for activities 

not connected with the election. Violators will lose their 
accreditation. 


11. CIS Observation Team in Place 


Vladimir Rushailo 

in Belarus 

reporters on January 18. The observation team 
foreign staff members 
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Belarus 

district in Brest on January 19. The CIS Executive Committee 
asked the CIS Inter-Parliamentary Assembly and the Belarusian 
and Russian Parliaments to contribute monitors. The CIS\'s 
teams will be permanently based in regional capitals and will 
organize observations on the ground 

local election commissions 

local media 


12. CIS Monitor Praises Belarus Electoral Law 


Rushailo told reporters on January 18 that Belarus\' electoral 
code met all international and CIS standards. Rushailo 
long-term observation of Belarus\' March Elections began on 
January 18 

conducted in accordance with national law. According to 
Rushailo 

example 

incumbent President Nazarbayev received more state media 
coverage than the other contenders. The CIS team 

noted that Nazarbayev\'s coverage was mostly negative 

than what the opposition suffered 

than it helped. Rushailo opined that the ODIHR needed to 
create uniform election assessment standards and criticized 
ODIHR\'s accusations that country leaders use \"excessive\" 
administrative leverage during elections. He opined that ODIHR 
should first define what administrative leverage\" was and use 
a case-by-case approach to determine when it is excessive. 
Rushailo noted that the CIS\'s observation conclusions were 
similar to those of Chinese and Ukrainian MP observation teams. 
On January 19 

recognize exit poll results 

poorly trained pollsters who were unfamiliar with the proper 
methodology. 


13. Polling Booth Locations 


On January 17 

would be approximately 7 

with 20 to 3 

location. Village hospitals 

voters on their registers and city election districts would 
have between 2 

was the local executive government\'s responsibility 
CEC\'s 

18 

abroad. 
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14. Info Center in Minsk 


CEC Secretary Lozovik told reporters on January 18 that an 
information center would be created at the Palace of the 

Republic in downtown Minsk during the presidential election on 
March 19. Rector of the Presidential Management Academy 
Stanislav Knyazev 

arrangements. According to Lozovik 

\"unbiased and prompt" information during the election by 
displaying voter turnout and results on large TV screens. 

Chair of the CEC Ludmila Yermoshina will also hold several news 
conferences at the information center. 


15. Contenders to Submit Income Statements 


The CEC on January 18 ordered presidential contenders to submit 
their income and property statements by February 11. According 
to the CEC 

only their previous years income and property 

of their parents 

siblings 

collected 

in the newspapers within ten days. 


16. Former Contender Joins Alternative Vote Drive 


Former presidential contender Aleksandr Voitovich and his 
initiative group joined Poznyak\'s drive to organize an 
alternative vote. Poznyak asked Lukashenko opponents to cast 
fake ballots on Election Day and take the original ballots to 

an independent election commission to be counted. The 
objective is to discover the actual number of people who voted 
for Lukashenko. Voitovich told independent news source BelaPan 
on January 18 that the plan could prove to be effective if all 
democratic contenders would drop out of the race. Voitovich 
and Poznyak\'s groups are reportedly preparing to launch a 
promotional campaign for the alternative vote. 


17. Potential Agreement Between Candidates? 


During a January 16 trip to Molodechno 

backed a proposal from Kozulin\'s initiative group to hold talks 
with presidential contenders after the end of the signature 
campaign. According to Kozulin\'s associate 

Milinkevich agreed that candidates should hold talks on January 
28 to determine who has higher ratings and more ballot-access 
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signatures and who represents a wider range of the electorate. 
Milinkevich told reporters that a boycott of the presidential 
election should be discussed only if all six presidential 
contenders bow out of the race. 


18. Milinkevich\'s Platform 


On January 13 

the opposition\'s shadow government 

social platform on the United Civic Party (UCP) website. 

Deputy UCP Chair and co-author of the platform Yaroslav 
Romanchuk told independent online news source BelaPan that the 
document outlines steps that Milinkevich\'s team would take if 
elected president. The five-section platform deals with family 
values 

innovation activities 

expects the platform to restore political and economic 

freedoms 

for attracting foreign investments 

benefits 

government reform by downsizing security agencies and creating 
a dynamic workforce market that would raise Belarus\' 
competitiveness in foreign markets. 


During her January 17 interview 
Yermoshina commented on why the March elections will be calm: 


VI am absolutely certain that the elections will be calm 

because the social and economic basis for a shock are absent in 
Belarus. The attitude in society attests that the results of 

the elections will be sufficiently predictable.\" 


KROL 
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basic utilities and services. The incidence of tuberculosis 

is 1.5-2 times higher in Chechnya than the national average. 
The psychological health of the population is still poor 

with 80 percent having suffered or witnessed acts of 
violence. The main government trauma hospital in Groznyy 
still reports an average of two war-related injuries per day 
(gunshot wounds 


3. (C) MSF made the point that it is a humanitarian NGO and 
cannot participate in reconstruction efforts 

requests of local governments in the region. Though the 
health system in Chechnya is virtually non-existent outside 
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Groznyy and MSF runs clinics and TB dispensaries of its own 
MSF cannot help build hospitals or support the development of 
the Ministry of Health. 


4. (C) Asked whether MSF has felt pressure concerning its 
registration 

officials said no: though they are often mentioned by 

Russian officials and commentators alongside such human 
rights NGOs as Human Rights Watch and Amnesty International 
(\"the troublemakers\") 

treated as the purely humanitarian organization they claim to 

be. Lannaud said he had met with the Ingush government 
official in charge of liaison with NGOs 

understand the difficulties others were having: the official 
viewed the NGOs as resource providers who could be directed 
to provide whatever resources the local government needed 
according to plans and divisions of labor decided by the 

local government. Lannaud viewed the new Russian NGO law as 
a tool for local officials to reinforce this position. 

BURNS 
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to policy-making; to be a \"capacity builder\" by helping 
governments develop appropriate science policies. The 
Social and Human Sciences Sector (SHS) hired Renaud to 
study the sector and submit recommendations on ways to 
renew and strengthen its programs. Participants 

invited to attend the meeting 

the Canadian delegation 

members and Brazil; during the discussion period 
expressed skepticism about the division\'s programs and 
activities. The day before 

panel discussion on the Sector\'s MOST (Management of 
Social Transformations) program 

ADG Pierre Sane. This was an opportunity for certain 
delegations - South Africa 

to express support for the SHS Sector 

leader 

Natural Sciences sectors that may lead to a merger. 
These meetings highlight the extent to which the 
impending overall review (REFS A AND B) has added 
urgency to the SHS Sector\'s efforts to retool its 
programs. 

2. U.S. Mission TO UNESCO believes that some of the 
functions and initiatives outlined by Renaud are not 
appropriate for the SHS sector. We will meet with 
Renaud to express our concerns at the proposed 
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expansion of the sector\'s role in advance of the 

overall review of the two Science programs. END SUMMARY 
AND COMMENT. 


3. Renaud began his presentation by stressing that 
although he had been hired to evaluate the SHS Sector 
before the General Conference decision to launch an 
overall review of the SHS Sector and the Natural 
Sciences Sector 

that review. During his presentation 

Social Sciences: A Unique "Brokering\' Role!" 

asserted that “UNESCO should not be a grant agency!" or 
a research center. Rather 

unique role in the UN system by acting as a world 
\"observatory\" (on issues including migration 

cultural diversity 

policymakers and researchers (by organizing conferences 
and developing tools); and as a capacity builder by 
assisting in the development of sound science policies. 


4. Renaud explained that the Social and Human 
Sciences sector is currently promoting two initiatives. 
The first initiative is a long-term project under the 
auspices of the Management of Social Transformations 
(MOST) Program. This project includes the launch of a 
\"Google-type\" search engine for policy-makers. Through 
this search engine 

to relevant social science research results that can 
assist them in decision making. Success will be 
contingent on whether member states subscribe to the 
idea of the database and actually submit research 
material. The second initiative is a conference to be 
held in Buenos Aires in February 2006 that more than 

4 

been invited to attend. The objectives that organizers 
hope to achieve include: securing member state support 
for the search engine developed by the MOST program; 
gaining agreement with other UN agencies on a division 
of roles in the social sciences; strengthening networks 
among researchers on the global (vice regional) level; 
and enhancing dialogue between researchers and 
policymakers 

devoted to regional integration organizations. 

5. Renaud suggested that a possible step towards 
greater diffusion of information from the SHS programs 
would be to limit the number of single report brochures 
and books that are published in favor of a \"yearbook\" 

a single publication including all related studies. 

6. Renaud concluded by seeking feedback from member 
states. The German representative asked Renaud which 
issues and themes - rather than functions -- should be 
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the priorities of the SHS sector. Currently 

programs 

for much longer than is necessary. Discussion of this 
topic concluded with the agreement by participants that 
there is a scattering of priorities in the SHS sector 

and that a system of prioritization needs to be put 

into place. US Mission DCM stressed that the function 
of a research institution was not an appropriate one 

for the SHS Sector; he cited as an example a study on 
migration that UNESCO published advocating the 
abolition of all restrictions on migration 

contrary to policies enforced by the U.S. and many 
member states. Other representatives echoed the U.S. 
concern. 

7. Some participants voiced concerns over certain of 
Dr. Renaud\'s recommendations. The Swedish delegation 
raised the issue of cooperation between the sectors in 
UNESCO on future programs. He stated that many 
programs are relevant to more than one sector 
currently 

encourage cross-sector work: UNESCO should think more 
in terms of programs rather than sectors. Many 
delegations agreed; this was noted as a possible topic 
to be explored in the overall review of the SHS and 
Natural Sciences sectors 

medium-term strategy (2008-13). 

8. The day before 

discussion on the Sector\'s MOST program 

SHS Sector ADG Pierre Sane. The South African 
Ambassador also participated in the panel: The South 
African Minister for Social Development currently 
chairs the MOST intergovernmental council 

Africa plays an active role in the program. This was 

an opportunity for other delegations -- Senegal and 
Argentina -- to express support for the MOST program 
including advocating increased funding. Oliver 
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constituency involved 

developing countries 

cautioned that UNESCO\'s own free flow of information 
agenda could otherwise get lost in the larger UN 
bureaucracy. 


4. (SBU) Ambassador Gross emphasized that the US did 
not view WSIS as a mandate expander - rather the goal 
was for enhanced cooperation among WSIS actors within 
existing institutions and mandates. It was not an 
expansion of the ITU\'s - or anyone else\'s - mandate 
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said. Khan began to describe which WSIS action lines 
fall under UNESCO\'s competency. UNESCO is the sole UN 
agency responsible for freedom of expression and the 
media under the WSIS plan of action 

stated that UNESCO was trying to operationalize what 
this really means in practice and planned to organize a 
multi-stakeholder meeting on the topic for November 
2006. The main issue 

capacities. He noted UNESCO\'s numerous activities in 
post-conflict areas in terms of training media 
professionals 

and provided examples of progress in Afghanistan. He 
added that he had just received a 4 million dollar 

grant from the government of Italy to fund freedom of 
expression in the media. 

5. (SBU) Ambassador Gross asked Khan whether UNESCO\'s 
primary focus post-WSIS would be on the media side. 
Longworth indicated this was a case of triage. Khan 
cited 3 of the 8 Action lines mentioning UNESCO: 
Ethical dimensions of the information society; 

education and ICTs; and cultural and linguistic 

diversity. The ethical dimensions action line was to 

be split with ECOSOC 

show signs of active involvement. Ambassador Gross 
emphasized that this particular action line gave the 
USG substantial pause. Longworth and Khan said the 
issue was so large it was hard to know which aspect to 
pick. Khan observed that in the past UNESCO has been 
\"clobbered\" on the issue of ethics for media 
professionals in particular 

term could be a code word for censorship. Khan 
preferred the term \"high professional standards\" to 
which Gross quickly added the word \"voluntary\". 
Longworth noted that Khan had had to be very firm on 
this issue leading up to the 171st UNESCO Executive 
Board in September 2005 

emerges. For example 

be asking the Director General about it during his 
annual question and answer session for UNESCO Permanent 
Representatives on January 19. 

6. (SBU) Khan also specifically cited ICTs and 
Education as an Action line for UNESCO 

give specifics. When the conversation turned to 

cultural and linguistic diversity 

effectiveness of the Internet as a tool for scattered 
communities 

with one another in their native tongue. Longworth 
stated that UNESCO had a major work stream on access to 
diverse languages in cyberspace. She emphasized that 
Communication and Information saw its value added in 
the technical aspect (putting languages into digital 
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form) of promoting cultural and linguistic diversity 

while UNESCO\'s cultural sector might have a role to 

play vis-a-vis cultural diversity. Ambassador Gross 

noted recent discussions between the USG and Google on 
translation software 

tools 

ASCII languages could yield a quantum leap\" for 
everyone 

contacting Google to explore these ideas further. Khan 
noted that Google was already involved with the World 
Digital Library 

of Congress has reached out to UNESCO. Longworth and 
Khan expressed an interest to work with Google at a 

high level on these issues along with developing better 
search engines 

information 

bumper crop of new digital libraries interoperable. 
UNESCO could be a platform to bring parties together on 
these questions 


7. (SBU) Khan told Ambassador Gross that he plans to 
visit the U.S. in April 

increasing awareness of UNESCO\'s role in WSIS 
implementation and its communication development 
programs. He also described the progress UNESCO has 
made on establishing MOUs with private US firms. 

8. (SBU) Longworth noted that UNESCO was hosting a 
conference that explores how building Western style 
knowledge parks in developing countries can help boost 
capacity building on ICTs. Gross and Khan agreed that 
the quality of knowledge parks varied greatly. Khan 
described one outstanding example in Oman and added 
that others in his native India had taken off thanks to 

the work of the Secretary of Information Technology 

Shri M. Madhavan Nambiar. Gross described a small but 
successful USAID program to promote capacity building 
in the Palestinian Authority city of Ramallah. Khan 

stated that UNESCO\'s branch office in Ramallah was 
doing a great deal of media and ICT training and 

offered to put USAID in touch with this office. 

9. (SBU) COMMENT: Khan appears supportive of locating 
the Internet Governance Forum in Geneva but seemed 
surprised by the idea that UNESCO should encourage its 
own constituency to partake in the IGF bureau. Khan 
and Longworth indicated that UNESCO is in triage mode 
with WSIS implementation - although it claims it has 
competency in 8 of the Action lines 

be focused on 4: media 

information society 
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and open content 

Longworth emphasized their work on media freedom with 
us since they know we are among its strongest 
supporters among UNESCO member states 

cautious on the questions of information ethics and 
linguistic diversity 

but more technical role. It remains to be seen whether 
the worker bees in the Communication and Information 
sector receive these messages loudly and clearly -- and 
heed them. END COMMENT. 

Oliver 
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\"outdoor musicW and other events that encourage \"mingling of 
the sexes\" was met with widespread criticism in the West 
Bank. While the Qalgiliya municipal council did close a park 
area near the city zoo that had become a \"lover\'s lane" and 
center of drug use 

close any of establishments in the city that discreetly sell 
alcohol in violation of municipal law. (COMMENT: Qalqiliya 

is a conservative area even by Palestinian standards and most 
of these steps are probably in line with mainstream community 
values. END COMMENT). In Bethlehem 

Hassam al-Masalmeh\'s election pledge to push for the 
implementation of ShariVa 

muted by his alliance Christian and secular politicians. 


Social Activists and 
Technocrats in the Lead 


6. (C) Nearly 

associated with the social 

the movement 

dealings with reporters 

Nablus the municipal council members are closely linked to 
the Scholars of Palestine 

charitable organization. In Deir al-Balah 

campaigned on his track record as head of the Salah Welfare 
Organization 

multi-million dollar budget. (NOTE: The Hamas district and 
national list includes many individuals from these two 
organizations (ref A) END NOTE. ) As mayor 

implemented a campaign to beautify the city 

plant trees and improve trash pick-up. Most local observers 
point to Deir al-Balah as the most successful experiment in 
Hamas-led municipal government. 


Troubles with Fatah 
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7. (C) HamasVs inability to coordinate with armed Fatah 
factions or the Fatah dominated PASF have been a persistent 
problem in some municipal districts. In Qalqiliya 

leaders have complained of tensions with the Hamas-led 
municipal council 

elections 

governmental bodies has contributed to a general sense of 
lawlessness in the municipality. In Beit Hanoun 
Fatah-affiliated al-Aqsa Martyrs Brigades (AMB) gunmen 
attacked the municipal building on January 7 

municipal compound and starting fires on the grounds(ref B). 


8. (C) Hamas\'s strength in the run up to the PLC elections 
masks a short track record in governance and mixed success at 
delivering on election pledges to improve the lives of 

citizens. At the municipal level 

savvy political party capable of working with a variety of 

factions to maximize its influence and willing to mute its 
religious agenda for political reasons. Hamas efforts to 

tackle crippling fiscal problems while confronting the 

reduction of funding from the PA budget 

financial situation and specific decisions to funnel more 

local funding through governorate offices. Tensions between 
Hamas and the PASF could play out on a grander scale once the 
movement gains a voice in deciding national issues that 

directly affect powerful security chiefs and confronts 

possible demands from the PA to dismantle or silence its 

armed wing. 
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Minister Tomada said that Argentina\'s economy was \"open 
but that the GOA was focused on economic growth with 
employment. Minister Tomada said that in the past Argentina 
had suffered from \"brutal openness\" and economic growth 
without employment. Secretary Chao noted that even though 
the openness of the U.S. economy allows some jobs to be 
outsourced overseas 

due to free trade 

foreign companies operating on U.S. soil. Secretary Chao 
said that the U.S. believes that free trade is one of the 

best ways to achieve economic growth and greater employment. 


4. (SBU) Secretary Chao asked Minister Tomada about his 
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views of Mercosur 

to integrate Argentina with the rest of the world. Tomada 
said that Argentina strongly supported the regional 
integration of Mercosur 

avoid \"disequilibriums\" in the trade bloc at the same time. 
Minister Tomada said that Mercosur helps to reinforce 
democracy and peace 


5. (SBU) Secretary Chao congratulated Argentina on assuming 
the presidency of the International Labor Organization (ILO) 

and said she looked forward to seeing Minister Tomada at the 
next ILO meeting in Geneva. Minister Tomada said he also 
looked forward to seeing Secretary Chao in Geneva and said he 
wanted to visit Secretary Chao in Washington at some point in 
the future. 


6. (SBU) CODEL McConnell has cleared this cable. 
GUTIERREZ 
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Lithuanians of the VWP\'s substantive requirements. With our 
encouragement 

improving document security and combating fraud. We worked 
with the Ministry of Foreign Affairs to publicize the 

Roadmap 

to satisfy VWP criteria ) but also informed the public of 

the enduring problem of document fraud and visa overstays. 


12. (SBU) In 2006 

issues actively and publicly. House Judiciary Committee 
Chair Sensenbrenner\'s visit here last week got us off to a 
good start. We will also focus on other priority areas 
including our work to press the GOL for improved residency 
visa procedures for Amcits 

Lithuanian leaders to participate in the Summer Work and 
Travel Program. 


13. (SBU) The year 2005 saw substantial progress in our 
efforts to support Lithuanian law enforcement. Just months 
after Attorney General Gonzalez signed a new extradition 
treaty with GOL last June 

extradited a Lithuanian citizen to the United States for the 
first time. In 2006 

initiatives with law enforcement officials and the judiciary 
on intellectual property rights. We will also continue our 
joint work with the GOL to combat the root causes and 
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mitigate the effects of trafficking in persons. 


14. (SBU) Our strategy to enlist the new government in our 
campaign to boost U.S. investment here drew early dividends 
as Economy Minister Uspaskich traveled to the United States 
to woo potential investors. Soon afterwards 

became enmeshed in political troubles 

attention to our issues dwindled. In 2006 

energize his successor and others in the GOL to seek more 
American involvement in this dynamic economy. Several 
Mission-sponsored initiatives 

and pending negotiations with the Interior Ministry to 
streamline Amcit residency requirements 

objective. We will participate in trade and investment 
conferences focusing on the region 

partner FCS post in Warsaw to encourage U.S. business 
visitors to Eastern Europe to include Lithuania in their 
itineraries. We will also team with U.S. businesses to help 
them win their share of the commercially significant deals 
that come up for bid this year. 


15. (SBU) In 2005 

substantially improved the work environment for the Mission 
community. Working intensively with the Ministry of Finance 
we accomplished a longstanding goal by eliminating GOL 
taxation of U.S. assistance. We also addressed several 
issues relating to the diplomatic status of Mission 

personnel 

establish a more timely system to disburse VAT refunds to 
American staff. In 2006 

further improvements to our living conditions here 
point-of-sale VAT refunds. 


16. (C) The new government\'s first year in office featured 
considerable political turbulence 

interests here were 

remains one of our nation\'s most loyal and consistent allies 
on issues that matter to us. In the world\'s most dangerous 
places 
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States. The above work plan outlines our strategy for 
preserving the strong friendship we enjoy here 

the continued support of GOL on key foreign policy goals 
for tackling issues of concern that affect U.S. interests in 
Lithuania. We are proud as a Mission of the significant 
achievements of 2005 

strategy outlined here will yield an even stronger and more 
durable bilateral relationship in 2006. 

MULL 
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further than many believe PM Ariel Sharon would have in this 
circumstance. A few contacts expressed concern that Olmert 
is justified in taking this action 

rhetoric toward the settlers given the delicate political 

situation he faces. Boaz Karni 

Cooperation Foundation 

\"quiet encouragement\" to see more outpost dismantlements in 
the future. End summary. 


3. (C) Brig. Gen. (ret.) llan Paz 

Administration (please protect) 

Cooperation Foundation treasurer 

that the Hebron wholesale market area was in Jewish hands 
throughout the 19th century until Jordan\'s capture of the 
city in 1948. The land was transferred to the Jordanian 
office responsible for absentee property 

Hebron Municipality to build the market and buildings for 
Palestinians to use in the 1950s or early 1960s. When the 
GOI took over the area in 1967 

continue to use the market until February 1994 

closed it down after Baruch Goldstein killed 29 Palestinians 
in the Tomb of the Patriarchs. In 2001 

killed an Israeli infant 

commander of Hebron allowed Israeli settlers to set up a 
summer day camp with the understanding that they would stay 
no more than two weeks. Paz explained that the settlers 
eventually stayed 

converted them into homes 

Avraham Avinu neighborhood. 


4. (C) The Palestinian shop-owners petitioned the High Court 
to ask that the settlers be evicted 

agreed 

decision and have remained in the market. The settlers went 
to a special committee for appeals in the Civil 

Administration 
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-- two years later -- also decided the settlers should leave. 

The committee 
the GOI 
settlers and compensate the Palestinian shop-owners who own 
the buildings 
too complicated. After more legal appearances 
Court in early 2005 ordered Mofaz to evacuate the setilers 
according to Paz. He said that Mofaz agreed but did not 
commit to a date because it was dependent on the \"security 
situation. Paz noted that Attorney General Menachem Mazuz 
in September 2005 told Mofaz he would no longer defend him in 
court if Mofaz did not evacuate the settlers by the end of 
2005. At this point 
Dan Halutz announced that January 15 
deadline for voluntary evacuations 
be removed by force starting February 15 
Paz. Maj. Gen. Yair Naveh 
Command 
reports indicate that he promised the settlers that if they 
leave voluntarily 
months. The settlers have refused the compromise 
negotiations continue. 


5. (C) Dror Etkes 

Now 

that the State committed itself to evacuating the Hebron 
market 

doing something." He said that theoretically the evacuation 
is a legal issue 

depends on when Olmert decides he wants it to take place. 
Paz and Karni assessed that any evacuation of the market 
would be very difficult because the struggle is with young 
and very ideological settlers who do not recognize the State 
of Israel. Pinchas Wallerstein and other members of the 
YESHA council have less influence on the settlers in the 
Hebron area than they do on settlers in the northern West 
Bank because the settlers in Hebron \"listen to the voice of 
God before the voice of the government" and have their own 
agenda. According to Karni 

are by force and are ready for conflict" In response to 
econoff\'s question on whether the settlers could use the 
argument that the land belongs to Jews 

themselves belong to Palestinians 

that the land actually now belongs to the GOI 

GOI did not give the settlers permission to live there. 


6. (C) With respect to Amona outpost 
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the outpost was built in 1995 on private Palestinian land 

and reiterated that it is clearly Palestinian land 

Israeli State land 

said that Amona is illegal under the three categories the GOI 
uses to make construction in the West Bank legal: itis on 
private land; there was no government decision to build 
Amona; and the settlers did not go through any of the 
planning procedures required to build a settlement. Paz 
continued that construction for the permanent houses slated 
for demolition began in early 2004 

Mofaz agreed to an MOD proposal to dismantle them. He 
explained that the MOD decided to talk to the settlers 
however 

remain standing as long as no settlers were living in them. 
According to Paz 

dismantle the houses since there were standing orders for the 
demolitions 

to carry out its own demolition orders. Paz explained that 
Mofaz then told the court in November that he would demolish 
the houses by the end of January 2006. He simultaneously 
received notice that several settler families had moved into 
some of the houses despite the MOD\'s agreement with the 
settlers not to inhabit the homes. Paz reported that the 
settlers have since moved out 

Council is using some of the houses as offices for their 
activities. Peace Now\'s Etkes confirmed that there are no 
families living in the houses slated for demolition. 


7. (C) Etkes said that the High Court\'s delay of the 
demolition of nine permanent houses in Amona outpost near 
Ofra settlement gives the settlers an opportunity to play for 
time and get organized against the planned demolition. 
During our meeting on January 18 

from Michael Sfard 

Justice Aharon Barak had agreed to give the settlers one more 
week to explain their case to the court. Etkes opined that 
Barak was afraid of delegitimizing the court in the eyes of 

the Israeli right 

let them have a chance.\" He said that nothing could be done 
until after January 25th when the settlers have had an 
opportunity to explain their case. Paz and Karni commented 
that Mofaz had decided to wait to demolish the houses until 
after the Palestinian elections. Once the settlers have 
exhausted their appeals to the High Court 

will take place when Olmet gives the go-ahead. 


8. (C) Karni and Paz said that the demolitions would be 
difficult whenever they take place because the IDF has to go 


Jps over the not-yet-opened Night Safari and still-to-be-revealed plans for additional tourism developr 


nent under the umbrella name of 


